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1 HBH Purpose

HIi android ~F-& b wifi H 350 B E R F I, 2 BACSOR wifi 3R {51584 B 3haes i
WA R AR I, RIS SCRPA NI wifi BBk, I H— 2= AR T BLSCRE 24> WIFL A

To introduce wifi auto compatibility principle and notices based on Android platform. After
generating images according to the wifi complete auto compatibility instruction provided in this
document, it can support the corresponding wifi module and one set of images can support multiple WIFI
modules.

WIBASCRML AL, android F& wifi A SLE 52L& B3IF#%, android Al kernel BFAET
WSMECE .

Using the method provided in this document, Android platform Wi-Fi can achieve complete
auto compatibility without any additional configuration of Android and kernel.

1.1 Kernel FERZEI Kernel notices

wifi 564 HEh A TR, AP6xxx 241 wifi F Realtek £ %1 wifi BX5)06 4% Fl module 753K, A5
At build in B kernel.img ;. I A KA build in WXshF| N, %5 7 & T, RAHA
AT 7 B\ 4% andorid P& %A K conifig; BN defconfig ¥ wifi IRBh4RERR ko
modules FIBECE, defconfig Z2E W TFECE, M TAEEZET SDK X4 EH AZARE:

For Wi-Fi complete auto compatibility solution, the drivers of AP6xxx series wifi and Realtek series
wifi must use module method and cannot be built in kernel.img. If want to build in the driver to kernel,
perform referring to chapter 7. Using the auto compatibility solution requires to confirm the conifig used
by kernel on Android platforms. Confirm defconfig is the configuration compiling the wifi driver as
ko modules. Defconfig refers to the following configuration which is based on SDK latest kernel
code released:

CONFIG_WL_ROCKCHIP=y

CONFIG_WIFI_BUILD_MODULE=y

# CONFIG_WIFI_LOAD_DRIVER_WHEN_KERNEL_BOOTUP is not set

CONFIG_AP6XXX=m

CONFIG_RTL_WIRELESS_SOLUTION=y

CONFIG_RTL8188EU=m

CONFIG_RTL8188FU=m

CONFIG_RTL8189ES=m

CONFIG_RTL8189FS=m

CONFIG_RTL8723BS=m

CONFIG_RTL8723BU=m

CONFIG_RTL8723CS=m

CONFIG_RTL8723DS=m

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 1
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Device Drivers

—>

[*] Network device support  --->
[*] Wireless LAN --->
[*] Rockchip Wireless LAN support  --->

--/- Rockchip Wireless LAN support

[*]  build wifi ko modules

[*] Wifi load driver when kernel bootup
<M>  apbxxx wireless sdio cards support
[*1 Realtek Wireless Device Driver Support =----
<M> Realtek 8188E USB WiFi

<M= Realtek 8188F USB WiFi

<M= Realtek 8189E SDIO WiFi

<M> Realtek 8189F SDIO WiFi

<M>  Realtek 8723B SDIO or SPI WiFi

<M= Realtek 8723B USB WiFi

<M>  Realtek 8723C SDIO or SPI WiFi

<M>  Realtek 8723D SDIO or SPI WiFi

BRZK dts TCRFHCE WIFL & 288 (BLE THnr L, FoNEL wifi BXsh A H: wifi_chip_type
TR, AR WIFL A RYE RK KA S %3500, B dts Serfiilin M E R

Board level dts doesn’t need to configure WIFI chip type (also ok if configured), because wifi driver

loading is not dependent on wifi_chip_type node. If WIFI is not designed according to the hardware

reference design published by RK, board level dts should confirm the following information first:
(35 kerneld.4 e LLJS I A% wifi power I 3] sdio "L E reset-gpios)
(Note: for kernel4.4 and later versions, wifi power pin should be changed to sdio and configured as

reset-gpios)

sdio_pwrseq: sdio-pwrseq {

¥

wireless-wlan {

compatible = "mmc-pwrseg-simple";

clocks = <&rk818 1>;

clock-names = "ext_clock";

pinctrl-names = "default"”;

pinctrl-0 = <&wifi_enable_h>;

[*
* On the module itself this is one of these (depending
* on the actual card populated):
*_SDIO_RESET L _WL_REG_ON
* - PDN (power down when low)
*/

reset-gpios = <&gpio3 4 GPIO_ACTIVE_LOWS>; //wifi power

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 2
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compatible = "wlan-platdata”;
wifi_chip_type ="ap6255"; //EkEHCE A or configured as wifi_chip_type = """;
WIFI,host_wake_irq = <&gpio0 GPIO_D4 GPIO_ACTIVE_HIGH>;
status = "okay";
}3

Y. HEI WIFI BE&FETR, £T RK KM WIFI %3, WIFI ERERERRIAGE S
FER, BATE BERIN WIFI 4L g RAEEE XI5

Note: current WIFI complete compatible solution, which is based on WIFI reference design
released by RK, WIFI power pin is high active by default. For the specific projects, need to confirm
the WIFI power pin and high/low active configuration.

R —ERAGEMBIEIHRE RK support list T WIFI, BEAREE WIFI BRI (TS
RFEAG RS BRI ) UK SDIO B-FMFERMHIN, EAXENETEREANARFER
.

If one set of images should be compatible with all WIFI modules in RK support list, WIFI
power pin of the hardware board (the hardware type of all boards should keep consistent) and
SDIO level should be confirmed in advance. There is detailed introduction on the hardware notices
in chapter 4.

1.2 Android J¥EEZI Android notices

19w 1 kernel 4> F 304w wifi ko SCHF, 4wk Android IR 2 344 wifi ko SCIHH#% DLE
vendor.img "', f7ji7E /vendor/lib/modules/ H 5% T .

It will automatically compile wifi ko file when compiling kernel. When compiling Android, it will
automatically copy wifi ko file to vendor.img and save in the directory of /vendor/lib/modules/.

vendor/rockchip/common/wifi/wifi.mk

BOARD VENDOR_KERNEL MODULESEEES

2 WIFI 3 & J8 3 M 2 Ui 3§ Brief introduction of WIFI
compatibility principle

2.1 WIFIL & FiRAHAE WIFI chip recognition process

1. JFHL wifi e i, I E ST sdio #{E .
Power up wifi module, and automatically scan sdio.

2. RA[IDFTIT wifi BAERS, 5% RS sys/bus/sdio (sdio wifi) ,  sys/bus/usb(usb wifi),

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 3
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sys/bus/pic (pcie wifi ) SCF R 48~ uevent AT

When starting wifi, the system separately reads uevent from the file system of sys/bus/sdio(sdio wifi),
sys/bus/usb(usb wifi) and sys/bus/pic (pcie wifi).

3. REE] wifi i85 vid pid In#E B wifi ko 3K3) .
Load the corresponding wifi ko driver after acquiring vid pid of the wifi chip.
4. RHIE] wifi 228 5 InE A F 1 wpa_supplicant 2405 31 wifi.

Load different wpa_supplicant parameter to start wifi after recognizing the wifi type.
B A H 3
The key code directory:
android /frameworks/opt/net/wifi
kernel/net/rfkill/rfkill-wlan.c
hardware/broadcom
external/wpa_supplicant_8

3 Fri WIFI #EGER New WIFI module debugging

H A6 4% AT andriod SDK, WIFI HEIFRAEMER C 2@ e, mRE & Z a7
i, N AR T T 5L BB ot 7 AT B B AT .

Currently released android SDK already builds in the WIFI auto compatibility framework. If
customers need to debug other modules by self, only need to modify the parts mentioned in this chapter.

3.1 WIFI Ixzh# . WIFI driver porting

RK & _F A i) WIFI B IRENER L S N % kernel/drivers/inet/wireless/rockchip_wlan H 3%,
— RS HLET Y WIFI 3R, 75 54E kernel/drivers/net/wireless H S IR R wifi BB Keonfig Al
Makefile, 7 R HGE 75 B A& M wifi BREHH Keonfig A1 Makefile CHEAEAS & () wifi B BRE) ,
KK H Realtek ffd, @] PLZ2% Rockchip_Introduction. REALTEK_WIFI_Driver_Porting CN&EN.
pdf T4,

All WIFI module drivers on RK platforms are put in the directory of
kernel/drivers/net/wireless/rockchip_wlan. Generally for porting new WIFI driver, need to add Kconfig
and Makefile corresponding to the wifi module in the directory of kernel/drivers/net/wireless. Some
module also requires to modify Kconfig and Makefile of wifi driver (according to the specific wifi
module driver). If using Realtek module, you can refer to the document
Rockchip_Introduction_ REALTEK_WIFI_Driver_Porting_ CN&EN.pdf.

A% B IE A2 1% HY wifi ko 3RS SCE, wifi ko SCHEESR 1 kernel RS54 E Shaw 1% .

Kernel can correctly compile wifi ko driver file. The wifi ko file will be automatically compiled

when compiling kernel.

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 4
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EE: BT AT wifi BIRFKHA ko TR, WREBRABNEAEREE, —EZEHRHF
ko, 7 MITRHATAESB wifi ko A1 YA 4 PR RIGHEL .

Note: Because current wifi driver format is ko, if kernel network related configuration is
modified, remember to re-compile ko, otherwise it will probably lead to the mismatch of wifi ko
with kernel network protocol stack.

3.2 %N wifi 2 Add wifi compatibility

1. #hn wifi 28R wifi vid pid

Add wifi name and wifi vid pid

P E4%:  frameworks/opt/net/wifi/libwifi_hal/rk_wifi_ctrl.cpp 135 supported_wifi_devices[]44
P s wifi LR () 4 AR FIXE R vid pid, vid pid AT DAREE T 31 F 215 vevent AT
LL AP6255 Jyffil: AP6255 At 4 FR, 02d0:09bf Jy vid pid, W RHIEF CLun T LK wifi ()
R, ZHEUW RS-

Source code path: Add wifi module name and corresponding vid pid in supported_wifi_devices]]
struct in frameworks/opt/net/wifi/libwifi_hal/rk_wifi_ctrl.cpp. Manually read uevent according to the
following chapter can check vid pid. Take AP6255 as example: AP6255 is the module name, 02d0:09bf is
vid pid, the following table already adds several wifi modules referring to the following format:

_wifi_devices
wifi name[ '];
wifi_vid pid[ ];

} wifi_device;

wifi device supported wifi devices[] = {

{ i
{ I
{ b
{ iy
{ i
{ I
{ i
{ b
{ iy
{ i
{ I
{ i
{ iy
{ i
{ I
{ i
{ b
{ iy
{ i
{ I
{ b

2. @ wifi X3h ko STHAF UK AT

Add the path to save the ko file of wifi driver
frameworks/opt/net/wifi/libwifi_hal/wifi_hal_common.cpp "' wifi_ko_file_name module_list[]%4

PV AAETR R wifi B ko BRBNAFTEHAR AN S wifi ko SXZNIT 5 IS4, wifi ko 77881251 —

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 5
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K XXXX_DRIVER_MODULE_PATH Hfir 44 77 2o

The ko driver of wifi module and the parameters required for loading wifi ko driver are saved in
wifi_ko_file_name module_list[] struct in frameworks/opt/net/wifi/libwifi_hal/wifi_hal_common.cpp.
The path of wifi ko is named as XXXX_DRIVER_MODULE_PATH.

R ismod wifi ko ANFEE S H, 4R LMEH UNKKOWN_DRIVER_MODULE_ARG, 1
R EHIN S, WERYE wifi BRI A SO BEAT HH R AL B

If ismod wifi ko doesn’t have parameter, you can use UNKKOWN DRIVER MODULE_ARG. If
need additional parameter, please perform relative operation according to wifi module porting document.

VER: wifi BFRELS supported wifi_devies[|Z #1448 X B FR—FE.

Note: wifi name should be the same as the name defined in supported_wifi_devies[] struct.

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd.
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wifi ko file_name module list[] =

I
L8

, RTL8723BU_DRIVER_MODULE NAME, RTL8723BU_DRIVER MODULE PATH, UNKKOWN_DRIVER MODULE_ ARG},
, RTL8188EU_DRIVER_MODULE_NAME, RTL8188EU_DRIVER_MODULE_PATH, UNKKOWN_DRIVER_MODULE_ ARG},
, RTL8192DU_DRIVER_MODULE_NAME, RTL8192DU_DRIVER_MODULE_PATH, UNKKOWN_DRIVER_MODULE_ ARG},
, RTL8 DRIVER_MODULE NAME, RTL88 ] DRIVER_MODULE_PATH, UNKKOWN_DRIVER_MODULE ARG},
, RTL8822BS DRIVER_MODULE NAME, RTL8822BS DRIVER MODULE PATH, UNKKOWN_DRIVER MODULE_ ARG},
, RTL8188FU_DRIVER_MODULE_NAME, RTL8188FU_DRIVER_MODULE_PATH, UNKKOWN_DRIVER_MODULE_ ARG},
, RTL8189ES_DRIVER_MODULE_NAME, RTL8189ES DRIVER_MODULE_PATH, UNKKOWN_DRIVER_MODULE_ ARG},
, RTL8 DRIVER_MODULE NAME, RTL87 DRIVER MODULE PATH, UNKKOWN_DRIVER MODULE ARG},
» RTL8 DRIVER _MODULE_MNAME, RTLS7 JRIVER_MODULE_PATH, UNKKOWN_DRIVER_MODULE ARG},
, RTL8 DRIVER_MODULE_NAME, RTL8 _DRIVER_MODULE_PATH, UNKKOWN_DRIVER_MODULE_ ARG},
, RTL8812AU_DRIVER_MODULE_NAME, RTL8812AU_DRIVER_MODULE_PATH, UNKKOWN_DRIVER_MODULE_ ARG},
, RTL8189FS_DRIVER_MODULE NAME, RTL8189FS_DRIVER MODULE PATH, UNKKOWN_DRIVER MODULE_ ARG},
, RTL8822BE DRIVER_MODULE NAME, RTL8822BE DRIVER MODULE PATH, UNKKOWN_DRIVER MODULE_ ARG},
SSV6051 DRIVER_MODULE_NAME, 5 51 DRIVER_MODULE_PATH, S55V6051_DRIVER_MODULE_ARG},
ESP8089_DRIVER MODULE_NAME, ESP8089 DRIVER_MODULE_PATH, UNKKOWN_DRIVER MODULE_ARG},
BCM _DRIVER MODULE_NAME, BCM DRIVER MODULE PATH, UNKKOWN DRIVER MODULE ARG},
DRIVER MODULE NAME, | DRIVER_MODULE_PATH, UNKKOWN_DRIVER MODULE ARG},
DRIVER_MODULE_NAME, | DRIVER_MODULE_PATH, UNKKOWN_DRIVER_MODULE_ ARG},
DRIVER_MODULE_NAME, BCM_DRIVER_MODULE_PATH, UNKKOWN_DRIVER_MODULE_ARG},
DRIVER MODULE NAME, BCM DRIVER MODULE PATH, UNKKOWN DRIVER MODULE ARG},
BCM _DRIVER MODULE_NAME, BCM DRIVER MODULE PATH, UNKKOWN DRIVER MODULE ARG},
DRIVER_MODULE_NAME_UNKNOW, DRIVER MODULE_PATH_UNKNOW, UNKKOWN_DRIVER_MODULE_ARG}

I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L
I
L

3.3 %si0 wpa_supplicant j8312% Add wpa_supplicant start parameter

init.connectivity.rc /)3 ) wpa_supplicant Z4{ )\ /vendor/etc/wifi/wpa_config.txt S HH iz
Read the parameter starting wpa_supplicant in init.connectivity.rc from
/vendor/etc/wifi/wpa_config.txt file.
service wpa_supplicant /vendor/bin/hw/wpa_supplicant \
Ivendor/etc/wifi/wpa_config.txt
we will start as root and wpa_supplicant will switch to user wifi
after setting up the capabilities required for WEXT

user wifi

H O OH O H =

group wifi inet keystore
interface android.hardware.wifi.supplicant@1.0::1Supplicant default
interface android.hardware.wifi.supplicant@1.1::1Supplicant default
interface android.hardware.wifi.supplicant@1.2::1Supplicant default
class main
socket wpa_wlan0 dgram 660 wifi wifi
disabled
oneshot
wpa_config.txt £UHL H A7 FE deivice/rockehip/common/wpa_config.txt
wpa_config.txt code is saved in deivice/rockchip/common/wpa_config.txt
wpa_supplicant/main.c #' main e ZON F 2 MR HE 0 A 8BRS B SR BUAS R # wpa_supplicant 4.
The entry of main function in wpa_supplicant/main.c will select to read different wpa_supplicant
parameter according to the chip type.
LA broadcom FE A :
Take Broadcom module as example:

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 7
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LEEEENS AR APxxx RS, &R YE BROADCOM_MODULE_NAME 7 /vendor/etc/
wifi/wpa_config.txt 34 H1 253k broadcom FEEL )24
When reading the chip is APxxx series, it will look for the parameter of Broadcom module in
/vendor/etc/ wifi/wpa_config.txt file according to BROADCOM_MODULE_NAME.
main (

argc,

ret = -1;

module_type[ 1={ };

wpa_printf(MSG

if(argc == ) |
if (wifi typel 1 == ) {

check wifi chip_type string(wifi_ type);

INFO, ,argc) ;

1
I

wpa_printf(MSG_INFO,
if (1 == strncmp(wifi_type,
wpa_printf(MSG_INFO,
ret =
o if (
wpa_printf(MS
ret = read
e if (1 == strncmp
wpa_printf(MSG_
ret =
o if (
wpa_printf(MSG_INFO,

INFO,

rc-.qd_u!:a_!‘:;:l ram_con fi a (REAI TEK_MODLIIE NAME,argv [1);
strncmp(wifi type, , ) 1

baram contig(BROADCOM MODULE NAME, argv|

read wpa param conftig(SSV MODULE NAME,argv[
== strncmp(wifi type, -

ywifi type);
N o
)i

’

HLF
[}
T
I E
1);
1) {
I E

ret = read wpa_param_config(ESP_MODULE NAME,argv([ 1);
L
S 8
wpa_printf(MSG_INFO, e
sprintf(module type, ,wifi type);
ret = read wpa param_config(module type,argv[ 1);
1
J

wpa_printf(MSG_INFO, )i
ret = main_loop(argc, argv);
}_
return ret;

wpa_config.txt FHEEISHn T
The parameter found in wpa_config.txt is as below:
[broadcom]

/vendor/bin/hw/wpa_supplicant
-0/data/vendor/wifi/wpa/sockets

-puse p2p group interface=1
-g@android:wpa_wlan®

H B wpa_config.txt 3244 2L -

Currently wpa_config.txt file already adds:

[broadcom] [realtek] [ssv] [esp]lUA KW JE B Z4L, WORTIBIEATESI RN, EIEIEEL Big
BEATENIN

[broadcom] [realtek] [ssv] [esp] four vendors’ start parameter. If new module is not in the list, please

add according to the above format.

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 8



Rockchip WIFI g & i B

4 WIFI #F & BB 4 ¥ 8 F W WIFI  compatibility

software/hardware notices

F Bl & AT (1) SDK — 2 [E {4 7] LL %% sdio 2.0 A1 sdio 3.0 wifi, sdio2.0 clk # &= 50M, sdio 3.0
clk = 150M.

Currently released SDK can be compatible with sdio 2.0 and sdio 3.0 wifi using one set of images,
supporting sdio2.0 clk up to 50M, and sdio 3.0 clk up to 150M.

SDIO Bt BiEZ%*% (Rockchip-Developer-Guide-linux4.4-SDMMC-SDIO-eMMC.pdf)

For SDIO configuration, please refer to

{Rockchip-Developer-Guide-linux4.4-SDMMC-SDIO-eMMC.pdf) .
PCIE Bt Bi5Z% (Rockchip-Developer-Guide-linux4.4-PCle.pdf)
For PCIE configuration, please refer to  {Rockchip-Developer-Guide-linux4.4-PCle.pdf) .

5 WIFI ko ZRiFEREI WIFI ko compiling notices

AFETT R AL S MR BB XS wifi ko BB 4 1 771

This chapter mainly describes the modification of kernel network related configuration and
compiling method corresponding to wifi ko driver.

wifi ko IR PR WA 2% Bt B 4 13 L 1 kernelimg — 20 2R T EEMURE kernel.img B, 40
RUEAESNAICE, 7 EHAT mkimage.sh J5 #8142 5 vendor.img, kernel.img 1 vendor.img #f
T,

Wifi ko should be consistent with kernel.img compiled by kernel network configuration. When need
to separately flash kernel.img for debugging, if kernel modifies the network configuration, need to
re-generate vendor.img after executing mkimage.sh, both kernel.img and vendor.img should be flashed.

6 WIFI ZX3hin# 4 X ¥ Bl WIFI driver loading method

introduction

WMRARBE wifi BIFEH R, LUK wifi 3857 build in 219, HE EITRE.

If you don’t need wifi auto compatibility solution, you can build wifi driver into kernel. Customers
can make decision by themselves.

L AP6255 fsi, BCE AT

Take AP6255 as example, the configuration is as below:

WIFI_BUILD _MODULE =n

CONFIG_AP6XXX =y

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 9
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--- Rockchip Wireless LAN support

[ 1 build wifi ko modules

[*1 Wifi load driver when kernel bootup
[ 1 Realtek Wireless Device Driver Support ----
Realtek 8188E USB WiFi

Realtek 8183F USB WiFi

Realtek 8189E SDIO WiFi

Realtek 8189F SDIO WiFi

Realtek 8723B SDIO or SPI WiFi
Realtek 8723B USB WiFi

Realtek 8723C SDIO or SPI WiFi
Realtek 8723D SDIO or SPI WiFi
Realtek 8822B PCIE WiFi

A A A A A A A A A
V W WV vV VY Y YV

7 WIFI BEFTHEEHEE WIFI open failure analysis

1. EERMIATHUS RG2S A USB WIFI B(# SDIO wifi ¥4, IEWFHLGE, nLAE il Wi

log #EATHAIN, GH 2 sdio, wifi ¥ log 26 WK sdio P55 E3) log:

First confirm if system has USB WIFI or SDIO wifi device after power up, after power up normally, you
can confirm first through kernel log, if it is sdio, wifi will have the sdio recognition success log as below:
mmc2: new ultra high speed SDR104 SDIO card at address 0001

USRS usb, wifi 2F B0 usb {5 &

If it is usb, wifi will have the usb information similar as below:

usb 2-1: new high-speed USB device number 2 using ehci-platform

usb 2-1: New USB device found, idVendor=0bda, idProduct=h82c

usb 2-1: New USB device strings: Mfr=1, Product=2, SerialNumber=3

usb 2-1: Product: 802.11ac NIC

iR ush {5 BN sdio R ALY log 15 B#E A, FRULH wifi BLEEAA IE% FHEEGE sdio H-R
Fu, TR B AR AT 18] R DA S dts BT wifi R S IERRECE s BROATHLAHS E
Ty b A wifi SOy id (RIS, EASC v2.1 AT B AR E.

If there is no usb information and sdio recognition success log information, it means wifi module is
not powered up normally or sdio recognition fails, need to double check if the hardware has problem and
wifi pin in software dts is configured correctly. Because powering up the module successfully is the
precondition to detect wifi chip id as described in chapter 2.1.

AT LA cat 40 B8 AE R 1) uevent SCAFIEATHIA -

Besides, you can also cat the uevent file in the following path to confirm:

sys/bus/sdio/devices

sys/bus/ush/devices

LA AP6255 J9f5il, cat XS uevent 7] LA F| ap6255 Xf i [ pid Al vid (02D0: A9BF)
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Take AP6255 as example, cat the corresponding uevent can see the pid and vid corresponding to
ap6255 (02D0: A9BF):
*k3368:/ #
k33687 # cat /sys-sbuss/sdios/devices/mmcl:@081%:3/uevent
EDI0_CLASS =82

EDIO_1D=B2DB:A9BF
ODALIAS=sdio:cB2vB2DAdA?BF

2. WRAEERAE S b, T DL 2] wifi AR vid pid, FRAA R T LR IR wifi ko JXBh ST

If the module is powered up normally and it can also recognize vid pid of wifi module, then confirm
if wifi ko driver file is correctly loaded.

PL AP6255 wifi fECAB], U R IER InE ko 1 log 15 .-

Take AP6255 wifi module as example, the following is log information when normally loading ko:

130irk3368:/ # logcat |
#1-85 B1:39:21.868
#1-85 B1:39:21.868
#1-A5 B1:39:21.878
#1-85 B1:39:21.878
A1-85 P1:39:21.874

Wifi B 5 AHRE ko AH RIS B 5G 5R «

The relationship between wifi module and corresponding ko:

FREHR AL TR ko & #K

APBxxx(SDIO) bemdhd.ko
RTL8723BU(USB) 8723bu.ko
RTL8188EU(USB) 8188eu.ko
RTL8188EU(USB) 8188fu.ko
RTL8723BS(SDIO) 8723bs.ko
RTL8723CS(SDIO) 8723cs.ko
RTL8723DS(SDIO) 8723ds.ko
RTL8189ES(SDIO) 8189es.ko
RTL8189FS(SDIO) 8189fs.ko

TFEAHY ko FBEHLGT B 5¢ & 7 WL android/frameworks/opt/net/wifi/libwifi_hal/wifi_hal_common.
cpp X

The detailed relationship between ko and module refers to android/frameworks/opt/net/wifi/l
ibwifi_hal/wifi_hal_common.cpp file.

3. 2R wifi ko VLACH R B A AR ko S, TERAIAZIE vI.1 A1 v1.2 S5 REAT A, 1B
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R G ko AR AN T :

If wifi and ko don’t match or there is no corresponding ko file, please confirm according to chapter

1.1 and 1.2. The normal path of system ko file is as below:

k3368 - /vendors/lib/modules  wifi #
total 39196
Ay wrcr—x C shell

shell

root 48026
o0t - -
8188eu.
8188fu.

818%es .

o0t oot

o0t oot
o0t oot
a7328
B23896
21448
3a37ugn 2
root 3215968 2 Y
/8928 & Y 8 e.
1545197 Y bcmdhd .
wifi o

oot »oot

oot »oot
oot »oot
oot »oot

oot

b |
b |
b |
b |
b |
b |
b |
b |
b |

oot root EL

i »oot »oot

k3368 : svendorslibs/modules.

4. ER: BT HBE wifi BIRRKA ko T, WREBHARMEARTE, —EZEHMmE
ko, 75 MIFRATBEINE wifi ko SIHEAE panic, HIHFARIBEAICER 5 EH.

Note: Because currently wifi driver format is ko, if kernel network related configuration is
modified, remember to re-compile ko, otherwise it will probably lead to kernel panic when loading

wifi ko. Please read chapter 5 carefully.

8 SDIO [HHEE SDIO issue analysis

8.1 &4 Hardware part

o
>|
WIFI_REG_ON 12 =
WIFI_HOST_WAKE 13 | WL_REG_ON
WIFT D2 721 WL_HOST_WAKE
WIFI_D3 75| SDIO_DATA_2
WIFI_CND 76| SDIO_DATA 3
WIFT CLK 77| SDIO_DATA_CMD
WIFT_DO 75| SDIO_DATA_CLK
WIFT_D1 75| SDIO_DATA_O
CCIO_WL VCCIO_WL_N = 55— SDIO_DATA_1
? T 1l 57 GND
VIN_LDO_OUT
oar T N 22 {ypbio
01R 1% o Ex
_| c2714  Roeo3 _| cor1s 3 33z
1UF 100nF |
==X5R —=—X5R L2700 293335
10V o 63V 3.3uH St g
S cos02 =1 cos02 IND_303015 o
1;- = (o'} (o} (o V] (a¥] (a¥] (9
cZ717
47uF
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VBAT_WL
2714 1 DNP. 2 22R 5% Q
AN ———
2 || 1 XTAL_IN "
cz709 || 4
P2pF COG 50V Y2700 s
I
0402 3 { xouTeND1 —|2 | -l
4 1 2715 1 2 22R 59 XTAL OUT o
-I|| GND2 XIN A % =
| R0402 i
37.4MHz m o
2 || 1 dRY4 3R20X2R50X0RS0 —lo
cz712 || i uzzoo [ [O[Pf[e
22pF COG 50V - = b
C0402 DS I¥Y Y Y
oupnggg
Note: JE===22
Adilcimbondd dlam lommed mminmalloen o T e
oG
vecio_ wL o—y R2T0D 1 2 47K 5% RM02  SDIO_DO R2T01 1 2 2R 5% WIFLDO 2
1 R2702 1 2 47K 5% RO4OZ  SDIO D1 R2703 1 2 22R 5% WIFI_D1 2 | 1 _C2701 L
! R2TO4 1 RUE A 2 47K 5% ROMOZ  SDIO D2 R2705 1 A 2 E\E&m 5% WIFI_D2 2 'l_ 1_C2702 [
! RETOE 1 2 47K 5% ROM02  SDIO D3 R2707T_1 2 22R 5% WIFI_D3 2 1_C2703 [
RITO8 1 [QME . 2 47K 5% RO402  SDIO_CMD R2T08 1 2 2R 5% WIFI CMD 2 1 _C2704 [
SDIO_CLK R2T10_1 2 2R 5% WIFL CLK 2 1 _C2705 [
S R - | R —

HEE M EER S HAESR O TTEN
Firstly check the hardware: main parts are marked as the green boxes.

WIFI_D0~3: ##a2k, ~Fif s, HEIERT VCCIO_WL [

WIFI_DO0~3: data line, usually high, the voltage depends on VCCIO_WL.

WIFI_CMD: &4k, i hmE, HEIGRT VCCIO_WL [,

WIFI_CMD: command line, usually high, the voltage depends on VCCIO_WL.

WIFI_CLK: %, P MK, BRI T VCCIO_WL 1] HL [ ;

WIFI_CLK: clock, usually low, the voltage depends on VCCIO_WL.

VBAT_WL: WIFI B4 L), —E# v, LT 3.3v;

VBAT_WL.: power supply of WIFI module, always high, need to print 3.3V for power supply.
VCCIO_WL: % DATA/CMD/CLK [ 10 i, wJLN 3.3 8(# 1.8v, {H SDIO3.0 #4414

1.8v;

VCCIO_WL: supply power for 10 of DATA/CMD/CLK, can be 3.3V or 1.8V, but SDIO3.0 must be

1.8V.

WIFI_REG_ON: IE& TAERS N 3.3v, WiFi 5XHIIN Jy Ov;

WIFI_REG_ON: 3.3V for normal working, OV when Wi-Fi is disabled.

P TR : 32K A1 26M/37.4M, 1E 5 AR 24 B4

Two crystal oscillators: 32K and 26M/37.4M, there will be waveform output for normal working.

B %] WIFI SDIO [7] i :
When encountering WIFI SDIO issues:

1\

5 DAL IR R A St A i) AL

Firstly check the above voltage and crystal oscillator issue.
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2. VBAT WL f1 VCCIO_ WL JHJER KA, (EA M2 DR D IX 7 % PR AN AR A e F — A
YR, e HBHEERME NG, S8 WIFI B4 5%, i ~E, AW 20T

VCC_10 Fifij;

The power supply of VBAT_WL and VCCIO_W.L is always on, but sometimes because they share
the same power with other modules, the voltage collapse issue may occur and lead to the abnormality
of WIFI module. As shown in below picture, there are many peripherals connected to VCC_I0.

I {E f5z Ao 60 0mA
VeC_Io VBAT_WL
i I
1 2
R _|cEmE | cenor
0.02R 1% 22uF 100nF
R1210 TSR T —X5R

6.3V

10V )
N| cosos | codoz

8.2 B4 Software part

HHAH T SDIO I FE AL K«
Firstly introduce the basic component of SDIO waveform:

transmitter bit:

"1'= host command Command content: command and address information

or parameter, protected by 7 bit CRC checksum
end bit:

start bit: Vg
ah\rays‘ﬂx l l f' always "1
v

0o |1 CONTENT CRC 1
total length=48 bits

Figure 3-7: Command Token Format

transmitter bit:
'0'=card response Response content: mirrored command and status infor-
mation (R1 response), OCR register (R3 response) or
RCA (R6), protected by a Tbit CRC checksum end bit:

start bit: "
always'0’ _\ l /‘ always '1
0

0 CONTENT 1
end bit:

total length=48 bits (’ always 1"

0 0 CONTENT=CID or CSD CRC| 1
total length=136 bits

R1, R3,R6

Figure 3-8: Response Token Format
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1. Data Packet Format for Usual Data (8-bit width)

i " EbrE\
oo BRI
[b7 [b6 [b5 |b4 [b3 | b2 |b1[bO |
n th Byte Data Packet Format for Standard Bus (only DATO used)
8bit width Data
. 1stByte 2ndByte 3rd Byte n th Byte End
Ex Start bit Data Data Data Data tct’\
($DIO)] L\ [ \
CMDS53 DAT3 b7|b3| -+ [b7 b3 [ CRC | 1|

[SD memory]

CMD17, CMD18,
CMD24, CMD25, patz [ o [b6 |2 [BBNBaNb6 [b2] --- Jo6 b2 [cre [ 1]
ACMD18, ACMD25,
ete pat1 [ o [65 |54 JBSNBR[bs[b1] --- b5 [b1]cre [1]
SN E ) o B N
Data Packet Format for Wide Bus (all four lines used)

TER WIFI SDIO RAIETE 1 388 3 TR I e

The following picture shows the typical waveform timing sequence of WIFI SDIO recognition

mode:

faf Bt — R SDIO i a: K H 48clk F4571 48Dbit (%R &% SDIO, ifi SDIO % [q]
J45 45 48clk N 48Dbit (%R, WK

Briefly introduce the method to recognize SDIO: SoC outputs 48clk and 48bit data to SDIO, and

SDIO should respond 48clk and 48bit data to SoC, as below picture:

from from from

host host card

to card(s) to card to host
cMD comma"di ........................... command“ response t4daddddasaaasaaanmEnREEEbES

DAT ..} U

.. operation (no response) Jlq .. Operation (no data) . |

Figure 3-4: "no response” and "no data" Operations

T B2 SDIO HE &M B 7 &

The following picture shows the timing sequence of SDIO data transmission stage:
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from \ from data from card stop command
host card to host stops data transfer
to card to host
CMD commandH response|' R N commandl-l response
DAT | data block‘crc)....‘data b|ock‘crc‘....‘ databk)ck‘crc{................
¢ ........ block read operation . data stop operation .. |
¢ -cooiioiiiiio..... multiple block read operation. ...

Figure 3-5: (Multiple) Block Read Operation

crc ok
response
from from data from and busy stop command
host ﬁ card host from stops data trans-
to card to host to card card fer
to host
cMD [ command | [response |-+ [ [ command | [ response
DAT |datab|ock ‘crc‘.. busy‘......‘datablock ‘crcHlbusy‘
........block write operation . . . . data stop operation. .,
¢~ coiiiiiiiii ... multiple block write operation ..

Figure 3-6: (Multiple) Block Write Operation

K
For example:

#f: SDMMC_CMD SDMMC_CMD %% bR i — B Ak T+ e B °F

Yellow: SDMMC_CMD keep high level when SDMMC_CMD s idle.

FERHKE:  GEITERPIAEFA —m K, 2ERAEER G2

The waveform SoC outputs: when there is one high level and one low level at the beginning, it is the
command output from SoC.

SD RMANLHIEETE: i IT IR AN F-P A RS P AMIC RPN, R A Wi R

The waveform SD responds: when there are two continuous low levels at the beginning, it means there
is response from card side.

R ERRIR— A 48 4 bit FI%HE, FTBL 48 4 clk I—A e,

Secondly, SoC and response generally contain 48bit data, so 48 clk is a complete package. -
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.............................................................................................................

48 clk/E 3

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

;mCMD _n»-lhmﬁ— — .

- L

GER: dts FEIFERT A sdio —FZ okay, HIKRE o BHAZEHER)

(Note: sdio of relative nodes in dts must be okay, and io pin should be not reused)

8.3 4iRMAIRE Typical error example

(1)  HERBS, H2& WIFI_DATA £ B KK VCCIO WL BE

Voltage problem, analyze the voltage of WIFI_DATA line and VCCIO_WL voltage
100.086615] slot->flags = 3
100.086628] CPU: 0 PID: 113 Comm: kworker/u8:3 Tainted: P W 0 3.10.0 #250
100.086644] Workqueue: kmmcd mmc_rescan
100.086663] [<c0013e04>] (unwind_backtrace+0x0/0xe0) from [<c0011720>]
(show_stack+0x10/0x14)
[ 100.086677] [<c0011720>] (show_stack+0x10/0x14) from [<c050d3b4>]
(dw_mci_set_ios+0x9c/0x21c)
[ 100.086689] [<c050d3b4>] (dw_mci_set ios+0x9c/0x21c) from [<cO04fabd4>]
(mmc_power_up+0x60/0xa0)
[ 100.086700] [<cO4fabd4>] (mmc_power _up+0x60/0xa0) from [<cO4faeac>]
(mmc_rescan_try freq+0x14/0xd0)
[ 100.086710] [<cO4faeac>] (mmc_rescan_try freq+0x14/0xd0) from [<c04fb7b4>]
(mmc_rescan+0x204/0x298)
[ 100.086722] [<c04fb7b4>] (mmc_rescan+0x204/0x298) from [<c00471f0>]
(process_one_work+0x29¢/0x458)
[ 100.086734] [<c00471f0>] (process_one_work+0x29c/0x458) from [<c0047540>]
(worker_thread+0x194/0x2d4)
[ 100.086745] [<c0047540>] (worker_thread+0x194/0x2d4) from [<c004ca28>] (kthread+0xa0/0xac)
[ 100.086759] [<c004ca28>] (kthread+0xa0/0xac) from [<c000da98>] (ret_from_fork+0x14/0x3c)
[ 100.086767] 1400..dw_mci_set_ios: wait for unbusy timeout....... STATUS = 0x206 [mmc2]
[ 102.546615] 1009..mci_send_cmd: wait for unbusy timeout.......[mmc2]

[
[
[
[
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[ 102.595819] mmc_host mmcl: Timeout sending command (cmd 0x202000 arg 0x0 status
0x80202000)

(2) BFMTATRE:

There are two possibilities:
a) WiFi %%, ##& VBAT WL Ml WIFI_REG_ON AR FIREBIEHR

Wi-Fi abnormality, analyze if VBAT_WL, WIFI_REG_ON and crystal oscillator are
normal or not

b) ELKRKFEEERERE, MEREE BT

The trace is too long which will cause the poor quality of waveform, reduce the frequency
or modify the hardware
dwmmc_rockchip 10218000.rksdmmc: req failed (CMD52): error = 110, timeout = 8000ms
[mmc2] - Timeout recovery procedure start --
rk_sdmmc: BOOT dw_mci_setup_bus: argue clk_mmc workaround out 800000Hz for initfmmc2]
mmc_host mmc2: Bus speed (slot 0) = 37500000Hz (slot req 400000Hz, actual 398936HZ div = 47)
rk_sdmmc: BOOT dw_mci_setup_bus: argue clk_mmc workaround out 800000Hz for initfmmc2]
[mmc2] -- Timeout recovery procedure finished --

(3) BERKIFBPLRERE, MIEREBUEEF

The trace is too long which will cause the poor quality of waveform, reduce the frequency or
modify the hardware
[ 200.731403] [mmc2] Data transmission error ! MINTSTS: [0x00000080]
[ 200.731426] [mmc2] host was already tuning, Don't need to retry tune again ignore 0.

(4) WIFI_REG_ON &%

WIFI_REG_ON is abnormal
rk_sdmmc: BOOT dw_mci_setup_bus: argue clk_mmc workaround out 800000Hz for initfmmc2]
rk_sdmmc: BOOT dw_mci_setup_bus: argue clk_mmc workaround out 400000Hz for initfmmc2]
rk_sdmmc: BOOT dw_mci_setup_bus: argue clk_mmc workaround out 600000Hz for initfmmc2]
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