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Chapter-1 EflifE 7

Feature

v2017(next-dev) 2 RK M U-Boot E7FHY v2017.09 IERMRAFIIHFHITHARIINRA, BRIESESF
RK B ERAE . SUSHREEES:

%1% RK Android E4REE;

3243 Android AOSP BEHHEHN;

4% Linux Distro E{&EEN;

S7#% Rockchip miniloader #1 SPL/TPL #&#h Pre-loader 3|&;
i LVDS, EDP. MIPI, HDMI, CVBS. RGB ZE R


af://n366
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e i eMMC. Nand Flash, SPINand flash, SPINOR flash, SD £. U ZZEFEI&SE;

o SFFAT. EXT2, EXT4A XHZREF;

e 7¥5 GPT. RK parameter 5X3%;

o SIFFLLOGO. ZHzIE. {KEEE. HIREHE,

e H#FI12C. PMIC., CHARGE, FUEL GUAGE. USB., GPIO, PWM. GMAC, eMMC, NAND,
Interrupt &,

* 3Z#F Vendor storage {RTFFIFRIEUEFIECE

e 7F% RockUSB #01 Google Fastboot #ff USB gadget 1%5 eMMC;

e X7 Mass storage. ethernet, HID & USB i&%%;

o STHBIIEHIRSHSIERE kernel DTB;

Version

RK # U-Boot —HBEFMRA: v2014|BMAFOV201 75 kA, AEREFRD B orkdevelopFnext-
dev, AFPERNARIAZERIU-BootEE V201 7hRAR,

7331 BEARE RMakefilefUMAS2E792017,

#
## Chapter-1 SPDX-License-Identifier: GPL-2.0+
#

VERSION = 2017
PATCHLEVEL = 09

SUBLEVEL =
EXTRAVERSION =

B2 BIAFHE—TIEFTENRE N U-Boot 2017.09,

U-Boot 2017.09-01818-g11818ff-dirty (Nov 14 2019 - 11:11:47 +0800)

MBFE: v2017EFRREEEIEHZIGithub: https:/github.com/rockchip-linux/u-boot
AR : V201 7ESRRKPIIZER A >= 4.4
DM

DM (Driver Model) & U-Boot #EH] device-driver FF&HERY, IR kernel BY device-driver HEEYEE
. v2017hRAtEIETE DM HEZEF A RINEeER, BIGSEETIIEDMIAY, T HFDMIRAIRIBFNSCIN,

README:

./doc/driver-model/README. txt
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Terminology

Uclass - a group of devices which operate in the same way. A uclass provides
a way of accessing individual devices within the group, but always
using the same interface. For example a GPIO uclass provides
operations for get/set value. An I2C uclass may have 10 I2C ports,
4 with one driver, and 6 with another.

Driver - some code which talks to a peripheral and presents a higher-Tlevel
interface to it.

Device - an instance of a driver, tied to a particular port or peripheral.

EEE:

e uclass: 2EFIRNIER
e driver: IRzf
e device: B

IO

./drivers/core/

Security

U-BootfEARM TrustZonefy&Z 2K ZHEFNon-Secure World, FTTiZEEHMHILZERIEIE (40:
L& memory, & otp, efuse..) , FEMEH) trust [BEAHA. RKES_EU-BootlICPUIE TR :

32f7°F4&: Non-Secure PL1
644 °F5: EL2(Always be Non-Secure)

Boot-order

RKFAIRIERTR LoaderIBRAFHR, BRIERERIH:

// WiZkloader i

BOOTROM => ddr bin => Miniloader => TRUST => U-BOOT => KERNEL
// HiZiloader i

BOOTROM => TPL => SPL => TRUST => U-BOOT => KERNEL

TPL #8247F ddr bin, SPL #8247 miniloader, TPL+SPL F9ZB&SCIN T IR RK [FJ& ddr.bin+miniloader
—X9ThEE, ATHEEEE.

Driver-probe

U-Boot&E A5 |\ T device-driverFF&RIEE, (BYIIGHUINEEASGkernel BRF BaiAciEEE Fiftdevice-
driverfiprobe, driverfprobe AP ENEAR AR, EOWT:

int uclass_get_device(enum uclass_id id, int index, struct udevice **devp);
int uclass_get_device_by_name(enum uclass_id id, const char *name,
struct udevice **devp);
int uclass_get_device_by_seq(enum uclass_id id, int seq, struct udevice **devp);


af://n422
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int uclass_get_device_by_of_offset(enum uclass_id id, int node, struct udevice
**devp);
int uclass_get_device_by_ofnode(enum uclass_id id, ofnode node, struct udevice
**devp) ;
int uclass_get_device_by_phandle_id(enum uclass_id id,
int phandle_id, struct udevice **devp);

int uclass_get_device_by_phandle(enum uclass_id id,

struct udevice *parent, struct udevice **devp);
int uclass_get_device_by_driver(enum uclass_id id,

const struct driver *drv, struct udevice

**devp) ;
int uclass_get_device_tail(struct udevice *dev, int ret, struct udevice **devp);

EREOR R

int device_probe(struct udevice *dev); // @) E [ fE N Sz

Shell
U-BootE’JSheIIDLICLI(cdeine Iine interface), Blap<f7HR=, BRALURIEESFKBENCMD,
CMDB& T iBiZShelliER, 81T run_command ) [ run_command_T1ist() LMSEERIFERIER.

int run_command(const char *cmd, int flag)
int run_command_Tlist(const char *cmd, int Ten, int flag)

Boot-Command

U-Boot E=#&ZiE@1d CONFIG_BOOTCOMMAND TEMX HIEoIir<S 2|8 kernel, 7EHI{T CONFIG_BOOTCMD ZBiik
21T CONFIG_PREBOOT FI/E#I#FS, BEXMRISEN AT,

TPL/SPL/U-Boot-proper

U-Boot BidEEAARRIINGmZERE T LA R R—ERIBIRE =M ARIh8EALoader: TPL/SPL/U-Boot-

proper,
TPL(Tiny Program Loader)f] SPL(Secondary Program Loader)&Ltt U-Boot EEFMERAY Loader:

e TPL: 1&{TfE sram A, fass5eRk ddr FI%a1HL;
e SPL: 1B{T1E ddr Fh, TARSTRESM lowlevel #¥tAdL. EREHINZ (trustimg F0

uboot.img) ;
e U-Boot proper: 1z{77Eddrh, BIEAIEEMTAY U-Boot", BRESISkernel;

iB3: U-Boot proper X—iiZEEENTH SPL XOF. HTIMR, BEETIREIRI U-
Boot proper A 1&B&EFR/ U-Boot,

[BEhiiE:
BOOTROM => TPL(ddr bin) => SPL(miniloader) => TRUST => U-BOOT => KERNEL

E£5%#: doc/README.TPL #1 doc/README.SPL

Build-Output


af://n434
af://n437
af://n439
af://n455

U-BootmiIFRINERERBR TN ER—EEENM (SHFTPL/SPLRIFERIZBTPL/SPLAYERN) :

// U-BootMik

./u-boot.map // MAPZE X AF

./u-boot.sym // SYMBOLZ X f%

./u-boot // ELFXAF, KFRANZEAvmTinux (! )
./u-boot.dtb // u-bootH cifjdtb

./u-boot.bin // FIPAT RSO, ST A uboot . imgH TR S

// SPLEMEL

./sp1/u-boot-spl.map // MAPER L {F

./sp1/u-boot-spl.sym // SYMBOLZFE X1

./sp1/u-boot-spl // ELFXAF, KFRAZEAvmTinux (! )
./sp1/u-boot-spl.dtb // splACHdtb

./sp1/u-boot-spl.bin // FTHAT eSO, pidT el oader TS

// TPLEMEL

./tp1/u-boot-tpl.map // MAPZE L AF

./tp1/u-boot-tpl.sym // SYMBOLZ T4

./tp1/u-boot-tpl // ELFXCAH, KFEANZFIvmlinux (EE! )
./tp1/u-boot-tpl.dtb // tplH K dtbxff

./tpl/u-boot-tpl.bin // FIHAT RSO, ST AR oader  TRE

Environment-Variables

ENV(Environment-Variables) 2U-Bootx i —fh e FEIEERMER S, [RIEEMWE—HKHASHER
5%, IERFIIEIRELLBE-SUR" (EARIUETEE,

EVN BERTENFEEESE: EFmEdtit. MEEE (ipaddr, serverip) . bootcmd,
bootargs®, FAFRILAEM 1T MER printenv apSFTENHK.

o FAPANEIRETIBENVEURIREEIATENE -
o ENVEURE(XPRTFU-BootfFE, TTiEEZ(EHRENIZ. RO EEEET
o FAFEALUEZU-BootiZHAIfw_printenv T EifIGIENVEEE

RK 4 E ENV SRR RBIRTA/NE AN (8B 95) -

if ARCH_ROCKCHIP
config ENV_OFFSET
hex
depends on !ENV_IS_IN_UBI
depends on !ENV_IS_NOWHERE
default 0x3f8000
help
offset from the start of the device (or partition)

config ENV_SIZE

hex
default 0x8000
help
Size of the environment storage area
endif
U-Boot DTS

U-BootEEHCHIDTSX M, mIFRISBEHEMIENAIDTBI, HBIANIIFEU-boot.binkKE, MXHER:
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arch/arm/dts/

ZIEEEINMERBNDTSY, i@iddefconfigdhAd CONFIG_DEFAULT_DEVICE_TREE S7E.

Relocation

BEEFMEE, U-BootHRI—ZKAIbootloaderiZZIDRAMAY KL, U-Boot5emkboard. f.c BIRAE
ESIiEECEEREINERERENTREBAOMIE £ (FR9relocation, X MEHMRIEU-BootAE B
TE) , SehkrelocationEB4rLEsTRkboard_r.c fif2. ALABEFHSEIRE!:

U-Boot 2017.09-gabfdlc5e3d-210202-dirty #cjh (Mar 08 2021 - 16:57:31 +0800)

Model: Rockchip RK3568 Evaluation Board

PreSerial: 2, raw, 0Oxfe660000

DRAM: 2 GiB

Sysmem: init

// relocateZ®|ddr it ffs0x7d304000 bk, Wik A0, MEHMrelocation.
Relocation Offset: 7d304000, fdt: 7b9f8ed8

Using default environment

Chapter-2 RKZgt4
AEEBEAPNMERK T4 L EEWRMIERL. featureX,
T

ENMBETHRERFIFFE/KFCONFIG_EEER, H9RIE@IT make menuconfig AR FFE/X
ZiR

PRAFR—LATARY. EiEE MAE h3UFRICONFIG_ECEIN.

B EZEEdefconfigthFFE/X<FICONFIG_FREIR, #RE AKconfighEXNEBKIIARMS:
H.confighRERL,

EFfidefconfighdiE R make savedefconfig B3,

e

FEER:

./arch/arm/include/asm/arch-rockchip/
./arch/arm/mach-rockchip/
./board/rockchip/

./include/configs/

defconfigBH=:
./configs/
RORHERF !

./arch/arm/mach-rockchip/board.c
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FatiE

BB
FFEEERN. SHERMTUT/LMIE:

// FFEEAFEM GFRFIEEATESELD
./arch/arm/mach-rockchip/Kconfig
./include/configs/rockchip-common.h

// SFaif, PARK3399 44
./include/configs/rk3399_common.h
./include/configs/evb_rk3399.h
./configs/rk3399_defconfig

[Ty=yi71: R
ANTETRT rockchip-common.h, rkxxx_common.h, evb_rkxxx.h X EEEHLS Hi7A.

e RKIMG_DET_BOOTDEV: FH#EREURNEGS, LUEMIEA RN ERE,;

e RKIMG_BOOTCOMMAND: kernel Bai&;

e ENV_MEM_LAYOUT_SETTINGS: EW4nnEiit, €3E ramdisk/fdt/kernel;

e PARTS_DEFAULT: BRIAR GPT HXFE, ARLERT, SEFMETPIRERIEE GPT o XE
AEdEER

* ROCKCHIP_DEVICE_SETTINGS: SMEHEXAF<S, ERREIERE stdio (—REBIBTMRREM
<)

e BOOTENV: distro A=UER linux FRHIEINEZIRUGS;

e CONFIG_SYS_MALLOC_LEN: malloc RTEtAN;

e CONFIG_SYS_TEXT_BASE: U-Boot i={THUASHA L ;

e CONFIG_BOOTCOMMAND: E&ifd, —iRENA RKIMG_BOOTCOMMAND;

e CONFIG_PREBOOT: FiE&ié<, 7£ CONFIG_BOOTCOMMAND Bi#HhiT;

e CONFIG_SYS_MMC_ENV_DEV: MMC {EJ5 ENV fZ6i&/ M RATAY dev num, —fR2 0;

A0 TLA RK3399 JFofflit{TisRR :

Jinclude/configs/rockchip-common.h:

#define RKIMG_DET_BOOTDEV \ /7 BASTRIN I A 2R Y

"rkimg_bootdev=" \
"if mmc dev 1 && rkimgtest mmc 1; then " \

"setenv devtype mmc; setenv devnum 1; echo Boot from SDcard;" \
"elif mmc dev 0; then " \

"setenv devtype mmc; setenv devnum 0;" \
"elif rknand dev 0; then " \

"setenv devtype rknand; setenv devnum 0;" \

"elif rksfc dev 0; then " \

"setenv devtype rksfc; setenv devnum 0;" \

"fi; \0"

#define RKIMG_BOOTCOMMAND \
"boot_android ${devtype} ${devnum};" \ // Jazhandroidig [ 4
"bootrkp;" \ // JRBIRKHE 2 E A
"run distro_bootcmd;" // B3T3 nuxE {4
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Jinclude/configs/rk3399_common.h:

#ifndef CONFIG_SPL_BUILD

#define ENV_MEM_LAYOUT_SETTINGS \ // [EER L
"scriptaddr=0x00500000\0" \
"pxefile_addr_r=0x00600000\0" \
"fdt_addr_r=0x01f00000\0" \
"kernel_addr_r=0x02080000\0" \
"ramdisk_addr_r=0x0a200000\0"

#include <config_distro_bootcmd.h>

#define CONFIG_EXTRA_ENV_SETTINGS \
ENV_MEM_LAYOUT_SETTINGS \
"partitions=" PARTS_DEFAULT \ // BINMGPT X %
ROCKCHIP_DEVICE_SETTINGS \
RKIMG_DET_BOOTDEV \

BOOTENV // JRENT A nuxiv 8 3l B TR 4
#endif
#define CONFIG_PREBOOT // {ECONFIG_BOOTCOMMAND X Hi i $4 A7 ¥ T Bl i
A
~

#ifndef CONFIG_SPL_BUILD

#undef CONFIG_BOOTCOMMAND

#define CONFIG_BOOTCOMMAND RKIMG_BOOTCOMMAND // & XJa#hfrd (&N

RKIMG_BOOTCOMMAND)

#endif

#define ROCKCHIP_DEVICE_SETTINGS \ // fige
"stdout=serial,vidconsole\0" \
"stderr=serial,vidconsole\0"

>
(a{uy

LR

Sl
Al

RKSEERIU-Boot Baliffeal T, XFIH—EEELE:

start.s

// TGS
=> IRQ/FIQ/lowlevel/vbar/errata/cpl5/gic // ARMZERIFIFCITowTlevel#IiH1L
=> _main

=> stack // HERUT O T AR

[/ UE—BrE ] CREERIIat, Rk — R 511 ek Eok

=> board_init_f: init_sequence_f[]

initf_malloc

arch_cpu_init // [soCHilowlevel#Jiait]
serial_init // Ok

dram_init // GREddrEEEE]

reserve_mmu // MddrEkEIFiHER N reserve N 77

reserve_video
reserve_uboot
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reserve_malloc
reserve_global_data
reserve_fdt
reserve_stacks
dram_init_banksize
sysmem_init

setup_reloc // WiEu-BootH & ErelocHyithhk
// ICRIIR
=> relocate_code // ILgmszBlu-Boot g relocation

// UEZBrBY CREEYIGM, RS — FR 501 ek 00
=> board_init_r: init_sequence_r[]
initr_caches // fHEEMMUAIT /Dcache
initr_malloc
bidram_initr
sysmem_initr

initr_of_live // ¥ltatkof_Tive

initr_dm // WIEAdmAESS

board_init // EEWIIE, B0 ]
board_debug_uart_init // #Idiomux. cTkfc &
init_kernel_dtb // [VI%¥lkernel dtb] !
clks_probe // VIt RGN
regulators_enable_boot_on // WIE RS R
io_domain_init // io-domain#lihit
set_armclk_rate // __weak, ARMIEMI(CFEH FRASZI)
dvfs_init // SRR R R AR
rk_board_init // —weak, H&AEAREGHTSEI

console_init_r

board_late_init // [F&Elatedldhiie]
rockchip_set_ethaddr // BEmacHl
rockchip_set_serialno // W Eserialno
setup_boot_mode // ﬁ?ﬂ?"reboot XXX " A4

// WA oaderR S B,

recovery
charge_display // U-Boot7tHi
rockchip_show_Togo // ErIFHl1ogo
soc_cTk_dump // #TEiclk tree
rk_board_late_init // —_weak, H&EANEMATGETII
run_main_Toop /7 GEANGAATHE, BT R34 ]

RELRE

U-Boot F@T4% Loader fiNZkE! CONFIG_SYS_TEXT_BASE iBllt, #IIAHRTSIRIABLFIRANEDARES
£, 32fFE EINAERKRAGBETA (ERAIIRZNEERNRE) | 64(Fa LIAFRBREES
F. AEEE—FRSreserve_xxx() HOMAEFEREERIMBREENANT, &EIEBEC relocateRFHER
reservefI=S|E £, RFREAFERBENT, LIARM6e4AF] (BRIER) :
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Start Addr

Name Offset Size Usage Secure
ATF 0x00000000 ™ ARM Trusted Yes
Firmware
SHM 0x00100000 ™ SHM, Pstore No
OP-TEE 0x08400000 2M~30M iz TEEFFR Yes
FDT fdt_addr_r - kernel dtb No
KERNEL kernel_addr_r - kernel &% No
RAMDISK ramdisk_addr_r = ramdisk &{& No
FASTBOOT - Fastboot No
buffer
SP - - stack No
FDT - sizeof(dtb) U-Boot dtb No
GD - sizeof(gd) - No
Board - sizeof(bd_t) - No
MALLOC - CONFIG_SYS_MALLOC_LEN  ZHRZizs|E] No
U-Boot - sizeof(mon) u-boot &% No
Video FB - fb size 32M No
TLB Table RAM_TOP-64K 32K MMU TRER No

FERAB) start Addr offset —f=3F7~&ETF DDR base iR,

FastbootitttF 1A/ NRECERE: CONFIG_FASTBOOT_BUF_ADDR,
CONFIG_FASTBOOT_BUF SIZE,

e Video FB/U-Boot/Malloc/Board/Gd/Fdt/Sp HTRA FRYESLfRGE KA/ NS ES;

o 64 \[EE: ATF 2 ARMVS EER], OP-TEE 2ENIEIR; 32 F4&: KRB OP-TEE;

 kernel fdt/kernel/ramdisk 2 U-Boot FEENNEAIEN L, B ENV_MEM_LAYOUT_SETTINGS XE
X;

e Fastboot INAEEERY buffer HUEFIA/NE defconfig hEN ;

o OP-TEE H1ERIZRIFERIELIRFRKME, &K 30M; Er RK1808/RK3308 L OP-TEE F7E
{Eibil, 7<7E 0x8400000;

=hiEh B

RK linux 5 RIEERBIT, Android 5= T boot/rootfsiUENRINUXFEEBEER, HeEA—
H, ofgssE,
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Partition Start Sector Number of Sectors Partition Size Requirements
MBR 0 00000000 |1 00000001 | 512 0.5KB
Primary GPT 1 00000001 |63 D000003F | 32256 31.5KB
loader1 64 00000040 (7104 00001bc0 | 4096000 2.5MB | preloader (miniloader or U-Boot SPL)
Vendor Storage 7168 00001c00 | 512 00000200 | 262144 256KB | SN, MAC and etc.
Reserved Space 7680 00001e00 | 384 00000180 | 196608 192KB | Not used
reservedi 8064 00001180 | 128 00000080 | 65536 64KB | legacy DRM key
U-Boot ENV 8128 00001fc0 |64 00000040 | 32768 32KB
reserved? 8192 00002000 |8192 00002000 | 4194304 4MB legacy parameter
loader2 16384 00004000 (8192 00002000 |4194304 4MB U-Boot or UEFI
trust 24576 00006000 |8192 00002000 |4194304 |4MB |trusted-os like ATF, OP-TEE
boot ( bootable must be set) | 32768 00008000 | 229376 |00038000 117440512 | 112MB | kernel, dtb, extlinux.conf, ramdisk
rootfs 262144 | 00040000 |- - - -MB Linux system
Secondary GPT 16777183 | 0OFFFFDF | 33 00000021 | 16896 16.5KB

B H5IA: http://opensource.rock-chips.com/wiki Partitions

Kernel-DTB

JRERU-Boot 37 #HFFU-BootE CHIDTB, RKESIEINT kernel DTBHLEIATSZHE, BMfERkernel
DTB £4JtAINE. TEBMEANTRAINEIRRES, : power, clock, display £,

—ERER:

e U-Boot DTB: fAS#IAtIFNE. FIENEROFRE,
* Kernel DTB: RASR¥IIANIFRE. FTEDEROILIIMIIRE,

U-Boot#Jia{tAT5cABU-Boot DTBSERFE. FTENEROIXNMAIL, AIRMIFE LiNEKernel DTB FAETI{E
FRIX {7 DTBAREANIR L ELRIMR, Kerne DTB AYCASSCIIERREL: init_kernel_dtbQ

FRE—RAFTEIEH U-Boot DTB (FRAFEHRITENERN) , FFEARMAISDKEEFRY defconfig #f
E/=Fkernel DTBHH, ATLABEXFIMRRIDTSIER, FAFMiZEXkernel DTB,

%JFU-Boot DTB:

DTSE=:

./arch/arm/dts/

EHRkernel DTBHl&IG: miEMERSEU-Boot DTSEEHS u-boot, dm-pre-reloc #] u-boot,dm-sp1 Btk
R sidiEHsk, FtEM EBESIkRdefconfigh CONFIG_OF_SPL_REMOVE_PROPS 15%ERIproperty, £
&4 R u-boot.dtb {4 H BIBINTEu-boot.binBIRE.

PP 4RiF5eU-Boot[FaI LUEIT fdtdump SpSHEEDTBRA:
fdtdump ./u-boot.dtb | less
BZ5%: #HNEERET.

Aliases

U-BootshFLE4E kM aliasesEG Bl Fkernel DTSEEHITEN.,
eMMC/SDFEU-BootAEFR g mmc i85, ERAwmS0. 11EX%; SDRIEmILRkETFeMMC,


http://opensource.rock-chips.com/wiki_Partitions
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mmcl: ¥*xsd
mmc0: F/xemmc

Stacktrace

JRERIU-Boot N STHERIKEILE], RKEESIEINTZT08E. BRi—HA3FSz A ERERITED:

o RFEERATEmNfLA;
o FFEENAR dump_stackQ ;

e {$HE CONFIG_ROCKCHIP_DEBUGGER ;

flan&RFrabort:

"Synchronous Abort" handler, esr 0x96000010

// abortfJEE. pc. Tr. sp

* Reason: Exception from a Data abort, from current exception level
* PC = 000000000028f430
* LR = 00000000002608d0
* SP = 00000000f3dceb30

// EERHPCHILR

call trace:
PC: [< 0028430 >]
LR: [< 002608d0 >]

// ERECHH R R

Stack:
[< 0028f430 >]
[< 0028da24 >]
[< 00211600 >]
[< 002117b0 >]
[< 00202910 >]
[< 00202aa8 >]
[< 0027698c >]
[< 002151ec >]
[< 00201b2c >]

// eSS H P LR ARG R
copy info from "call trace..." to a file(eg. dump.txt), and run
command in your U-Boot project: ./scripts/stacktrace.sh dump.txt

FAF1RiE EiR5ER, BABKEREHEHERXCUE (tildump.txt) BEHITINTEGS:

cjh@ubuntu:~/u-boot$ ./scripts/stacktrace.sh dump.txt

[/ FFTRKE
SYMBOL File: ./u-boot.sym

// E B PCRILRR B A S A7 B
call trace:
PC: [< 0028f430 >] strncpy+0xc/0x20 ./Tib/string.c:98
LR: [< 002608d0 >] on_serialno+0x10/0x1c ./drivers/usb/gadget/g_dnl.c:217
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[/ FEEA B R A

Stack:

[< 0028f430 >] strncpy+0xc/0x20
[< 0028da24 >] hdelete_r+0xcc/0xf0
[< 00211600 >] _do_env_set.isra.0+0x70/0x1b8
[< 002117b0 >] env_set+0x3c/0x58
[< 00202910 >] rockchip_set_serialno+0x54/0x140
[< 00202aa8 >] board_late_init+0x5c/0xa0
[< 0027698c >] initcall_run_1ist+0x58/0x94
[< 002151ec >] board_init_r+0x20/0x24
[< 00201b2c >] relocation_return+0x4/0x0

EEEIR:

o HigamSBE=M, BUKBIMSRIBEBEIEDZ RIESRE.

./scripts/stacktrace.sh ./dump.txt // FENTREU-Boot IS S
./scripts/stacktrace.sh ./dump.txt tpl // RNk A tpl AR S B
./scripts/stacktrace.sh ./dump.txt sp]l // FENTRE sp1 A kRS E

PiTiza<r, HEt=RLENEHCHHSTBMERREABENX! SNSERSERE
i,

ATAGSIES
RKSPAHORSNTIRE

BOOTROM => ddr-bin => Miniloader => TRUST => U-BOOT => KERNEL

RKESHISRENFZ BRI LUBITATAGSHLEIE B —LEEER.

e JEFEE: ddr-bin, miniloader, trust. U-Boot, A& &Kernel,
o LIEAR: BORE. FHEREL. ATFF1 OP-TEE SANWE. ddr BES.

ARSI :

./arch/arm/include/asm/arch-rockchip/rk_atags.h
./arch/arm/mach-rockchip/rk_atags.c

U-BootE{&

RKEAHIU-BootFNtrustE mFNEIHAER: RKFIFITIR S BIEMiniloaderfISPLIAE=ES. BEl
Rockchip&Z#ERISDKLARVI 126 995 R, RV1126FHARFERAFTIR, ZRIIFEFRARKE,

e RK#&z{
RockchipBENXBIEHSHETL, U-BootftrustBUFTE Iuboot.imgfitrust.img, 0T :
uboot.img F1324 trust.img FREIEHIMagic A“LOADER”

00000000 4c 4f 41 44 45 52 20 20 00 00 00 00 00 00 00 00 |LOADER

00000010 00 00 20 00 78 dO Of 00 06 99 c2 a8 20 00 00 00 [.. .X.......

.
00000020 09 8a b0 el 89 7a c2 89 0d e8 da ef 86 3e f2 24
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64411 trust.img FREI4HAIMagic3"BL3X"

00000000 42 4c 33 58 00 01 00 00 23 00 00 00 f8 00 04 00

e AT
U-Boot mainlineszZ#Ea—#h B MR SRIEHE. U-Boot, trustbARmcuFEEH—IEF T8

uboot.img,

uboot.img BIEE I {AImagic 9"d0 0d fe ed", FHAR< fdtdump uboot.img RILAEEENSL,

00000000 dO 0d fe ed 00 00 06 00 00 00 00 58 00 00 04 c4
locooooooons Rooool
00000010 00 00 00 28 00 00 00 11 00 0O 00 10 00 00 00 00 |...

BZHTNRIBESEFTED,
o FNIIE

BE AT NITOTAF R FZRTEB S o] e S EHRIARIER, uboot.imgftrust.imgéMil 7 Z &
18,

B BRK 18R
RK uboot.img 1TMB 4
RK 32fiitrust.img 1MB 4
RK 64{iftrust.img 2MB 2
FIT uboot.img 2MB 2

M EIAFRETTA, uboot.img #0 trust.img AIK/NERIAEBZ4MB,
B AN EENERTSE:

o RK#R: mFadiBINSEL. Hla0: --sz-uboot 2048 1 #[] --sz-trust 4096 1, Fx
uboot.imgBa2M, 18145, trust.imgEpam, FTE14,

o FITHET,: EXNEESE: CONFIG_SPL_FIT_IMAGE_KB #1
CONFIG_SPL_FIT_IMAGE_MULTIPLE, BIFRREMDA/IINEN: KBFIFTEHE,

kernel[&E{4

RKSEEHIU-Boot3THiF=Fg I NIZENL 5 |1 S
e RK#&z(
EGSTHRY magic A9"KRNL":

00000000 4B 52 4E 4C 42 97 OF 00 1F 88 08 00 00 00 00 00

00000010 00 03 A4 BC OB 78 53 55 D6 37 BE 4F 4E D2 A4 69
..... XSU.7.0ON. .1
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kernel.img = kernel;
resource.img = dtb + logo.bmp + logo_kernel.bmp;
boot.img = ramdisk;
recovery.img = ramdisk(for recovery) ;
e Androidf&z,
$ESHHY magic J9"ANDROID!":

00000000 41 4 44 52 4F 49 44 21 24 10 74 00 00 80 40 60
ANDROID!S$.t...@"
00000010 F9 31 ¢cp 00 00 00 00 62 00 00 00 00O 00 00 FO 60
B I b....... :

boot.img = kernel + ramdisk+ resource + <dtb>;

recovery.img = kernel + ramdisk(for recovery) + resource + <recovery_dtbo> + <dtb>;

WiBH: recovery_dtbo: MANdroid-9.0AFFAFIEAYERIR,; dtb: MANndroid-10.04FiRH
BRRSR;

e Distrot&=t,

BRIFFR Linux F—MBABEEHTES: & ramdisk, dtb, kernel sTBR— 1M EK. XM EE
EEUREMXGRIIEHEE, Flf0 ext2, extd, fat%F, U-BootBBBINHRFALEHTIE!
ENRE. BS5%:

./doc/README.d1istro
./include/config_distro_defaults.h
./include/config_distro_bootcmd.h

o SIS android > rk > distro, H—RKEMEENNNENGS, =P SR RIMARKEN
M7, BREEMAS ISR, WRATARSEERN, WEEU-Bootan>fTHEL.

[BEMRFRES :

#define RKIMG_BOOTCOMMAND \
"boot_android ${devtype} ${devnum};" \
"bootrkp;" \
"run distro_bootcmd;"

REERE

RKFERMEBEOESEMA—LEARTEL. RS WREEME, BE=X/UX; ERsecure-
boothI7cRl) . FRHAHSER:

e ctrl+c: #A U-Boot ipTHET;

e ctri+d: HN loader S,

e ctrl+b: AN maskrom JEERET;

o ctrl+f: A fastboot #H=;

e ctrl+m: #JED bidram/system {S&;

o ctrl+i: {FEEA# initcall_debug;

e ctrl+p: FJEQ cmdline (58,

e ctrl+s: "Starting kernel..."Z i U-Boot 45517;

MMU-Cache
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RKEEEIAEREMMU, Dcache, Icache, MMURR1:1414RRET, DcacheSRFBwrite-backsklg. 18

xEO:

// Icache#Z:

void
void
void

icache_enable (void);
icache_disable (void);
invalidate_icache_all(void);

// Dcached[1:

void
void
void
void
void
void
void

dcache_disable (void);

dcache_enable(void);

flush_dcache_range(unsigned long start, unsigned Tong stop);
flush_cache(unsigned long start, unsigned long size);
flush_dcache_all(void);

invalidate_dcache_range(unsigned long start, unsigned long stop);
invalidate_dcache_all(void);

// EFTLA E N FEX El ) Dcache B T

void

mmu_set_region_dcache_behaviour(phys_addr_t start, size_t size,
enum dcache_option option)

RLRE E

* 64 FERWSERERSImage, HU-Boot MNEEIBIRETittit, (B2 RKESH U-Boot IRF]

STHFAT6AMU LZMERIEERRH THEE. (BRRAFY/RERE:

CONFIG_LZ4=y

6ARILZAIEGENIZAVREIER. EHPAEAIRE NIERFEERY rkxxx_common . h {4

o 32 IFEEHINEEERSzImage, HU-BootNEkZ! kernel_addr_r it b, BHERIZSEHKEMR

#define ENV_MEM_LAYOUT_SETTINGS \
"scriptaddr=0x00500000\0" \
"pxefile_addr_r=0x00600000\0" \
"fdt_addr_r=0x01f00000\0" \
"kernel_addr_no_b132_r=0x00280000\0" \

"kernel_addr_r=0x00680000\0" \ // LZAfREWIZ Ik
"kernel_addr_c=0x02480000\0" \ // LZAE4E N R Huhk

"ramdisk_addr_r=0x04000000\0"

[£. {BERKFEERIU-Bootika]sziFimaget&zl, HU-BootNFEBimz Tittt,

BHEIZEEE rkxxx_common.h SHEREN T kernel_addr_r MZBENX. kernel_addr_c it

it, BRBARPAEEFTNECE, U-Boot¥IKrXaiEzimageifEimage, FSAMEX2 ML,
IE]

EBRFP YRR

CONFIG_SKIP_RELOCATE_UBOOT

32{u AT LR X
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#define ENV_MEM_LAYOUT_SETTINGS \
"scriptaddr=0x60000000\0" \
"pxefile_addr_r=0x60100000\0" \
"fdt_addr_r=0x68300000\0" \
"kernel_addr_r=0x62008000\0" \ // zImage/k4i M%)k
"ramdisk_addr_r=0x6a200000\0"

bidram/sysmem

U-BootAILAERRFNFIERTF, BENSHIHEUEITRERFMENANT, MEBREESEERRERA
HREF=E. U-BootixBHHIEERXIRTE, EIRKFEES|Abidram, sysmemRTFERALHIRTXER
REFHITEE.,

Flt, 10LEU-BootEBBHImallocEENH, RKESHIEEAMERFELsysmem + bidram + malloc
BT, PLEHINERRE R,

Tow-addr
high-addr
| | -mmmmmmmmmee |

| no management | system used |

e bidram: &¥u-boot, kernelfN\ERARTH. FEZIBRAIAEFR, Hlan: ATF. OP-TEE HFRI=
&);

e sysmem: Efkernel BJ. ATARIRER, Hlg0: fdt, ramdisk, kernel, fastboot GFEI=
1R

iEFSEER

./1ib/sysmem.c

./1ib/bidram.c

./include/membTk.h
./arch/arm/mach-rockchip/membTk.c

YRR bidram #0 sysmem PINESEEEER, JHEINAFTRIBHE L EFEERNSH dump HE,
W EERNE.

bidram RF=EEE:

bidram_dump_all:

// <1> XHEE/RTU-BootM\AiZkloaderst B iddrif R x5 EE R, —ILH2GB
memory.rgn[0].addr = 0x00000000 - 0x80000000 (size: 0x80000000)

memory . total = 0x80000000 (2048 MiB. 0 KiB)

[/ <2> RBER T HEIEERNSEEAGER, XEERXkerne 1 AR L

reserved.rgn[0] .name = "ATE"

.addr = 0x00000000 - 0x00100000 (size: 0x00100000)
reserved.rgn[1].name = "SHM"

.addr = 0x00100000 - 0x00200000 (size: 0x00100000)
reserved.rgn[2].name = "OP-TEE"

.addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
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reserved.total = 0x02000000 (32 MiB. 0 KiB)

// <3> XBRRZOEPN ER<2>BATH G S, Gl XA T & IF

LMB.reserved[0].addr = 0x00000000 - 0x00200000 (size: 0x00200000)
LMB.reserved[1].addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.core.total = 0x02000000 (32 MiB. 0 KiB)

sysmem RFEEZE:

sysmem_dump_all:

LUNN

ﬁ:"fﬁo

// <1> XHEsysmemr FHK L ANFREE, Wbidram<3>2Z /AT HddrEE, Xtkernelnl i,

memory.rgn[0].addr 0x00200000 - 0x08400000 (size: 0x08200000)
memory.rgn[1l].addr = 0x0a200000 - 0x80000000 (size: 0x75e00000)

memory . total = 0x7e000000 (2016 MiB. 0 KiB)

// <2> ERERTEANEFalTocE A fFRE S

allocated.rgn[0].name = "U-Boot"

.addr = 0x71dd6140 - 0x80000000 (size: 0x0e229ec0)
allocated.rgn[1].name = "STACK" <overflow!> // FWiHE H

.addr = 0x71bd6140 - 0x71dd6140 (size: 0x00200000)
allocated.rgn[2].name = "FDT"

.addr = 0x08300000 - 0x08316204 (size: 0x00016204)
allocated.rgn[3].name = "KERNEL" <overflow!> // FWHNAFBEH

.addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
allocated.rgn[4].name = "RAMDISK"

.addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)
// <3> malloc_r/fIIk/h
malloc_r: 192 MiB, malloc_f: 16 KiB

allocated. total = 0x0f874acc (248 MiB. 466 KiB)

[/ <4> KRRBZOFEDIN FiR<2>FATIE SR, SRt S HERMNARER
LMB.reserved[0] .addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
LMB.reserved[1].addr 0x08300000 - 0x08316204 (size: 0x00016204)
LMB.reserved[2].addr 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)
LMB.reserved[3].addr 0x71bd6140 - 0x80000000 (size: 0x0e429ec0)

reserved.core.total = 0x0f874acc (248 MiB. 466 KiB)

—UE IAVEIRITED, YHHIXERER, B44a HiA bidram #1 sysmem dump REEE)

1T



// WERIER NS EE A S T, FENTES. XU A E RS A AF A H A &2
Sysmem Error: "KERNEL" (0x00200000 - 0x02200000) alloc is overlap with existence
"RAMDISK" (0x00100000 - 0x01200000)

// WHE RIS A AR Dy — SRR R R TG g B (Ar AT sy smemAbd dram(E D
Sysmem Error: Failed to alloc "KERNEL" expect at 0x00200000 - 0x02200000 but at
0x00400000 - 0x0420000

// sysmem% F 73 A gkl y0x200000, Ft AR 2 B35 A 3]0x 1000002 44 ) 4% ]
Sysmem Error: Failed to alloc "KERNEL" at 0x00100000 - 0x02200000

// TG RAMDISK" I fEHk

Sysmem Error: Failed to double alloc for existence "RAMDISK"

PEE

RKESHIU-BootSZ#5MFII X3 : RK paramtert&=, (IH) #1iREGPTIEZ (1) , SH=5 LRETE
ERFOXRRT, AERGPTOXE. TibRE GPT AR RK parameter, 5 BRI XERS4ERIY
parameter.txt, FAFETLUEIE TYPE: GPTBHHIAEE R GPT,

FIRMWARE_VER:8.1

MACHINE_MODEL :RK3399

MACHINE_ID:007

MANUFACTURER: RK3399

MAGIC: 0x50415248B

ATAG: 0x00200800

MACHINE: 3399

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT // HAiRGPTH /3 XK, HMARK paramter

CMDLINE :mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot) ,0x00002000@0x00006000 (t
rust),0
x00002000@0x00008000(misc),0x00008000@0x0000a000(resource),0x00010000@0x00012000
(kernel
),0x00010000@0x00022000 (boot) ,0x00020000@0x00032000(recovery) ,0x00038000@0x00052
000(bac

kup) ,0x00002000@0x0008a000 (security),0x00100000@0x0008c000 (cache) ,0x00500000@0x0
018c000
(system),0x00008000@0x0068c000(metadata),0x00100000@0x00694000(vendor) ,0x0010000
0@0x007

96000 (oem) ,0x00000400@0x00896000(frp) ,-@0x00896400(userdata:grow)

HW-ID DTB

RKSEAHIU-BootETLURIEGPIOSEADCHIREERTS, MR DT ehiit SIRHAZSITERAIDTB
70,

BE8E. REERET,
make.sh

make.shEE2—MRIFHA, BE—MIE. BiIHR. IRTRICE. 1TEEH.

// B4

./make.sh --help
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// TR 6

./make.
./make.
./make.
./make.
./make.
./make.
./make.

sh
sh
sh
sh
sh
sh
sh

TEEAFTHE)

./make.

sh

trust

Toader

trust <ini-file>
Toader <ini-file>
spl

spl-s

itb

env

// RACGmIIThRE

./make.
./make.
./make.
./make.
./make.
./make.
./make.
./make.
./make.

sh
sh
sh
sh
sh
sh
sh
sh
sh

elf-[x] [type]
elf

elf-s

elf-d

elf spl

elf tpl

<addr>

map

sym

vendor storage

/7
//
//
/7
/7
//
/7

/7

/7
/7
/7
//
/7
/7
/7
//

Tfitrust

It loader

A trustit e ini X

Tt oaderif $& € ini 30 A4
Mtpl+splEHddriiminiloader, #Tfkloader
Fspl1##miniloader, it %loader

FHlu-boot.itbh (644 F& R HFHTLATFHIU-Boot, OP-

R fw_printenv A

4. HH-[x13%, [typel vl 25 I 4iSPLEKTPL
SICgiu-boot 3 A, BRIMEH-DZ %L

S giu-boot 3L, ffH-SZ4L

RICgiu-boot 3L, fHH-dZ3
SIC4mtpl/u-boot-tpl 3y, BRiMEH -D&#
ICgwspl/u-boot-tp13C, BRAEH-DS4L

7 B add ] B 1) R E 4 AR A7 E

TFu-boot.map

T Hfu-boot.sym

RKSEERIU-BootiZff 7 Vendor storage XEZEFFIRESN. MACEHER. FEmEBEANT (FR
vendor.c) :

#define EMMC_VENDOR_PART_OFFSET (1024 = 7)

/* --- Spi Nand/SLC/MLC Targe capacity case define --- */
#define NAND_VENDOR_PART_OFFSET 0

/* --- Spi/Spi Nand/SLC/MLC small capacity case define --- */
#define FLASH_VENDOR_PART_OFFSET 8

RBP—RRAFEX TR RS, REERXTEEEM:

int vendor_storage_read(ul6 id, void *pbuf, ul6 size)
int vendor_storage_write(ul6 id, void *pbuf, ul6 size)

AMP

RKEZ&ERJU-Boot3Z#FAMP(Asymmetric Multi-Processing) E45 (S,

BZE% . IKoiiERET,
SD/UEZ

RKSEEHIU-BootZ#ESD/URMES BaakF k. He:

o SDEDN/FALKREMbootromiX—EFFIAIF
o UEBEF/FAREMU-BootiX—RIFIATIF

BESE: RFKRRET,

SysReset
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e U-BootfEfiifkernel—#f, REZRFEEPIANtrustEE5THE
e U-Boot ap TR A LI IFERkernel—#£reboot xxxm< (fkEiFkernel dtsHRAIEN )

Interrupt

U-BootfFAERIBIRBESIFHRT, RKFEETE Ti1ZeE, EFGIC-V2, GIC-V3,

FooE: WaiERET,
Timestamp

Kernelf$TENSEENATEIEE, HERFPXERE., U-BootlFTENSEENAIRE AT ER, BFRE

EEANETLEFREECE CONFIG_BOOTSTAGE_PRINTF_TIMESTAMP , I F:

[ 0.324987] u-Boot 2017.09-00019-g9b55ed0-dirty (Dec 26 2019 - 14:31:44
+0800)

.327215] Model: Evb-RK3288

.330039] PreSerial: 2

.332526] DRAM: 2 GiB

.336454] Relocation offset: 00000000, fdt: 7be22c38
.346981] Using default environment

Lo T s T s W e B |
o O O O O

.351075] dwmmc@ff0c0000: 1, dwmmc@ff0f0000: O
.394136] Bootdev(atags): mmc O
.394272] MMCO: High Speed, 52Mhz
.395276] PartType: EFI

.400347] Android 9.0, Build 2019.6
.402070] boot mode: None

.405213] Found DTB 1in boot part
.407833] DTB: rk-kernel.dtb
.418211] ANDROID: fdt overlay OK
.432128] 12c0 speed: 400000HZz
.435916] PMIC: RK808

.439113] vdd_arm 1100000 uv
.444148] vdd_gpu 1100000 uv

L T e T s N e O s O e Y T e T s O s Y s O e B
O O O O O O O O o o o o o

.005018] ## Booting Android Image at 0x02007800 ...

.009917] Kernel load addr 0x02008000 size 8062 KiB

.014981] ## Flattened Device Tree blob at 08300000

.019970] Booting using the fdt blob at 0x8300000

.025185] XIP Kernel Image ... OK

1.035469] 'reserved-memory' dma-unusable@fe000000: addr=fe000000
size=1000000

[ 1.037448] 'reserved-memory' ramoops@00000000: addr=8000000 size=f0000
[ 1.044412] Using Device Tree in place at 08300000, end 08316edl

[ 1.064363] Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
[
[

m rm e
=

1.064976] Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
1.075259] Total: 812.613 ms

[ 1.075279] starting kernel

IR BERGTENRIRERIATE, MIFEIIaE,

Relocation
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U-Boot&TEsemiboard_f.cHURIEGIEE CrelocateZ|NIFREBRIE ML E, BfRiIRIU-BootN1E
BEME. RKEJU-BootBRIA:

o 32{iFA: CONFIG_SKIP_RELOCATE_UBOOT=y B #relocation, BNEMH,
o 6MFEHMrelocation,

BrFERd

U-Boot HIALEESRENA S TENAR BRAY/SFERT

### Booting Android Image at 0x02007800 ...
Kernel load addr 0x02008000 size 8062 KiB
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' dma-unusable@fe000000: addr=fe000000 size=1000000
'reserved-memory' ramoops@00000000: addr=8000000 size=f0000
Using Device Tree in place at 08300000, end 08316edl
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
Total: 812.613 ms // U-BoOth B i s FERS

Starting kernel

FHFERY

BFPaILFIFF 1ib/initcall.c A9 debug() #1 DEBUG 3XEUNTHURAZIERT, REGBULATE
Bf./make.shi# T CImakis.,

U-Boot 2017.09-00019-g9b55ed0-dirty (Dec 26 2019 - 14:45:33 +0800)

# 5212 us # 137.868 ms
initcall: 0020delf

# 1 us # 142.636 ms
initcall: 0020e015
Model: Evb-RK3288

# 1646 us # 149. 48 ms
initcall: 0020dd61
PreSerial: 2

# 1213 us # 155. 28 ms
initcall: 0020ddcd
DRAM: # 606 us # 160.401 ms
initcall: 00203719

// 'R 187 us &£ initcall: 00203719 iHHHIEER!
// W F 165.355 ms & initcall: 00203719 Jyikffju-Boot /i ZhFENt
# 187 us # 165.355 ms
initcall: 0020de81
# 2 us # 169.938 ms
initcall: 0020dc29
# 1 us # 174.703 ms
initcall: 0020dc3d
# 1 us # 179.469 ms
initcall: 0020ddad
# 2 us # 184.237 ms

initcall: 0020de27
# 1 us # 189. 2 ms
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fuse.programmed

RKEERT H{EFEsecure-bootThgl, REENEGSZHEEFSsecure-bootiEz, (AIARKEE
efuse/otp) , Miniloader £1@id U-Boot [A kernel iE/0 cmdline FRAAZEIAY efuse/otp (FREEEHIFE

—

5:

e "fuse.programmed=1" : FFfE T secure-boot, efuse/otpELEHIRE.

e "fuse.programmed=0" : FFf5 T secure-boot, efuse/otpiZBHIRE.

e cmdlined ;&8 fuse.programmed : ;&BF/Esecure-boot (MiniloaderAM&i®) , 2i&
Miniloader X|HiZ B X#HE1E,

U-Boot EEB U TIRER:

83c9bd4 board: rockchip: pass fuse programmed state to kernel

Chapter-3 HiFRS
BHAES

e TZrkbin
XE—NIESCE, BFEMRKAFHRERIbin, A, 78T H. U-Boot HERSNZECER
511834, FIB4%Rloader, trust, uboot@Ef4, rkbinFlU-BootTI2/fFRIFRIRBRKE.
CETH: BEEWRETD.
e TFHGCC

GCCHRIFE(Fgcc-linaro-6.3.1, F&EFprebuiltsBFEZA. prebuiltsFlU-BootfRiFREK B RX
R, AT

// 32fi:
prebuilts/gcc/Tinux-x86/arm/gcc-1linaro-6.3.1-2017.05-x86_64_arm-Tinux-
gnueabihf

// 64fi:
prebuilts/gcc/Tinux-x86/aarch64/gcc-1linaro-6.3.1-2017.05-x86_64_aarch64-
Tinux-gnu/

GCC T BEEMRED

o E#Edefconfig
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oh

rv1108
rk1808
rk1806
rk3036
rk3128x
rk3128
rk3126
rk322x
rk3288
rk3368
rk3328
rk3399
rk3399pro

rk3399pro-
npu

rk3308

rk3308-
aarch32

px30
rk3326

rk3326-
aarch32

rvl126

rv1126

rvl126

rvl126

defconfig

evb-rv1108_defconfig
rk1808_defconfig
rk1806_defconfig
rk3036_defconfig
rk3128x_defconfig
evb-rk3128_defconfig
rk3126_defconfig
rk322x_defconfig
rk3288_defconfig
rk3368_defconfig
rk3328_defconfig
rk3399_defconfig

rk3399pro_defconfig

rknpu-lion_defconfig

rk3308_defconfig

rk3308-aarch32_defconfig

px30_defconfig

rk3326_defconfig

rk3326-aarch32_defconfig

rv1126_defconfig
rv1126-ab.config
rv1126-emmc-tb.config

rv1126-Ip3-emmc-
th.config

rv1126-spi-nor-tb.config

rv1126-spi-nor-
tiny_defconfig
rv1126-ramboot.config
rv1126-usbplug.config

Fikernel
dtb

N

Y

1588

8RR
BRARA+32FFA/B

eMMC+DDR3 RIEFF
H

eMMC+LP3 RIEFFH,
Spi Nor+DDR3 {RiE
FFL

Spi Nor NE&E
Tt NFE)
usbplugIhgg



e

A

rk3566

rk3568

rk3588

defconfig

rk3566.config
rk3566-eink.config

rk3568_defconfig
rk3568-dfu.config
rk3568-nand.config
rk3568-spl-spi-
nand_defconfig
rk3568-aarch32.config
rk3568-usbplug.config

rk3588_defconfig

Fi%kernel
dtb

TR WRFIEFISDKAMAIdefconfighRE, BLASDKAME,

e config fragment/ 43

BHTFENES EFRRNERNER, —NdefconfigBETLERE. FTLAMRV1126F1837Fconfig
fragment, BPXFdefconfigififToverlay,

1588

BRRA
FEFBhRA

BRERA

ZfEFdfu
SHEEMLC/TLC/
eMMC
SPl-nand&HSPL
FiFaarch321EL
SiFusbplughEz,

B FRRAS

5140 rv1126-emmc-tb.configEBf§E Y CONFIG_BASE_DEFCONFIG="rv1126_defconfig" , i
17 . /make.sh rv1126-emmc-tb FpSHTESFcHrv1126_defconfigkpl.config, SASH{ERIrv1126-
emmc-tb.configEBIBCERT. configiftfToverlay, Zip SRS :

make rv1126_defconfig rv1126-emmc-tb.config && make

WNERENFconfig fragmentSEHITEH, RFEE(EED . /scripts/sync-fragment.sh, fI40:

./scripts/sync-fragment.sh configs/rv1126-emmc-tb.config

SWER . B4HI.configflrv1126_defconfighdft & ZEFIdiffRrv1 126-emmc-th.config3Z{4

3
Bl

¥

.sh [board]

.sh rk3399
.sh evb-rk3399
.sh firefly-rk

.sh

// [board]: configs/[board]_defconfigff.

// build for rk3399_defconfig

: FE32E6AFE, FREEENIEEdefconfig, NiRFa<LmiEEboard], 4l

// build for evb-rk3399_defconfig

3288

D TE32E6 MR, MNREBETF A" config"' IRRIE, R

// build for firefly-rk3288_defconfig

FmSABigxEboard]:

TR NREFNHNSFENIRSHRFEY, 5= make distclean FEHRIE.
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BUFERL: miFaSEU-Boott RBR T TE4%ER: trust, uboot, loader, WITFEFTBERAANS
E.

o .

/] ...

// uboot#]WilFE

Toad addr is 0x60000000!

pack input u-boot.bin

pack file size: 478737

crc = 0x840f163c

uboot version: v2017.12 bec 11 2017
pack uboot.img success!

pack uboot okay! Input: u-boot.bin

// loaderiTEidHE &5 F A ni S

out:rk3126_1loader_v2.09.247.bin

fix opt:rk3126_loader_v2.09.247.bin

merge success(rk3126_Tloader_v2.09.247.bin)

pack loader okay! Input: /home/cjh/rkbin/RKBOOT/RK3126MINIALL.ini

// trust4T i R K 51 A nd S
Toad addr is 0x68400000!
pack file size: 602104
crc = 0x9c178803
trustos version: Trust os
pack ./trust.img success!
trust.img with ta is ready
pack trust okay! Input: /home/cjh/rkbin/RKTRUST/RK3126TOS.ini

// R gmiFERIN. A BME EiRFtrustflloaderd] G R SR IXA)TE, WIS T
uboot.img
Platform RK3126 is build oK, with new .config(make rk3126_defconfig)

REERER NERAIRSRIEIH :

./uboot.img

./trust.img // R WS uERRE g, WA trust.img. trustiy kg A
uboot.imgH.

./rk3126_loader_v2.09.247.bin

EHFTRTR: B2EITHEED.

EftHRS

RETH:
Windows/LinuxBIE[{4RES T B2 FRSDK A I T ERASERFTHRA.
REER

RKIEE—HERMIRSEL . MaskromiEz{. Loadert&z{(U-Boot),
(1) #HALoaderESHE A%

o FHAY, A KIREE
o FHBEY, ERAIKRctr+dEEE
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e U-Boot@p<{7#IA: download 8¢ rockusb 0 $devtype $devnum
(2) HAMaskromFEIRIAIGIE:
o FFNAY, EfANIKIRctr+bEEH

e U-Boot@p< {7 : rbrom
Ea=EAR

e HB&I U-Boot T#FMFfXZE: RK parameter X3 (IH) 1 GPT o XFE (F1) . WREMNHED
NP XREERBIMFOXFRIER, N Nand H BB EREHERRS,; eMMC 280
BB OXE,

o MRV LERFERMOXE, WASTRAIGPTOXER. AlEIFSEHIA:

PartType: EFI // H4HiINGPT/H XK, HITEI"PartType: RKPARM"

BRI

BESEET: RKEEH => U-Boot[E4.

AT

Jmake.sh BRTmiFMRS, EEM T EHTEINE, BET LM TEnSHTREFER. 8
EFERANRIREELHmFIT—IX U-Boot,

JEFITHEEC:
./make.sh trust // #Tfltrust
./make.sh loader // I 1oader

./make.sh trust <ini-file> // JTEtrusthfEini oM, 50048 BT nd Sk
./make.sh Toader <ini-file> // fTfiloaderiff5Eini i, 5048 FHERIA T nd o

FITHE:
// THBIA
./make.sh sp] // Ftpl+spl&#ddrfiminiloader, fJfiikloader
./make.sh spl-s // Hispl&#miniloader, fJfiikloader
// AR
./make.sh --spl // Fspl&#miniloader, fJfiikloader
./make.sh --tpl // HtplE#ddr, Tk loader
./make.sh --tpl --spl // Htpl. sp1##iddr. miniloader, il loader
./make.sh --spl-new // ./make.sh --sp1 & JITEMENGERE, S EHRmEH
T8,

SMEISERIFETHIA? ANRFAESER, make. shFUEHTHIA,

Chapter-4 EZ%iEiR

AArch32
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ARMVS B 64 iS5 R 32 MAArch64 JBILE] AArch32 &RiE1T (BRARMVY 3R5) |, URBWARAR 32 (U
W%,

BRA LB X N EREASBIEA IARMVEEY AArch32 &=

CONFIG_ARM64_BOOT_AARCH32=y

ANDROID AB

FBAY A/B System BHERFEF2AFD, 75IFR Islot-a, slot-b, RFEATLAMNES—1 slot [Fa,
24— slot BRIEMEERTLINS— NS, RRTFHRESETLABERGEGHENEIS— slot LMAEH
HEANRFFHREL. FRREIRERS SN REED.

ERIRKFEERpre-loaderf]U-BootEBRILASTISA/BR A,

SR 32
oy = Android 3235 Linux 3Z3%
rk3128x N Y
rk3126 N Y
rk322x Y Y
rk3288 N Y
rk3368 N Y
rk3328 N Y
rk3399 N Y
rk3308 N Y
px30 Y Y
rk3326 Y Y
Bo&IR

A/B SystemZEZE(KIHALIBAVB, T :

// A/BIKHIE
CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB_AB=y
CONFIG_AVB_LIBAVB_ATX=Yy
CONFIG_AVB_LIBAVB_USER=Y
CONFIG_RK_AVB_LIBAVB_USER=Yy
// 1H6EA/BINRE
CONFIG_ANDROID_AB=y

PER

A/B SystemX o XEBEXR: FEZIF A/B X W/IEINGES _a §1 _b, parameter.txt &40 :
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FIRMWARE_VER:8.1

MACHINE_MODEL :RK3326

MACHINE_ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot_a) ,0x00002000@0x00006000 (uboot_b
),0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust_b),0x00001000@0x000
0c000(misc),0x00001000@0x0000d000 (vbmeta_a) ,0x00001000@0x0000e000 (vbmeta_b) ,0x00
020000@0x0000e000 (boot_a) ,0x00020000@0x0002e000 (boot_b) ,0x00100000@0x0004e000(sy
stem_a) ,0x00300000@0x0032e000(system_b),0x00100000@0x0062e000(vendor_a) ,0x001000
00@0x0072e000(vendor_b) ,0x00002000@0x0082e000 (oem_a) ,0x00002000@0x00830000 (oem_b
),0x0010000@0x00832000(factory),0x00008000@0x842000 (factory_bootloader),0x000800
00@0x008ca000 (oem) , -@0x0094a000 (userdata)

pE = 0

|HAYU-Boot{FEEA/BR G fe, FAFPMIRIAEHa/biIo X, NMEEEL part_get_info_by_name () HY
PXBVEsIotFER, BHIa0: "boot_a" B "boot_b" , XHESIENIMREZ TR : B IRIRE
HRIRSAslot, B TERSHEHE, REGIIHPKA.

PRI T XN, SRAFAMEBIRAE FEX MERRZE, WiniEa/bioXedaH, &
Fislot/asR, EREZBENRNIRRSERMMslot, Hlal: EARERATEREER "boot" .

commit c6666740ee3b51c3el02bfbaflab95b78df29246
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Ooct 24 15:48:46 2019 +0800

common: android/rkimg: remove/clean android a/b (slot) code

- the partition disk layer takes over the responsibility of slot suffix
appending, we remove relative code to make file clean;

- put android a/b code together and name them to be eary understood,
this makes file esay to read.

Change-Id: Id8c838da682ce6098bd7192d7d7c64269f4e86ba
Signed-off-by: Joseph chen <chenjh@rock-chips.com>

ANDROID BCB

BCB (Bootloader Control Block) 2AndroidizH ZAEsifeEmigiTtAY—FfrFlbootloadersZ EAYHL
#l. BUBEMENIE misc 2 X{R#E 16KB & 0 &,

R

struct android_bootloader_message {
char command[32];
char status[32];
char recovery[768];

/* The 'recovery' field used to be 1024 bytes. It has only ever


af://n1190
af://n1194

* been used to store the recovery command line, so 768 bytes
* should be plenty. Wwe carve off the Tast 256 bytes to store the
“ stage string (for multistage packages) and possible future
* expansion. */
char stage[32];

/* The 'reserved' field used to be 224 bytes when it was initially
* carved off from the 1024-byte recovery field. Bump it up to
* 1184-byte so that the entire bootloader_message struct rounds up
* to 2048-byte. */
char reserved[1184];
};

command: F&faps, BREIUFUAT=AN:

% Ihge

bootonce-bootloader BEhi#t\ U-Boot fastboot

boot-recovery JBEFEN recovery

boot-fastboot Bam#EN recovery fastboot ({&#R fastbootd)

recovery: AN recovery mode BT ES, LA "recovery\n" , FEALIGFSNEEL, LA"--
"FEEL, LAM\n"45R, 5140 "recovery\n--wipe_ab\n--wipe_package_size=345\n--
reason=wipePackage\n" :



24

update_package

retry_count

wipe_data
wipe_cache
show_text

sideload

sideload_auto_reboot

just_exit

locale

shutdown_after

wipe_all

wipe_ab

wipe_package_size

prompt_and_wipe_data

fw_update
factory_mode
pcba_test
resize_partition

rk_fwupdate

I8E
OTA A4

1t recovery FUREL, LLAIFRETRIMER, KIBZEEFHEN
recovery F4%

erase user data (and cache), then reboot
wipe cache (but not user data), then reboot

show the recovery text menu, used by some bootloader

an option only available in user-debug build, reboot the device
without waiting

do nothing, exit and reboot

save the locale to cache, then recovery will load locale from
cache when reboot

return shutdown
PREREEN userdata X

wipe the current A/B device, with a secure wipe of all the
partitions in RECOVERY_WIPE

wipe package size

prompt the user that data is corrupt, with their consent erase
user data (and cache), then reboot

SD REHFHK

T &, FERTH—EgEL, a0 PCBA U
FEN PCBA U,

EFHLSX AN, android Q RIS K32 Hs
}ExErk SD/USBEMHFHER, {ERIEH{NFRFU-Boot

U-Bootfi R —RRAFTEREFIR O LIASE, (NMAREISE,

AVBZZIEE)

AVB 3 Android Verified Boot, BEIZITHI—ERHRIETE, FERTIRIE boot system F[E4.
Rockchip Secure Boot & BEHRIREEH T AVB, SLHI—E5EEMY Secure Boot IR,

Feature

o TG
o STEMRIG
o FAEIRERIF

e persistent partition 37¥F
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e chained partitions 323%, BILAS boot, system SEZFAE—3, tBAETLAR oem B SIREFFAE,
B4R PRK &34

[Tyt

FFi2 AVB EE trust g

CONFIG_OPTEE_CLIENT=y
CONFIG_OPTEE_Vl=y
CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION=y // #Z4¥di{Ffks]security (X

® CONFIG_OPTEE_V1: JEFF&EE 312%,322%,3288,3228H,3368,3399,
® CONFIG_OPTEE_V2 : JEHA¥HHE 3326,3308,
® CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION : eMMC B9 rpomb FEEFRIATHXNE, BR

iAZ:ﬁO
FH/S AVB BXECE::

CONFIG_AVB_LIBAVB=Y

CONFIG_AVB_LIBAVB_AB=y
CONFIG_AVB_LIBAVB_ATX=Y
CONFIG_AVB_LIBAVB_USER=y
CONFIG_RK_AVB_LIBAVB_USER=y

// LAk, TGN TH AVB 5 A/B H50E, BT L TR .
CONFIG_ANDROID_AB=y //iXA~%FF A/B
CONFIG_ANDROID_AVB=Yy //iX/N37fF AVB

// Fi#ENE efuse KIF&flH]
CONFIG_ROCKCHIP_PRELOADER_PUB_KEY=Yy

// FTZTEE ™ unTock B8 I % 4T I
CONFIG_RK_AVB_LIBAVB_ENABLE_ATH_UNLOCK=Yy

// ZERRIHE
CONFIG_AVB_VBMETA_PUBLIC_KEY_VALIDATE=Yy

// R FEcpuidfENchallenge number, JF/ELLT%
CONFIG_MISC=y

CONFIG_ROCKCHIP_EFUSE=Yy
CONFIG_ROCKCHIP_OTP=y

&%

EHNAVBERHABIERZ, HRFE, BREESEHNREET.
Cmdline

cmdline 2 U-Boot [d kernel fGiESH— NEEFER, BNIEREFME, RSKRESSE. B
cmdline 28821 KR, H U-Boot #THiZ. ITEESEHIRZEHBEL kernel, U-Boot FERRY
cmdline #{F7F1E bootargs NEITEH,

U-Boot R E @IS 1EHkernel DTBEERY /chosen/bootargs SEHcmdlinef&i,
R RiR

e parameter.txt {4
WRE RK RIS XFER, TJLAE parameter.txt BIFH cmdline (S8, Fl40:
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CMDLINE: console=ttyFIQ0 androidboot.baseband=N/A
androidboot.selinux=permissive androidboot.hardware=rk30board
androidboot.console=ttyFIQ0 init=/init
mtdparts=rk29xxnand:0x00002000@0x00002000 (uboot) ,0x00002000@0x00004000(trust
Dt

WNRE GPT BRIPRXZER, 7E parameter.txt BfFcmdline (SEEF3HY.
kernel dts fi§ /chosen/bootargs , {FIa0:

chosen {
bootargs = "earlyprintk=uart8250,mmio32,0xff30000 swiotlb=1
console=ttyFIQO0
androidboot.baseband=N/A androidboot.veritymode=enforcing
androidboot.hardware=rk30board androidboot.console=ttyFIQ0
init=/init kpti=0";
bE

U-Boot: tRIBHBNEITAVIAZ, U-Boot REFNENNI—LMEEI cmdline, EviN:
storagemedia=emmc androidboot.mode=emmc ......

boot/recovery.img E4LBEEBSEmdline=FERER.,

HiEE X

TEZIE RK EEERBR cndlinie 288 Y., BEZ0I&ENIZAEY: Documentation/admin-
guide/kernel-parameters.txt,

sdfwupdate: sd FAEIRE, recoveryiZFaE

root=PARTUUID: }§5E rootfs(system) 0 XHJUUID, X GPT FEiF

skip_initramfs: kernel A~EH uboot 0&LAY ramdisk, [i{#ER rootfs(system) EBfgramdisk
storagemedia: TEfEBRNER,;

console: kernel $TEDORYECEER ;

earlycon: FERODRAREZZA], IEEEOREEE

loop.max_part: max_part FsRIZESA loop RIREFTEEIFHID XEB

rootwait: FBFNHRFEAEZRITTAER, Hl0 emmc #I4aIERTER, XM EHERINRRNRE
root_wait A&, B& mount rootfs failed, MAIEXANMSEAEIE, NATLAZESF driver INEGTH
&, TENFERE copy i rootfs, F mount BYiE, MASRRENT

ro/rw: fNE rootfs MEME, RiEAES

firmware_calss.path: 18EWaIIE, 0 wifi, bt, gpu

dm="Iroot none 0, 0 4096 linear 98:3 0, 4096 4096 linear 98:32" root=/dev/dm-0: Will boot
to a rw dm-linear target of 8192 sectors split across two block devices identified by their
major:minor numbers.After boot, udev will rename this target to /dev/mapper/Iroot

(depending on the rules).No uuid was assigned. &% §%#Zhttps://android.googlesource.com/k
ernel/common/+/android-3.18/Documentation/device-mapper/boot.txt

androidboot.slot_suffix: AB System B39 kernel 3§52 M1 slot [3zh
androidboot.serialno: 7 kernel & FERERFIS, W0 adb BOFEHISE
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e androidboot.verifiedbootstate: ZZEZESK, H_EERM uboot KEEEHRIIRES, B=MIRE,
nr

1. green: If in LOCKED state and the key used for verification was not set by the end user
2. yellow: If in LOCKED state and the key used for verification was set by the end user
3. orange: If in the UNLOCKED state
e androidboot.hardware: jFai&&, 40 rk30board
¢ androidboot.verifymode: }SEWRIED XAVESCRILRZES (RIIRIEERITSEEM)
e androidboot.selinux: SELinux @—fPEFI5-28804E8) (domain-type) AYIEFIGIENES
(MAC) Z£FSZ. =&

1. enforcing: &R, NFR SELinuxizfFh, BELKIEMAIFIARE domain/type 7
2. permissive: FHEIN: F SELinux BFH, FINESBEESHEHASIERRS
domain/type ARUFEY, IXFMEIRILAUZERAES SELinux AY debug ZFH
3. disabled: %4, SELinux F&BELIRz(E
e androidboot.mode: TEFFMAFT,, B normal 5 charger,

1. normal: IEEFHIEEN
2. charger: XH[SIZEBIEFHL, androidboot.mode #FIRE A charger, XAMEH uboot 1§
M EFEEFIREZ] bootargs INETE
e androidboot.wificountrycode: & wifi EZ#3, 0 US, CN

e androidboot.baseband: BEEET, RK TULINEE, &N N/A

e androidboot.console: android (ERHH OGS

e androidboot.vbmeta.device=PARTUUID: }§%E vbmeta FE1FAEPHINI S
e androidboot.vbmeta.hash_alg: i&& vbmeta hash &j%, %l sha512

e androidboot.vbmeta.size: %€ vbmeta A9 size

e androidboot.vbmeta.digest: %5 kernel £1& vbmeta B9 digest, kernel NZ; vbmeta FitE
digest, F5itt digest X3Lb

e androidboot.vbmeta.device_state: avb2.0 iI§EEZSE lock 5 unlock

DFU SEFhEIH

DFU BJ) Device Firmware Update, FAFEHL&EEH, BRIEXHF DFU IFEEHE RK1126 F
RK3568, EFF/EDFULNEE, EERENAEE

CONFIG_CMD_DFU=y
CONFIG_USB_FUNCTION_DFU=Yy

RIRERIFENRIAR, AEETFLATIR

CONFIG_DFU_MMC
CONFIG_DFU_MTD
CONFIG_DFU_NAND
CONFIG_DFU_RAM
CONFIG_DFU_SF

37 DFU BB E SR config BEEXH, HIaNdwiF+ DFU STFAORV1 1 26 B4 al@ig T
T miFEam<SHiT

./make.sh rv1126-dfu
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RBEMHRRHTTAR, 71§ OTG FOIEEE PC, fEU-Bootas<{THUT

dfu 0 $devtype $devnum

Hrh, devtype BJLIE mmc 8 mtd, LEAITE PC _ES&II—N USB download gadget i2%, {#F

Zadig BHRR BRI, EHEATIERIEELN AR

El Zadig — x
Device Options Help
USE download gadget ~ | [ Edit
Driver |'|.I'u'ir1USEI (v6. 1.7600. 16385) | E‘? |WinUSE {v6.1.7600. 16335) | . More Information
WinUSB (ibush)
USE ID 0107 libush-win32
Reinstall Driver bl libushbk

w2 E

5 devices found. Zadig 2.4.72

WinlJSB (Microsoft)

{EF_EANEATE Windows S fTHT

./dfu-util.exe -1

NS TG HEPXER, ZDXERENHE include/configs/evb_rv1126.h

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -1
dfu-util 0.9

Copyright 2005-2009 weston Schmidt, Harald welte and OpenmMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=5,
name="userdata", serial="UNKNOWN"
Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=4,
name="rootfs", serial="UNKNOWN"
Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=3,
name="boot", serial="UNKNOWN"
Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=2,
name="uboot", serial="UNKNOWN"
Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=1,
name="Toader", serial="UNKNOWN"
Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=0,
name="gpt", serial="UNKNOWN"

Windows STHUTI TR ERHBIFFAIR, S1TERN

dfu-util.exe VID:PID -a (5X%) -DOZHR) -R(EEZIEIN)
F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -d 2207:0107 -a

system_b -D rootfs.img -R



IR RAL IR log a0~
dfu-util 0.9

Copyright 2005-2009 weston Schmidt, Harald welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Invalid DFU suffix signature

A valid DFU suffix will be required in a future dfu-util release!!!
Opening DFU capable USB device...

ID 2207:0107

Run-time device DFU version 0110

Claiming USB DFU Interface...

Setting Alternate Setting #8 ...

Determining device status: state = dfuIDLE, status = 0

dfuIDLE, continuing

DFU mode device DFU version 0110

Device returned transfer size 4096

Copying data from PC to DFU device

Download [ 1 100% 49938432 bytes
Download done.

state(7) = dfuMANIFEST, status(0) = No error condition is present
state(2) = dfuIDLE, status(0) = No error condition is present

Done!

can't detach

Resetting USB to switch back to runtime mode

ERERFEHENIK, RAFEFRRGS 2 BHEHNDXEM 0 EIUSASU-R SR, RRw
QEEEN R SHETRFTER, FRIREER.

DTBO/DTO

ATETRFUAETATIIERE, XBAENRED, PMTUAIE: DTB, DTBO, DTC, DTO,
DTS, FDT.

ENZERIXEALI#ERA:

o DTS 2FFEIA FDT B934,
e DTS &3¢ DTC #miFferI4RL DTB/DTBO;
e DTB #0 DTBO i@id DTO #&#{Ea] &FH—/\&hy DTB;

BEER MRZ AP IMRE DTO X MINEFS X A'DTBO K&, T HHEATEFXMESE
A8 DTO B— P ahiailis, ARAVEER(E, DTBO B— RIS, BRERT2INAYX dtb,

AEPESHIRGIS%E : https://source.android.google.cn/devices/architecture/dto,
[REEN4R

DTO(Devcie Tree Overlay) 2 Android P [F3| N\ B R4S RRINEE, FiLRIgER Blob (DTBO)
ENNESBMEIREN Blob £, DTO BILMHPRGSH SoCIZEN, HolSESIF X FEiRSiNgE
. ImE PRI R E R FREEH TR,

FigEN Blob (*.dtb) —R&E Vendor | igiRft, JRigER Blob (*.dtbo) AJHH ODM/OEM & i
Bt BS1@EY bootloader EHEHEH kernel, tITFE:

U Boot_nextdev_DTO
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B %8 https://source.android.google.cn/devices/architecture/dto
FETE: DTO #{E(FFIAY DTB #1 DTBO MmiFIREEAY DTB fmiFBE X5, 1B% BRI X S :

{$F dtc fmiF.dts Y, EANRINIEI-@LATEARLAY.dtbo BN IN_symbols T, _symbols TREE
mineFTE T REI5IZER, DTO ErRfERXNMIERIEASE, TR

1. f@iEE.dts PRFlSHS:

dtc -@ -0 dtb -0 my_main_dt.dtb my_main_dt.dts

2. RFENE DT .dts BIRBIRS:

dtc -@ -0 dtb -o my_overlay_dt.dtbo my_overlay_dt.dts
DTO I3H

1. BoEfsERE:

CONFIG_CMD_DTIMG=Yy
CONFIG_OF_LIBFDT_OVERLAY=Y

2. board_select_fdt_index()EREHISCHL, XE—_weak K2, BT LURIESERRE R E LI
. REWERRTEZH DTBO FIRENAT1T DTO BIERYERMY DTBO (IR[E] index 35|, &/
0 FFA) . BRIABY weak FREURERY index 79 0,

/:‘:
* pefault return index O.
7':/
__weak int board_select_fdt_index(ulong dt_table_hdr)
{
/:‘:
* User can use "dt_for_each_entry(entry, hdr, idx)" to iterate
* over all dt entry of DT image and pick up which they want.
* Example:
struct dt_table_entry *entry;
int index;
dt_for_each_entry(entry, dt_table_hdr, index) {
. (use entry)
}
return index;
7':/
return 0;
}
DTO £&£8

1. DTO $f75ehkfE, 7E U-Boot IFHIEEFILUABZILER


https://source.android.google.cn/devices/architecture/dto
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// BRI AT ER
ANDROID: fdt overlay OK

// RV IFTE
ANDROID: fdt overlay failed, ret=-19

1B 5 R RE— AR EAE/IRIZES blob WABEFEAFAS S, MUAFREENTEIINE
BB AR MR RERE.

2. DTO TR INIETELS kernel B9 cmdline BIENNMI ™SR, FREBZBI(FEREMD DTBO i#17 DTO #
E:

androidboot.dtbo_idx=1 // idx)\0F#f, XHER/RENRTdx=11ADTBOI /T DTOH:E

3. DTO HUTHRINERILATEU-Bootan @1T{%M fdt anSEBDTBRE, FIAMEIREERL.
ENV

EE T

ENV 2 U-Boot HEZRHPIFEEEN—FEIEEIE ST, @1d hash table M2 S {E"F1"&UE"HI TN E
H, XEEMSUERE. BE, RIICEEERENSIERRN: IMETE, U-Boot SIIFHE
ENV ZUBREERFZME/ N E: NOWHERE/eMMC/FLASH/EEPROM/NAND/SPI_FLASH/UBI...

=N

// BRNBLE: ENVIRTELE N 7E
CONFIG_ENV_IS_NOWHERE

// ENVARAELE S FIAA#E A
CONFIG_ENV_IS_IN_MMC
CONFIG_ENV_IS_IN_NAND
CONFIG_ENV_IS_IN_EEPROM
CONFIG_ENV_IS_IN_FAT
CONFIG_ENV_IS_IN_FLASH
CONFIG_ENV_IS_IN_NVRAM
CONFIG_ENV_IS_IN_ONENAND
CONFIG_ENV_IS_IN_REMOTE
CONFIG_ENV_IS_IN_SPI_FLASH
CONFIG_ENV_IS_IN_UBI

// ERCETABBLKMERZBIF N (mmcBRAN) , R GHEREMEA] !
CONFIG_ENV_IS_IN_BLK_DEV

HEZRAES:
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./env/nowhere.c
./env/env_blk.c
./env/mmc.c
./env/nand.c
./env/eeprom.c
./env/embedded. c
./env/ext4.c
./env/fat.c
./env/flash.c

HxiEN

// R &

char *env_get(const char *varname);

ulong env_get_ulong(const char *name, int base, ulong default_val);
ulong env_get_hex(const char *varname, ulong default_val);

// BUE AR, value INUL LI 25 [E T Rk

int env_set(const char *varname, const char *value);
int env_set_ulong(const char *varname, ulong value);
int env_set_hex(const char *varname, ulong value);

// ACPRAFTEE#E A B ERIENVAR B A BN 2k ik

int env_load(void);

// EHHHTHENVES BARFE B AR L
int env_save(void);

e env_load(): APAZEEERA, U-Boot IEESHESENEMRERIER;
e env_save(): AFEZEENNZIFNREE, SIEFRERYENY EEEREFE!
CONFIG_ENV_IS_NOWHERE_XXX 1EEHIZMENE;

=&iEN

RK IR TR ME—40E ENV RIERIEO, BERtIE. B0, BiRr0Ihg. TERNTIE bootargs
INGZE, (BEFERTHEMIMNEEERF.

* env_update() - update sub value of an environment variable

e

This add/append/replace the sub value of an environment variable.
* @varname: Variable to adjust

* @valude: value to add/append/replace

* @return 0 if OK, 1 on error

:‘:/

int env_update(const char *varname, const char *varvalue);

* env_update_filter() - update sub value of an environment variable but
* ignore some key word

=

%

This add/append/replace/igore the sub value of an environment variable.

* @varname: variable to adjust
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* @valude: value to add/append/replace

* @ignore: value to be ignored that in varvalue

* @return 0 if OK, 1 on error

*/
int env_update_filter(const char *varname, const char *varvalue, const char
*ignore);

1 env_update()/EEFERINY :

o BlFE: W08 varname FFE, WENEE varname F0 varvalue;

e JBfN: %R varname BfFE(E, varvalue NFEE, MENN varvalue;

o . N varname EfFFE, varvalue BfFE, NFZAIAY varvalue BHEFRM. toan: Rk
FE storagemedia=emmc”, ZHBHEA varvalue g"storagemedia=rknand”, NE&RZEF
J9"storagemedia=rknand",

2 env_update_filter()& env_update(RI¥ R4S : EEHT env BIEIRTE varvalue BRIEANKHE=F5I
BR;

3F5BIIER: env_update()fl env_update_filter(EBRIATIEFN ="1EAD IR ENV AEHITERTS
2, FTLABREERITR: BNE. "key=value"HHIE:

e HA/NMF: sdfwupdate, ...

e "key=value"‘B&ial: storagemedia=emmc, init=/init, androidboot.console=ttyFIQO, ......

o AR MEOREIEKFFRFREIT, LHANFEIB console=ttyFIQO
androidboot.baseband=N/A androidboot.selinux=permissive"{EA—MNE{RBRTTIHITIRE.

e YA
env_save()AJLAE ENV (REFRIFMENTE, RKEERY ENV IEFREUEFIR/NENIT:

if ARCH_ROCKCHIP
config ENV_OFFSET
hex
depends on !ENV_IS_IN_UBI
depends on !ENV_IS_NOWHERE
default 0x3f8000
help
offset from the start of the device (or partition)

config ENV_SIZE

hex
default 0x8000
help
Size of the environment storage area
endif

e i@E, ENV_OFFSET #0 ENV_SIZE EBAEEINVIEHK.
18 RN

Bais ANEENE—RE: eMMC/sdmmc/Nandflash/Norflash £, {8 U-Boot [E4AJ Nand. Nor
25 ENV IXaEBE MTD 1228, M RK FTB B IFFEEREE BLK HE2EE, FELXLE ENV IRFITGESE
F.

B, RK AN BLK {EZREHIFAEIRML CONFIG_ENV_IS_IN_BLK_DEV FECEEIR:

e eMMC/sdmmc BB, #KkFAIER CONFIG_ENV_IS_IN_MMC;
e Nand, Nor BJIEHR, BILLSEE CONFIG_ENV_IS_IN_BLK_DEV;
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BAP{ERRIIEIEKconfighy CONFIG_ENV_IS_IN_BLK_DEV BN,

// BEBRIHREL, AfEEN
CONFIG_ENV_OFFSET
CONFIG_ENV_SIZE

// AN EALH] 2
CONFIG_ENV_OFFSET_REDUND (optional)
CONFIG_ENV_SIZE_REDUND (optional)
CONFIG_SYS_MMC_ENV_PART (optional)

TR FICEEE CONFIG_ENV_IS_IN_XXX BtE&, 1B5TIiE Keonfig FRVEN B, BEmEEFEFEL
BinBA,
fw_printenvIH

fw_printenvi2U-BootiZ2HE—NMElinuxEAenv TR, @EHXATE, AFELAEinux EibE. &
HenvlIAS. FRIZTEERenvKIFARF— M kernelaf DX £ (BI0HZHK) , RELERE
Bidkernel sys FHYFMET mihRIE]enviX i,

TERES=:

./make.sh env

T SERE
./tools/env/fw_printenv // envitE T H
./tools/env/fw_env.config // enviit Bt
./tools/env/README // enviE T H 5 B S0

A7 ZESEREADMEN R,
ENVF

U-Boot/RERIENVINEERIEATE MR R EERFENSEFMHEXEL, INEAERIEN. MRRFEKAIE
EREREN, WaSERATEALERN. SERTERE. fla0: EEE< bootemd FREREFSE
FTERIENRAE. BEILCIAIFIBENY FragmentIfgg: XI5 FFU-BootRGEARZEMIMRRIBFIAS
TE, AFEEIEN —Tenvo KATHEHREEXKNMEERE, FHEU-BootEIREFHEH. U-Boot
RFhenvp KESN/SH/ENARBERIMNEERE,

ENVFRAE:

BF&EFtliEenv.txtFHEERS, ARFERAMkenvimage £pFREenv.imgZEfFfig0itbit, FohRT
Loaderf]U-Boot/NEkFiEtrenv.imgiuz, RIECONFIG_ENVF_LISTEZHESAS ST E, &
S ARENEMEEE, FEFWERARX/Nenv.img,

=

CONFIG_ENVF
CONFIG_SPL_ENVF
CONFIG_ENVF_LIST="blkdevparts mtdparts sys_bootargs app reserved"

// eMMC:

// ¥ Primary env.img IfEfEbdl. Bafr. 5.

CONFIG_ENV_OFFSET=0x0

// 8% Backup env.img [f7figthhl, Jo&A A ERCONFIG_ENV_OFFSETLRFF—3. Hfi: F

o
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CONFIG_ENV_OFFSET_REDUND=0x0
// Primary £ Backup env.img HKIAk/N. Bfi. 5.
CONFIG_ENV_SIZE=0x8000

// spi-nor: ¥R L.
CONFIG_ENV_NOR_OFFSET=0x0
CONFIG_ENV_NOR_OFFSET_REDUND=0x0
CONFIG_ENV_NOR_SIZE=0x10000

// spi-nand/slc-nand: F%[A L.
CONFIG_ENV_NAND_OFFSET=0x0
CONFIG_ENV_NAND_OFFSET_REDUND=0x0
CONFIG_ENV_NAND_SIZE=0x40000

AS:
./env/envf.c
THE:

// BRikZ 5u-BootigmiFIfAE K tools/mkenvimage, FT4{Tfenv.img
./tools/mkenvimage.c

PCImFAIAE CEfl) :
1. gllEenv.txt:

// WAE LRSS IX AR, SNTEEIER B3, Flin:

bTkdevparts=mmcb1k0:4mM@8M(uboot) ,4M(trust),32M(boot),32M(recovery),32M(backup), -
(rootfs)

sys_bootargs=rootwait earlycon=uart8250,mmio32,0xff570000 console=ttyFIQ0

o RBEK:
(1) RF"key=value"XFHEEIZ
(2) BEXHH"=" EATETE. ~MERAR/XEIS
(3) EERBITRA—MEENNGER

® sys_bootargs : REFREFAZItsHFHIbootargs. WMRIEETZFER, NU-Boot=({FH
sys_bootargs X¥P#Zdtsadbootargsfifoverlay, FEMBRIIRTsys_bootargsHIRERES.

o DX FFARITERIMtdpartsiiblkdevparts SXFRIEN, BIRFEE (Tik—) . FREFMH
AP REASEUT:



// eMMC:
bTkdevparts=mmcb1k0:32K(env),512K@32K(idblock),256K(uboot),32M(boot),2G(rootfs),
1G(oem),2G(userdata),-(media)

// spi-nor:
mtdparts=sfc_nor:64K(env),128K@64K(idbTock) ,128K(uboot) ,2M(boot) ,4M(rootfs),6M(0
em),-(userdata)

// spi-nand/slc-nand:

mtdparts=rk-
nand:256K(env),256K@256K(idblock),256K(uboot),8M(boot),64M(rootfs),32M(userdata)
,—-(media)

2. HEpkenv.img:

## Chapter-4 emmC:
./tools/mkenvimage -s 0x8000 -p O0xO -o env.img env.txt

## Chapter-4 spi-nor:
./tools/mkenvimage -s 0x10000 -p 0xO -o env.img env.txt

#spi-nand/s1c-nand:
./tools/mkenvimage -s 0x40000 -p 0xO -o env.img env.txt

3. env.imglR SR fiE0 L,
U-Boot inFF&Rimiz CBfl) :

1. fEREFHEERE Eenv.img

// 1HEBEENVF

CONFIG_ENVF=y

CONFIG_SPL_ENVF=y

CONFIG_ENVF_LIST="blkdevparts mtdparts sys_bootargs app reserved"

// eMMC:
CONFIG_ENV_SIZE=0x8000
CONFIG_ENV_OFFSET=0x0
CONFIG_ENV_OFFSET_REDUND=0x0

// spi nor:
CONFIG_ENV_NOR_OFFSET=0x0
CONFIG_ENV_NOR_OFFSET_REDUND=0x0
CONFIG_ENV_NOR_SIZE=0x10000

// spi nand/slc nand:
CONFIG_ENV_NAND_OFFSET=0x0
CONFIG_ENV_NAND_OFFSET_REDUND=0x0
CONFIG_ENV_NAND_SIZE=0x40000

2. EftmiFF RS uboot.img,
3. ISR ER:



dwmmc@ffc50000: 0, dwmmc@ffc60000: 1
Bootdev(atags): mmc O

MMCO: HS200, 200Mhz

// BUWTFATED

ENVF: Primary 0x00000000 - 0x00008000
ENVF: OK

PartType: ENV

DM: vl

boot mode: normal

FIT: no signed, no conf required
DTB: rk-kernel.dtb

4. U-BootipSfTRAFALABII I TR Feny, HERIB LR env_saveO .

=> env save
saving Environment to env... // SHIFRAEE LS REAN

Fastboot

FastbootZAndroidt AT —FERIUSBFNU-BootHITREMNAR, —RATIRINREEE. REEH

[i=fuali

// FERERCE

CONFIG_FASTBOOT
CONFIG_FASTBOOT_FLASH
CONFIG_USB_FUNCTION_FASTBOO

// ZHEE
CONFIG_FASTBOOT_BUF_ADDR
CONFIG_FASTBOOT_BUF_SIZE
CONFIG_FASTBOOT_FLASH_MMC_DEV
CONFIG_FASTBOOT_USB_DEV

LY -2 F
Fastboot ZRIA&EFS Google adb A9 VID/PID, BIIT™/LMfEAST:

o kernelfJ&$1THIIT: reboot fastboot

o U-BootByap<{TH11T: fastboot usb 0

o FKIZBSHE: ctri+f
S

fastboot flash < partition [ < filename > ]
fastboot erase < partition
fastboot getvar < variable | all
fastboot set_active < slot
fastboot reboot
fastboot reboot-bootTloader
fastboot flashing unlock
fastboot flashing Tock

V V VvV V
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fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot

an SiFRE

stage [ < filename > ]

get_

oem
oem
oem
oem
oem
oem
oem
oem
oem
oem
oem

staged [ < filename > ]

fuse at-perm-attr-data

fuse at-perm-attr
at-get-ca-request
at-set-ca-response
at-lock-vboot
at-unlock-vboot
at-disable-unlock-vboot

fuse at-bootloader-vboot-key
format
at-get-vboot-unlock-challenge
at-reset-rollback-index

e fastboot flash < partition > [ < filename > ]
Inge: PXIRE

Z45): fastboot flash boot boot.img

e fastboot erase < partition >

IhgE:

BRRoX

Z&4451): fastboot erase boot

e fastboot getvar < variable >
Ihee: REURERER

Z5l]: fastboot getvar version-bootloader

<variable > &&{:

version
version-bootloader
version-baseband

product

serialno

secure

max-download-size
Togical-block-size
erase-block-size
partition-type : < partition >
partition-size : < partition >

unTlocked

off-mode-charge
battery-voltage
variant
battery-soc-ok

slot-count

has-slot: < partition >
current-slot

slot-suffixes
slot-successful: < _a | _b >
slot-unbootable: < _a | _b >
slot-retry-count: < _a | _b >
at-attest-dh

at-attest-uuid

at-vboot-state

N Y

NN T

TS S S

* fastboot fiA */
© uboot fRA */

© PmEE %/

* PR k)

© REERER */

* fastboot ZHFHLIKfEHEATTIE */
< IR </

ORI v/

¢ AYIXRAL k)

* AN */

< B lockiRE */

* slot #H */

© HESTotNRGHIZSXHL */

* MATEBIMsTot */

< UETE S R AR sTot, H B H Hname */
* BEIX RS IEHRS RS */

© BRI 2SI E Nunbootable */
© BWESXKretry-countix¥ */
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fastboot getvar all

e REFRBIRERER

fastboot set_active < slot >

Ihee: REEHERBAY slot

#Z45: fastboot set_active _a

fastboot reboot

hge: ERRE, [EREEMN

Z5): fastboot reboot

fastboot reboot-bootloader

IheE: EEIREE, A fastboot iR

Z45): fastboot reboot-bootloader

fastboot flashing unlock

ThRe: MRGRE, AIPRSEH

Z5l]: fastboot flashing unlock

fastboot flashing lock

Ihge: BiEiRE, HIRS

#45): fastboot flashing lock

fastboot stage [ < filename > ]

ThgRE: THAURENRSEIRAT, AWFRIRMEIEYS CONFIG_FASTBOOT_BUF_ADDR

Z5l|: fastboot stage permanent_attributes.bin

fastboot get_staged [ < filename > ]

ThRE: MIREEIRIRENEUE

Z45): fastboot get_staged raw_unlock_challenge.bin

fastboot oem fuse at-perm-attr

INRE: J®E permanent_attributes.bin 5 hash

Z545):
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr

fastboot oem fuse at-perm-attr-data

IRE: RS permanent_attributes.bin F|L£FMEXIE, (RPMB)

24451
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data

fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot oem at-lock-vboot

ge: MERE

Z5): fastboot oem at-lock-vboot

fastboot oem at-unlock-vboot



IhRe: R8I, IS authenticated unlock
2551

fastboot oem at-get-vboot-unlock-challenge
fastboot get_staged raw_unlock_challenge.bin

/make_unlock.sh (I make_unlock.sh &%)

fastboot stage unlock_credential.bin
fastboot oem at-unlock-vboot

ALAS%E (how-to-generate-keys-about-avb.md)

fastboot oem fuse at-bootloader-vboot-key
IHRE: 185 bootloader key hash
24451

fastboot stage bootloader-pub-key.bin

fastboot oem fuse at-bootloader-vboot-key

fastboot oem format
IheE: EFMER AKX, PXEBMKIT$partitions

#45: fastboot oem format

fastboot oem at-get-vboot-unlock-challenge
Ifge: authenticated unlock, FEFXTE unlock challenge &

Z45): &0 16. fastboot oem at-unlock-vboot

fastboot oem at-reset-rollback-index
Ihge: ERAREM rollback &

zZ4Fl|: fastboot oem at-reset-rollback-index

fastboot oem at-disable-unlock-vboot
IhBE: & fastboot oem at-unlock-vboot #p$53%

zZ45l]: fastboot oem at-disable-unlock-vboot
FileSystem
HEZR S5

FATFIEXT2/42E BRI EHREAEN. HFFATRAENEDOS (MBR) oX%E, Eig®EE: SD+. U
2,

B RIfEU-Boot F—ARIGIAIXTEFIS (R SRS

FAT EC& :

CONFIG_DOS_PARTITION=Y
CONFIG_FS_FAT=y
CONFIG_FAT_WRITE=y
CONFIG_FS_FAT_MAX_CLUSTSIZE=65536
CONFIG_CMD_FAT=y
CONFIG_CMD_FS_GENERIC=y

FAT @p<:
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fatinfo fatload fatls fatsize fatwrite

EXT2/4 Fo&:

CONFIG_CMD_EXT2=y
CONFIG_CMD_EXT4=y
CONFIG_CMD_FS_GENERIC=Yy

EXT2/4 a45<:
ext2load ext21s ext4load extdls extdsize

EES - E]

FAT BREELSZE /include/fat.h:

int file_fat_detectfs(void);

int fat_exists(const char *filename);

int fat_size(const char *filename, loff_t *size);

int file_fat_read_at(const char *filename, loff_t pos, void *buffer,
Joff_t maxsize, loff_t *actread);

int file_fat_read(const char *filename, void *buffer, int maxsize);

int fat_set_blk_dev(struct blk_desc *rbdd, disk_partition_t *info);

int fat_register_device(struct blk_desc *dev_desc, int part_no);

int file_fat_write(const char *filename, void *buf, loff_t offset, Toff_t Ten,
loff_t *actwrite);

int fat_read_file(const char *filename, void *buf, loff_t offset, loff_t len,
Joff_t *actread);

int fat_opendir(const char *filename, struct fs_dir_stream **dirsp);

int fat_readdir(struct fs_dir_stream *dirs, struct fs_dirent **dentp);

void fat_closedir(struct fs_dir_stream *dirs);

void fat_close(void);

EXT2/4 BREELSI(E include/ext4fs.h:

struct ext_filesystem *get_fs(void);
int ext4fs_open(const char *filename, loff_t *1len);
int ext4fs_read(char *buf, loff_t offset, loff_t len, loff_t *actread);
int ext4fs_mount(unsigned part_length);
void ext4fs_close(void);
void ext4fs_reinit_global(void);
int ext4fs_ls(const char *dirname);
int ext4fs_exists(const char *filename);
int ext4fs_size(const char *filename, loff_t *size);
void ext4fs_free_node(struct ext2fs_node *node, struct ext2fs_node *currroot);
int ext4fs_devread(lbaint_t sector, int byte_offset, int byte_len, char *buf);
void ext4fs_set_blk_dev(struct blk_desc *rbdd, disk_partition_t *info);
Tong int read_allocated_block(struct ext2_inode *inode, int fileblock);
int ext4fs_probe(struct blk_desc *fs_dev_desc,
disk_partition_t *fs_partition);
int ext4_read_file(const char *filename, void *buf, loff_t offset, Toff_t Ten,
loff_t *actread);
int ext4_read_superblock(char *buffer);
int ext4fs_uuid(char *uuid_str);
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an SRbl

// WIASDRRRA (S 2ui N FHusbar 237 R ), & &HmS—M2&: usb 0)
=> mmc dev 1

switch to partitions #0, OK

mmcl is current device

/] BERFER

=> fatinfo mmc 1

Interface: MMC
Device 1: Vendor: Man 000003 Snr e8lec501 Rev: 1.9 Prod: SC16G
Type: Removable Hard Disk
Capacity: 15193.5 MB = 14.8 GB (31116288 x 512)

Filesystem: FAT32 "NO NAME "

// BRI
=> fatls mmc 1
System Volume Information/
23 hello.txt
23 Tinux. txt

2 file(s), 1 dir(s)

// EHhelTo. txt3CARIRD (B RERIAY A7 R Efilesizerd)
=> fatsize mmc 1 hello.txt

=> echo $filesize

0x17

// 1HthelTo. txt3C/4%]0x2000000H 1

=> fatload mmc 1 0x2000000 hello.txt

reading hello.txt

23 bytes read in 2 ms (10.7 KiB/s)

// BEEEhello. txt il %

=> md.1 0x2000000

02000000: 6c6c6568 65682d6f 2d6f6CcHC 6C6C6568 heTlo-hello-hell
02000010: 65682d6f ffefé6coc ffffffff ffffffff o-hello.........

// HEAH:: hello-copy.txt. #10x2000000~0x2000017 fjtdi ;%45 Ahello-copy. txt.
=> fatwrite mmc 1 0x2000000 hello-copy.txt 0x17
writing hello-copy.txt
23 bytes written
// FBEHCH: hello-copy. txt
=> fatls mmc 1
System vVolume Information/

23 hello.txt

23 Tinux. txt

23 hello-copy.txt

3 file(s), 1 dir(s)
BB ext2/4FNfatdp SHIBERREIASN, EAMMEIKIREA.
HW-ID DTB
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RKSEERIU-BootZHHG IR ERIGPIOZEAD CIRSHZSINEAERIKernel DTB, EHFRAHW-ID
DTB (Hardware id DTB) Ih&E,

it RE
BEEHITREEEMRAT—LIoest, il FE. wifi A%, RS MEHFhRAEERT R
—ERM, PSRBT, FTLAEE HW_ID et —E R A LUE A AR A RS,

FIXANEREARA, it EFRERMHIINAY dib 34, FERSIAZER A ADC/GPIO B4 E—ERTRIE
LRTEEHRAS (Eban: EER) adc B, EERIE GPIO B¥) ,

FPIBX AR AR AT RIAY dtb L3 TEBRE— resource.img, U-Boot 5|5 kernel BF&4&I
BEEmE—E, M resource.img Bk HFNMEREEIRAICEIRY dtb {£45 kernel,

EH=E
BIRIsZHF ADC I GPIO PSRRI MHR A,
ADC 8%igit

RK3326-EVB/PX30-EVB ik EBFEE S EREME, AEAVERSDEBARM ADC{E, XFEFRILIHERE
TR A

SSADCO_HW_ID e e e b e b e et e st P
H .
Part F At is reserved for the hardware version of the producti
$If it is not needed, it can be removed. M
VCC_1v8
i
U1000F
V14 ADCO HW 15 05 -
ADC_IND [yprg — D TF1%00 TRO.5
ADCINT 775 GADGT_HP_HOOK
ADETINZ ¢ ADCITHET_IN
13
ADC_ANDD_1VE [—— SEay OVGO_1ve
| _100nF
FX30 ¥ER
D

Co402

Hote:Zll the Power filter capacitors. should be
placed close to the power pins of PX30

ADCO_HW_ID Full-up
Resis

i
Pull-down | ADC Value | §
tance | Besistance]

VersionD (Defanlt) 51K THE 1024

BCERERRY MIPI B/MRIREE B 57— ALFEE:
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LCD/TP Adapter Board

[ T I N I O

ID LCHM+TE TE

R7=DNE
B7=10K[S0 oy ras

WDDEVD EYE oD v

WODED EYVEL o

AERY mipi FEECEARERIEE, E& EVB ERIAE—ME—HI ADC S4E.

BEI V1 iR ADC ITETiA: ADC SEERA(EA 1024, INE ADCINO 5| ERE FHZ R
£ 1.8V, MIPI . LEE— 10K BT HEBEE, £5E EVB HRfE ADC=1024*10K/(10K + 51K) =167.8,

GPIO &%i&it

BRigE GPIO EHESEiRiT, AFYJECES.

DTB&s&

FFFEZEIBADC/GPIO RUBHE—EEEAIME dtb XHRE, mEHuT:

ADC {E5 HW_ID DTB:
o HELL.dtb"ERE;
e HW_ ID#Z: #[controller]_ch[channel]l=[adcval]l, FRA—EETT
[controller]: dts EB[E ADC =4SSP B F.
[channel]: ADC i&i&.
[adcval]l: ADC B9hi(MB, SCIRERCEER: adcval+-30,
o BN EEBITTWIERNSFE, REPFEET;
o ZANBRFTZEBE#HITOMR, &EXIF 10 MNETT;
BRI

rk3326-evb-1p3-vl0#saradc_ch2=111#saradc_ch1=810.dtb
rk3326-evb-1p3-v10#_saradc_ch2=569.dtb

GPIO{E} HW_ID DTB:

o XHRLL.db"ERE;
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e HW_ID &= #gpio[pin]=[level], FRA—/NEEEIT
[pin]: GPIO ##, %N 0a2 %7~ gpio0a2
[level]: GPIO 3 |BIEESE,
o B\TERTTWIERNEFE, NEFEETE,
o ZANRTTZEBE#HITOMR, mEXIF 10 MNETT;

sefl:

rk3326-evb-1p3-v10#gpio0a2=0#gpio0c3=1.dtb

DTB}]IE®
kernel 8fF: scripts/mkmultidtb.py, BIHIZEIARTLUES A dib $FJEBE— resource.img,

FRFEEFTFMASHEETER dtb SXFEZ DTBS FHEEM, FHE EXIRAY ADC/GPIO HECEE

Cho

DTBS = {}
DTBS['PX30-EVB'] = OrderedDict([('rk3326-evb-1p3-v10', '#_saradc_ch0=166"),
("px30-evb-ddr3-lvds-v10', '# _saradc_ch0=512"')])

EBIdr, $4T scripts/mkmultidtb.py PX30-EVB #i&4ERES 3 4 dtb A resource.img: :

e rk-kernel.dtb: rk EBRIARY dtb, AMARIAE LIAF B, FrE dtb &S ILECAINATERIAMRER. 1
BHASER DTBS BIE—1 dtb fEAZKIARY dtb;

¢ rk3326-evb-Ip3-v10#_saradc_ch0=166.dtb: & ADC {S8H#Y rk3326 dtb 314;

e px30-evb-ddr3-lvds-v10#_saradc_ch0=512.dtb: && ADC {FE/Y px30 dtb 314;

=1

BCEIRIN:

CONFIG_ROCKCHIP_HWID_DTB=y

IRENACAT -

./arch/arm/mach-rockchip/resource_img.c // k58 rockchip_read_hwid_dtb()

DTS Bt :
WIRFAGPIOENTEHRA!, WIRTErkxx-u-boot.dtsi{REEXI R AIpinctrifigpioTsm; ADCERIAE(E

ab
BEo

flan: gpio0Fgpio 11EIRE!:

&pinctrl {
u-boot,dm-spl; // iBiniZz@EdE, iki%S Sy fEu-Boot DTBH. K.
e

&gpio0 {
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u-boot,dm-spl;
I

&gpiol {
u-boot,dm-spl;
I

IREeERSR

mmcO(part 0) is current device

boot mode: None

DTB: rk3326-evb-1p3-v10#_saradc_ch0=166.dtb // fTEFULALHIDTB, #HIIERIN" rk-
kernel.dtb"

Using kernel dtb

SDFNIUER
AEHTEMARKES HHISD FIURMEEE. FHf.
NEIREIE

FE?J-':W?%& RbfEToRE, BSERLERRIEE ARSI ES] LEIERItag, ATIRCIRIER
s RIERTHR R, U-Boot IRBIEX MriCEMSESHETFRRE. Hf:

o Bk FHRE—MEENEM, U-BootERMERIXNDEREHIEEBHNRL;

o FRE: FREFWHEY. $SWEFAHRER, PCTESIREFHHEL: —H{XS¥ \recoverytEz{
WD XSS (CHAE) , —HE<EHupdate.img EH (ICHBEH) . U-BootfEFHARE
435 |S RSt Nrecoveryt®zl,, AfEHrecoveryfEFFRBEI4SEMRAR TIE.

5RliES:

o SDREIN/FKREMbootromiX—RFFIa+E;

o URBN/FRIXMU-BootiX— K FHIAHF, BIFEFPZEDE(RIEU-BootREIEE TIE!
EHHIVE

RKSEA FROSDRIUEISEIE. FHREMEIERERERS 5, (BRI SE:

o (FFSDKEZRTHI RKTools/Tinux/Linux_Pack_Firmware/rockdev/ TE4RY update.img,
e {#FASDDiskTool TE{Bupdate.img EREISDERURE, WE:

o WEEAIBIHE
o JHEHE [H T4 BE SDJH A
o mRdE bl
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S ESEETERETE v1.53 xR

B AR R SDBoot:2.12
| Generic STORAGE DEVICE USB Device 1486 -

FE TR
VBl 4R (| pCEATIGS, [ sp/=Eh

= REHBERN (==l
E:\RKVPX308RK3326\ T B Yrockdeviupdate.img EFEE

I D emodidR (BE)

H#EDemo
LHCOEEEEEEE P (e )

SD ft&
SDIEEN/FH: FFASDKRMAIU-BootELEIAGEREIZINEE, AR AREIMNLE.,
USB BcE

UREa/F: BFESDKEMAIU-Boot BUAIRBERE. E/AU-BootRERIUSBI A CIRFERS, AT
VIRFBCEREHE:

o £B1: REFRANBERLRIAIFHE (eMMC/Nand/..5) |, HAXEBRMESTA.

o B2 i@ LUBFHIFHAU-BootinSfTHEI(. 11T usb start Flusb info ApSHHIARELEF IR
U, BNEEEBUERNRE,

o $E3: KHELTE Akernel DTB £ M —{5a5 Ackern.dtbpE|U-BootH . /dts/ BR T, X3
kern.dtb&7EmIFU-BootlI# BaF T8 uboot.img,

kern.dtb Fi&: LAHFES XAIkernel dtb BIRIARS, U-Boot {FHkern.dtb Ha{RUSB &E
WIEBE VIR,

o FIR4: U-BootfEREUREF/FRECE

CONFIG_ROCKCHIP_USB_BOOT=y

HifmiERSuboot.img,

INRIZI IR UbootNEWHI AT E TR LR, EE/ILE3MAkern.dtb5ERY, ETH
1A ABRIU-BootiLE,

IIREEEK
AMEIBAIASD. USSR HRINAEAER,

P LUESAMZGE (eMMC, Nand...) tfSkernel, resource. boot. recovery EXEHEX,
TN ESD/URERE#H Nkernel,
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TSI
o UBHIAKATSIBR ush start #d, BANTIEMENTHER;
o WRBEF/FARRESIFGPTHXER, WSDDiskTool TEAIMAERK >=v1.59;
o MRBHNFAREEIFABES, NSDDiskTool TEMMRAEK >= v1.61;
o FEAUREBI/FRINEER2019.11AEIAIINEE, ATLIBX CREREHREN TRM:
1. U-Boot CEEEHFHB|M TEATR (BIY) :

commit 369e944c844f783508b7839ae86a3418e2f63bc7
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Dec 12 18:07:07 2019 +0800

fdt/Makefile: make u-boot-dtb.bin 8-byte aligned
The dts/kern.dtb is appended after u-boot-dtb.bin for u-disk boot.

Make sure u-boot-dtb.bin is 8-byte aligned to avoid data-abort on
calling: fdt_check_header(gd->fdt_blob_kern).

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: 1d5f2daf0c5446e7ea828ch970d3d4879e3acda86

B EIRIEINAN ™IU M T RIS (TP ENE)

369e944 fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

b3b57ac rockchip: board: fix always entering recovery on normal boot U-disk
eOcee4l rockchip: resource: add shal/256 verify for kernel dtb

5e817a0 tools: rockchip: resource_tool: add shal for file entry

fc474da 1ib: sha256: add sha256_csum()

0ed06f1 rockchip: support boot from u-disk

010422 common: bootm: skip usb_stop() if usb is boot device

5704c89 fdtdec: support pack "kern.dtb" to the end of u-boot.bin

3bdef7e gpt: return 1 directly when test the mbr sector

1. rkbin BEEZESXMER:

commit f9c0b0b72673a65865b00a8824908cabfl2ecc3?2
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Nov 7 09:21:36 2019 +0800

tools: resource: add shal for file entry

Base on U-Boot next-dev branch:
(5e817a0 tools: rockchip: resource_tool: add shal for file entry)

Change-Id: IfeO6lcabacab488dbecf2a3245d58cc660091dbd
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

1. kernel BEEESXMER:
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commit 078785057478c789bb033ba06925fa3a07e3130a
Author: Tao Huang <huangtao@rock-chips.com>
Date: Thu Nov 7 17:53:38 2019 +0800

rk: scripts/resource_tool: add shal for file entry

From u-boot 5e817a0ea427 ("tools: rockchip: resource_tool: add shal for
file entry").
Merge all C files to one resource_tool.c

Change-Id: 1f63ba77d1f5a3660bd6ef87769bb456fa086ae71
Signed-off-by: Tao Huang <huangtao@rock-chips.com>

o WISRAFF EAYSDKELEZIH, FRT BIRIENN EiARI*N T, @iNERfasRrecoveryf TiE2ITHIARD
recoveryGHEX4NT .

Chapter-5 IREfJ{&ER

AMP

SCHRRREE

U-Boot #EZRERIAIRE AMP(Asymmetric Multi-Processing) z#%, RK B T—E AMP #1H): R
ERICPUEITARIRIENS.

;EJII_IJIEL‘E:I\E% .
(1) EHHT8

FrEHIAMPEIE (ARELinux) ETitsSHERCPUIRITIRE. MIABIHER, &EFT8HR— 1 FITER
famp.imgirEZlampsr X,

FFBTU-BootGa = MNE amp.imgE4Fi#1Tsha256 58 ML, BHtrustEES CPURIRITIRSHHR
REEMACBLE,

(2) EshliErs

E17U-BootlICPURRAERZ, TRATHECRAVRSIHEHEHEERS, REXYBIHTRE.
(3) BFEE

U-BootARERAMPIS R FREWM Z EREIRNE (BIEAFHTEIFLS) | BFAEBCHRIL.
(4) TrustFed

AMPIRERE Etrustic s, MRAFEEAICPUBITIREEINART, NISDKAYtrustE 3z, WNRIFE
WS, WEBrustBUNTT (BB FESDKERIAST) .

ERCPUBKAATSIERIZ

2SR ERART: arch = "arm", thumb = <0>, hyp = 0;

6ANI B BRIAIRZS: arch ="arm64", thumb = <0>, hyp = 1;
(5) Linux+tAMPHE&

1. ZBEFRESY, BEHRTHILINUBXEHHRESRSMPEHRF—, BESHRNEH
79: LinuxtBXE4 + amp.img,
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2. FREA LI EampYits @IS linux" B RIEECPUBTLINUXAPRES: (TEEMZEIANR
&) .

3. MRFZMLinuxEGRBIEEHEAEN, NEZEHTHEAMPEHERIZERIISMPEEIE,
FHU-BootZzfLinux,

4. PNRAEFEZILinux, WHLFE/Eolinux. BEsHEAMPEY, F8: BEBHNEZAR
CPUO, FEHFHAAItrustsZHF.

5. LinuxE&a9nitit SfU-BootEt & iRE, Hla0: rk3568_common.h,

EE 2 S
Fo&:

CONFIG_AMP
CONFIG_ROCKCHIP_AMP

TEZRCRD:
./drivers/cpu/rockchip_amp.c
its 1%k :
./drivers/cpu/amp.its

FT8TER:

./tools/mkimage // 5E¥%i%—kU-Boot)a < H Nk
RBRZRZED:

commit c51cf04095dde2df2dd047e70d2c7fb0866€a916
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Tue Oct 19 03:16:35 2021 +0000

cpu: amp.its: update amps "arm64" => "arm"

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: 199de02c5b6c62ffdd9b25565acd172801d6e983¢c

INEEER

1. HEamp.imgBBE—pits3f4, BETF drivers/cpu/amp.its {EX:

W0 Rits: CPU1/2/388AMP, CPUOLinux, F#ZECPU3, BailiFE: CPUO =>CPU1/2 =>
CPU3,

/dts-vl/;

/ {
description = "FIT source file for rockchip AMP";
#address-cells = <1>;

// FiAAMPHE: (A& Linux) iEfEimages i s TR E:
images {
ampl {
description = "bare-mental-corel"; // IR fiRME R


af://n1887
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CPU

data = /incbin/("./ampl.bin");
type = "firmware"; // WixIi:
compression = "none"; // AL
arch = "arm"; // Wik
cpu = <0x100>; // kD
thumb = <0>; // AIETN .
hyp = <0>; // I
load = <0x01800000>;// Whiki:
udelay = <1000000>;  // WliEdi:
hash { // LT
algo = "sha256";
};
s
amp2 {
description = "bare-mental-core2";
data = /incbin/("./amp2.bin");
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x200>;
thumb = <0>;
hyp = <0>;
load = <0x03800000>;
udelay = <1000000>;
hash {
algo = "sha256";
5
};
amp3 {
description = "bare-mental-core3";
data = /incbin/("./amp3.bin");
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x300>;
thumb = <0>;
hyp = <0>;
Toad = <0x05800000>;
udelay = <1000000>;
hash {
algo = "sha256";
};
};
55
configurations {
default = "conf";
conf {
description = "Rockchip AMP images";

rollback-index = <0x0>;
// TeREWERINEAIE L I mE. SR, (E RS T R .
loadables = "ampl"™, "amp2", "amp3";

signature {

algo = "sha256,rsa2048";

// R ampl[E A

NG

NG

"arm64": 64147, "arm": 32{i
cpufffid(mpidr)

0: arm or thumb2; 1: 4ithumb
0: ell/svc; 1: el2/hyp

[ 2F Ik Az 47tk

JABh7E HHTCPUJS MUER )5 1R 3 T —1

Az



padding = "pss";
key-name-hint = "dev";
sign-images = "loadables";

I3

// Linux CPURIZATIRSIRE:
// (L RAgudelay@ =& nl k.
//  (2) JAEMAEAATRL, HU-Bootf T &t B ke, Hltn: rk3568_common. h;

Tinux {
description = "linux-os";
arch = "arme4";
cpu = <0x000>; // CPUOHIT1inux
thumb = <0>;
hyp = <0>;
udelay = <1000000>;
};
};
55
};
5ERR:

e description: R EE.

o type: BRIAGEA"firmware",

e compression: BRIAfERE"none",

o data: EMFERER, 1IZESREETamp.itsHIERTEER,

e arch: CPU 32/64t&5z{, ARMV7HEEIEE"arm"; ARMV8EIIEEN"arm64"g;"arm", 2 BIFR:
AArch64s(AArch32,

e cpu: CPURE4ID, BImpidr(Multiprocessor Affinity Register), BYE32{ZB0e], 4I40:

cpus {
#address-cells = <2>;
#size-cells = <0>;

cpul: cpu@ {

device_type = "cpu";
compatible = "arm,cortex-a55";
reg = <0x0 0x0>; // mpidr
BT
cpul: cpu@l00 {
device_type = "cpu";
compatible = "arm,cortex-a55";

reg = <0Ox0 0x100>; // mpidr

e thumb: CPUIESHE(, WIREB4EthumblligE1, B0,

e hyp: CPUREHIHIES,

e load: E{HMNEANZITHEIL,

e udelay: JBEIFEALGHYZERT (TMI%EIN) , BBfZus., BEl5TXaICPUSHMIENER EBBEI~T—
CPU,



e loadables: FEMHAIAMPEARINF. Bablifr. ECPU—ERREHEHT, FARZIEAIIR
AU,
o linuxTr: ATFLinux+AMPHESES R, BFESEAETH TIEE HIRNE.

2. BT

// 0xe00 [l fth Sk R AN, AN s
./tools/mkimage -f ./drivers/cpu/amp.its -E -p Oxe00 amp.img

BETEmME—IRU-BootF=ERI4ERMMkimage TR,
3. pXFEIMamp X

£ parameter.txt 5 XFEIHFFIEIN "amp" DX , AEKSamp.img,
U-Boot2E#EMNEE N amp o XAIABEIRE, Eilampy KAIMELrm S E.
4. Bring up

U-Boot iEZRSEEIEAIRH B EIARRTE AMP B bring up, I1TECPUEATZIBAMPENLE.
CPUO//28LinuxEHIEBEhER.:

// ErzhnEE Famp 3 & 4
### Loading Toadables from FIT Image at 7bdbcf80 ...
Trying 'amp3' Toadables subimage
Description: rtthread
Type: Firmware
Compression: uncompressed
Data Start: 0x7bdbdd80
Data Size: 311296 Bytes = 304 KiB
Architecture: ARM
Load Address: 0x01800000
Hash algo: sha256
Hash value:
d08db937e4d7bd4125056239154bb30d44a2fcca9e70aa8dead48fabda4838d5
Verifying Hash Integrity ... sha256+ OK
Loading Toadables from 0x7bdbdd80 to 0x01800000
### Booting FIT Image FIT: No fit blob
FIT: No FIT image
ANDROID: reboot reason: "(none)"
optee api revision: 2.0
TEEC: waring: Could not find security partition
Not AVB images, AVB skip
ANDROID: Hash oK

// FRZINEL nux[E£F
Booting IMAGE kernel at 0x03880000 with fdt at 0x0al00000. ..

Fdt Ramdisk skip relocation
### Booting Android Image at 0x0387f800 ...
Kernel load addr 0x03880000 size 21655 KiB
### Flattened Device Tree blob at 0x0al1l00000
Booting using the fdt blob at 0x0a100000
XIP Kernel Image from 0x03880000 to 0x03880000 ... OK
'reserved-memory' ramoops@110000: addr=110000 size=f0000
Using Device Tree in place at 000000000a100000, end 000000000al2322a
vpl adjust cursor plane from 0 to 1



vp0, plane_mask:0x2a, primary-id:5, curser-id:1

vpl adjust cursor plane from 1 to O

vpl, plane_mask:0x15, primary-id:4, curser-id:0

vp2, plane_mask:0x0, primary-id:0, curser-id:-1

Adding bank(fixed): 0x03880000 - 0x80000000 (size: 0x7c780000)

// B, A REEERNERE E, W T R RN £ R 3% CPU.

// ERBEICPUOMILinux (CPUL/2J58EitLinux/E3h)

AMP: Brought up cpu[0] with state 0x12, entry 0x03880000 ...OK

// FEHEFEC (CPU3) HIAMPLE {4

AMP: Brought up cpu[300, self] with state 0x10, entry 0x01800000 ...OK

// LinuxfECPUO_i&f7:

[ 0.000000] Booting Linux on physical cPU 0x0000000000 [0x412fd050]

[ 0.000000] Linux version 4.19.193 (stevenliu@stevenliu) (gcc version 6.3.1
20170404 (Linaro GCC 6.3-2017.05), GNU 1d (Linaro_Binutils-2017.05)
2.27.0.20161019) #5 SMP Mon Sep 13 16:22:51 CST 2021

[ 0.000000] Machine model: Rockchip RK3568 EVB1 DDR4 V10 Board

ERTENMERARIERFNitsEEBSBAAR, LISLIRAM,

Charge

HESRSZIS

U-Boot [REARRIASFFREBINGE, RKESIMT—E.

FEEPRANMERRZ : Display, PMIC, BBEit. FeEEahE. pwrkey, led, CPU{ETHFE(RER. Timer
.

=T o

BEIE:
RK809/RK816/RK817 /RK818/cw201x.

=

// HEZE
CONFIG_DM_CHARGE_DISPLAY
CONFIG_CHARGE_ANIMATION
CONFIG_DM_FUEL_GAUGE

// W)
CONFIG_POWER_FG_CW201X
CONFIG_POWER_FG_RK818
CONFIG_POWER_FG_RK817
CONFIG_POWER_FG_RK816

FEEEAELE:
./drivers/power/charge-display-uclass.c

FEEEANELRE]:


af://n1950
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// ATTEBBAFTHENRE, EoRI R, FRHERA, mEE, RERIIEIRIRSE .
./drivers/power/charge_animation.c

EEEIHELR:
./drivers/power/fuel_gauge/fuel_gauge_uclass.c
FEETHIKA:
./drivers/power/fuel_gauge/fg_rk818.c
./drivers/power/fuel_gauge/fg_rk817.c // rk809%& H

./drivers/power/fuel_gauge/fg_rk816.c

BIEAE:
charge-display-uclass.c
=> charge_animation.c

=> fuel_gauge_uclass.c
=> fg_rkxx.c

eE kR
FEHERMT . /tools/images/ BR, FEITEH resource.img 7B FEERIEZRE R,
RNiZmiEEZEIresource.img BAIFTEFTEE F, FEEU-Boot EB/MAMFTE,

$ 1s tools/images/
battery_0.bmp battery_1.bmp battery_2.bmp battery_3.bmp battery_4.bmp
battery_bmp battery_fail.bmp

18w

./pack_resource.sh <input resource.img> I
./scripts/pack_resource.sh <input resource.img>

1RER:

./pack_resource.sh /home/cjh/3399/kernel/resource.img

Pack ./tools/images/ & /home/guest/3399/kernel/resource.img to resource.img ...

Unpacking old image(/home/guest/3399/kernel/resource.img):
rk-kernel.dtb Togo.bmp Togo_kernel.bmp

Pack to resource.img successed!

pPacked resources:

rk-kernel.dtb battery_1.bmp battery_2.bmp battery_3.bmp battery_4.bmp
battery_bmp battery_fail.bmp logo.bmp logo_kernel.bmp battery_0.bmp

resource.img is packed ready

BINESTE U-Boot IRER NEMEEE R Y resource.img, &1 hd dsSHHIARS:

hd resource.img | less


af://n1968

00000000 52 53 43 45 00 00 00 00 01 01 01 00 Oa 00 00 OO |RSCE............ |
00000010 00 00 00 00 00 00 OO0 OO 00 00 OO0 00 00 00 00 00 |..uvvvuvuiuenunnn. |

00000400 45 4e 54 52 62 61 74 74 65 72 79 5f 31 2e 62 6d |ENTRbattery_1.bm|
// EhR1

00000410 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [P.v.eveevureenn.. |
00000420 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |....evvuuveenn.. |

00000500 00 00 00 00 4d 00 00 00 9c 18 00 00 00 00 00 OO |....M........... |
00000510 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 |....vevuvurvuunnn. |
00000600 45 4e 54 52 62 61 74 74 65 72 79 5f 32 2e 62 6d |ENTRbattery_2.bm]|
// B2

00000610 70 00 00 00 00 00 00 OO 00 00 OO0 00 00 00 00 00 |pP.wevuvuvueuunnn. |
00000620 00 00 00 00 00 00 00 OO 0O 00 00 00 00 00 00 00 |...evuvuiuenunnn. [

DTS &

DTSFEET A

charge-animation {

compatible = "rockchip,uboot-charge";
status = "okay";
rockchip,uboot-charge-on = <0>; // =ABIFJEU-Boot
rockchip,android-charge-on = <1>; // efHaAndroids
rockchip,uboot-exit-charge-level = <5>; // U-BootFa LI, FVFIFHLI S A% &
rockchip,uboot-exit-charge-voltage = <3650>;// U-Boot eI, FoiFIFHLI A%
rockchip,screen-on-voltage = <3400>; // U-BoOtFuHil, S et ikt
&
rockchip,uboot-Tow-power-voltage = <3350>; // U-BootJts&tsmifila A7 s al il S Ak
GERES
rockchip, system-suspend = <1>; // KB trustR SRR L
ATFCFR)
rockchip,auto-off-screen-interval = <20>; // BENKGEE, BAF, ERIA15s
rockchip,auto-wakeup-interval = <10>; // RIRE SRR 1], AT Fb . WRE N0
a0
// FHIEAEE, MEEILARIR E shelig, —
T
// IR A
rockchip,auto-wakeup-screen-invert = <1>; // RHR B e lig i) 2 5 7 B/ KB
5
ESAR
PwrkeyZi :

o iR pwrkey AILIE/ KR, KENZEZRSHNEINFEER;
o Ki% pwrkey AIFHUHNERSE
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{RIEE2F, 18T rockchip, system-suspend = <VAL> JFE#%:

e VALAO: cpu wfit&z, HRIALEEING, ({cpu BHENRIDFEEL;
e VALA1: system suspend &5, EEATF 54BN, LRkernel NRFRERZN, BNSoG
NFFL

5z

ATFSZHHRINFERIRR A K :
Loy =3 317 3
RK3399 rk3399_bl31_v1.32.elf
RK3368 rk3368h_bl31_v2.22.elf
PX30 px30_bl31_v1.05.elf
RK3326 rk3326_bl31_v1.05.elf
RK3308 rk3308_bl31_v2.00.elf, rk3308_bl31_aarch32_v2.20.elf
RK312X rk3126_tee_ta_v1.39.bin
RK3288 rk3288_tee_ta_v1.43.bin
SERE R

1. B2 . /tools/images/ BR THIE A (5 8bit 8 24bit bmp) , FEA®HS 1s | sort HHAE
FHEINF2REEFEE, A pack_resource.sh BIAMEE /18 resource.img;
2. {88 . /drivers/power/charge_animation.c BERNEIRFIEEXRE;

* IF you want to use your own charge images, please:

* 1. Update the following 'image[]' to point to your own images;
* 2. You must set the failed image as last one and soc = -1 !!!
*/
static const struct charge_image image[] = {
{ .name = "battery_0.bmp", .soc = 5, .period = 600 },

.name = "battery_bmp", .soc = 100, .period = 600 },
.name = "battery_fail.bmp", .soc = -1, .period = 1000 },

{ .name = "battery_1.bmp", .soc = 20, .period = 600 },
{ .name = "battery_2.bmp", .soc = 40, .period = 600 },
{ .name = "battery_3.bmp", .soc = 60, .period = 600 },
{ .name = "battery_4.bmp", .soc = 80, .period = 600 },
{
{

e

// @name: K K147

// @soc: &y xf R )

// @period: EFREEETE (BRAL: ms) ;

// EE: BJE KB BAR fail B, HYsoc=-1" A 1|

FOHRAT

LR R FRT led AUIEHIEREAERE, EULLFTEREZRNZIE 2 NI, FTEAZ led, FEHATZ
led:

o FiRHIXI led: FEEERIR, FEEBRMWAIRIR, A8 led B
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o FEHASZY led: FEEE 100%FEHES, AL led 4T
EiR24MLed {E—Ndemo, FIFIBIRIBE CAIBRIEKALS.

[i=pvalil

CONFIG_LED_CHARGING_NAME
CONFIG_LED_CHARGING_FULL_NAME

XN EIETATISE led B9 label [BiE, H8%LedETT,
Clock

HESRSZIS

clock 3XzNfEA clk-uclass AEZRFIARAEREO,

=

CONFIG_CLK

EZSAVE]

./drivers/clk/clk-uclass.c

SFAIREED:

./drivers/clk/rockchip/. ..

tHxEn

// HRiER P
int clk_get_by_index(struct udevice *dev, int index, struct clk *clk);
int clk_get_by_name(struct udevice *dev, const char *name, struct clk *clk);

// AHRE/ <A B
int clk_enable(struct clk *clk);
int clk_disable(struct clk *clk);

// EE /R
ulong (*get_rate) (struct clk *clk);
ulong (*set_rate)(struct clk *clk, ulong rate);

// ECE /RBEAL
int (*get_phase) (struct clk *clk);
int (*set_phase)(struct clk *clk, int degrees);

RIehDiat
—FEZHESREIIAK, WTRSIHaUSRIER, HERENA.

cru: clock-controller@ff2b0000 {
compatible = "rockchip,px30-cru”;

assigned-clocks =
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<&pmucru PLL_GPLL>, <&pmucru PCLK_PMU_PRE>,

<&pmucru SCLK_WIFI_PMU>, <&Cru ARMCLK>,

<&cru ACLK_BUS_PRE>, <&cru ACLK_PERI_PRE>,

<&Cru HCLK_BUS_PRE>, <&cru HCLK_PERI_PRE>,

<&cru PCLK_BUS_PRE>, <&cru SCLK_GPU>;
assigned-clock-rates =

<1200000000>, <100000000>,

<26000000>, <600000000>,

<200000000>, <200000000>,

<150000000>, <150000000>,

<100000000>, <200000000>;

$—%, FEEMMEGADEN: rkclk_initO

ZIEEcrulkaprobeEH rkclk_init () 586k pll/cpu/bus STERVIIAI, SRERENIE cru_rkxxx.h
. N RK3399:

#define APLL_HZ (600 * MHZz)
#define GPLL_HZ (800 * MHZz)
#define CPLL_HZ (384 * MHZz)
#define NPLL_HZ (600 * MHZz)
#define PPLL_HZ (676 * MHZz)
#define PMU_PCLK_HZ ( 48 * MHZ)

#define ACLKM_CORE_HZ (300 * MHZ)
#define ATCLK_CORE_HZ (300 * MHZz)
#define PCLK_DBG_HZ (100 * MHZ)
#define PERIHP_ACLK_HZ (150 * MHZz)
#define PERIHP_HCLK_HzZ ( 75 * MHZz)
#define PERIHP_PCLK_HZ (37500 * KHZz)
#define PERILPO_ACLK_HZ (300 * MHZz)
#define PERILPO_HCLK_HZ (100 * MHz)
#define PERILPO_PCLK_HZ ( 50 * MHz)
#define PERILP1_HCLK_HZ (100 * MHZz)
#define PERILP1_PCLK_HZ ( 50 * MHZz)

£, FEEMBMHITIRMIA: ck_set_defaultsQ

ZIFEEcrulkzaproberl 8RR c1k_set_defaults O f#trBECEcruTi mA assigned-
clocks/assigned-clock-parents/assigned-clock-rates ISR (AIEFHFEENR) , (HEFR
BfFarmiiE, (XL set_armclk_rate() AIASEE.

BT cruzdh, BEKIINSBEILEB CHprobe EBEFIEM clk_set_defaults() , a0 vop.

gmac,
B=K, JEREPHDIEWK: clk_set_rate()
KEBODIMRIEIREBZIAF c1k_set_rate) ELEHCHISRR.
CPU#ZSH

$£—%, BAGH

cpUFFIRSRAISCEL AR :

o FI1: cru TRIAY assigned-clocks BB$E%E arm BRI,
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&2 cru BRziprobefd A clk_set_defaults O KX ((BEARECE) F£EI1AJarmBiR

<.
1

3: L set_armclk_rate() , MIPE2IRENAT arm EIFRIRE, #U—HIAErk3xxx.c3Xf4
, BJLAZ2 arch\arm\mach-rockchip\px30\px30.c ;

B SF 4% Sk

int set_armclk_rate(void)

{
struct px30_clk_priv *priv;
struct clk clk;
int ret;

ret = rockchip_get_clk(&cTk.dev);

if (ret) {
printf("Failed to get clk dev\n");
return ret;

3

clk.id = ARMCLK;

priv = dev_get_priv(clk.dev);

ret = clk_set_rate(&clk, priv->armclk_hz);

if (ret < 0) {
printf("Failed to set armclk %lu\n", priv->armclk_hz);
return ret;

}

priv->set_armclk_rate = true;

return 0;

o FE4: arm Y regulator TiratEHN regulator-init-microvolt = <...> ISxEINItEEEEREE
&,

=%, CPUERESCMIEN
fFIANRK356X, FHIRAEEERscmiZIRBECPURTHHEXESH,
CPUFFHUIRSAAISEINAFE |

o 1 scmi TRIHY rockchip,clk-init BISE arm BIRER;

o LIV HHAUBOOTHEFTHSCMI, CONFIG_CLK_SCMIZ;

o HIE3: I set_armclk_rate() , BEMscmifddtsTimpskEarmiiR, #EN—OE
rk3xxx.c3 {4, BJLA&%# arch\arm\mach-rockchip\rk3568\rk3568.c ;

#ifdef CONFIG_CLK_SCMI
#include <dm.h>
/:\-
* armclk: 1104Mm:
rockchip,clk-init = <1104000000>,
vdd_cpu : regulator-init-microvolt
* armclk: 1416M(by default):
rockchip,clk-init = <1416000000>,
vdd_cpu : regulator-init-microvolt = <900000>;
* armclk: 1608M:
rockchip,clk-init = <1608000000>,
vdd_cpu : regulator-init-microvolt

<825000>;

e

7':/

<975000>;

int set_armclk_rate(void)



struct clk clk;
u32 *rates = NULL;
int ret, size, num_rates;

ret = rockchip_get_scmi_cTk(&clk.dev);

if (ret) {
printf("Failed to get scmi clk dev\n");
return ret;

size = dev_read_size(clk.dev, "rockchip,clk-init");
if (size < 0)
return 0;

num_rates = size / sizeof(u32);
rates = calloc(num_rates, sizeof(u32));
if (!rates)

return -ENOMEM;

ret = dev_read_u32_array(clk.dev, "rockchip,clk-init",
rates, num_rates);
if (ret) {
printf("cannot get rockchip,clk-init reg\n");
return -EINVAL;
}
clk.id = 0;
ret = clk_set_rate(&clk, rates[clk.id]);
if (ret < 0) {
printf("Failed to set armclk\n");
return ret;

}

return 0O;
}
#endif

o FE4: arm Y regulator TiratENN regulator-init-microvolt = <...> ISREINItEEEEREE
&,

#&iE:

SCMI: &I0CH1 7-M A,

A it

U-Boot {EZ8 @B IRMHATIMETE, |RFAIEINT soc_clk_dump() FIFERITENRHMEE., Flun:
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CLK: (sync kernel. arm: enter 1200000 KHz, init 1200000 KHz, kernel 800000 KHz)
ap11 800000 KHz
dp1T1 392000 KHz
cpl11 1000000 KHz
gpl1 1188000 KHz
np11 24000 KHz
pp11 100000 KHz
hscTk_bus 297000 KHz
msclk_bus 198000 KHz
Tsclk_bus 99000 KHz
msclk_peri 198000 KHz
Tsclk_peri 99000 KHz

FEATHEIE X

e sync kernel : cru IXEDEIT clk_set_defaults() BEEET kernel cru RS ENR RSN
F (arm ERRIP) ; BUERAsync uboot;

e enter 1200000 KHz : REiZ% Loader A U-Boot ARy arm 4R,

e init 1200000 kHz : U-Boot iy arm #JMa{tARER, BP APLL_HZ &N AISRER;

e kernel 800000 kHz : SCII T set_armclk_rate() FiZE 1 kernel cru T8 assigned-clocks
1ERERY arm 3, BNER: "kernel ON/A";

Crypto

Crypto IRRFERTLIEHRAIINEFGHREE, BB NPRA:

e Crypto V1: rk3399/rk3368/rk3328/rk3229/rk3288/rk3128;
e Crypto V2: rk3326/px30/rk3308/rk1808;

ESR 215
U-Boot BRIAIZ B cryptotEZesz#F, RK BT —E.

BcE:

CONFIG_DM_CRYPTO
CONFIG_ROCKCHIP_CRYPTO_V1
CONFIG_ROCKCHIP_CRYPTO_V2

HEZRRES:

./drivers/crypto/crypto-uclass.c
./cmd/crypto.c

BN

// crypto vl:
./drivers/crypto/rockchip/crypto_vl.c

// crytpo v2:
./drivers/crypto/rockchip/crypto_v2.c
./drivers/crypto/rockchip/crypto_v2_pka.c
./drivers/crypto/rockchip/crypto_v2_util.c

HxiEn
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// 3 crypto:

struct udevice *crypto_get_device(u32 capability);

// SHARE[:

int crypto_sha_init(struct udevice *dev, sha_context *ctx);

int crypto_sha_update(struct udevice *dev, u32 *input, u32 len);

int

int crypto_sha_csum(struct udevice *dev, sha_context *ctx,

char *input, u32 input_len, u8 *output);

// RSAFEL:
int crypto_rsa_verify(struct udevice *dev, rsa_key *ctx, u8 *sign, u8 *output);

EOERBES%E: . /cmd/crypto.c;

crypto_sha_final(struct udevice *dev, sha_context *ctx, u8 *output);

e V170 v2HY SHA ERARRE: v1 EXK crypto_sha_init() FRRSCICEITTEREUEDIRERLS ctx-

>length, V2 AE

DTS fic&
crypto TRRENFE U-Boot dts , FEJRA:

o ZY¥EIH SDKIRIZ dts i&E crypto T, FEUEEEEXY|H SDK B3RS,
e U-Boot i secure boot &% crypto, E L U-Boot HEHEH crypto EALREETE;

1.

crypto vl Bc& (RK3399 79fl) :

crypto: crypto@ff8b0000 {

e

2.

u-boot,dm-pre-reloc;

compatible = "rockchip,rk3399-crypto";

reg = <0x0 0xff8b0000 0Ox0 0x10000>;

clock-names = "sclk_crypto0", "sclk_cryptol";

clocks = <&cru SCLK_CRYPTOO0>, <&cru SCLK_CRYPTOl>; // ik ZigE s
status = "disabled";

crypto v2 BtE (px30 /9f1) -

crypto: crypto@ff0b0000 {

e

u-boot,dm-pre-reloc;

compatible = "rockchip,px30-crypto";

reg = <0x0 OxffOb0O0O0OO Ox0 0x4000>;

clock-names = "sclk_crypto", "apkclk_crypto";

clocks = <&cru SCLK_CRYPTO>, <&cru SCLK_CRYPTO_APK>;
clock-frequency = <200000000>, <300000000>; // — s E4qEMR
status = "disabled";

o crypto vl flv2 @Y dts EEBEERET clk SARIEE.

Display
HESRZI5

RK U-Boot BRSNS REOSHE: RGB, LVDS, EDP. MIPI#1HDMI, RIGESHIN CVBS, DP
Z. U-Boot 2789 logo BF3kH kernel fRBRTAY logo.bmp # logo_kernel.omp, Efil#HFIEE
resource.img &,

27
155,

BiL100M
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X FRIEK:

o 8bit B(F 24bit BMP 1&=;

¢ logo.bmp # logo_kernel.omp BYE B #ERA/N—E];

o XJF rk312x/px30/rk3308 XFHETF vop lite L5MIRTE R, HTF VOP A3F5E ‘R, M 24bit A9
BMP Bl 2IRRGFE, FILMNRAMETHERMT y FENERE, B PCiniEalisE R
¥y BERERE.

=

CONFIG_DM_VIDEO

CONFIG_DISPLAY

CONFIG_DRM_ROCKCHIP
CONFIG_DRM_ROCKCHIP_PANEL
CONFIG_DRM_ROCKCHIP_DW_MIPI_DSI
CONFIG_DRM_ROCKCHIP_DW_HDMI
CONFIG_DRM_ROCKCHIP_LVDS
CONFIG_DRM_ROCKCHIP_RGB
CONFIG_DRM_ROCKCHIP_RK618
CONFIG_ROCKCHIP_DRM_TVE
CONFIG_DRM_ROCKCHIP_ANALOGIX_DP
CONFIG_DRM_ROCKCHIP_INNO_VIDEO_COMBO_PHY
CONFIG_DRM_ROCKCHIP_INNO_VIDEO_PHY

EZSAVE]

drivers/video/drm/rockchip_display.c
drivers/video/drm/rockchip_display.h

TS

vop:
drivers/video/drm/rockchip_crtc.c
drivers/video/drm/rockchip_crtc.h
drivers/video/drm/rockchip_vop.c
drivers/video/drm/rockchip_vop.h
drivers/video/drm/rockchip_vop_reg.c
drivers/video/drm/rockchip_vop_reg.h

rgb:
drivers/video/drm/rockchip_rgb.c
drivers/video/drm/rockchip_rgb.h

Tvds:
drivers/video/drm/rockchip_1lvds.c
drivers/video/drm/rockchip_lvds.h

mipi:
drivers/video/drm/rockchip_mipi_dsi.c
drivers/video/drm/rockchip_mipi_dsi.h
drivers/video/drm/rockchip-inno-mipi-dphy.c

edp:
drivers/video/drm/rockchip_analogix_dp.c
drivers/video/drm/rockchip_analogix_dp.h
drivers/video/drm/rockchip_analogix_dp_reg.c



drivers/video/drm/rockchip_analogix_dp_reg.h

hdms :
drivers/video/drm/dw_hdmi.c
drivers/video/drm/dw_hdmi.h
drivers/video/drm/rockchip_dw_hdmi.c
drivers/video/drm/rockchip_dw_hdmi.h

panel:
drivers/video/drm/rockchip_panel.c
drivers/video/drm/rockchip_panel.h

EES M|

// %78 u-Boot logo Al kernel Togo:
void rockchip_show_logo(void);

// s bmp Elf, HRWEZEAHTARBE R ER:
void rockchip_show_bmp(const char *bmp);

// ¥ U-Boot Hf—LrE@d dtb fFHA N,

// B kernel Tlogo MIR/b. Huhk. #30, crtc HHH#E 7 UGS AR E .
// RKIELINN BCSH Z5AH< AR AL E .

void rockchip_display_fixup(void *bTlob);

DTS Ec&

reserved-memory {
#address-cells = <2>;
#size-cells = <2>;
ranges;

drm_Tlogo: drm-10go@00000000 {
compatible = "rockchip,drm-logo";
// TiEbufferfTkernel logofffii, HEARHLIEFIK/NEU-BootH &5
reg = <0Ox0 0x0 Ox0 O0x0>;
b
I

&route-edp {

status = "okay"; // f#iftu-Boot Tlogoi@/rIhE
logo,uboot = "logo.bmp"; // 18EU-Boot TogolmIE K
lTogo,kernel = "logo_kernel.bmp"; // f&Ekernel logoZn~iIEF
Togo,mode = "center"; // center: JEHE/R, fullscreen: 45 ER
charge_logo,mode = "center"; // center: JEHiE R, fullscreen: &R
connect = <&vopb_out_edp>; // Wi E~iEl, vopb->edp->panel

it

&edp {
status = "okay"; // flfitedp

i

&vopb {

status

"okay"; // fiifitvopb
e
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&panel {
"simple-panel";

status = "okay";

disp_timings: display-timings {
native-mode = <&timing0>;
timing0: timing0 {

defconfig

BHIBR T RK3308 ZHMYUEFE, U-Boot iy defconfig BERBNASIFE R, REE dts TS ERE
KEYEREEFRIA], RK3308 EERIGEMEEE—LREIIANARSHFER, FEA defconfig AN
WNT™ER:

--- a/configs/evb-rk3308_defconfig

+++ b/configs/evb-rk3308_defconfig

@@ -4,7 +4,6 @@ CONFIG_SYS_MALLOC_F_LEN=0x2000
CONFIG_ROCKCHIP_RK3308=y
CONFIG_ROCKCHIP_SPL_RESERVE_IRAM=0x0
CONFIG_RKIMG_BOOTLOADER=Y

-# CONFIG_USING_KERNEL_DTB 1is not set
CONFIG_TARGET_EVB_RK3308=y
CONFIG_DEFAULT_DEVICE_TREE="rk3308-evb"
CONFIG_DEBUG_UART=Y

@@ -55,6 +54,11 @@ CONFIG_USB_GADGET_DOWNLOAD=Y
CONFIG_G_DNL_MANUFACTURER="Rockchip"
CONFIG_G_DNL_VENDOR_NUM=0x2207
CONFIG_G_DNL_PRODUCT_NUM=0x330d
+CONFIG_DM_VIDEO=Yy

+CONFIG_DISPLAY=y
+CONFIG_DRM_ROCKCHIP=y
+CONFIG_DRM_ROCKCHIP_RGB=Yy
+CONFIG_LCD=y

CONFIG_USE_TINY_PRINTF=y
CONFIG_SPL_TINY_MEMSET=y
CONFIG_ERRNO_STR=Yy

XF upstream defconfig EeERYIREA:

upstream 47 —% Rockchip U-Boot 273K, HRIEZESZHF RK3288 # RK3399 BINNEA:

./drivers/video/rockchip/

WNRBFEREXEIE], SJLAFTF CONFIG_VIDEO_ROCKCHIP, [EAF3%F CONFIG_DRM_ROCKCHIP,
IREIB AT SOK ERMNERIEINLE, EEINEE:

. ﬁ%ﬂ’\]zlz“‘fﬂij_'ﬁﬂﬁéﬁ'

e HDMI, DP ERZEOFLURIERFINIRERHIEES IR, SHHENR, BrRATHR
%,

e U-Boot logo AJLAFBITER kernel logo EHRIRSHEE;


af://n2164

LOGOS X
FRFPMRENSEHFILOGONER (—RENAERKESEH) , JLABTIHEZAL0GO7 XL,
BEPR:

o HRFFIEINEZAILOGOZ X

o FAFPRIEREUREMAXNSEFHLOGOS XHHNER. Bfid, BREEERGE R EHE
LOGOZ XHRIR], FNEEHEFTE. HLOGODXAIE R FCnt, NYBIEfERresource3Xf4HER
INBIE .

LOGORXZIFIBR:
MR RB S TIREE, NLOGONXINIF1KEH, RELEHRENAR logo.bmp:

1d30bcc rockchip: resource: support parse "logo" partition picture

NRRBESWMTER, LOGODKZIF2KE R EH1AT&itogo.bmp, BRATER
logo_kernel.bmp, FMKERERE, BRZERKS12FHX5F, INFAREL,

commit 07f987d8d495380787203e2bc2accd44100e6051
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Sun Dec 8 18:00:37 2019 +0800

rockchip: resource: support parse Togo_kernel.bmp from Togo partition

"Togo" partition layout, not change order:

N: the sector count of logo.bmp

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-1Id: 12deba013d3963c99664c5bfd69693835a46ba48f

BIZE B98I Alogo.bmpFllogo_kernel.bmp, logo.img ¥J8&<:

cat logo.bmp > logo.img && truncate -s %512 logo.img && cat Togo_kernel.bmp >>
Togo.img

{BERAIIogo.imghtEZllogon XBIR], FHEEZEI"LOGO: "FIED:

U-Boot 2017.09-9g042c01531e-210512-dirty #cjh (May 14 2021 - 11:25:03 +0800)

Model: Rockchip RK3568 Evaluation Board
PreSerial: 2, raw, Oxfe660000

DRAM: 2 GiB

Sysmem: init

Relocation Offset: 7d34f000, fdt: 7b9f8758
Using default environment

dwmmc@fe2b0000: 1, dwmmc@fe2c0000: 2, sdhci@fe310000: 0O
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Bootdev(atags): mmc O

MMCO: HS200, 200Mhz

PartType: EFI

boot mode: normal

FIT: No fdt blob

Android 11.0, Build 2021.4, v2
Found DTB in boot part

// WHATEIEBA Togo . imgdr X i B A # 1EAf R 5 21
LOGO: Togo.bmp

LOGO: logo_kernel.bmp

DTB: rk-kernel.dtb

HASH(c) : OK
Dvfs
ARETHIDVFSAETkernel, BE[JENERC HIESESEENS,

RimRig

U-Boot fEZRIRESZHF DVFS, AT HFRESHAIZEEIRINEE, RK SCI T —E DVFS SERIKEIMRIES
REEEE cpu/dmc SREE-BE, BE5ITFWIZ DVFS s, XEERINYNEMA RS/ RRESER
AT,

BimeRhE:

1.

BEIRIXIFRTHEE cpu/dmce RUSTER-BIE, =HISRIERIERIRY cpu A0 dme 4238, BRI RARgEF—
AER], H dts BRERTE; cpu A dmc BUEHISRESE —HRY;

. ELRIKENERENT cpu/dmce T AT opp table, regulator, clock, thermal zone B trip-point-

0", FREURR-FBERN. R/REERE. MITHNRSEESFER

. & cpu/dmc B9 opp table BB$8xE T rockchip,low-temp = <...>8% rockchip,high-temp = <...>, X
& cpu/dmc 5|A7T thermal zone B9 trip =, BBA cpu/dmce BRIEHIRIEH A,
KR

rockchip,low-temp: SEEESRE, TIAFE TEMP_min &7x;

rockchip,high-temp #0 thermal zone: &ERERE, TiAFE TEMP_max Fx (MR_EHEHE
W, K LHELRNEEHSZLR) ;

rockchip,max-volt: SRFRENGSEEE, TAA V_max Fx;

. EHERRARILIE:

WNREEST TEMP_max, JESRERFEEEERPEEI RS,
NFRBESET TEMP_min, EGAJAME S0mv. ERE S0mv SSEFEEEY V_max, NBEFRE
79V_max, EIRHESRERREE 2 15

regulator 1 clk {EZE¥ItARE, ERIKFIHITVIIBHH BRI T IRERREE, BRMUER
board.c SX{4HY board_init()=iE R,

preboot fEE (RPINEEHZRI) BHIT IREERREE: MR dts TRHIEE T "repeat"HiEXE
M (WTFX) , BPTERREEREECMEERATEEERECEN, IMELRRBHFF
BRmTEIRRE, BREICREERREIRECENABEGNER. NRIZE repeat"EEX
B, WHITEARERRIEEMBEEENRS, Bal—RAFE repeat B,

EERSZIF
HERARAD:
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./drivers/power/dvfs/dvfs-uclass.c
./include/dvfs.h
./cmd/dvfs.c

XD

./drivers/power/dvfs/rockchip_wtemp_dvfs.c

tHxiEN

// BT —Ukdv s g
int dvfs_apply(struct udevice *dev);

// WA Erepeat)Eth, il B ATE BIEE FE YRR AT dv F's g
int dvfs_repeat_apply(struct udevice *dev);

BAZER
1. BcE&fFEeRe:

CONFIG_DM_DVFS=y
CONFIG_ROCKCHIP_WTEMP_DVFS=y

CONFIG_DM_THERMAL=y
CONFIG_ROCKCHIP_THERMAL=Y
CONFIG_USING_KERNEL_DTB=y

2. 8% CONFIG_PREBOOT:

#ifdef CONFIG_DM_DVFS

#define CONFIG_PREBOOT "dvfs repeat"
#else

#define CONFIG_PREBOOT

#endif

3. kernel dts BREB T BT S

uboot-wide-temperature {
compatible = "rockchip,uboot-wide-temperature";

// THEI. TR {EU-Bootl B fil &k cpuf i i /IR B A I Lk 58 iR SR 20 452 1F ) 3 R 4
// HABRAT SE iR A B AR, BB i R (el A B R R A Ak S S B R G

cpu, Tow-temp-repeat;

cpu,high-temp-repeat;

// PIEI. FRIRNAE TR AEU-Boot By fil ik dma 1) e /il B BRI AE I L 8 e R B0 457 1 S 3 R 4
// BABAT F A B SR, BB I B A B RS RN A Ak S e B R G

dmc, Tow-temp-repeat;

dmc,high-temp-repeat;

status = "okay";
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—RIBER TARERE LAY repeat tHXEM.
TRER
2 cpu BIEEEBEW THIED:

// <NULL>Z B 48 (K5 R 1E

DVFS: cpu: low=<NULL>'c, high=95'c, vmax=1350000uv, tz_temp=88.0'c, h_repeat=0,
1_repeat=0

3 cpu iBEMABRRENSERERER:

DVFS: 90.352'c
DVFS: cpu(Chigh): 600000000->408000000 Hz, 1050000->950000 uv

3 cpu iBEMARERENSEREER:

DVFS: 10.352'c
DVFS: cpu(low): 600000000->600000000 Hz, 1050000->1100000 uv

B, & dmcASEREREN, ttaB DAMERITE, EERI" dmc":

DVFS: dmc: ......
DVFS: dmcChigh): ......
DVFS: dmc(low): ......

Efuse/Otp
HESRSZHS

efuse/otp IRFNEA misc-uclass.c {EZRFIFMEREO. BEBER, efuse/otp —iR&H secure #1 non-
secure 2%, U-Boot 24t non-secure AYiAIE], U-Boot SPL #24ft secure otp ELXIFATAIE,

non-secure fit&E

CONFIG_MISC
CONFIG_ROCKCHIP_EFUSE
CONFIG_ROCKCHIP_OTP

secure FL&:

CONFIG_SPL_MISC=y
CONFIG_SPL_ROCKCHIP_SECURE_OTP=y

TEZRRD:

./drivers/misc/misc-uclass.c

K=pA:
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// non-secure:
./drivers/misc/rockchip-efuse.c
./drivers/misc/rockchip-otp.c

// secure:
./drivers/misc/rockchip-secure-otp.S

tHxiEN

// non-secure:

int misc_read(struct udevice *dev, int offset, void *buf, int size)
// secure:

int misc_read(struct udevice *dev, int offset, void *buf, int size)
int misc_write(struct udevice *dev, int offset, void *buf, int size)

DTS fic&
A rk3308 J9431:

non-secure:

otp: otp@ff210000 {
compatible = "rockchip,rk3308-otp";
reg = <0x0 0xff210000 Ox0 0x4000>;
it

secure:

secure_otp: secure_otp@0xff2a8000 {
compatible = "rockchip,rk3308-secure-otp";
reg = <0x0 0xff2a8000 0x0 0x4000>;
secure_conf = <0xff2b0004>;
mask_addr = <Oxff540000>;

};

R

non-secure 7~l:

char data[10] = {03};
struct udevice *dev;

/* retrieve the device */
ret = uclass_get_device_by_driver(UCLASS_MISC,
DM_GET_DRIVER(rockchip_otp), &dev);

if (ret) {
printf("no misc-device found\n");
return 0;

}

misc_read(dev, 0x10, &data, 10);

secure 7~

char data[10] = {0};
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struct udevice *dev;
int i;

dev = misc_otp_get_device(OTP_S);

if (ldev)
return -ENODEV;

for (i = 0; i < 10; i++)
data[i] = i;

misc_otp_write(dev, 0x10, &data, 10);

memset(data, 0, 10);
misc_otp_read(dev, 0x10, &data, 10);

FrAX ek

RK %J secure otp RFFHERD KIFIES.

RK3568:
0x80; // Rockchip XN Secure boot enable flag
0x90-0xaf // Rockchip % XA RSA Public key hash

0x2a0bLJ5 X1, // Rockchip %X~ reserved for CA or OEM

RK3308, RK3326/PX30:

0x0; // Rockchip & X°~N Secure boot enable flag
0x10-0x2f;  // Rockchip &~ RSA Public key hash
0x148-0x1bf; // Rockchip & XN reserved for CA or OEM

RK3588:

0x20; // Rockchip & X°~N Secure boot enable flag
0x9c0-0x9df; // Rockchip AN RSA Public key hash
0x1a0-0x1ff; // Rockchip & XN reserved for CA or OEM

Ethernet

HESRSZS

HEZRACRD:
./net/*

./drivers/net/*
./drivers/net/phy/*

IS

./drivers/net/designware.c
./drivers/net/dwc_eth_qgos.c
./drivers/net/gmac_rockchip.c

menuconfig Ft& :


af://n2286
af://n2294
af://n2295

* KahicE
Rockchip LAXMIKEIERERS), dIRXMSIRAANEEEEER, BESERIXIMAY sdk config o
B.

// designware:
CONFIG_DM_ETH=y
CONFIG_ETH_DESIGNWARE=Y
CONFIG_GMAC_ROCKCHIP=y

// dwc_eth_gos:
CONFIG_DM_ETH=y
CONFIG_DM_ETH_PHY=y
CONFIG_DWC_ETH_QOS=y
CONFIG_GMAC_ROCKCHIP=y

FE dwe_eth_gos IKFIFERLE nocache memory, £%& RV1126:

diff --git a/include/configs/rv1126_common.h b/include/configs/rv1126_common.h
index 933917f3f0..9d70795fb8 100644

--- a/include/configs/rv1126_common.h

+++ b/include/configs/rv1126_common.h

@@ -50,6 +50,7 @@

#define CONFIG_SYS_SDRAM_BASE 0
#define SDRAM_MAX_SIZE 0xfd000000
+#define CONFIG_SYS_NONCACHED_MEMORY (1 << 20) /* 1 MiB */

#ifndef CONFIG_SPL_BUILD

e cmd ECE
FENTHREFRIECE L.

command Tine interface ---> Network commands --->

bootp, tftpboot

tftp put

tftp download and bootm
tftp download and flash
tftpsrv

rarpboot

-*- dhcp

-%- pxe

[ 1 nfs

-*- mii

-*- ping

[ ] cdp

[ 1 sntp

[ ] dns

[ 1 TinkTocal
[ 1 ethsw

xR0
o HUREHIIIANIED
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void net_init(void);
int eth_register(struct eth_device *dev);
int phy_init(void);

o REEMENO

int eth_register(struct eth_device *dev);
int phy_register(struct phy_driver *drv);

o MZEEWEES M phy i£5
U-BootBIEE A FTEEHMER, IRERATIEEIESIN, BARSTIIAIZAR Netloop().

int eth_send(void *packet, int length);
int eth_rx(void);

int phy_read(struct phy_device *phydev, int devad, int regnum);
int phy_write(struct phy_device *phydev, int devad, int regnum, ul6 val);

DTS feE&
DTS a5 kernel —#f, BEXINELUTRFBXNEHES:

e phy #OECE(phy-mode)

e phy ERIHISERIATE(SNps,reset-gpio) (snps,reset-delays-us)

o ETXIEIEAIRTEREH 7T (clock_in_out)

o REPEIARE SRR E (assigned-clock-parents) (assigned-clock-rates)
e RGMII Delayline, RGMII #OFEE(tx_delay) (rx_delay)

&gmac {
phy-mode = "rgmii";
clock_in_out = "input";

snps,reset-gpio = <&gpio3 RK_PAQ GPIO_ACTIVE_LOW>;
snps,reset-active-low;

/* Reset time is 20ms, 100ms for rt18211f */
snps,reset-delays-us = <0 20000 100000>;

assigned-clocks = <&cru CLK_GMAC_SRC>, <&cru CLK_GMAC_TX_RX>, <&cru
CLK_GMAC_ETHERNET_OUT>;

assigned-clock-parents = <&cru CLK_GMAC_SRC_M1>, <&cru RGMII_MODE_CLK>;

assigned-clock-rates = <125000000>, <0>, <25000000>;

pinctrl-names = "default";
pinctr1-0 = <&rgmiiml_pins &clk_out_ethernetml_pins>;

tx_delay = <0x2a>;

rx_delay = <Oxla>;
phy-handle = <&phy>;

status = "okay";

e

EERZH1
HERENMEGRS:
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e DHCP

Usage:
dhcp [loadAddress] [[hostIPaddr:]bootfilename]

FRIXEDS, MAEERS serverip, ipaddr, LI gateway 7,
2 dhep BIOM dhep BRSSES EEZE] ip e, EFISM hostiPaddr #tslik, LA tftp BI75=IREN
15,

100M IRLE:

=> dhcp 0x20000000 192.168.0.100:kernel.img

ethernet@ffc40000 waiting for PHY auto negotiation to complete. done

BOOTP broadcast 1

DHCP client bound to address 192.168.0.106 (2 ms)

Using ethernet@ffc40000 device

TFTP from server 192.168.0.100; our IP address is 192.168.0.106

Filename 'kernel.img'.

Load address: 0x20000000

Loading: #######B#HHHHH#HHBEHHHHHEREHHHHH BB EHHHHH R R B R R B R RS R
HHRHHH AR AR AR HRH A AR AR AR AR R AR AR AR H R AR AR AR AR AR AR AR AR R AR AR A
HHRHHH AR AR AR AR H A AR AR AR AR R AR AR H A AR R AR A AR AR AR AR
H#HHBHHBHHRFHARH AR HARH AR AR HHRH AR A AR A AR H AR AR R H AR AR H AR AR A
HEHAHBHHBHHARBHHBH AR AR HH B AR R HHBHHBBHH B R AR R AR B R R HHRE AR R HH R R AR HH
HHRHHH AR AR AR HRH A AR AR AR AR R AR AR H R AR AR AR AR AR AR AR AR R AR AR A
H#HHBHHRHHRRHARH AR AARHRRH AR HRRH AR AHRA AR H AR AR R H AR AR R H AR AR A
HEH#HBHHBHHRBHABH AR AR HRRH AR HHRH AR AR H AR H AR HARH R R AR AR AR
HHRHHH AR AR AR HRH A AR AR AR AR H R AR AR AR HRH AR AR AR AR AR AR AR AR AR R AR AR A
HHRHHH AR AR AR AR H A AR AR AR AR R AR AR AR AR AR AR AR AR A AR AR AR AR
H#HHBHHBHHRBHARH AR HARH AR AR HHRH AR AHR A AR H AR A AR H R R AR R AR AR A
HEH#HBHHBHHRBHABH AR A AR HRRH AR LR AR R AR RARRH AR H AR A AR HHRH AR AR H AR
HHRHHH AR AR AR HRH A AR AR AR AR R AR AR AR AR A AR AR AR AR AR AR AR AR R AR AR A
HHHHRHHBHHHRHARH AR AARH AR AR HHRH AR HRR A AR H AR A AR H AR ARRH AR AR HH
HHH#HBHHBHHRBHARHHRHAARH AR AR HHRH AR A AR A AR H AR H AR H AR AR R HAR AR
HHHHHH AR AR AR HRH A AR AR AR AR R AR AR AR H R AR AR AR AR AR AR AR AR AR R AR AR A
HHRHHH AR AR AR AR A AR AR AR AR R AR AR AR A AR AR AR A AR AR AR AR
H#HHBHHBHARFHARH AR AARHRRH AR HHRH AR ARRA AR H AR A AR H AR AR AR AR A
H#H#HBHHBHHRBHABH AR AR R HRRHH AR A AR H AR HAR A AR H AR AR R H R R AR AR AR
HHRHHHHB AR AR AR AR AR AR AR HRHHR AR AR AR H R AR AR AR AR AR AR AR AR R AR AR A
1.5 MiB/s

done

Bytes transferred = 19054084 (122be04 hex)

e PING

=> ping 192.168.0.1

ethernet@ffc40000 waiting for PHY auto negotiation to complete. done
Using ethernet@ffc40000 device

host 192.168.0.1 is alive

o TFTP

1000M A& :



Usage:
tftp [loadAddress] [[hostIPaddr:]bootfilename]

WALIBCIRE IP itk

=> setenv ipaddr 192.168.1.101
=> setenv serverip 192.168.1.100

=> tftp kernel.img 0x20000000

ethernet@ffc40000 waiting for PHY auto negotiation to complete. done

Using ethernet@ffc40000 device

TFTP from server 192.168.1.100; our IP address 1is 192.168.1.101

Filename 'kernel.img'.

Load address: 0x20000000

Loading: #######BBHHHH#HREEHHHHHEREHHHHHRREHHHHH BB BB R RS R RS R
HHHHHH AR AR AR HRH A AR AR AR AR R AR AR AR H R A AR AR AR AR AR AR AR AR R AR AR A
HHBHHH AR AR AR HRH A AR AR AR AR R AR AR AR AR AR A AR AR AR AR
HAHHRRRHAAHHRBRRAA AR B AR R RRRAAA R R AR R R R AR
Ed i e i
HHRHHH AR AR AR AR A AR AR AR AR R AR AR H R A AR AR AR AR A AR AR AR AR A
H#H#RRRAAAHH R AR H R B H R AR R RS
b i e i i
HHRHHH AR AR AR HRH A AR AR AR AR R AR AR AR H R AR AR AR AR AR AR AR AR AR R AR AR A
HHRHHH AR AR AR HRH A AR AR AR AR R AR AR AR A AR AR AR AR A AR AR AR RS
H#HHRBRHAAHHRBR AR R B H R R AR H R H R R AR R S
HAH BB BRH AR B AR R B R R R R R R R R R R
HHRHHH AR AR AR HRH A AR AR AR AR R AR AR AR H R AR AR ARARH AR AR AR AR R AR AR A
H#H#RRRAAA A H BRI R A H R A H R AR R R
S i i i i g i
HHRHHH AR AR AR HRH A AR AR AR AR H R AR AR AR H R AR AR AR AR AR AR AR AR AR R AR AR A
HHRHHH AR AR AR AR A AR AR AR AR R AR AR H R AR AR AR AR AR AR AR AR AR
H#H#RRR A H R AR H R H R R A H R AR R AR AR
HAHHRBRHAHH R AR R B AR R R RRA AR R H R R H R RS
HHRHHH AR AR AR HRHHH AR AR AR AR H R AR AR AR AR AR AR AR AR AR AR AR AR AR R AR AR A
HHRHHH AR AR AR AR H A AR AR AR AR R AR AR H R A AR AR AR A AR AR AR AR A
H#### B R AR RS
12.2 MiB/s

done

Bytes transferred = 20275220 (1356014 hex)

PILEEEHES

1. MERE, ERNETENLAEE

FR KRS E EIRK
WNRZBFBEWERR, FIAMNXEEIRE,
TFTP IR ERECERDIER;

FULRR S8R TFTP THEE RS HXA.

2. XIBIERE, —ReRiR, EEMALT3MES:

o pinctrl BEBEEE 1. B pin B9 iomux F1 IREPIREZEEIEH, ALl dump iBXS1728
SRz ER—, ASoBER T, HAIIREEE T RZAIMLEETE U-Boot M.

o clock IeBERAEH. IEERNEENAR—LL, TEREDIML, R, AR5,
AEBHSEESE CRU B, tiEEEIEH E‘Bﬁj\%ﬁ%%?_ GRF, E#RILA dump 1BXESFR S5
PZESL IR BB —EL.


af://n2359

o PHY Efff). TERNVEMNHERERSLER, LIREMKFEEERS PHY HNEK.
Gpio
HESRSZ
GPIO IXzNfER gpio-uclass HEZEFIMEREC], FAF XU struct gpio_desc ZABEHEEIgpio,
i

CONFIG_DM_GPIO
CONFIG_ROCKCHIP_GPIO

HEZE(RD:
./drivers/gpio/gpio-uclass.c

IR :

./drivers/gpio/rk_gpio.c

HxiENO

// HiE/BEIIGPIO
int gpio_request_by_name(struct udevice *dev, const char *1ist_name,
int index, struct gpio_desc *desc, int flags);
int gpio_request_by_name_nodev(ofnode node, const char *1ist_name, int index,
struct gpio_desc *desc, int flags);
int gpio_request_list_by_name(struct udevice *dev, const char *1ist_name,
struct gpio_desc *desc_list, int max_count, int
flags);
int gpio_request_Tlist_by_name_nodev(ofnode node, const char *1ist_name,
struct gpio_desc *desc_list, int max_count,
int flags);
int dm_gpio_free(struct udevice *dev, struct gpio_desc *desc)

// BLEGPIOJ A, @flags: GPIOD_IS_OUT (%) F1 GPIOD_IS_IN (HiA)
int dm_gpio_set_dir_flags(struct gpio_desc *desc, ulong flags);

// WE/IHFINGPIOR Y
int dm_gpio_get_value(const struct gpio_desc *desc)
int dm_gpio_set_value(const struct gpio_desc *desc, int value)

==
dm_gpio_get_value() HUIR[EIEFRRactivelRs, MAERFHSK. Ha0:

e gpios = <&gpio2 RK_PDO GPIO_ACTIVE_LOW>, {KEBEANREWESN 1, SE¥A 0,
e gpios = <&gpio2 RK_PDO GPIO_ACTIVE_HIGH>, {KEEFAHRENEA 0, BEFH 1.

dm_gpio_set_value() H9&#valuetb 2RI, 1: atcive, 0: inactive,
Interrupt

EE T


af://n2378
af://n2379
af://n2387
af://n2397
af://n2398

U-Boot JREMIEIRBFUMELR, RK BCE T —ERTIF GICv2/v3, BRIAERE.
ERIRZIFHEES

e Pwrkey: U-Boot FEEBRT CPU S NRINFEAIR, FEIEIIPwrkey FRRfIEEE CPU;
e Timer: U-Boot ZEEBFTMIE G FEEI Timer ik,
e Debug: f§8E CONFIG_ROCKCHIP_DEBUGGER &iRThAE;

=N

CONFIG_IRQ
CONFIG_GICV2
CONFIG_GICV3

EZSRAVE]

./drivers/irq/irq-gpio-switch.c
./drivers/irq/irq-gpio.c
./drivers/irq/irq-generic.c
./drivers/irq/irq-gic.c
./drivers/irq/virq.c
./include/irq-generic.h

EES M|

// CPUZHb A Ik 5%
void enable_interrupts(void);
int disable_interrupts(void);

// GPIOHEHLALF =

int gpio_to_irq(struct gpio_desc *gpio);

int phandle_gpio_to_irq(u32 gpio_phandle, u32 pin);
int hard_gpio_to_irqg(unsigned gpio);

// EME /R W R
void irg_install_handler(int irq, interrupt_handler_t *handler, void *data);
void irqg_free_handler(int irq);

// fdiRe /S i
int irg_handler_enable(int irq);
int irqg_handler_disable(int irq);

// Hibrid R R
int irg_set_irg_type(int irqg, unsigned int type);
i IRQ

o BRIREEHITSHIMR AR RN, FI80: pwm, timers,
e GPIO HY pin BliRBIRZAVEEAHITS, FEEMIMERBIS,

—H5 3 MRS GPIO A9 pin BIFRTS
(1) fEN struct gpio_desc LMK

// W UEh AN dtsicE, R E. WH .
int gpio_to_irq(struct gpio_desc *gpio);


af://n2412

Sefl:

battery {
compatible = "battery,rk817";

dc_det_gpio = <&gpio2 7 GPIO_ACTIVE_LOW>;

struct gpio_desc dc_det;
int ret, irq;

ret = gpio_request_by_name_nodev(dev_ofnode(dev), "dc_det_gpio", O,
&dc_det, GPIOD_IS_IN);
// N TORBIE R, AR [EE ] W

if ('ret) {
irq = gpio_to_irq(&dc_det);
irg_install_handler(irq, ...);

irg_set_irg_type(irqg, IRQ_TYPE_EDGE_FALLING);
irg_handler_enable(irqg);
(2) f&N gpio BY phandle #0 pin

// WiER UIBIESMAIrdtsit e, WRRE. FH.
int phandle_gpio_to_irq(u32 gpio_phandle, u32 pin);

e (rk817 B9RERS B0l GPIOO_A7)

rk817: pmic@20 {
compatible = "rockchip,rk817";

reg = <0x20>;
interrupt-parent = <&gpio0>; // "&gpio0": fRmIgpio0TiAffphandle;
interrupts = <7 IRQ_TYPE_LEVEL_LOW>; // "7": pinji;

u32 interrupt[2], phandle;
int irq, ret;

phandle = dev_read_u32_default(dev->parent, "interrupt-parent”, -1);
if (phandle < 0) {
printf('failed get 'interrupt-parent', ret=%d\n", phandle);
return phandle;

ret = dev_read_u32_array(dev->parent, "interrupts", interrupt, 2);
if (ret) {

printf("failed get 'interrupt', ret=%d\n", ret);

return ret;

// AT IRBIfE R, A8 %R R R A



irq = phandle_gpio_to_irq(phandle, interrupt[0]);
irg_install_handler(irqg, pwrkey_irg_handler, dev);
irg_set_irg_type(irqg, IRQ_TYPE_EDGE_FALLING);
irg_handler_enable(irqg);

(3) sEHIFERE gpio

// W EER R E gpio, AN gpio WAUEIHRERINZRFE AT, AERWE, AR
int hard_gpio_to_irq(unsigned gpio);

B (GPIOO_AO ERiEHlT) :
int gpio0_a0, 1irq;
[/ N T RBITET B, A 25k [mlfE )
gpio0_a0 = RK_IRQ_GPIO(RK_GPIOO, RK_PAO);
irg = hard_gpio_to_irq(gpio0_a0);

irg_install_handler(irqg, ...);
irg_handler_enable(irqg);

12C

HEZR S5

i2c BXENMERT i2c-uclass HEZEFNAREREO.
[T =

CONFIG_DM_I2C
CONFIG_SYS_I2C_ROCKCHIP

HEZR(RD:
./drivers/i2c/i2c-uclass.c

IXEDHD:

./drivers/i2c/rk_i2c.c
./drivers/i2c/i2c-gpio.c // gpiofdtli2ci@if, HRiHAZ|

EES M|

// i2c &5

int dm_i2c_read(struct udevice *dev, uint offset, uint8_t *buffer, int len)
int dm_i2c_write(struct udevice *dev, uint offset, const uint8_t *buffer, int
Tlen)

// R TR

int dm_i2c_reg_read(struct udevice *dev, uint offset)
int dm_i2c_reg_write(struct udevice *dev, uint offset, unsigned int val);

10-Domain


af://n2435
af://n2436
af://n2444
af://n2446

ESR 25
U-Boot #EZeEMAREYT io-domain B34, RK BT —&,
[T =

CONFIG_IO_DOMAIN
CONFIG_ROCKCHIP_IO_DOMAIN

TEZRHS:
./drivers/power/io-domain/io-domain-uclass.c
IX=pES:
./drivers/power/io-domain/rockchip-io-domain.c
HxiEn
void io_domain_init(void)

BRAZEZELEEER io_domain_init() , REEHFELIABERIA, U-BootiEZESBEmNWIIRL.

Key

BSR4

U-Boot 1EZRERAIRESTHEHRIETNRE, RK TSI 7T —EIREEEL.,
SCHHAA :

o FATEIREEREIT kernel # U-Boot B9 DTS 185, U-Boot A& hard code BIATE N A @li%
5§,

e U-Boot fL5EEHK kernel dts FEJIRSE, KAZIBEK U-Boot dts AR,

e U-Boot dtsEBNENX TIRGIRE,

o NRBFEFEHIRGIKEEN, BREITEFkernelf1U-BootAydts,

[

CONFIG_DM_KEY
CONFIG_RK8XX_PWRKEY
CONFIG_ADC_KEY
CONFIG_GPIO_KEY
CONFIG_RK_KEY

HEZRAES

./include/dt-bindings/input/Tinux-event-codes.h
./drivers/input/key-uclass.c
./include/key.h

IX=HRS:


af://n2447
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./drivers/input/rk8xx_pwrkey.c // ZFPMICHIpwrkey (RK805/RK809/RK816/RK817)

./drivers/input/rk_key.c // ZFfcompatible = "rockchip,key"
./drivers/input/gpio_key.c // F¥rcompatible = "gpio-keys"
./drivers/input/adc_key.c // ¥rcompatible = "adc-keys"

pwrkey (NLARBTAZAIRA, HiR gpio RELACIESTUHIRE].
HHxiEO
#O:
int key_read(int code)
code EEX :

/include/dt-bindings/input/Tinux-event-codes.h

REHE:
enum key_state {
KEY_PRESS_NONE, // AESEEEN T CRE R Bk R (% IR
KEY_PRESS_DOWN, // —UGERENERE (R TF=>RH0 ;
KEY_PRESS_LONG_DOWN, // —R5eHM&di (il DIAED -
KEY_NOT_EXIST, // YA

it

KEY_PRESS_LONG_DOWN ZKiARTH< 2000ms, BERIRATF U-Boot FEEBAY pwrkey <I%554,
#define KEY_LONG_DOWN_MS 2000

Sel:

int ret;

ret = key_read(KEY_VOLUMEUP) ;

Led

HEZR S5
Led 3REN{sEER led-uclass.c {EZRFIFR &R,
EE:

CONFIG_LED_GPIO
HEZRRE:
drivers/led/led-uclass // Zkil%iiF

IXENAS:


af://n2478
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drivers/led/led_gpio.c // %#F compatible = "gpio-Teds"

EES - E]

// #Elled device
int Ted_get_by_label(const char *1abel, struct udevice **devp);
// WE/FHedRE
int led_set_state(struct udevice *dev, enum led_state_t state);
enum led_state_t led_get_state(struct udevice *dev);

// 2R, HEARMSURZ IR S

int led_set_period(struct udevice *dev, int period_ms);

DTS B =

U-Boot RY led_gpio.c THEEMEXITEIER, REEHT led TTRTHI 3 NEM::

e gpios: led =Hl5 [IFIERIAE;
e label: led B=F;
e default-state: BAINIRZ, XG0 probe RISIFIRE;

Teds {

Mtd

compatible = "gpio-leds";
status = "okay";

bTue-led {
gpios = <&gpio2 RK_PAl GPIO_ACTIVE_LOW>;
Tabel = "battery_full";
default-state = "off";

B

green-led {
gpios = <&gpio2 RK_PAO GPIO_ACTIVE_LOW>;
Tabel = "greenled";
default-state = "off";

e

MTD (Memory Technology Device) BIRTERAIR S, 35FHO nand,

EE T

CONFIG_MTD=y
CONFIG_CMD_MTD=y

RS
HAEOMT:

spi nand. spinor,


af://n2498
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struct mtd_info *get_mtd_device_nm(const char *name);
int mtd_read(struct mtd_info *mtd, loff_t from, size_t len, size_t *retlen,

u_char *buf);
int mtd_write(struct mtd_info *mtd, Toff_t to, size_t len, size_t *retlen, const
u_char *buf);

int mtd_erase(struct mtd_info *mtd, struct erase_info *instr);
int mtd_block_isbad(struct mtd_info *mtd, loff_t ofs);
int mtd_block_markbad(struct mtd_info *mtd, loff_t ofs);

&G
spi nor NNEEHHF3G!
LA flash offset 0x400000 byte, 0x800 bytes #UEZIAFHELE 04000000 J95 :

#include <mtd.h>
#define MTD_SPINOR_NAME "noro"

static int mtd_demo(void)
{
char *mtd_name = MTD_SPINOR_NAME;
struct mtd_info *mtd;
size_t retlen, off, size;
u_char *des_buf;
int ret;

mtd = get_mtd_device_nm(mtd_name) ;
if (IS_ERR_OR_NULL(mtd)) {
printf("™MTD device %s not found, ret %1d\n",
mtd_name, PTR_ERR(mtd));
return CMD_RET_FAILURE;

des_buf = (u_char *)0x4000000;

off = 0x4000000;
size = 0x800;

ret = mtd_read(mtd, off, size, &retlen, des_buf);
if (ret || size != retlen) {
pr_err("mtd read fail, ret=%d retlen=%1d size=%1d\n", ret, retlen,
size);

}

return ret;

Nand 7=l
eIV
e £33 drivers/mtd/nand/nand_util.c, {FRBRRBIENE/S/EEN

o WTHEERIHN—RTESTH (BEESRLESHIEE/NT 2KB) , FJLAE SR MTD_BLK
BXEN, MERERZZEOSM flash 95

Mtd_blk


af://n2517
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RK It TEF MTD #0087 MTD block B, 3250 nand. spinand. spinor, iEMXINAEY MTD
block IREELASHIFERAY block £2,

L=
e BEA{/7g sector, B 512B
o TICEXRBEIEKIIEIRES KESEIREIRXIRNAY flash block, FRLAXSFE#EEINENS T30
RBARZEOESF flash &
EZR IS
U-Bootfit & :

// MTDRZ)
CONFIG_MTD=y
CONFIG_CMD_MTDPARTS=y
CONFIG_MTD_DEVICE=y

// MTD block¥ LR
CONFIG_CMD_MTD_BLK=y
CONFIG_MTD_BLK=y

// HAtnand ¥ %Kz config

SPLECE :

CONFIG_MTD=y
CONFIG_CMD_MTDPARTS=y
CONFIG_MTD_DEVICE=y
CONFIG_SPL_MTD_SUPPORT=Yy

// FAbnand& & 4K3config

HEZRAED:

drivers/mtd/mtd-uclass.c
drivers/mtd/mtdcore.c
drivers/mtd/mtd_uboot.c
drivers/mtd/mtd_blk.c

IRENAEMEHIREIRE, BIRSSROERE MTD &
HExEO

unsigned Tong blk_dread(struct blk_desc *block_dev, lbaint_t start,
Tbaint_t blkcnt, void *buffer)

unsigned long blk_dwrite(struct blk_desc *block_dev, Tbaint_t start,
Tbaint_t blkcnt, const void *buffer)

Optee Client

U-BootfEARM TrustZoneEEFNon-Secure World, EE(EBJOPTEE ClientAfEihALE&IE,


af://n2536
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ESRZIS
U-Boot {ELRERIIAIRASTFSOPTEE ClientIs, RK HELHIT—E.
mE:

// BfERE
CONFIG_OPTEE_CLIENT

// B FE#H, i RK312x. RK322x. RK3288. RK3228H. RK3368. RK3399
CONFIG_OPTEE_V1

// ¥PEMEA, W RK3326. RK3308

CONFIG_OPTEE_V?2

// % eMMC ] RPMB ANAEHIRS A JE AL E, RIJAHsecuritysyIX!
CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION

HEZRFIEKEN :

Tib/optee_clientApi/

B8
{#FERY trust.img SRS R TA ThAg, BN EIROPTEE Client3ZH,
=R e

Optee client JXENTE lib/optee_client BR T, Optee Client Api i5&%
{TEE_Client_API_Specification-V1.0_c.pdf) ,
TEESS: https://globalplatform.org/specs-library/tee-client-api-specification/

HTF OpteeWETARIINAE, RKIEOptee clientf & T EARBTATIRAEO, EOTRBL
Tib\optee_clientApi\opteeClientInterface.c , {ERMNBEEELIH
include\optee_include\OpteeClientInterface.h,

TEXIEBS AP TR,

$Ez: 11
API rk3588 rk3566/rk3568 rv1109/rv1126 others
trusty_read_vbootkey_hash v v v v
trusty_write_vbootkey_hash v v v v
trusty_read_vbootkey_enable_flag v Vv v v
trusty_write_oem_otp_key v v v
trusty_oem_otp_key_is_written v v v
trusty_set_oem_hr_otp_read_lock v
trusty_oem_otp_key_cipher v v v

ZEHE

BRI, LUFAPIESRENE, I EIASHEY (TEE_Client_API_Specification-vl.0_c.pdf) H
Return Codes ET5,

trusty_read_vbootkey hash


af://n2548
af://n2554
af://n2556
https://globalplatform.org/specs-library/tee-client-api-specification/
af://n2560
af://n2610
af://n2612

uint32_t trusty_read_vbootkey_hash(uint32_t *buf, uint32_t length);

IngE
EEEXOTPaEeFusedfJsecure boot public keyfiJhash{&.
Secure boottBX15E8, T Rockchip_Developer_Guide_Secure_Boot_Application_Note_EN 3
1,
8H
e [out] buf - JE&EZEENEIhash buffer

e [in]length - IGFKE, BEMSHFHRFELIKE L secure boot SR, KELL
word (32bits) FEA(,

trusty_write_vbootkey_hash

uint32_t trusty_write_vbootkey_hash(uint32_t *buf, uint32_t length);

Thee

EOTPaeFusedfisecure boot public keyfJhash{g, Ellt{EkEsecure boot flag, FEsecure
boot,
Secure boottB%15B8, Tl Rockchip_Developer_Guide_Secure_Boot_Application_Note_EN 3

=R
B4

e [in] buf - IEEE A\AJhash buffer
e [in]length - IGHEKE, BEARSHFHRFREIEIELsecure boot X0, KELL
word (32bits) N,

trusty_read_vbootkey enable_flag

uint32_t trusty_read_vbootkey_enable_flag(uint8_t *flag);

Ihee

EElsecure bootRBFBHIRE.
Secure boottBx154BH, Tl Rockchip_Developer_Guide_Secure_Boot_Application_Note_EN 3

e [in] flag- 1 Byte, 13/ ~Fiasecure boot, 0FR~X,

trusty_write_oem_otp_key

uint32_t trusty_write_oem_otp_key(enum RK_OEM_OTP_KEYID key_id,
uint8_t *byte_buf, uint32_t byte_len);
Thie

BB RS RIFEERIOEM OTPX i,
OEM OTPEYMEF4FM15EE, Tl Rockchip_peveloper_Guide_OTP_CN 3ZAY,

o


af://n2622
af://n2632
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e [in] key_id - EEERkey_id, BAIASZIF RK_OEM_OTP_KEYO - 3 HA4PESH, XJF
rv1126/rv1109, ERFMsziFkey_idJ9 RK_OEM_OTP_KEY_Fw FYZ54H
RK_OEM_OTP_KEY_FW : Boot ROMf#%loaderffFEAYZEEH, trusty_oem_otp_key_cipher [
RN BRI S EIRINRZEE EFkernel image

e [in] byte_buf - BESZZ24H

e [in] byte_len - BASZZAICEE, %I RK_OEM_OTP_KEY_Fw , byte_lenfR3z3516, XJFEfhZH,
byte_len3z¥F16, 24, 32

trusty_oem_otp_key_is_written

uint32_t trusty_oem_otp_key_is_written(enum RK_OEM_OTP_KEYID key_id, uint8_t
*value);
Thie

HITEH R R EL S ANIEENOEM OTPX 1,
OEM OTPHYBF4E14154EH, Tl Rockchip_Developer_Guide_OTP_CN 3744,

24

e [in] key_id - BEERIkeyXiHZR5|, EAIASZHF RK_OEM_OTP_KEYO - 3 HANESR, MWF
rv1126/rv1109, EiSMsZiFkey_idJ9 RK_OEM_OTP_KEY_Fw FYZ54H,
e [out] value - ¥IMTRBEBEEAMWE, 1RXREEN, 0FRTEKEA.

IREE
LREIESI#define TEEC_SUCCESS 0x000000008Y, valuelBABEN.

RK3588F&ix=Hirkey_idEE#Hlock, EXIRkey id#ElockN<iR([E] #define
TEEC_ERROR_ACCESS_DENIED OxFFFFOO014Ei%.

trusty_set_oem_hr_otp_read_lock

uint32_t trusty_set_oem_hr_otp_read_lock(enum RK_OEM_OTP_KEYID key_id);

Thee

REIEEOEM OTPXIFHAIread lockind&, IREMING, ZXIHZIEEHIRE, FERZXKEEERIERE
CPUBRMMAENE, AI@Id trusty_oem_otp_key_cipher EO{FEAZH,
OEM OTPEYMEF45M15EE, T Rockchip_peveloper_Guide_OTP_CN 3ZAY,

,Eﬁu_éﬁﬁﬂg_ey |d2'1 RK_OEM_OTP KEYOIﬁRK OEM_OTP KEvl:EERK OEM_OTP_KEY2 i, i&

Rockch1p Developer_Guide_OTP CNX}é._

84
e [in] key_ id - BEIZERIkey_id, 3245 RK_OEM_OTP_KEYO - 3

trusty_oem_otp_key_cipher

uint32_t trusty_oem_otp_key_cipher(enum RK_OEM_OTP_KEYID key_id,
rk_cipher_config *config,
uint32_t src_phys_addr, uint32_t dst_phys_addr,
uint32_t Ten);


af://n2652
af://n2665
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PEEOEM OTPXIFAYEREH, HfTcipherBRITE.

24

[in] key_id - GE(FERERkey_id, BRIASZIE RK_OEM_OTP_KEYO - 3, XJFrv1126/rv1109, E5hsz
$F RK_OEM_OTP_KEY_FW

[in] config - &%, &, BH. V&

EETIFAES, SM4

B 7 $FECB/CBC/CTS/CTR/CFB/OFB

RIPKESIF16, 24, 32 Bytes, Harv1109/rv1126FE, ZEIKENSIF16. 32, Hkey_id
79 RK_OEM_OTP_KEY_Fw BYZFEAK ENZIH16

[in] src_phys_addr - fFitEEWERIbufferitilit, X¥55dst_phys_addrifEl, BRISHFRMEINMRE
[out] dst_phys_addr - I+ELERRbufferitbiit, S73F5src_phys_addrigE

[in] len - AT HEGEbUfferfIByteiE, Bk SRTAEEAIblockIITF

HEREF

U-Boot 5 Optee BEITAIEIEEMERZEARFS, AFEIET TEEC_AllocateSharedvemory () EH
BHEART, EENAEE 1M, SEgNENSEIEEEHITZRMES, ERTHREA
TEEC_ReleaseSharedvemory () BEHEZERE.

Wit S

&M

. WAZREFHEINEE. U-Boot AT

=> mmc testsecurestorage

ZX RS EIRNINZEFEESIEE, AR emmc BRI rpmb 5 security 5 XFfhZ
STEERT, LA nand BFRIER security XL L1FE,

ERERTED

2B E emmc & nand 125, HANERE U-Boot EEHRVECE, SEEHEERIA.

"TEEC: Could not find device"

REKE security pX, HZEBRPMBHE R, FE parameter.txt FENX security X,

"TEEC: Could not find security partition"

FE—IR(ER security DX TREFFMEDL security 2 XEIEHIFEEXITS HIUZITED,

"TEEC: verify [%d] fail, cleanning ...."

REFEINTEAAE. BREFENEIERESIAR, &E ZRIFEIAERREIRERAMNER.

"TEEC: Not enough space available in secure storage !"

PCle
ER TS
HEZRARAD:


af://n2690
af://n2692
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./drivers/pci/*
./drivers/phy/*

IXECAS -

drivers/pci/pcie_dw_rockchip.c
drivers/phy/phy-rockchip-snps-pcie3.c

menuconfig Bt& :
o IXZhECE

Rockchip PCle3ka) B RISZHIE I E B pcie_dw_rockchip.c34Hicompatible/@tE, INRXIIKz]
HOEIEEEER, BSERIIXIMNAY sdk config BLE,

CONFIG_DM_REGULATOR_GPIO=y
CONFIG_PCI=y
CONFIG_DM_PCI=y
CONFIG_DM_PCI_COMPAT=y
CONFIG_PCI_PNP=y
CONFIG_PCIE_DW_ROCKCHIP=y
CONFIG_PHY_ROCKCHIP_SNPS_PCIE3=y
CONFIG_PHY=y
CONFIG_CMD_PCI=y

/ /TR ININVMe Sz
CONFIG_NVME=y
CONFIG_CMD_NVME=y

/ /% INPCIeEUSB3 7
CONFIG_USB_XHCI_PCI=y

DTS Bt &
EESRARZDTBTA, X ESENZPCleBLE .
(=Rl
FERS:

® pci

// JBEIPCIed i, REMESIRHE]—1Gen32 M ane ¥ %
=> pci enum

PCIe Linking... LTSSM is Ox1

PCIe Link up, LTSSM is 0x230011

PCIE-0: Link up (Gen3-x2, Bus0)

// Ffibus0, ERilEbridge##

=> pci scan

Scanning PCI devices on bus 0

BusDevFun VendorId DeviceId Device Class Sub-Class

00.00.00 0x1d87 0x3566 Bridge device 0x04

// #Afibusl, HAEIEZIEM 2 — 1 "NvMe
=> pci 1
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Scanning PCI devices on bus 1
BusDevFun VendoriId DeviceId Device Class Sub-Class

01.00.00 0x144d 0xa808 Mass storage controller 0x08

// Kidnvme 33t

=> nvme scan

// FHInvme & HEANE R
=> nvme details

Blk device 0: Optional Admin Command Support:
Namespace Management/Attachment: no
Firmware Commit/Image download: yes
Format NVM: yes
Security Send/Receive: no

B1k device 0: optional NVM Command Support:
Reservation: yes
Save/Select field in the Set/Get features: yes
write Zeroes: yes
Dataset Management: yes
write Uncorrectable: yes

B1k device 0: Format NVM Attributes:
Support Cryptographic Erase: No
Support erase a particular namespace: Yes
Support format a particular namespace: Yes

Blk device 0: LBA Format Support:

B1k device 0: End-to-End DataProtect Capabilities:
As last eight bytes: No
As first eight bytes: No
Support Type3: No
Support Type2: No
Support Typel: No

Blk device 0: Metadata capabilities:
As part of a separate buffer: No
As part of an extended data LBA: No

// EB—A-256GBIINVMe, WHREARIFFE, FERBESHRTERH, XK,
=> nvme info
Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608
Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

// EFRIDANOKINVMme % 7%
=> nvme device 0

Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608
Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)
. is now current device

// F¥0x40000000 71k & f70x55aa55aa
=> md.T 0x40000000 1
40000000: d08ec033 3...
=> mw.1 0x40000000 Ox55aa55aa
=> md.1T 0x40000000 1
40000000: 55aa55aa .U.u

// MOx40000000 N /£ TFEEEL 1 bl ock#i4E, B ANVMEILBA Ol



=> nvme write 0x40000000 O0x0 Ox1

nvme write: device 0 block # 0, count 1 ... 1 blocks written: OK
// FEE F0x44000000 A 7E, AR UG
=> md.1 0x44000000 1

44000000: FFFFFFFF

// MNVMelJLBA O#bdik, iEX14Nblock#dE, S5 AMFE0x44000000
=> nvme read 0x44000000 O0x0 Ox1

nvme read: device 0 block # 0, count 1 ... 1 blocks read: OK
// Hiih0x44000000 /N 774 2 MANVMe BE[E] R 1)

=> md.1 0x44000000 1
44000000: 55aab55aa .u.u

Pinctrl
EZR SIS

pinctrl 3RENEA pinctrl-uclass {EZRFIFMEIEC.
o

CONFIG_PINCTRL_GENERIC
CONFIG_PINCTRL_ROCKCHIP

HEZR(RD:
./drivers/pinctrl/pinctrl-uclass.c

IXENACAT -

./drivers/pinctrl/pinctrl-rockchip.c

HxiEN

int pinctrl_select_state(struct udevice *dev, const char *statename) // WEIR
2

7Ry

int pinctri_get_gpio_mux(struct udevice *dev, int banknum, int index)  // FREUIR
&

pinctrl {EZRSERNdriver probe Bt XIEZEEFIAHIRE default AT, BFR—RAZEEApinctriiz
Do

Pmic/Regulator
HESRSZS
PMIC/Regulator 3Xz{#FE pmic-uclass, regulator-uclass {EZRFIFRAEREO.

PMICSZ$F:
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rk805/rk808/rk809/rk816/rk817/rk818
Regulatorsz#:

rk805/rk808/rk809/rk816/rk817/rk818/syr82x/tcs452x/fan53555/pwm/gpio/fixed

=

CONFIG_DM_PMIC

CONFIG_PMIC_CHILDREN

CONFIG_PMIC_RK8XX // EHT HEARKEXX R
CONFIG_DM_REGULATOR

CONFIG_REGULATOR_PWM

CONFIG_REGULATOR_RK8XX  // ifi[fI T HHI AT RKEXXF 41
CONFIG_REGULATOR_FAN53555

TEZRHS:

./drivers/power/pmic/pmic-uclass.c
./drivers/power/regulator/regulator-uclass.c

IR A :

./drivers/power/pmic/rk8xx.c
./drivers/power/regulator/rk8xx.c
./drivers/power/regulator/fixed.c
./drivers/power/regulator/gpio-regulator.c
./drivers/power/regulator/pwm_regulator.c
./drivers/power/regulator/fan53555_regulator.c

tHxiENO

// 3kElregulator. @platname: “regulator-name”i§EH4 7, f: vdd_arm. vdd_logic;
int regulator_get_by_platname(const char *platname, struct udevice **devp);

// AfiRe/ KM

int regulator_get_enable(struct udevice *dev);

int regulator_set_enable(struct udevice *dev, bool enable);

int regulator_set_suspend_enable(struct udevice *dev, bool enable);
int regulator_get_suspend_enable(struct udevice *dev);

// BCE/REH

int regulator_get_value(struct udevice *dev);

int regulator_set_value(struct udevice *dev, int uv);

int regulator_set_suspend_value(struct udevice *dev, int uv);
int regulator_get_suspend_value(struct udevice *dev);

init BE
BeiEmM A AR EregulatonZ BYIREEEY, RSV RELE regulator-boot-on :

e BEZE regulator-min-microvolt #] regulator-min-microvolt JNiBENE;
e FCE regulator-init-microvolt = <...>
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vdd_arm: DCDC_REG1 {
regulator-name = "vdd_arm";
regulator-boot-on; // W E
regulator-min-microvolt = <712500>;
regulator-max-microvolt = <1450000>;
regulator-init-microvolt = <1100000>; // BBV E AL, 1V

Bhig #iadt

WNSRAEBT R regulatorfiJ¥JeAtt, 1IN regulator-Toader-ignore

vdd_arm: DCDC_REGL {
regulator-name = "vdd_arm";
regulator-loader-ignore;// {X{Xfu-BootirEfiregulator¥lthitb 52k, kernelxk

Reset
ESRZIF
reset IR reset-uclass.c {EZRFIFREREO. RK & Lreset BUSLRERIT CRU EAL.

=N

CONFIG_DM_RESET
CONFIG_RESET_ROCKCHIP

HEZRAES
./drivers/reset/reset-uclass.c

[ ae R

./drivers/reset/reset-rockchip.c

HxEN

// i resetfl

int reset_get_by_index(struct udevice *dev, int index, struct reset_ct]

*reset_ctl);

int reset_get_by_name(struct udevice *dev, const char *name,
struct reset_ctl *reset_ctl);

// FEjilreset

int reset_free(struct reset_ctl *reset_ctl);

// ERreset

int reset_request(struct reset_ctl *reset_ctl);

// fi%reset. Billreset

int reset_assert(struct reset_ctl *reset_ctl);

int reset_deassert(struct reset_ctl *reset_ctl);
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Sefl:
struct reset_ctl reset_ctl;

ret = reset_get_by_name(dev, "mac-phy", &reset_ctl);
if (ret) {
debug("reset_get_by_name() failed: %d\n", ret);
return ret;

ret = reset_request(&reset_ctl);
if (ret)
return ret;

ret = reset_assert(&reset_ctl);
if (ret)
return ret;

ret = reset_deassert(&reset_ctl);
if (ret)
return ret;

ret = reset_free(&reset_ctl);
if (ret)
return ret;

DTS EtE&
U-Boot BRIANSMresetIhgs, AR REEIMNET REBIEEERIERY reset XISRADE]:
// ¥t

reset-names = <name-string-Tlist>
resets = <cru-phandle-Tist>

f5Ign gmac2phy:

gmac2phy: ethernet@ff550000 {
compatible = "rockchip,rk3328-gmac";

// faEreset)g It
reset-names = "stmmaceth", "mac-phy";
resets = <&cru SRST_GMAC2PHY_A>, <&cCru SRST_MACPHY>;

s
Rng
HESRSZHT

RNGRITSEHRE {4 REH £4ThRE.
TEZRAHS:
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./drivers/rng/rng-uclass.c
IXEN{RD:
./drivers/rng/rockchip_rng.c

=

CONFIG_DM_RNG=Yy
CONFIG_RNG_ROCKCHIP=y

HxiEN

// @buffer: {RAZBENIEG L
// @size: BENLECKSE, H$47: byte
int dm_rng_read(struct udevice *dev, void *buffer, size_t size)

DTS EtE&

EHIRNGECryptolBHERATTNEEZ —, FTLARNGT SR Cryptotssa—HEBV1/224>. RNGH AR
compatible=ZEREREFH

compatible
compatible

"rockchip,cryptovl-rng";
"rockchip,cryptov2-rng";

R AR EIES#Erv1126.dtsi, rk3568.dtsi, rk3399.dtsiZST{4,
Spi
ESR 215

HEZRACRS:
./drivers/spi/spi-uclass.c
A
./drivers/spi/rk_spi.c
menuconfig Ft& :

CONFIG_ROCKCHIP_SPI=y
CONFIG_CMD_SPI=y

EES |

Jinclude/spi.h
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// WIGEALATR SPT 4k
struct spi_slave *spi_setup_slave(unsigned int bus, unsigned int cs, unsigned
int max_hz, unsigned int mode);

// FREO\FRERUS 28
int spi_claim_bus(struct spi_slave *slave);
void spi_release_bus(struct spi_slave *slave);

// HEHRESED
int spi_xfer(struct spi_slave *slave, unsigned int bitlen, const void *dout,
void *din, unsigned Tong flags);
int spi_write_then_read(struct spi_slave *slave, const u8 *opcode,
size_t n_opcode, const u8 *txbuf, u8 *rxbuf,
size_t n_buf);

DTS &
&spil0 {
u-boot,dm-pre-reloc;
status = "okay";
e

)z L]
Y& drivers/power/power_spi.c
Mizas S

s8R cmd_spi 18X < :

sspi 3:0.0 24 AAA # bus3:csO:mode0 fL#i K N24bits 1EMEIE N "AAA"

= REES

Q1: i¥BES?

A1: EHEIAXINAY iomux #1 clock 2B ERHE,
Q2: RK3399 cmd_spi &&E?

A2: cmd FYERERIA(ERkernel dtb, 1EHEIA kernel rk3399.dtsi aliases BB HEM spi 18%E.

Storage

FHEIREHE BN ERTFAEIELR, FaEONEER BLK BERFIESUER %, BrisiSiEiEies:
eMMC, Nand flash, SPI Nand flash, SPI Nor flash, Erh flash $8¥A9HE220 T :
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EFEZHS iEh

- EFEZISX
st RESTTES FEIEIREN flash tE52 RE R
B £} ”
:Ifnand 7 MLCTLC drivers/rkand drivers/rkand PlOCk FAT. EXT.
= Nand ’E SquashFs
rkflash 75 SLC ) ) block FAT. EXT.
— Nand. drivers/rkflash drivers/rkflash .
= RE SquashFS
SPI Nand
rkflash 75 ;'z‘xk S
2 (SPI SPI Nor drivers/rkflash drivers/rkflash quashF>.
. mtd JFFS2
Nor 37§F) .
wRE
SLF Naid SLC Nand drivers/mtd/nand/raw drivers/mtd/nand/raw TLtd UBI
PARVAES "
SPI Nand mtd
. . SPI Nand drivers/spi/rockchip_sfc.c drivers/mtd/nand/raw . UBI
RS E P P o
mtd
513
SPI Nor 3¢ SPI Nor drivers/spi/rockchip_sf drivers/mtd/spi mtd SULEshES,
= o] ers/spi/rockchip_sfc.c ers sp JFFS2
block
RE
5iBE

1. rkflash 5 FHREHFZEHXTF Nand flash BISHFFEXFIFETF: rkflash &Ea% rk ftl (Flash
Transfer Layer) 7EfFERENF, MFFELE ftl BoUEKHTEHREFBSH flash BIE
I, f5la0 UBI R FSHAFIAAEE, ERISEEFES Nand flash AU R T E.

EE 2L
rknand

rknand 25X KA E Nand flash RBFMZITAYFMELIRSE), #8id Nandc host 5 Nand flash device &
=, BNERTHRDEREISE (RKNandFlashSupportList) , EFRELATEH:

e SLC. MLC, TLC Nand flash

=N

CONFIG_RKNAND

IXESA4
./drivers/rknand/

rkflash

rkflash R/ NBSEFMEREFMZITAIEMEIEE), E Nand flash B9523FE1@iE Nandc host
5 Nand flash device i&{=58h%, SPI flash B9 #FR18id SFC host 5 SPI flash devices iB(=5emk, &
RERTHRNERIS%E (RK SpiNor and SLC Nand SupportList) , &L TEHL:

e 128MB. 256MB #1512MB B9 SLC Nand flash
e Z[43 SPI Nand flash
e ZR4> SPI Nor flash ki
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=

CONFIG_RKFLASH

CONFIG_RKNANDC_NAND /* /Nzisijf[INand flash */
CONFIG_RKSFC_NOR /¥ SPI Nor flash */
CONFIG_RKSFC_NAND /* SPI Nand flash */

IXTNSTAE:

./drivers/rkflash/

EISH

1. SFC (serial flash controller) & Rockchip Af&{EH spi flash FHRiHHIE R
2. BiF rknand 3Ez15 rkflash 3Rz Nand GRS ftl SO AFRE, AL

e CONFIG_RKNAND 5 CONFIG_RKNANDC_NAND AgeRERIECE
e CONFIG_RKNAND 5 CONFIG_RKSFC_NAND AgEEIRTBCE

MMC & SD

MMCAZIEARR, bl eMMC; SDAR—METHSAHRIACIZEEF—RICIZIRE. Erockchip¥
&8, BlilEA— dw_mmc =HI88 (BR7rk3399, rk3399pro) .

BcE:

CONFIG_MMC_Dw=y
CONFIG_MMC_DW_ROCKCHIP=y
CONFIG_CMD_MMC=y

IXBSA4
./drivers/mmc/

SLC Nand & SPI Nand & SPI Nor FFRR ==

BT R RAIRETSEE R UBI SMHRFRIATITHE, RK BT flash BEREFRBIER, B
IR7IZEIAIZA pre loader 9 SPLRIERTIER, FLAABISECERRES SPL BXECERTL.

BcE:

1.SPL. MTD. FHETZiEIRzNR MTD block E2E&: &% CH10-SPL4.2 &5
2. Ei% rkflash Z=HcE

CONFIG_RKFLASH=n

IRFNSCAG
./drivers/mtd/nand/raw //SLC Nand FEizh K&l E
./drivers/mtd/nand/spi //SPI Nand WhHil)Z
./drivers/spi/rockchip_sfc.c //SPI Flash FZIKz)
./drivers/mtd/spi //SPI Nor Mhil)Z

HxiEn
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FHEIRFIRTLEEOERIERIBLKER, FLATIS MM fEEREg el M=)

// REAEE IR
struct blk_desc *rockchip_get_bootdev(void)

// VilEd

unsigned long blk_dread(struct bTlk_desc *block_dev, Thaint_t start,

Tbaint_t blkecnt, void *buffer)

unsigned Tong blk_dwrite(struct blk_desc *block_dev, lbaint_t start,
Tbaint_t blkcnt, const void *buffer)
unsigned Tong blk_derase(struct blk_desc *block_dev, lbaint_t start,

Tbaint_t blkcnt)

DTS EtE&

eMMCELE :

// rkxxxx.dtsific &
emmc: dwmmc@ff390000 {

compatible = "rockchip,px30-dw-mshc", "rockchip,rk3288-dw-mshc";

reg = <0x0 0xff390000 0x0 0x4000>; // EhlgsEEdsbase address KK E
max-frequency = <150000000>; // eMMCHE I AR AT £ N S0MHZ , Mt B S eMMC

// HS200#5, Zmax-frequencyd:%k

clocks = <&cru HCLK_EMMC>, <&cru SCLK_EMMC>,

<&cru SCLK_EMMC_DRV>, <&cru SCLK_EMMC_SAMPLE>;
clock-names = "biu", "ciu", "ciu-drv", "ciu-sample";
fifo-depth = <0x100>;

// PR NN e g S
// e 4
// FifolpE, BRE

interrupts = <GIC_SPI 53 IRQ_TYPE_LEVEL_HIGH>; // TR E
status = "disabled";
it
// rkxxxx-u-boot.dtsi
&emmc {
u-boot,dm-pre-reloc;
status = "okay";
}
// rkxxxx.dts
&emmc {
bus-width = <8>; [/ WA RN
cap-mmc-highspeed; // AR Fhighspeed mmc
mmc-hs200-1_8v; // XFFHS200
supports-emmc; // ARRUCIERE yeMmcThRE, AN, B NJCIEYIG
b Ak
disable-wp; [/ RTTEWPE R, HERE
non-removable; [/ WBURZIERE N R B i . U 20
T
num-slots = <1>; // AR EE LAY
status = "okay";
if;

Nandc Bt&:
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&nandc {
u-boot,dm-pre-reloc;

status = "okay";
};
SFC Fe&:
&sfc {
u-boot,dm-pre-reloc;
status = "okay";
spi_nand: flash@0 {
u-boot,dm-spT;
compatible = "spi-nand";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;
};
spi_nor: flash@l {
u-boot,dm-spT;
compatible = "jedec,spi-nor";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;
i
};
Ea=W
1. EERHHIFREME, u-boot ™MYSZHF spi-tx-bus-width = <1> f—*%& SPI flash {&44;
Thermal

EZR TS
Thermal #&EHRFETFIRENtsad SREZIRICFIRE, BOAIREEIZCPUIRE.

TEZRAHS:
./drivers/thermal/thermal-uclass.c
IXFDHD:
./drivers/thermal/rockchip_thermal.c
FoE:

CONFIG_DM_THERMAL=y
CONFIG_ROCKCHIP_THERMAL=yY

HxiEN
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// @temp: {RAFIRILENMEE

int thermal_get_temp(struct udevice *dev, int *temp)
DTSECE
AiZBYdts—AZBIAES B o2 B EFN{FEE.

Uart

serial {8 serial-uclass.c #EZRFIMREREO, BRIEZERUART debugfEfER.
[Ty
// ERERCE

CONFIG_DEBUG_UART
CONFIG_SYS_NS16550

// SHRE
CONFIG_DEBUG_UART_BASE
CONFIG_DEBUG_UART_CLOCK
CONFIG_BAUDRATE

HEZRAES

./drivers/serial/serial-uclass.c

IR :

./drivers/serial/ns16550.c

EAhERif
EAYRERYE U-Boot FTERAYUART debug 28N (uart2 Afl) :

® CONFIG_ROCKCHIP_PRELOADER_SERIAL %£FH;

board_debug_uart_init() EBELE uartiomux (F=: BEEESEEM0. ml. . EXEERE) ;
board_debug_uart_init() EBHELE uart clock , {RIEATHNER 24Mhz;

defconfig 8§ CONFIG_BAUDRATE ;

defconfig B8 CONFIG_DEBUG_UART_BASE ;

U-Boot uart TaeRiEin 2 M EE M HERRE:

&uart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

3
e U-Boot chosen T5mH45%E stdout-path:

chosen {
stdout-path = &uart2;
i
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EREHR

Pre-loader serial 23LIBIKEHIHLZUART debug EeERINE, IXLEEWSEIE: ddr. miniloader,
bl31. op-tee. U-Boot, [RIE: HIREMERAY ddr bin EEEIFUART debug FEIEIT ATAGS (ESH1H#
BRIEETE, SREHIRE UART debug BLE#H(TER (REIE kernel)

FFELLEI g ddr binEBR9ERCIECESLIUART debugl2BE R, £EK:
DDR bin &
rkbin SEERMT TREAFEEFRNSE, SEHOER:

tools/ddrbin_tool
tools/ddrbin_param.txt
tools/ddrbin_tool_user_guide.txt

U-Boot ft&

1 fERERCE

CONFIG_ROCKCHIP_PRELOADER_SERIAL // C\&ERiIAfHfE

2 rkxx-u-boot.dtsi FIEFEAZIAY uart a0 EE 4 u-boot,dm-pre-reloc;”;
3 aliases #17 serial 3%, EAU-Boot@2iEdaliaestkEIBinT = HIIRILERT,

f5l4n: ./arch/arm/dts/rk1808-u-boot.dtsi B AT 5{E, FFE uart EERI%;

aliases {
mmcO = &emmc;
mmcl = &sdmmc;

// AN 4
serial0 = &uartO;
seriall = &uartl;
serial2 = &uart2;
serial3 = &uart3;
serial4 = &uart4;
serial5 = &uart5;
serial6 = &uart6;
serial7 = &uart7;

// WAt nu-boot,dm-pre-reloc/git:
&uart0 {
u-boot,dm-pre-reloc;

i

&uartl {
u-boot,dm-pre-reloc;

if;

&uart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

i

&uart3 {
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u-boot,dm-pre-reloc;

I

&uartd {
u-boot,dm-pre-reloc;

T

XHFTED

CONFIG_DISABLE_CONSOLE=y

tHxiENO

// UART debug#:[1

void putc(const char c);

void puts(const char *s);

int printf(const char *fmt, ...);
void flushc(void);

// BRAMEGEAE DA B IMUARTHE

int serial_dev_getc(struct udevice *dev);

int serial_dev_tstc(struct udevice *dev);

void serial_dev_putc(struct udevice *dev, char ch);

void serial_dev_puts(struct udevice *dev, const char *str);
void serial_dev_setbrg(struct udevice *dev, int baudrate);
void serial_dev_clear(struct udevice *dev);

USB

U-Boot USBEZEREDevcie, Host, PHYFIUSBIMRIKZN AR, AE I HFMEHASERDHITESRES
8. WRREEEXGSRIERE.

B Z
Device

DeviceETF GadgetiEZR (A{EFADM_USB) , —hR&ECE Frockusbakfastbooti&=, FFEMFFHHK. &
H1R38E. rockusbiYETFUMSHNY, ELRSHRUHOOKI S ERAZIUMSIEZEH, Bixas%
rockusb3XFNAYSCHL,

Efl, USB DevicefZHIz8EDWC2HIDWC3FEFT, BE—CH RefEmEF—FOTGE R, Frll
CONFIGHRRFB(ERE—Fpi=HIzs B ECERI], BRERIIEHEFESIES R TRMERockchip USBFF
y3i=(=38

=

CONFIG_USB=y

// gadgetfii &

CONFIG_USB_GADGET=y
CONFIG_USB_GADGET_MANUFACTURER="Rockchip"
CONFIG_USB_GADGET_VENDOR_NUM=0x2207
CONFIG_USB_GADGET_PRODUCT_NUM=0x330a // HR4E5F IDRL
CONFIG_USB_GADGET_VBUS_DRAW=2
CONFIG_USB_GADGET_DUALSPEED=y

// rockusbfii &
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#define CONFIG_USB_FUNCTION_MASS_STORAGE // fiTinclude/configs/rkxxx_common.hH
CONFIG_USB_GADGET_DOWNLOAD=Y
CONFIG_CMD_ROCKUSB=y

// DWC3#% i ZR I &
CONFIG_USB_DWC3=y
CONFIG_USB_DWC3_GADGET=Y

// DWC2#z i g5t &
CONFIG_USB_GADGET_DWC2_OTG=y

HEZRARES

// gadgettELL
drivers/usb/gadget/g_dnl.c
drivers/usb/gadget/g_dnl.c
drivers/usb/gadget/config.c
drivers/usb/gadget/epautoconf.c
drivers/usb/gadget/usbstring.c
drivers/usb/gadget/f_mass_storage.c

XD

// rockusb
cmd/rockusb. c
drivers/usb/gadget/f_rockusb.c

// controller
drivers/usb/gadget/dwc2_udc_otg* // dwc2 OTGH |
drivers/usb/dwc3 // dwc3 OTGI%HI4s

Host

HostizHI28EIEOHCI, EHCIFOXHCI, EexHCIRSZHUSB3iRE, BHAZERE REREERXHC
1=4e, BRERISREESITS S TRMERockchip USBFFAIERT., HostizhS8IRzheZR(# A
UPSTREAMSTBHFFFEDM_USBERE, EttHostFF A TE R4 SExd M DTSHERE T{E.

=

CONFIG_USB=y
CONFIG_DM_USB=y

// XHCI

CONFIG_USB_HOST=y
CONFIG_USB_XHCI_HCD=y
CONFIG_USB_XHCI_DWC3=y
CONFIG_USB_DWC3_GENERIC=y

// EHCI
CONFIG_USB_EHCI_HCD=y
CONFIG_USB_EHCI_GENERIC=Yy

// OHCI
#define CONFIG_USB_OHCI_NEW // fiFinclude/configs/rkxxx_common.hr
#define CONFIG_SYS_USB_OHCI_MAX_ROOT_PORTS 1

CONFIG_USB_OHCI_HCD=y



CONFIG_USB_OHCI_GENERIC=y

TEZRHS:

// HEZEARES
cmd/usb.c
drivers/usb/host/usb-uclass.c

// EHCI
drivers/usb/host/ehci-generic.c
drivers/usb/host/ehci-hcd.c

// OHCI
drivers/usb/host/ohci-generic.c
drivers/usb/host/ohci-hcd.c

// XHCI
drivers/usb/host/xhci.c
drivers/usb/host/xhci-dwc3.c
drivers/usb/host/xhci-mem.c
drivers/usb/host/xhci-ring.c

PHY

U-Boot USB PHYZEZEAIEUSB2FIUSB3 PHYIXS)), EFADM_USBECE, FALinuxpizDTB, BE{RPHY
IPRYEERR IS MEEE St B TRMELRockchip USB PHYFF & 1SR,

[iT=
CONFIG_PHY=y

// INNO USB2
CONFIG_PHY_ROCKCHIP_INNO_USB2=y

// INNO USB3
CONFIG_PHY_ROCKCHIP_INNO_USB3=y

// NANENG USB2
CONFIG_PHY_ROCKCHIP_NANENG_USB2=y

// NANENG COMBOPHY
CONFIG_PHY_ROCKCHIP_NANENG_COMBOPHY=Yy
// RK3399 USBDP PHY
CONFIG_PHY_ROCKCHIP_TYPEC=Yy

HEZR{CRS:
drivers/phy/phy-uclass.c

IXECAT -



// INNO USB2
drivers/phy/phy-rockchip-inno-usb2.c

// INNO USB3
drivers/phy/phy-rockchip-inno-usb3.c

// NANENG USB2
drivers/phy/phy-rockchip-naneng-usb2.c

// NANENG COMBOPHY
drivers/phy/phy-rockchip-naneng-combphy.c
// RK3399 USBDP PHY
drivers/phy/phy-rockchip-typec.c

HEIME
U-Boot USB #M&Z#HFEHUSB HUB, USBEEAEFIUMSIRES.
[iT=h

// USBHE#%:

CONFIG_USB_KEYBOARD=Y
CONFIG_USB_KEYBOARD_FN_KEYS=y // % #FF1-F12, INS, HOMEZE{LiEfE.

// USBAFf#1E#%
CONFIG_USB_STORAGE=Y

HEZRARES:

// HEZARED
common/usb.c
drivers/usb/host/usb-uclass.c

// USBH#EHL
drivers/input/usb_kbd.c
drivers/input/keyboard-uclass.c

// USBTZ-ff&
common/usb/usb_storage.c

RRECE

Device

EFUSB Device NMERADM_USBAT,, FRLAEEEBoard {4+l & Iz SE IProperties, Ebal
USBIHI22a0IE, TX FIFORIA/NE:,

// DWC3#%Hi g fic B

// board/rockchip/evb_rk3399/evb_rk3399.c

#ifdef CONFIG_USB_DWC3

static struct dwc3_device dwc3_device_data = {
.maximum_speed = USB_SPEED_HIGH,
.base = 0xfe800000, // MIEAIFL)7USB OTGHE %Al #4710k
.dr_mode = USB_DR_MODE_PERIPHERAL,
.index = 0,
.dis_u2_susphy_quirk = 1,
.usb2_phyif_utmi_width = 16,
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int usb_gadget_handle_interrupts(void)

{
dwc3_uboot_handle_interrupt(0);
return 0;
}
int board_usb_init(int index, enum usb_init_type init)
{
return dwc3_uboot_init(&dwc3_device_data);
}
#endif

// DWC2#zii#slic & L 7E rockchipi@board. cXCASEEL, —REA TR BB
// arch/arm/mach-rockchip/board.c
USBERZ
WNER(FEARUSBREEMIU-Boot FNEBRIANIRS, HFEAEStdinIMNEZEFRINusbkbd, SE/ABUT.

// AR ER B AL T SRS S
// include/configs/evb_rk3568.h

#define ROCKCHIP_DEVICE_SETTINGS \
"stdin=serial,usbkbd\0" \

DTS Ec&

WIRISZFA, USB DeviceMERDM_USBAR,, FRIAARBZEMEXDTHRBIBCE; USB HostFIUSB PHY
IXENFEALINnuxPZDTB, Eitt, ST BERFERLiInuxliZDTB, WNREREFAU-Boot DTBRIS®
LinuxPItZ B 75 rmAYSEEL.

iEE ST

rockusb

rockusb - Use the rockusb Protocol

Usage:
rockusb <USB_controller> <devtype> <dev[:part]> e.g. rockusb 0 mmc O

BT =M7A5H#A\U-Boot loaderFHRIET:

o iBidreset + revoveryiREATHIN ;
o HAU-BootipS1T, T LiAGSHBrockusb, HAHRIES ;
o HARSGG, WmSITHIT “reboot loader” REFHNFHRIEL .

usb

usb - USB sub-system

Usage:

usb start - start (scan) USB controller

usb reset - reset (rescan) USB controller
usb stop [f] - stop USB [f]=force stop

usb tree - show USB device tree

usb info [dev] - show available USB devices
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usb test [dev] [port] [mode] - set USB 2.0 test mode
(specify port 0 to indicate the device's upstream port)
Available modes: J, K, S[EO_NAK], P[acket], F[orce_Enable]
usb storage - show details of USB storage devices
usb dev [dev] - show or set current USB storage device
usb part [dev] - print partition table of one or all USB storage devices
usb read addr blk# cnt - read “cnt' blocks starting at block “bTk#'
to memory address “addr'’
usb write addr b1k# cnt - write "cnt' blocks starting at block “blk#'
from memory address “addr’

U-Boot USBASZHRARERRIR, FEIEERITUSBInSIEFMIIRE.

o BT "usb start” 8 “usb reset” a3, MRITIEHIEE T RIS port EIEARIIRES
o J&Id “usb stop” MSWITFFIBIRE, AEHIERE,;

e “usb info” # “usb tree” tp S LB BT HEEEEMNHRIERNRRER,;

e “usb storage"RE TEMGSHEFUMSINEE, BEERAESEHSIHA,

fastboot

fastbootTe B R(FHIESECHO4-RFIELR FastbootE s,

Vendor Storage

Vendor Storage FBFEM SN. MAC SEARZENNZAVINEUE. EUEFEHIE NVM (eMMC, NAND £)
HRBA XS, B2 &FD, EREUENEIEAERX, TE4S.

FAERISE R (appnote rk vendor storage) .
[RIBHTIA

—3H8 vendor BUTRAERS R 4 X, vendorO, vendor1, vendor2. vendor3, &4

vendorX (X=0. 1. 2. 3) B9 hdr BEE—MRIFIBIERY version FERFITFREA vendorX B HAIAT
. BIRERERIZEEEFTHY vendorX (BP version 5xX) , SR ERIRHMESTEHT version FFEIBEE
NEEEEMNFSERRBE vendorX+1 S XE, FIINZARIM vendor2 EBENER., S EX/EEE]
5, WATSARIR vendor3, XEEHIREANTEEI—NMERIZ2GIPER.

HESRSZS
U-Boot HEZRi&HE37#F Vendor Storage IhgE, Rockchip B2 Y —E Vendor Storage JXEf,

=N

CONFIG_ROCKCHIP_VENDOR_PARTITION

BRTASA :

./arch/arm/mach-rockchip/vendor.c
./arch/arm/include/asm/arch-rockchip/vendor.h

EES ]

int vendor_storage_read(ul6e id, void *pbuf, ul6 size)
int vendor_storage_write(ul6 id, void *pbuf, ul6 size)

XF id BIENXFOER, 1B55% (appnote rk vendor storage) .
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Thgegam

U-Boot B O#p$1T MMM "rktest vendor"ap S LL#1T Vendor Storage ZhaEEM.
Watchdog

HESRSZ

watchdog JRzsEF wdt-uclass.c {EZEFIARERE.

[T

CONFIG_WDT
CONFIG_ROCKCHIP_WATCHDOG

TEZRES:

./drivers/watchdog/wdt-uclass.c

IXENAAS:

./drivers/watchdog/rockchip_wdt.c

tHxiEN

// VERER R A S shwdt (@flagsERiMEO)

int wdt_start(struct udevice *dev, u64 timeout_ms, ulong flags);
// Kiwdt

int wdt_stop(struct udevice *dev);

// WA

int wdt_reset(struct udevice *dev);

// 2R, HEARBURZ KA S

int wdt_expire_now(struct udevice *dev, ulong flags)

Efl U-Boot IBNARZEAEA. AR wdt TheE, AP RIRIER = mEmki#iTERA.

Chapter-6 i#ff [RIE

kernel-DTB

witEs

U-Boot FYREZRMER—HRFIARRI R —{7 U-Boot dts, FFEU-Boot dts&AIdtb 2FTBEU-
BootBCHIEGRTM. XHEMEEMEZSoCEE L, NEIRFEENU-BootiE&,

HAIREE, HL— N SoCEFERERRFZBEBERIMENESR, SoCZLEHE—HM. RKES
HT LI NSoCEENEE—(pU-BootiElg, EIIEIT kernel DTB #4l, ANEHMEEREAIMNER
t)&kernel DTB, FIERIEEEEVIBMHIME.

FTLA RK SESIBIT 245 kernel DTB BJLUAEFRSIRFZER, W: display. pmic/regulator, pinctrl,
clk &,

kernel DTB BIERAEZEMEH OF _LIVE (live device tree, {&fR: live-dt) .
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config USING_KERNEL_DTB

bool "Using dtb from Kernel/resource for U-Boot"

depends on RKIMG_BOOTLOADER && OF_LIVE

default y

help
This enable support to read dtb from resource and use it for U-Boot,
the uart and emmc will still using U-Boot dtb, but other devices Tike
regulator/pmic, display, usb will use dts node from kernel.

Live device tree

BREE:

5| Nkernel DTB/5U-Bootf ERfFEMHDTB, HAfFE. #O. CryptoF&EHRS5U-Boot DTBHEX, H
ééffﬁﬂe'ikernel DTB#EX. BPATEU-BootMERFIBEEARINAIFTER XiFRZIXFAEAER, Mgk
AR EILINECHDTBLRERE.

BB, XRERIERREFARERIDTB, ﬁ'ﬁgd->fdt blob X RegisEmEF—mERHEEETR, XE
BAT? EAkernel By dts BREBEIRLS kernel £/, FRLABAEEIE U-Boot dts FRVRLT mERE
overlay | kernel dts E&B—%.

Live dt ATLABRIX/NE)ER, live dt FURIEE: ¥R ERU-Boot B3 HE/1NDTB, BFTEDTBT
EEMARY struct device_node T ajEsE, FHHEMNEMRAIdevice-driverdfE. LASdevice-driverEZijaDTB
TR EEHEECH device_node BIR], AFEEHiFa)RAE DTB,

FrLA, #82FU-Bootflkernel BIDTBER4PE T ZEBIdevice-driveri¥4H, BABEEEEIFNIDTBX
14,

XFifER T a0 DTBS [f2h s,
Bz5E:

./doc/driver-model/livetree. txt

fdt # live dt 5%

ofnode Z£&! (include/dm/ofnode.h) ZEfEFh dt EBSIFAI—FhET2EA& =, (FH live dt BTH
device_node 3ifia) dt #5sa, fEFE fdt BTAR offset if1d) dt T, LHEERRS SSRGS
{#F3 ofnode ZE8Y,

ofnode #5543

* @p: Pointer to device node, used for live tree
* @of_offset: Pointer into flat device tree, used for flat tree. Note that
this
is not a really a pointer to a node: it is an offset value. See above.
*/
typedef union ofnode_union {
const struct device_node *np; /* will be used for future live tree */
Tong of_offset;
} ofnode;

e "dev_ ", "ofnode "FFLRIYERESTIFRFR dt BIAIGT;
e "of "F%E’J RER R S7HF live dt A9,
o 'fdtdec ", "fdt_"FFLAVREERSTF fdt A9EO;
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HHISCER

kernel dtb ¥J#227E . /arch/arm/mach-rockchip/board.c B9 init_kernel_dtb() EESCHIRY. LLAT
U-Boot 89 dts E&13#45em, mmc/nand/nor E1FEIRFIAI IEE T1E.

AT M B HRISEEN kernel dtb, SRS T live dt @%3F bind FrGdevice-driver, /583 gd-
>fdt_blob $8EHfSMA kernel dtb BIw],

U-Boot

e U-Boot fiE=maStE./dts/ BFR FEKFA dtb:

o dt.dtb: H defconfig B2 CONFIG_DEFAULT_DEVICE_TREE f5xERY dts fRIFEZEIAY;
o dt-spl.dtb: € dt.dtb &% u-boot,dm-pre-reloc BRI mLIPMENHFK, BEE
defconfig B2 CONFIG_OF_SPL_REMOVE_PROPS 15XEHY property 188, —RIXB S50,
DDR. FAHESIRENATKITATTER: DMC, UART, MMC. NAND, GRF. CRU%,
e /3P CONFIG_USING_KERNEL_DTB AYERF{ERT dt.dtb; f3F CONFIG_USING_KERNEL_DTB AYE
#5(#A dt-spl.dtb,

o dt.dtbakEdt-spl.dtb7EU-BootdRiFEE R fGE# apA SIu-boot.dtb, FAFIENNZIu-boot.binAdzR
B. BPALUEI fdtdumpis$taEu-boot.dtbAIRE.

&S
AEBNBU-BootilfalakernefEiES24,
cmdline

U-BootiBkernel DTBEEHY /chosen/bootargs IZENHE, EX/EN EHFHRBEESS
[@] /chosen/bootargs Tat, XEWEBEcmdlinefIEHY,

RNEFEEE
U-Boot{g#kernel DTBERf /memory 1557, BAIFNMFSRIERESHE. FHERGEREXITE:

## Chapter-6 Booting Android Image at 0x0027f800 ...
Kernel load addr 0x00280000 size 23387 KiB
RAM disk Toad addr 0x0a200000 size 782 KiB
## Chapter-6 Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' ramoops@110000: addr=110000 size=f0000
Using Device Tree in place at 0000000008300000, end 0000000008314648

// kernelnl H 1A 1725 (8]

Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
Total: 473.217 ms

Starting kernel

HERR
ERMES SRR BEZEkernel DTB, WF:
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TR/ #E FA

/serial-number g IS

/memory & kernel BfILAFE
/display-subsystem/route/route-edp/ B BaMEXS#H(edp J961)
/chosen/linux,initrd-start Bl ramdisk EaaitE
/chosen/linux,initrd-end elfES ramdisk Z5aRitE
/bootargs & kernel A0 cmdline
GMAC T5 9B mac-address B local-mac-address Ehv mac ik
arch/arm/mach-rockchip/board.c: board_fdt_fixup() Env HRERAY fdt fixup

ABEH

AB EifEtEl
A/BRSEHRESIINITF misc SRR 2KB fIE.

/* Magic for the A/B struct when serialized. */
#define AVB_AB_MAGIC "\OABO"
#define AVB_AB_MAGIC_LEN 4

/* Versioning for the on-disk A/B metadata - keep in sync with avbtool. */
#define AVB_AB_MAJOR_VERSION 1
#define AVB_AB_MINOR_VERSION 0

/* Size of AvbABData struct. */
#define AVB_AB_DATA_SIZE 32

/* Maximum values for slot data */
#define AVB_AB_MAX_PRIORITY 15
#define AVB_AB_MAX_TRIES_REMAINING 7

typedef struct AvbABSlotData {
/* Slot priority. valid values range from O to AVB_AB_MAX_PRIORITY,
* pboth inclusive with 1 being the lowest and AVB_AB_MAX_PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/

uint8_t priority;

/* Number of times Teft attempting to boot this slot ranging from 0
* to AVB_AB_MAX_TRIES_REMAINING.
*/

uint8_t tries_remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */
uint8_t successful_boot;

/* Reserved for future use. */
uint8_t reserved[1];
} AVB_ATTR_PACKED AvbABSlotData;
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/* Struct used for recording A/B metadata.

* When serialized, data is stored in network byte-order.

:‘:/

typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB_MAGIC. */
uint8_t magic[AVB_AB_MAGIC_LEN];

/* Version of on-disk struct - see AVB_AB_{MAJOR,MINOR}_VERSION. */
uint8_t version_major;
uint8_t version_minor;

/* Padding to ensure |slots| field start eight bytes in. */
uint8_t reservedl[2];

/* Per-slot metadata. */
AvbABSTotData slots[2];

/* Reserved for future use. */
uint8_t reserved2[12];

/* CRC32 of all 28 bytes preceding this field. */
uint32_t crc32;
} AVB_ATTR_PACKED AvbABData;

SFNEEFME, K8 misc 5 X{EH vendor 5 X, FALAEEFEER vendor,

FEILERS EXEI0 lastboot, tRE&E—MIEHMEE. TENBTREBRE T E£r=NitAd retry XX
A5, MIEKBEHNRGEA boot_ctrl [R5, SFWT:

typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB_MAGIC. */
uint8_t magic[AVB_AB_MAGIC_LEN];

/* Version of on-disk struct - see AVB_AB_{MAJOR,MINOR}_VERSION. */
uint8_t version_major;
uint8_t version_minor;

/* Padding to ensure |slots| field start eight bytes in. */
uint8_t reservedl[2];

/* Per-slot metadata. */
AvbABSTotData slots[2];

/* mark last boot slot */
uint8_t Tast_boot;

/* Reserved for future use. */
uint8_t reserved2[11];

/* CRC32 of all 28 bytes preceding this field. */

uint32_t crc32;
} AVB_ATTR_PACKED AvbABData;

[ERSTE AvbABSlotData HiEfN is_update #7&7, FEERFAFRIVRE, BN :



typedef struct AvbABSlotData {
/* Slot priority. valid values range from O to AVB_AB_MAX_PRIORITY,
* both inclusive with 1 being the lTowest and AVB_AB_MAX_PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/
uint8_t priority;

/* Number of times Teft attempting to boot this slot ranging from 0
* to AVB_AB_MAX_TRIES_REMAINING.
7':/

uint8_t tries_remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */
uint8_t successful_boot;

/* Mark update state, mark 1 if the slot is in update state, 0 otherwise. */
uint8_t is_update : 1;
/* Reserved for future use. */
uint8_t reserved : 7;
} AVB_ATTR_PACKED AvbABSlotData;

REFRERRBSES NSRS N

AvbABData:
o ax
priority 1 slot (i, 0 AARAER, 15 AREMTHR

tries_remaining  =iX/FE0REL, REN TR
successful_boot  RRBEIHINESEEZSEL, 1: 1Z slot BINEDN, 0: i% slot KEEIHERN
FRICIZ slot BIAIRE, 1: iZ slot IEfEFHER, 0: % slot ALK FARA

is_update
_up Ih
AvbABSlotData:
EH aX
magic SFRSLEYMS A \OABO

version_major FRAER

version_minor IR EE

slots slot 3|8, £ AvbABData

last_boot —RAETHEENN slot, 0: slot A ERAETHRESRN, 1: slot B _EYRARIHESRN
cre32 RS

AB [BohtEs
B8l system bootctrl IZIHREIEFIET, bootloader STFHXFIMIRILSE.

successful-boot
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FEHAZRSE, boot_ctrl {&KiE androidboot.slot_suffix, iZEXaT slot IR

successful_boot = 1;
priority = 15;

tries_remaining = 0;
is_update = 0;
Tast_boot = 0 or 1; :refer to androidboot.slot_suffix

FHRZEFF, boot_ctrl iRE:

T2 iisTot i

successful_boot = 0;

priority = 14;

tries_remaining = 7;

is_update = 1;

Tastboot = 0 or 1; :refer to androidboot.slot_suffix

2iisTot i A :

successful_boot = 1;

priority = 15;

tries_remaining = 0;

is_update = 0;

Tast_boot = 0 or 1; :refer to androidboot.sTot_suffix

FREF T, boot_ctrl iZE:

T RIsTot B & -

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

Tastboot = 0 or 1; :refer to androidboot.sTot_suffix

PHisTot A :

successful_boot = 1;

priority = 14;

tries_remaining = 0;

is_update = 0;

Tast_boot = 0 or 1; :refer to androidboot.sTot_suffix

reset-retry

EEHANZFE, boot ctrl {&iE androidboot.slot_suffix, 1&&4a] slot IS :

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

FHRZEFF, boot ctrl iFE:
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TR fsTotf & :
successful_boot
priority = 14;
tries_remaining = 7;
is_update = 1;

]
o

Tastboot = 0 or 1; :refer to androidboot.sTot_suffix
MHrsTotk & :

successful_boot = 0;

priority = 15;

tries_remaining = 7;

is_update = 0;

last_boot = 0 or 1; :refer to androidboot.slot_suffix

FREFTTRL, boot_ctrl iZE:

FH R fsTotd & :
successful_boot
priority = 15;
tries_remaining
is_update = 0;
lastboot = 0 or 1; :refer to androidboot.slot_suffix

]
o

Il
~

MursTotik & :
successful_boot
priority = 14;
tries_remaining
is_update = 0;
last_boot = 0 or 1; :refer to androidboot.slot_suffix

0;

73

1=EU3IEL
e successful_boot &=,

o fim: REEEFMNRE, F=EIREIBRAREH, FRIE system bootctrl L&
o fRm: REKMEIFE, NMRFHERELINEE, 2S¥ER—HER
e reset retry t&z
o ir: WRERFEs retry U, RILARDITZERERA
o fRm: RENERIBIRASEHF

Btz
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Maskrom

m&: BEhpre-loader

B misc ab#¥ 18

Hal BEIRslot ?

ML A EislotHluboot +
trust

B3l uboot




pame S o EEIHIslot?

tries_remainingig—

ik L fboot. img

RELE
androidboot._slot_suffixin
275 Slsystem




Yes

Eh:n:rt_n:trlﬂ?ﬁ

AB successful_boot IEERX#UERIZ:



NIRRT

Slot A

successful_boot =0;

priorty = 15;
tries_remaining = 7;
is_update = 0;

Last_boot=0

H.slot ABEN

Slot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = 0;

l Slot A

successful_boot =0;
priorty = 15;

Slot B

successful_boot = O;
priority = 14;

Bootloader . e . S
tries_remaining = tries_remaining = 7
is_update = O; last boot=0 is_update = 0;
H.slot ABTH
l Slot A Slot B
successful_boot = 1; successful_boot = O
riority = 15; riority = 14;
system | PEORENE =2 PRBRENE S
tries_remaining = O b N tries_remaining = 7;
is_update = ; Last_boot =0 is_update = ;
S5
l Slot A Slot B
successful_boot = 1; successful_boot = O
stem priorty = 15; ﬂi,;ﬁglgt B EIZI priorty = 14;
=Y tries_remaining = O L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 1;
I8
Slot B
successful_boot = 1; iﬁ,slct seagsy,  successful boot = 0
t priorty = 14; priorty = 15;
system tries_remaining = O Lagt_bc: ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
Slot A Slot B
successful_boot = 1; successful_boot = 0
bootloader priority = 14; priority = 15;

tries_remaining = O

is_update = 0;

Last_boot =0

—
¥

tries_remaining = 7,

is_update = 0;
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successful_boot =1;
prionty = 14;
tries_remaining =

successful_boot = 1;

system Last_boot =1 priority = 15;

tries_remaining = 0;

is_update = 0; is_update = 0;

AB reset retry &SN EURRIZ:



IRARZS

Slot A

successful_boot =0;
priority = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Mslot ABTH

S5lot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = O;

Bootloader

l Slot A

successful_boot =0;
priorty = 15;

tries_remaining = g
is_update = 0;

Last boot=10

Mslot ABTH

Slot B

successful_boot = O;
priorty = 14
tries_remaining = 7;
is_update = 0;

system

l Slot A

successful_boot =0;
priorty = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Slot B

successful_boot = O;
priorty = 14
tries_remaining = 7;
is_update = 0;

System

lSIuth

successful_boot =0;
prionty = 15;

tries_remaining = 7;
is_update = O;

H & slot B

Last_ boot=0

S5lot B

successful_boot =0;
pricrity = 14,

tries_remaining = 7;
is_update = 1;

System

successful_boot =0;
priority = 14;

tries_remaining = 7;
is_update = 0;

Last_boot=0

reboot

T slot BSERY

Slot B

successful_boot = O;
priority = 15;
tries_remaining = 7;
is_update = 0;

bootloader

Slot A

successful_boot =0;

priorty = 14;
tries_remaining = 7;
is_update = 0;

Last_boot=0

Slot B

successful_boot = O;

priorty = 15;
tries_remaining = 7;
is_update = 0;




I < -

Slot A Slot B
b

successful_boot =0;
priorty = 14;

successful_boot = 0

priorty = 15;

system Last_boot=1

tries_remaining =7;
is_update = 0;

tries_remaining = 7;
is_update = 0;

HENRE

o RZFAK: &% (Rockchip Linux AR AISE)
e recovery F+4%: AB system ARE[ESZHE recovery FHk

IRERE
successful-boot

1. QIS slot A, EHM slot A Zafl. IREM slot B[F51, RFEM slot A Bz, WKk, FF
misc 95X

2.1%5 slot A 5slot B, [Bah&RF, MBIRSFS slot A, IRBZRFM slot B 5301, reboot R, 24
BIRZ A slot B, MikFehk, iBZ misc 71X

3. 185 slot A 5 slot B, U reset &%t 14 )Xf5, retry counter 52, &BEM last_boot IEEMIFR
FISE0, BIEEIEEM slot A ;Fa. Mid5esk, B misc DX

4. 125 slot A 5 slot B, BE&S, HaiRSFEN slot A, IREBRZM slot B 35, reboot 45, 24
BIZRSEA slot B, IRBERSZM slot A B8], reboot &%, MEIRZS slot A, Wik, BF

misc 95X
reset-retry

1. QIS slot A, RFEM slot A S5, BEBM slot B B8, EFM slot A Bz, MR, &%
misc X

2. 1% slot A 5slot B, [Bah&RSE, MBIRSF slot A, IRBRFM slot B 55, reboot R, 24
BIZRSEA slot B, WiR5ERk, &= misc 7K

3. /%5 slot A 5 slot B, UE reset &%t 14 )Xf7, retry counter A58, &BEM last_boot IEEMIER
FIEs), BIREIEEM slot A [3a0. Mid5erk, B= misc 71X

4. 175 slot A 5 slot B, Hr slot B f boot.img 1R¥K, BINESF, HRIRF A slot A, BERFMN
slot B /551, reboot &%, BHRELER 7 /XE, Mslot A EEBHES. M5, &= misc
P

5. 1%5 slot A 5 slot B, [BEh&RF, MBIRSFS slot A, IRBZRFM slot B 5501, reboot R, 24
BIZRZN slot B, BBZRFM slot A 55, reboot B, HEIRF S slot A, MikFrk, BE

misc X
S|IAS%
{Rockchip-Secure-Boot2.0.md)

{Rockchip-Secure-Boot-Application-Note.md})

{Android Verified Boot 2.0)

AVBRZSE)


af://n3280
af://n3286
af://n3287
af://n3297
af://n3309
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SI&%
{Rockchip-Secure-Boot-Application-Note.md)
{Android Verified Boot 2.0)
{Rockchip_Developer_Guide_Linux4.4_SecureBoot_CN.pdf)
AiF
AVB : Android Verified Boot
OTP & efuse : One Time Programmable
Product RootKey (PRK): AVB Ay root key %45 loader, uboot & trust B3 root key 13§
Productintermediate Key (PIK): =& key, S MEFR
ProductSigning Key (PSK): BFZERE4HY key
ProductUnlock Key (PUK): FIF#RSIHIZE
Sihkeys3E, ERERMPHE, LA Kkeyiitt ZERIMBE,

[=H]y

R 4E Rockchip ZEIGIES|SitiE. FMBIIREINIES | SRED NEEMRIES7EERN., &2
MRIGRMNEARRIRIE, FTIENNEEFE (OTP & efuse) FHEEIAIA hash, SHERINIA hash
X, BE—2, AREABATHEZEEMY hash, TEMRIGARICEHRITTEN, AN EHEEN
HEMH, TTHEEMR hash SEZHER hash JILERE—EL

gzl

RENLEWILEHRE SEETIEUEINERITIERIL, BII%GIFILUBERS avb K38 ERIE
fi#. IRUDIFE Alice 18] Bob tEXEFER, ATRILESEXENRENE. B, =EUEMATHIA
tt, FEMEENERHTHFINENES, BEEXTEN:

T.Alice fEZFEEIXRIEHFER (B83Y) |

2 Alice MEFAERHTIRBEE, BE—MERBE;

3.Alice FIE CRURIBXHMESRBRERITINESE Alice FIEIFER, FISTEMEHFER L,
4.Alice BEHFE—MNEER, FRUEENERERIEEHTING, FRE;

5.Alice F3 Bob BRI SAXINIA FEH =4 RUINZEZSEHITING, B IN=R500 DES ZiFERZE X —iefEiXE
Bob;

6.Bob T2 Alice f&XSRAVESCAINNEES R DES #H, SoFE CRIFATEXIINEERT DES ZiRHITHEE,
152 Alice BEHFERIINE A,

7.Bob G FRRENEZARIWEIRR SO THES, BRIBAXHIEMFER, ASSHENERIMS

8.Bob A Alice FIRHART Alice RIEFERHITHRE, BIIEERE;

9.Bob AAERIKIGHEIESNEIRIBAN FRT—RIeRIEE, BE—MHIEERE;

10.Bob BULEIRVERBEMFTERERREHTILR, MR-, RPEREIRERIREHRIENRT.

LTERNAY DES XA AEEMELEL, a0 AES INEZELEL, AFASAESETILASKA RSA &%, imizal
T:
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Bob
|

AliceFLE5 2 (BBt Ehasht
) +3 (REfL

B4R

BaE ]

# (EAir-Ehashs

Alice: Ghem)

B 3r+hash Ef 37+ Fhash+ 448

Bt
# (EA3r+ Bhasht _.Et'-i
48) +FEHEEE

B (FAS+Ehashs
248) +F (Rl
4R

Sha256 Alice 8 FEHEE4E

Bob: - B 3r+hash - Ef 37+ Fhash+ 048 L]

AVB

AVB 73 Android Verified Boot, BERITHII—EREFREGTE, FERTRIE boot system ZEf4,
Rockchip Secure Boot & BEHRIRIG T AVB, SEHI—EZEMY Secure Boot KI8T,

AVB #5%
o RIS

o FEMRIG

o BAELRRIF

e persistent partition 325

e chained partitions ¥, AJLLS boot, system FRZFAE—E, tBALIH oem B SHREFFAH,
{BJRE PRK &2

key+ZE 2 HIEH

#!/bin/sh

touch temp.bin

openss1 genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_prk.pem

openss1 genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_psk.pem

openss1 genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_pik.pem

python avbtool make_atx_certificate --output=pik_certificate.bin --
subject=temp.bin --subject_key=testkey_pik.pem --
subject_is_intermediate_authority --subject_key_version 42 --
authority_key=testkey_prk.pem

python avbtool make_atx_certificate --output=psk_certificate.bin --
subject=product_id.bin --subject_key=testkey_psk.pem --subject_key_version 42 --
authority_key=testkey_pik.pem

python avbtool make_atx_metadata --output=metadata.bin --
intermediate_key_certificate=pik_certificate.bin --
product_key_certificate=psk_certificate.bin

permanent_attributes.bin &p;:

python avbtool make_atx_permanent_attributes --output=permanent_attributes.bin -
-product_id=product_id.bin --root_authority_key=testkey_prk.pem

Hrh product_id.bin FEBCEX, & 16 %1, AEAFR ID EX.

boot.img &&7f:

avbtool add_hash_footer --image boot.img --partition_size 33554432 --
partition_name boot --key testkey_psk.pem --algorithm SHA256_RSA4096
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i¥&: partition size EELLLREGK 64K, KIJVEE 4K 3355, BAKXTF parameter.txt EXAIS
XK,

sytem.img &&7f51:

avbtool add_hashtree_footer --partition_size 536870912 --partition_name system -
-image system.img --algorithm SHA256_RSA4096 --key testkey_psk.pem

4p% vbmeta B8 metadata.bin, dapS7~AIR0T:

python avbtool make_vbmeta_image --public_key_metadata metadata.bin --
include_descriptors_from_image boot.img --include_descriptors_from_image
system.img --generate_dm_verity_cmdline_from_hashtree system.img --algorithm
SHA256_RSA4096 --key testkey_psk.pem --output vbmeta.img

REBERAI vbmeta.img REEIRIMAYS X, 0 vbmeta 51X,

18I SecureBootTool & fY, PrivateKey.pem # PublicKey.pem,

LA cecureBootTool v1.0 ﬁ

Easic Funection hdwvanced Funetion

[ Generate Key Fairs ] (711024 () 2048 (@) 2048 pem [ Sign Loader ]

( T——— ] Chip: [ TR ]

[ Sign Firmware ] [Clear Info ] [ sl Ih Lile ]
[ ]

Sign:Hard SHA:little FS55:disable Checl Sign File

INFQ:Start to sign file (uboot. imgz).
(INF0:S1zn file suceeed, Flap=ed (315105

L

X permanent_attributes.bin #{7&4

openss1 dgst -sha256 -out permanent_attributes_cer.bin -sign PrivateKey.pem
permanent_attributes.bin

permanent_attributes.bin EENMNERFNLZEINIEEIE, EREERSER hash Z efuse 8 OTP, FHE
HEURHRIRAILEINIE (pre-load) . HF rockchip SEERIKIAY efuse R, FrlA
permanent_attributes.bin RYIGIERBIZKAY A EEI0permanent_attributes.bin FREBHITIAUE, TOXT
FEOTPHIFRE, TLFIETEREE, SHiERSpermanent_attributes.bin Y hash £ OTP,

AT Lefuse SOTPIFIE R :



s efuse oTP
rk3399 v

rk3368 v

rk3328 v

rk3326

{

rk3308 v
rk3288
rk3229

rk3126

L L L«

rk3128

efuse & pub_key x5 :

fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr

fastboot stage permanent_attributes_cer.bin
fastboot oem fuse at-rsa-perm-attr

OTP & pub_key 25

fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr



' 4 Publickey.pem

SecureBootTool

g Private Key.pem

permanent_attri
Product ID avbtool butes_cerbin

permanent_attri
butes.bin

pik_certificate. bi
n

metadata bin

sk_certificate. bi
n

N -

boot.img boot_=.img vbmeta.img

AVB lock

fastboot oem at-lock-vboot

aEFE )\ fastboot I fastboot s IFETS.

AVB unlock

BB Rockchip REM&LZ LRI, BTEEXIMAYdefconfighliawiNn

CONFIG_RK_AVB_LIBAVB_ENABLE_ATH_UNLOCK=Yy

BN fastboot oem at-unlock-vboot FATLARRHIIR R, Eahikia vbmeta.img, boot.img Kt
SRINERE.

Bt BEEM PUK:

openss1 genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_puk.pem

unlock_credential.bin AEE FHEREMEIUAOES, HEMSREWT:
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python avbtool make_atx_certificate --output=puk_certificate.bin --
subject=product_id.bin --subject_key=testkey_puk.pem --
usage=com.google.android.things.vboot.unlock --subject_key_version 42 --
authority_key=testkey_pik.pem

MIZEEIREL unlock_credential.bin, {8 avb-challenge-verify.py BIZ¥KEX unlock_credential.bin,
HITTFIESFREY unlock_credential.bin:

python avbtool make_atx_unlock_credential --output=unlock_credential.bin --
intermediate_key_certificate=pik_certificate.bin --
unTock_key_certificate=puk_certificate.bin --challenge=unlock_challenge.bin --
unlock_key=testkey_puk.pem

REFLUEIERBE fastboot ApS FEENRE, FHEMIRE, fastboot F<SUIT:

fastboot stage unlock_credential.bin
fastboot oem at-unlock-vboot

&G OTP IREMEHIRE:

U-Boot Trust OS Generate data with avbtool Operation on PC

MRPM Biﬁsecurity

SEmE
permanent_attribut
es.bin

permanent_attribut
es.bin

|- ——avbtool

fastboot cem at-
get-vboot-unlock-
challenge

avbtool

MefusezOTPINEE

permanent_attribut o o
es.binfhash

permanel

fastboot get_staged
raw_unlos
ge.bin

HRk
unlock_credential.bi
n

unlock_credential.bi

fastboot stage
unlock_credential.bi
n

raw_unlock_challen [
: <

fastboot cem at-
unlock-vboot

puk_certifica

teff2&EIE

REURT
Bl

challenge
1 o=
signaturezz

/g efuse IRBREIRAE:



U-Boot Trust OS Generate data with avbtool Operation on PC

MRPM Biﬁ,security
SEmE
permanent_attribut
es.bin

perman ent._attrlbut aubtool
es.bin
fastboot cem at-
get-vboot-unlock-
challenge

rsa2048

avbtool

MRPM BEKsecurity
STEmE

permanent_attribut
es_cer.bin

permanent_attribut
es_cer.bin
fastboot get_staged
raw_unlock_challen
ge.bin

ERE

unlock_credential.bi

unlock_credential.bi
n

fastboot stage
unlock_credential.bi
n

raw_unlock challen
. <
ge.bin

fastboot cem at-
unlock-vboot

RESHRLTH

#l

challenge

signature2

RN

YES

RETRLTh

REEERBUT:
1. 18N fastboot 1EZ, ERFXIHEN

fastboot oem at-get-vboot-unlock-challenge
fastboot get_staged raw_unlock_challenge.bin

IRISHRRA. Product Id 5 16 FTHRIBEHERIEWE, EUHBEYEWES unlock_challenge.bin,
1. {$5F8 avbtool &5 unlock_credential.bin, £&#make_unlock.sh,

2. EBANImEIN

fastboot stage unlock_credential.bin
fastboot oem at-unlock-vboot

R RIS —EATFE RN fastboot WIURZS, TEULHAEARAEMTER,. *Hl. T|H., EH
SBMEE, REFHEEEROMEE, MREE. XV, BER, SSEENEEX, BERE
challenge signature &[EIREHEAILELL,

MRAE:



CONFIG_MISC=y
CONFIG_ROCKCHIP_EFUSE=y
CONFIG_ROCKCHIP_OTP=y

FMEfEF CPUID YEJ9 challenge number, ij CPUID 25#1280LEHI, #IEARASEAXRNTMESE,
BkRYunlock_credential.bin JLAEEFER. &EEE4Aunlock_challenge.bin, HIfE
unlock_credential.binBY:E5EE, BIRBGIEET/:

fastboot oem at-get-vboot-unlock-challenge
fastboot stage unlock_credential.bin
fastboot oem at-unlock-vboot

1 IRBHNEDRE, FrarEl.

make_unlock.sh &%

#!/bin/sh

python avb-challenge-verify.py raw_unlock_challenge.bin product_id.bin

python avbtool make_unlock_credential --output=unlock_credential.bin --
intermediate_key_certificate=pik_certificate.bin --
unlock_key_certificate=puk_certificate.bin --challenge=unlock_challenge.bin --
unlock_key=testkey_puk.pem

avb-challenge-verify.py JBf3

#/user/bin/env python

"This is a test module for getting unlock_challenge.bin"
import sys

import os

from hashlib import sha256

def challenge_verify():
if (Ten(sys.argv) != 3)
print "Usage: rkpublickey.py [challenge_file] [product_id_file]"

return
if ((sys.argv[l] == "-h") or (sys.argv[l] == "--h")):
print "Usage: rkpublickey.py [challenge_file] [product_id_file]"
return
try:
challenge_file = open(sys.argv[1l], 'rb")
product_id_file = open(sys.argv[2], 'rb')
challenge_random_file = open('unlock_challenge.bin', 'wb')
challenge_data = challenge_file.read(52)
product_id_data = product_id_file.read(16)
product_id_hash = sha256(product_id_data).digest()
print("The challege version is %d" %ord(challenge_data[0]))
if (product_id_hash != challenge_data[4:36])
print("Product id verify error!")
return
challenge_random_file.write(challenge_data[36:52])
print("Success!")
finally:

if challenge_file:
challenge_file.close()



if product_id_file:
product_id_file.close()

if challenge_random_file:
challenge_random_file.close()

if _name__ == '_main__
challenge_verify()

4.5.5 U-boot fsRE
FE avb FEE trust 325, FE U-Boot 7 defconfig M4+ ECE :

CONFIG_OPTEE_CLIENT=y
CONFIG_OPTEE_V1=y
CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION=y // Z4#fli{ifit%]security/r[X

CONFIG_OPTEE_V1: i&EMB¥AHE 312x,322x,3288,3228H,3368,3399,

CONFIG_OPTEE_V2: jEFB¥&%E 3326,3308,
CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION: ¥ emmc 9 romb REEFE, AFHXANE, B
IANARTF,

avb FFIEHEEE defconfig M4HECE

CONFIG_AVB_LIBAVB=Y
CONFIG_AVB_LIBAVB_AB=y

CONFIG_AVB_LIBAVB_ATX=Yy

CONFIG_AVB_LIBAVB_USER=y

CONFIG_RK_AVB_LIBAVB_USER=y

// ETA Rk, FHERFEATE AVB 5 A/B FRiE, WAER LLIHEH
CONFIG_ANDROID_AB=y //iX/~FF A/B

CONFIG_ANDROID_AVB=y //iXAHF AVB

// Tz RNNA efuse KIFEfH]
CONFIG_ROCKCHIP_PRELOADER_PUB_KEY=Yy

// N7 FEE™#Hunock K% FT I
CONFIG_RK_AVB_LIBAVB_ENABLE_ATH_UNLOCK=y

// TERKIE

CONFIG_AVB_VBMETA_PUBLIC_KEY_VALIDATE=Yy

// R FEcpuidfENchallenge number, JF/ELLT%

CONFIG_MISC=y

CONFIG_ROCKCHIP_EFUSE=y

CONFIG_ROCKCHIP_OTP=y

kernel fit&
system, vendor, oem ZESXAIRIGH kernel B dm-verify FEHRANEIRLE, FRLATEE(FAEZIELR,
{ERE AVB FEETE kernel dts LECES# avb, SEUT:

&firmware_android {
compatible = "android, firmware";
boot_devices = "fe330000.sdhci";
vbmeta {
compatible = "android,vbmeta";
parts = "vbmeta,boot,system,vendor,dtbo";
};
fstab {
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compatible = "android,fstab";

vendor {
compatible = "android,vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4";
mnt_flags = "ro,barrier=1,inode_readahead_b1ks=8";
fsmgr_flags = "wait,avb";

};

};
3

{#8E A/B system HBEACE slotselect 281, SEUT:

firmware {

android {
compatible = "android,firmware";
fstab {
compatible = "android, fstab";
system {
compatible = "android,system";
dev = "/dev/block/by-name/system";
type = "ext4";
mnt_flags = "ro,barrier=1,inode_readahead_blks=8";
fsmgr_flags = "wait,verify,slotselect";
bE
vendor {
compatible = "android,vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4";
mnt_flags = "ro,barrier=1,inode_readahead_bTks=8";
fsmgr_flags = "wait,verify,slotselect";
bE
bE
55
if;
Android SDK

WTFE Android SDK _FRg—LEER S 588,
AVB Enable
{s58E BOARD_AVB_ENABLE

A/B system
XETEFEF=E:
° A/BRRIENEZE

O AB_OTA_UPDATER := true
O AB_OTA_PARTITIONS := boot system vendor
O BOARD_BUILD_SYSTEM_ROOT_IMAGE := true
O TARGET_NO_RECOVERY := true
O BOARD_USES_RECOVERY_AS_BOOT := true

O PRODUCT_PACKAGES += update_engine update_verifier
o A/BRFHIEENXHIEE
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O PRODUCT_PACKAGES_DEBUG += update_engine_client
* A/BRAEFBEENILE

© BOARD_RECOVERYIMAGE_PARTITION_SIZE
O BOARD_CACHEIMAGE_PARTITION_SIZE
© BOARD_CACHEIMAGE_FILE_SYSTEM_TYPE

Cmdline FiRNE®

Kernel command Tine: androidboot.verifiedbootstate=green
androidboot.slot_suffix=_a dm="1 vroot none ro 1,0 1031864 verity 1
PARTUUID=b2110000-0000-455a-8000-44780000706f PARTUUID=b2110000-0000-455a-8000-
44780000706f 4096 4096 128983 128983 shal
90d1d406caac04b7e3fbf48b9ad4dcd6992cc628e
4172683f0d6b6085c09f6Ccel65cf152fe3523c89 10 restart_on_corruption
ignore_zero_blocks use_fec_from_device PARTUUID=b2110000-0000-455a-8000-
44780000706f fec_roots 2 fec_blocks 130000 fec_start 130000" root=/dev/dm-0
androidboot.vbmeta.device=PARTUUID=F24f0000-0000-4e1b-8000-791700006a98
androidboot.vbmeta.avb_version=1.1 androidboot.vbmeta.device_state=unlocked
androidboot.vbmeta.hash_alg=sha512 androidboot.vbmeta.size=6528
androidboot.vbmeta.digest=41991c02c82eall191545c645e2ac9cc7cal8b3dala2e3115aff479
d2df6lfeaccdd35b6360cfa936f6f4381e4557ef18e381f4b236000e6ecc9adadOledadcae
androidboot.vbmeta.invalidate_on_error=yes androidboot.veritymode=enforcing

XEBIRBAILIN S
1. At 4f&iE vbmeta B9 PARTUUID? ENFRIRS4E(ER vbmeta hash-tree &AM, &
kernel F#%3e—i& vbmeta, digest /g androidboot.vbmeta.digest,
2. skip_initramfs: boot ramdisk BFFT8Z! boot.img (A&, £ A/B system AR, ramdisk 2i%H
¥T8%] boot.img, cmdlineFBEEIBXMESEL,
3. root=/dev/dm-0 F¥f5 dm-verify, ¥gmEsystem,

4. androidboot.vbmeta.device_state: android verify K7
5. androidboot.verifiedbootstate: RIGZ5ER,

green: Ifin LOCKED state and an the key used for verification was not set by the end user,
yellow: Ifin LOCKED state and an the key used for verification was set by the end user,
orange: Ifin the UNLOCKED state,
XEBESERIRE—T dm="1 vroot none ro......" SR} :
avbtool make_vbmeta_image --include_descriptors_from_image boot.img --
include_descriptors_from_image system.img --
generate_dm_verity_cmdline_from_hashtree system.img --

include_descriptors_from_image vendor.img --algorithm SHA512_RSA4096 --key
testkey_psk.pem --public_key_metadata metadata.bin --output vbmeta.img

avbtool &f§ vometa BF, X7 system E{40--generate_dm_verity_cmdline_from_hashtree BJe],
dm="1 vroot none ro....."XEERLRFE vbmeta, XEHLLEEH, MRS KRIKIGE!
boot.img, FTEEBIMZESEL.

Android SDK FF/2 BOARD_AVB_ENABLE £EX =2 10ZE vbmeta .

PESE
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FIEIN vbmeta X5 security X, vbmeta o XFEEIHRIGER., security D RKEFMHEINZTHIZ
SR,

FIRMWARE_VER:8.0

MACHINE_MODEL :RK3326

MACHINE_ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE :mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot) ,0x00002000@0x00006000 (t
rust),0x00002000@0x00008000(misc) ,0x00008000@0x0000a000(resource),0x00010000@0x0
0012000 (kernel),0x00002000@0x00022000(dtb),0x00002000@0x00024000 (dtbo) ,0x0000080
0@0x00026000(vbmeta),0x00010000@0x00026800 (boot) ,0x00020000@0x00036800(recovery)
,0x00038000@0x00056800 (backup) ,0x00002000@0x0008e800 (security),0x000c0000@0x0009
0800(cache),0x00514000@0x00150800(system),0x00008000@0x00664800(metadata),0x000c
0000@0x0066c800 (vendor) ,0x00040000@0x0072c800 (oem) ,0x00000400@0x0076c800(frp) , -

@0x0076cc00(userdata:grow)

uuid:system=at01642c-9b84-11e8-9b2a-234eb5e198a0

A/B System HRENS%:

FIRMWARE_VER:8.1

MACHINE_MODEL :RK3326

MACHINE_ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot_a) ,0x00002000@0x00006000 (uboot_b
),0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust_b),0x00001000@0x000
0c000(misc),0x00001000@0x0000d000 (vbmeta_a) ,0x00001000@0x0000e000 (vbmeta_b),0x00
020000@0x0000e000 (boot_a),0x00020000@0x0002e000 (hoot_b) ,0x00100000@0x0004e000(sy
stem_a),0x00300000@0x0032e000(system_b),0x00100000@0x0062e000(vendor_a),0x001000
00@0x0072e000(vendor_b) ,0x00002000@0x0082e000 (oem_a) ,0x00002000@0x00830000 (oem_b
),0x0010000@0x00832000(factory),0x00008000@0x842000(factory_bootloader),0x000800
00@0x008ca000 (oem) ,-@0x0094a000 (userdata)

fastboot ip S
U-Boot FHILUBIFEI AT S fastboot:
fastboot usb 0

D s

SR

fastboot flash < partition > [ < filename > ]
fastboot erase < partition >


af://n3539
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fastboot getvar < variable > | all
fastboot set_active < slot >

fastboot reboot

fastboot reboot-bootloader

fastboot flashing unlock

fastboot flashing lock

fastboot stage [ < filename > ]

fastboot get_staged [ < filename > ]
fastboot oem fuse at-perm-attr-data
fastboot oem fuse at-perm-attr

fastboot oem fuse at-rsa-perm-attr
fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot oem at-lock-vboot

fastboot oem at-unlock-vboot

fastboot oem at-disable-unlock-vboot
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format

fastboot oem at-get-vboot-unlock-challenge
fastboot oem at-reset-rollback-index

an SfEM
1. fastboot flash < partition > [ < filename > ]
ge: PRRE,
f: fastboot flash boot boot.img
1. fastboot erase < partition >
ge: BRI,
Z45)): fastboot erase boot
1. fastboot getvar < variable > | all
Ihge: IRENREER
%45 fastboot getvar all (GREVSZFIBEE)

variable IFEJLARHISEL:

version /* fastboot fA */
version-bootloader /* U-Boot fA */
version-baseband

product /% PEREE %/
serialno /% FEIE %/

secure /¥ REIFHEARS */
max-download-size /* fastboot ICHFRIRAfEHIER KTFTIE */
logical-block-size /% PP */
erase-block-size /% PERHE </
partition-type : < partition > VAR N i Y
partition-size : < partition > /% RN xS/
unlocked /% EalockRA: */

off-mode-charge

battery-voltage

variant

battery-soc-ok

slot-count /* slot #H */


af://n3544

has-sTot: < p
current-slot
slot-suffixes

slot-successful: < _a | _b >
slot-unbootable: < _a | _b >
slot-retry-count: < _a | _b

at-attest-dh
at-attest-uui
at-vboot-stat

artition >

d
e

fastboot getvar all Z{l:

© BESTotNETHZI XA */

* YR EEIs 1ot/

* T A R A s ot, fTEIH Hiname
* BESXESERRE RS ¢/

* IWEI X e B E Nunbootable */
* WESIX I retry-countii g */

¥ /

TS S S

>

PS E:\U-Boot-AVB\adb> .\fastboot.exe getvar all

(bootloader)
(bootToader)
(bootToader)
(bootloader)
(bootloader)
(bootToader)
(bootToader)
(bootloader)
(bootloader)
(bootToader)
(bootToader)
(bootloader)
(bootToader)
(bootToader)
(bootloader)
(bootloader)
(bootToader)
(bootToader)
(bootloader)
(bootloader)
(bootToader)
(bootloader)
(bootloader)
(bootToader)
(bootToader)
(bootloader)
(bootloader)
(bootToader)
(bootToader)
(bootloader)
(bootToader)
(bootToader)
(bootloader)
(bootloader)
(bootToader)
(bootToader)
(bootloader)
(bootloader)
(bootToader)
(bootToader)
(bootloader)
(bootToader)

version:0.4

version-bootloader:U-Boot 2017.09-gc277677
version-baseband:N/A

product:rk3229

serialno:7b223927004218b8

secure:yes

max-downTload-size:0x04000000
logical-block-size:0x512
erase-block-size:0x80000

partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
:vbmeta_a:U-Boot
:vbmeta_b:U-Boot
:misc:U-Boot
:vendor_a:ext4
:vendor_b:ext4
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-size:

partition-type
partition-type
partition-type
partition-type
partition-type

partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
:vbmeta_a:0x10000
:vbmeta_b:0x10000
:misc:0x100000
:vendor_a:0x4000000
:vendor_b:0x4000000

partition-size
partition-size
partition-size
partition-size
partition-size

bootloader_a:U-Boot
bootloader_b:U-Boot
tos_a:U-Boot
tos_b:U-Boot
boot_a:U-Boot
boot_b:U-Boot
system_a:ext4
system_b:ext4

oem_bootloader_a:U-Boot
oem_bootloader_b:U-Boot
factory:U-Boot
factory_bootloader:U-Boot
oem_a:ext4

oem_b:ext4
userdata:ext4
bootloader_a:0x400000
bootloader_b:0x400000
tos_a:0x400000
tos_b:0x400000
boot_a:0x2000000
boot_b:0x2000000
system_a:0x20000000
system_b:0x20000000



(bootToader) partition-size:oem_bootloader_a:0x400000
(bootloader) partition-size:oem_bootloader_b:0x400000
(bootloader) partition-size:factory:0x2000000
(bootToader) partition-size:factory_bootloader:0x1000000
(bootloader) partition-size:oem_a:0x10000000
(bootloader) partition-size:oem_b:0x10000000
(bootToader) partition-size:userdata:0x7ad80000
(bootToader) unlocked:no

(bootloader) off-mode-charge:0

(bootTloader) battery-voltage:0mv

(bootloader) variant:rk3229_evb

(bootloader) battery-soc-ok:no

(bootToader) slot-count:2

(bootloader) has-slot:bootloader:yes
(bootToader) has-slot:tos:yes

(bootloader) has-slot:boot:yes

(bootToader) has-slot:system:yes

(bootToader) has-sTlot:vbmeta:yes

(bootToader) has-slot:misc:no

(bootloader) has-slot:vendor:yes

(bootloader) has-slot:oem_bootTloader:yes
(bootloader) has-slot:factory:no

(bootloader) has-slot:factory_bootloader:no
(bootloader) has-slot:oem:yes

(bootloader) has-slot:userdata:no

(bootloader) current-slot:a

(bootToader) slot-suffixes:a,b

(bootloader) slot-successful:a:yes

(bootTloader) slot-successful:b:no

(bootToader) slot-unbootable:a:no

(bootloader) slot-unbootable:b:yes

(bootloader) slot-retry-count:a:0

(bootloader) slot-retry-count:b:0

(bootTloader) at-attest-dh:1:P256

(bootTloader) at-attest-uuid:

all: Done!

finished. total time: 0.636s

1. fastboot set_active < slot >
Ige: REERBM slot,
Z45: fastboot set_active _a

1. fastboot reboot
hge: EEiRE, EEED
#445): fastboot reboot

1. fastboot reboot-bootloader
Ihee: BEREE, A fastboot &I
45 fastboot reboot-bootloader

1. fastboot flashing unlock



DoRE: fERRE, RITRSEH
Z51): fastboot flashing unlock
1. fastboot flashing lock
Ige: BiEiRE, BIRS
Z5: fastboot flashing lock
1. fastboot stage [ < filename > ]
ThRE: THEURZISEIRANE, WFEHAEA CONFIG_FASTBOOT_BUF_ADDR
Zf5l]: fastboot stage permanent_attributes.bin
1. fastboot get_staged [ < filename > ]
ThRE: MIREIRIREETE
Z45: fastboot get_staged raw_unlock_challenge.bin
1. fastboot oem fuse at-perm-attr
IN8E: J%E permanent_attributes.bin & hash
Z5): fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
1. fastboot oem fuse at-perm-attr-data
IngE: RIS permanent_attributes.bin E|Z£FEXE, (RPMB)
Z45: fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data

1. fastboot oem at-get-ca-request
2. fastboot oem at-set-ca-response
3. fastboot oem at-lock-vboot

Thee: #EReE
Z45: fastboot oem at-lock-vboot
1. fastboot oem at-unlock-vboot
IhRe: f#SRSE, ISZHF authenticated unlock

Zf5): fastboot oem at-get-vboot-unlock-challenge
fastboot get_staged raw_unlock_challenge.bin

/make_unlock.sh (Il make_unlock.sh &%)
fastboot stage unlock_credential.bin
fastboot oem at-unlock-vboot

1. fastboot oem fuse at-bootloader-vboot-key
IhRE: 5 bootloader key hash
Zf5: fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key

1. fastboot oem format



hge: BRSO X, PRERWKEIT$partitions
Z45): fastboot oem format
1. fastboot oem at-get-vboot-unlock-challenge
IhBE: authenticated unlock, FEEFKS unlock challenge #iE
Z5): 20 16. fastboot oem at-unlock-vboot
1. fastboot oem at-reset-rollback-index
ThgE: EAnREM rollback &
Z45): fastboot oem at-reset-rollback-index
1. fastboot oem at-disable-unlock-vboot
IHgE: {# fastboot oem at-unlock-vboot 53k

Z45): fastboot oem at-disable-unlock-vboot

EHRS

MTFREwindowsEHRETE:

L EEEFFETE V258 T Ree.

THER |HeEyE | S

Q00000000 Farameter CABEEAFESOSREISZ6  ImazehInagehparam. . .

i
2 |[v E
3 |+ | 0xo0004000 Thoot T hveoden-boot—baclmp'iuboot. img
4 F 000008000 trust T:'codeu-boot-bacluphtrust. img
5 I_ 000003000 Mi=zc E:\RENPHI0SRE3IZZ26\ Image Image mize. img
=] |_ Ox0000ES0O0 Eoaot E: \EENPHI0&FRE3326 Image Image boot. img
T |[T | ox0001ES00 Recovery E: WRENPEI0&REI3Z6  Imaze Imaze \recow. . .
§ |[ | ox00OESS00 Swztem E: WRENPEI0&REI3E6  Imagze Imaze i syste. . .
g |[T | oxo03co800 vendor E: WREAPEI0&RES326 Imagze Image \iwendo. . .
10 I_ Ox00430200 oem E: WREAPEI0&RKA3Z6  Inage  Image ioem. img
11 I_ 0x=0000C000 dtho E:\EENPHI0SREIZ26 Y Image Image i dtbo. img
12 I_ 0x=0000EQOD vbmeta E:\REENPHI0SRE3IZZ6\ Image ' Image \vbmeat. | .

I

Loader Ver:rt.07 | W7 | | R | | #EsE® || &=

| ‘AR E

A/B System JxR5
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, BEETETE v258 - ee

THIER | FpEY | e

= HiE -
(0x00000000  Loader  E:\BK\PX304RK3326\rk3326-ablfirmwar. ..
z F Q00000000 Parameter E: WBENPAI0&RKI3Z6 r EISZ6—ab k3326, . .
3 || | 0x00004000 | bootloader a I:'code‘u-bootiuboot. img
4 |[¥  0x00006000 | bootleader b Z:hcode‘u-boot'uboot. img
g |[v | 0x00008000 tos_a T heodeu-boothtrust. img
B F 000004000 tos_b Z:hcode'u-boothtrust. img
T F 000000000 boot_a I \rl3328-andr oi dhrockdev i Image—rl3. . .
=] F Ox000Z0000 boot_b I \rk33e6-andr ol dhrockdevi Image—rlk3. . .
9 |[ | ox0004EQ00 system_a T wk3326-andr ol dhroclkdevh Imaze—rld. | .
10 |[ | 0x0032E000 system_b T wk3326-andr ol dhroclkdevh Imaze—rkd. | .
11 |[ | ox0082E0O0 wvendor_a T hwrk3326-androidhroclkdevh Imaze—rld. | .
12 I_ 0007 ZEQ00 wendor_b T wrk3326-androidhrockdevi Inage—rl3. .
13 |[v | 0x008CA000 | oem " k3306 -androi dhr ockdew \ Image— rl-:3325 evbhoem.

Loader Ver:1.05 | BT | | | | #Esmx || ==

| BHE RIS

Pre-loader verified

20, {Rockchip-Secure-Boot-Application-Note.md)

MASKROM

.

Get Public Key

HASH(SHA258) of public
key

HASH in OTP Boot failed

Get raw binary of first Get digital Signature
loader
H-"\SH(SEJ::SYS) of raw ﬁ RSA2048 encryption  4—

MATCH?

(Loadmgfrstlcader) Y .;{ Boot failed )

U-boot verified

OTP BB IRIEIARIE:
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perm_attr
hash

FRHL

vbmeta.img

Rhivbmetask T2 &
fa

perm-attra= & 1IEff?

120G pik_cer & psk_cer

SVbmeta.imgfEfigHe
psk_pubXtEL

Vbmeta.img#Zt

Trust Zone

permanent_attribute
s.bin




efuselR BT RIE

& boot.imgH
it E Hhash

= iR 3 A9hashat £

Pk =E




Public key

FRER

vbmetaimg

<hrvbmetaZL A 2 &
iR

perm-attr 2 & IEFE 7

FEER
prk_pub

m_. Feipik_cer & psk_cer

Vbmeta. imgTEiE
psk_pubZtEE

Vbmeta. imghEis

Trust Zone

permanent_attribu

tes cer.bin

permanent_attribute

=.bin




& boot. imgH
HE Hhash

RRRIEREN

=
System

'
=

Kernel

cmdline: androidboot. verifiedbootstate=green
uboot

androidboot. slot_suffix=_a " root=/dev/dm-0 -==----

ZFEhE kernel, kernel ESEEHT U-Boot {£i8AY cmdline 281, HHARFKEIIESFEA dm-
verify, SAIEMNESSA system B fs_mgr fRS3. fs_mgr {KHE fsmgr_flags BISECRIRIGINEE 4,
{4 hash & hash tree FHF vometa.img, FEGUNTSEL:

avb: fF avb RISTUINEARRE D X

slotselect: 1Z5 X% A/B, IIERTS(ERZI cmdline BY"androidboot.slot_suffix=_a"iX/{N&#4,
Linux AVB

INTMBETlinux IRERT AVB BERIGIERIE,

BRMERE

1. EREERG
2. &M SecureBootConsole 4f§ PrivateKey.pem 5 PublicKey.pem, TEBJA rk_sign_tool, &<

Wr:

rk_sign_tool cc --chip 3399
rk_sign_tool kk --out .

3. load key


af://n3665
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rk_sign_tool 1k --key privatekey.pem --pubkey pubTicKey.pem
4. &4 loader

rk_sign_tool s1 --loader Toader.bin

5. %% uboot.img & trust.img

rk_sign_tool si --img uboot.img
rk_sign_tool si --img trust.img

6. avb BEEES: ERTHI temp.bin, 16 FTRY product_id.bin, &M boot.img, 1T
THIE

#!/bin/bash

touch temp.bin

openss1 genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_prk.pem

openss1 genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_psk.pem

openss1 genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:4096 -outform PEM -out
testkey_pik.pem

python avbtool make_atx_certificate --output=pik_certificate.bin --
subject=temp.bin --subject_key=testkey_pik.pem --
subject_is_intermediate_authority --subject_key_version 42 --
authority_key=testkey_prk.pem

python avbtool make_atx_certificate --output=psk_certificate.bin --
subject=product_id.bin --subject_key=testkey_psk.pem --subject_key_version 42 --
authority_key=testkey_pik.pem

python avbtool make_atx_metadata --output=metadata.bin --
intermediate_key_certificate=pik_certificate.bin --
product_key_certificate=psk_certificate.bin

python avbtool make_atx_permanent_attributes --output=permanent_attributes.bin -
-product_id=product_id.bin --root_authority_key=testkey_prk.pem

python avbtool add_hash_footer --image boot.img --partition_size 33554432 --
partition_name boot --key testkey_psk.pem --algorithm SHA256_RSA4096

python avbtool make_vbmeta_image --public_key_metadata metadata.bin --
include_descriptors_from_image boot.img --algorithm SHA256_RSA4096 --key
testkey_psk.pem --output vbmeta.img

openss1 dgst -sha256 -out permanent_attributes_cer.bin -sign PrivateKey.pem
permanent_attributes.bin

4RE vbmeta.img, permanent_attributes_cer.bin, permanent_attributes.bin,
ZE BRI EE T bootimg......

7.EHRS

rkdeveloptool db Tloader.bin
rkdeveloptool ul Toader.bin
rkdeveloptool gpt parameter.txt
rkdeveloptool wlx uboot uboot.img
rkdeveloptool wlx trust trust.img
rkdeveloptool wlx boot boot.img
rkdeveloptool wlx system system.img



rkdeveloptool BJLAS#https://github.com/rockchip-linux/rkdeveloptool

1. 525 permanent_attributes_cer.bin, permanent_attributes.bin

BHOTPEA:

fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr

B efuse E&:

fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr

fastboot stage permanent_attributes_cer.bin
fastboot oem fuse at-rsa-perm-attr

1. efuse I%E (efuse TEBRIREAE windows hiA) , EFAFER loader, IEENMNAYEE, =i
BaiRE.

W EfuseT 2 v1.38 ==

@ B8 @ £5 |Mi§§iﬁ3§‘ o |
F RN - \code Dot 23399 Toader V116 115, bi Bl b

Loaderfid: 1. 15 X

oA {E B RE330C

- BEnE BEsn D FEES D | B IE
=8 BoEE
- RootHub20
oGy Port[1]
& Port(?]
-+ Port{3]
-+ Port{4]
-+ Port[3]
oGy Port[]
-+ Port[7]
-2 Port[8]
E-i% RootHub20 m
598 port[1] Hub 4
-+ Port[1]
& Port[2]
-+ Port[3]
-+ Port[4]
46 Port[3]
-4 Port[6]
i o Port(2] - o

»

m

KR
L E—R R, IRUSEH DA 0 E, TERRLE SRR, R FEUSEEO. Fih: 00000
2 ABAIRETHD, BER T AFAHBEERAT 4.

5. FHRIE b, BITE, 008, LATS, FERIHLE.

1 FHBER, BN FEE BET, AL BERET. o 00000

5. AR R A SER IR PR, AN S NER S 8T,

ES8 00000

1. OTP & loader public key5

2% (Rockchip-Secure-Boot-Application-Note.md)
L1 3777

[TODO]

SDIREFIFR

&
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Rockchip & SD RRIDHHHM SD &, SD F+k, SDEaIE, SDEE+F. TLUBIHTHAIER
RHEAR T Y update.img THE SD £/, #WERRRI-EXE,

7
b3
]
g
%

EHSDK  HEREHERE

SD FHR+F %% M SD FHEENE! recovery, H recovery (azil sd NEHEHHEZEFE
SD B+ IREEEMN SD RiEs

SD {5+ M pre-loader FF#a#E M SD RHIEHAHEIREFE

3
&
I

1B SD &5 PC A2 —#F, AILAE U-Boot #l Kernel RFEHIEATBIFHETENFER, THEIHE
X3 SD RISFEER(F.

AEF

SD AR REET RK I TEHIE, LI SD RIAMAFAEED eMMC, nand flash)EFRIFER. SD =
FHRZEA LGRS PC EES—F B FERTTiE. BIR2E SD REUEEE SD RAVRERX, &
[EREHENR SD RS XE, E=M SD RiEsMES, SD REshIBF I RN EHRS R
FFfER, FRS SD FRR3ZHF PCBA llistFN Demo SUAHAYMEN, SD FALR-RAGXLINRER] LARENHF
RAEIRRES PC AT, REEFE,

ELHIFFRIFRA SD K, WMRRFEEFEGF] demo SUHRS, AILUE FESERRTTHK:

1. #IUEHE SD ~RER, HEE /I sdupdate.img
2. ¥ demo {47 SD RIRER THI Demo BRH

SD 5|SHRRIEIUEE GPT)
Rz ' 712
BX 0 MBR
BX 64-4M IDBLOCK(Eaftr& & 0)
4M-8M Parameter
12M-16M uboot
16M-20M trust
...... misc
...... resource
...... kernel
...... recovery
T ~=SiE) Fat32 7% update.img

SD 5|SFHER-R8ZUGPT)
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|22

FX 0
BX 1-34
BX 64-4M

4M-8M

R =8

B+

iR
MBR
GPT pX%*
IDBLOCK(EaftR&E 0)
Parameter
uboot
trust
misc
resource
kernel
recovery

Fat32 i update.img

SD BaiR2&E Y RKATEFIE, SCHEEM SD K351, KNS ERPEREoFESmAREH
IREEGRIREFEAR., BERSCEBEERRSE) SD £, 1B SD F2A{EEEMEFER, FiEM SD £

[EEhRY, EMLARIGRISUSERFAE SD R £, BIREAMTFHETLUEETE. BRixERTESE
Z5M SD €251, skATF PCBA R, i¥&: PCBA KR E recovery FEIEI—NIOREIR, SIFTH+

KESEF.

SD 5|SEaF~8zUEE GPT)

1152
FSX 0
EX 64-4M
4M-8M
8M-12M

12M-16M

ERER
MBR
IDBLOCK(Zahtr&E 1)
Parameter
uboot
trust
misc
resource
boot
kernel
recovery
system

user
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SD 5|SEa~H8zUGPT)

Rz
BXO0
BX 1-34

BX 64-4M

52533 BK

e+

SD {EE-RE(UTF SD RFrEkIIRE, BEHTHERIEMR miniloadersepk,. BRIESKEIEEE] SD
THREBRX, AEBEMHENER] SD RAINSX E, EEM SD RERY, SD RARKIBEEHFAHRE

' 712
MBR
GPT SRR
IDBLOCK(/Zahtrn&E 1)
uboot
Boot
trust
resource
kernel
recovery
system
vendor
oem
user

#1p GPT

KipEFMEF. TERTIREEMHRIA, SD FHLUESIRE.

SD {25 -~18zUEE GPT)
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114
BX0
RBIX 64-4M
4AM-8M
8M-12M

12M-16M

SD {252 -~18zUGPT)

(i
BKXO0
X 1-34

BX 64-4M

G 33 BX

EHTRE

iR
MBR
IDBLOCK(Zahtn&& 2)
Parameter
uboot
trust
misc
resource
boot
kernel
recovery
system

user

ERER
MBR
GPT pXF*
IDBLOCK(Zahtrn& & 2)
uboot
Boot
trust
resource
kernel
recovery
system
vendor
oem
user

&in GPT
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SD RIEASZFARIBERI R, S7F sd FRMH—LEiRE.

1£ SD FHISE 64 BXAL, #EIAIRSEN (magic number) 9 0XFCDC8C3B, MA—E45EER, oM
SD RREEEY, BahirkE. WRAE, WEAEE SD R&fFF. 5% (64 BIX + 616bytes) )7,
FHSEMRAYRE. BRI =fhRE:

IiE RHE
0 FH=8K PCBA Ui+
1 Bai~
2 (E3=RS

BEifiE

SD £ boot FHFERI S pre-loader BEIES uboot BN, X MNRIZEEEEINZFEN SD £
% SD -~ IDB Block i Startup Flag 17, HESMIBIXEAREHRITAERNIIRE, e :

S E i SOHTESE
Find u=zahle sk
pre—loader gasRat

Scat S0 te Tind || e londer e R R Ve SDTDB Block

the epdate Tlag [ Startup Flag

.

Lo Sean S0 to fimd T s
nd hool © i e
! Irlltr. If.lml_. _S’_HU the update flag [ ot _

I'::l iT";; and update s -
e erd] ine
Judge ewrdline
Update 50 including .
. +— . e + TeCOvery kerne
[ rmware “Storagemediacs R B
q"

pre-loader Bz}
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Mas o

.

pro—loader

v

EEETEAE B 8

3 10 8 Eli e
3B
i
s v
(B4R 4 (B4R (64mE +
Glébyies) fidih Blfbytes) R Blbbytes) bnEly
0 ' ‘
e gbpCRAR L )
il pCBAME, Bk £ RS

I ' v

Msn-Eie B B, MEDFEEL . ancler T 5 R R
kit K3 EHUROOT Londer T= B8 [ -

maskrom BE7eSEHEI—D R ABAY miniloader B (FTLAM TRM #E Maskrom ZRHOEEIF#EN R
FIURSEIRRS, maskrom SEORIIHEIFIFEENER) | SAEHEEE miniloader, miniloader E3fes
HAZIERE, WSRIGNE SD &, I SD FEEES DB EXEF. MRS, BHMFRS. MR SD
ERTFI BT 0" B 17, MM SD -EPIIEER U-Boot B, ANEREEN U-Boot, MNStRH2, M
NESHRIE, 7E loader FEHEN, EXEHILAITMEMAFHE, MEEHTE loader,

U-Boot Bifl
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Uboot

A 4

BEHERE

64X
B

0xFCDCB8C3B,

645X +

616bytestrits
7530?

yes

LENRE
REHSDE

A 4

A 4

BZHan
PRETEiE
RE

cmdlinejz™in
storagemedia=sd

FEMsd-RIEENEH

cmdlineizsin
sdfwupdatetrd

REEN
FFtEigeE

L4
MISCH X

FREFEN
recovery

A 4

fN&recovery,

# A\ recoveryt&Em,

A 4

Jaz5kernel




Fk+E: U-Boot EIERIFMEISSE, EMNE SD &, & SD EEEHES IDB&XE M. RE,
BHRRITESEEN 0, B1E4 kernel Y cmdline i70'sdfwupdate’, &/ZIEEEY SD -RAY misc 73
X, EEREoEI, &9 recovery 83, NES5M recovery,

B U-Boot EFIEKIFMEIRE, WERMINEISD £, 0 SD FEARES DB BXE. R
2, BHWEREERN 1. BEEE SD |1 misc 91X, EEI-REIMER, w8 recovery, HE
J3zf recovery, WNERE normal &z, MINNESsh kernel,

Recovery#lPCBA
B{Kaj&% (Rockchip Recovery FAF2{Etgra V1.03.pdf) ,
TSI

o HIFIEGPT H8zUEM4HET, U-Boot FFEECE CONFIG_RKPARM_PARTITION,
o FUE SD A+KAS, update.img KRB E MiniloaderAll.bin, parameter.txt, uboot.img,
trust.img, misc.img, resource.img, recovery.imgiXLEH, FUEE update.img SHIE

A MBR KMAIR

Chapter-7 B B&E

TODO

Chapter-8 il FER

FEBEBENG—EU-BooNRERNBATFR, SEEARS. W, RSN FINSS
DEBUG

IhEE: 12 debug() FTENAERL.
AJEZFER] rkxxx_common.h FRIEIN7EE XH TERE

#define DEBUG

Initcall
Inge: ¥TENZBohiniE
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U-Boot NEEIsLERE—FAinitcallAF, 8 initcall_run_list() BREIHNEY debug() AL
printfQ ., fi:

U-Boot 2017.09-01725-g03b8d3b-dirty (Jul 06 2018 - 10:08:27 +0800)

initcall: 0000000000214388

initcall: 0000000000214724

Model: Rockchip RK3399 Evaluation Board
initcall: 0000000000214300

DRAM: initcall: 0000000000203f68
initcall: 0000000000214410 // 456 )il gtk H b B 11) pR %L
initcall: 00000000002140dc

3.8 GiB

initcall: 00000000002143b8

Relocation Offset is: f5c03000
initcall: 00000000f5el76bc

initcall: 00000000002146a4 (relocated to 00000000f5el76a4)
initcall: 0000000000214668 (relocated to 00000000f5e17668)

iofp S

Ige: SR,

// BHRE
md - memory display
Usage: md [.b, .w, .1, .gq] address [# of objects]

// EHME
mw - memory write (fill)
Usage: mw [.b, .w, .1, .gq] address value [count]

SERME. Sofl: B7x 0x76000000 HBHEFFHARESE 0x10 NEUE.

=> md.1 0x76000000 0x10

76000000: FFFffffe FFFFFFFF FEFFFFFF FRFFFFFF ... ... ......
76000010: FFFFFFAf FFFFFFFF FefFFFFf FRFFFFFF  ................
76000020: FFFFFFFF FRFFFFFF FRFFFFFF FRFFFFFF  ................
76000030: FFFFFFFF FEFFFFFF FEFFFFFE FRFFFFFE ... ... ......

S18{E, Sofl: %J 0x76000000 HEHHTRIE S 0x1234;

=> mw.1 0x76000000 OxFFff1234 // fl6fifimask

=> md.1 0x76000000 0x10 // T

76000000: ffffl234 FFFFFFFF FRFFFFFF FREFFFFF ... .........
76000010: fFFFFFdf FFFFFFFF FefFFFFF FRFFFFFF .. ..............
76000020: FFFFFFFF FEEFFFFF FEFFFFFF FREFFFFF ... .. ........
76000030: FFFFFFFF FRFFFFFF FRFFFFFF FREFFFFF ... .. ........

iomemip S
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I0RE: ERF. tEkmdasSERE, BIYBaETDTST REREEIHER.

=> jomem
iomem - Show iomem data by device compatible

Usage:

// @<compatible>: iiffjcompatibleiBsyr I i VLAL
iomem <compatible> <start offset> <end offset>
eg: iomem -grf 0x0 0x200

sef5l: RK3228 15EEY GRF BB 0x00 ~ 0x20 AYEHE:

// XHENTH"rockchip, rk3288-pmugrf" [X73JF, FrblH"-grf"{E i
=> jomem -grf 0Ox0 0x20

rockchip, rk3228-grf:

11000000: 00000000 00000000 00004000 00002000

11000010: 00000000 00005028 0000a5a5 0000aaaa

11000020: 00009955

i2cip S

Thee: i2dR&iEE.

=> i2c
i2c - I2C sub-system

Usage:

i2c dev [dev] - show or set current I2C bus

i2c md chip address[.0, .1, .2] [# of objects] - read from I2C device

i2c mw chip address[.0, .1, .2] value [count] - write to I2C device (fill)

R, Bl

=> i2c dev 0 // V1%i2c0 ($85E—IKRIAT)
Setting bus to 0

=> i2c md Ox1lb Ox2e 0x20 // 12 HhE b (7473 hE) . SEEOX 2 e FF AR IELE0x 20
TATAHE

002e: 11 Of 00 00 11 Of 00 00 01 00 00 00 09 00 00 OC  .......evvvunnnn

003e: 00 Oa Oa Oc Oc Oc 00 07 07 O0a 00 Oc Oc 00 00 OO0  ......vvvvvvnnnn

Bigfr. 8l

=> i2c dev 0 // VI13Ei2c0 (45 E —REPR]D
Setting bus to 0

=> i2c mw Ox1lb Ox2e 0x10 // d2c &bl y1b (7hHk) . XF0x2e B A7 2 It {E Jy0x 10
=> i2c md Ox1lb Ox2e 0x20 // [l

002e: 10 Of 00 00 11 Of 00 00 01 00 00 00 09 00 00 OC  ....'v'vvvvvnnnnnn

003e: 00 Oa Oa Oc Oc Oc 00 07 07 Oa 00 Oc Oc 00 00 OO0  ....vivivnnnnnnn

gpioap <
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TORE: pinflEINEIHIES

=> gpio
gpio - query and control gpio pins

Usage:
gpio <input|set|clear|toggle> <pin>

- input/set/clear/toggle the specified pin
gpio status [-a] [<bank> | <pin>] - show [all/cTlaimed] GPIOs

BEPINHMAZ: 20RV1126

=> gpio status -a
Bank A:

AO: dinput: 0 [ ]
Al: output: 1 [ ]
A2: dinput: 1 [ ]
A29: unused: 1 [ ]
A30: unknown

A31: unused: 0 [ ]

D6: input: O [ ]
D7: output: 1 [x] vccl8-lcd-n.gpio

5éi: input: 0 [ ]

Bank E:

EO: input: 0 [ 1]

E1l: input: 0 [ 1]
piniA

=> gpio input A7
pinkHINACTIVE:

=> gpio clear A7
piniEIHACTIVE

=> gpio set A7
PINYAZSIHE: T0A7: input: 0 B9 A7: output: 1

=> gpio toggle A7
fdt@s

1gE: FIEDDTBRA.
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= fdt

fdt - flattened device tree utility commands

Usage:

fdt addr [-c] <addr> [<length>]

fdt print <path> [<prop>]
fdt Tist <path> [<prop>]

- Set the [control] fdt location to <addr>
- Recursive print starting at <path>
- Print one Tevel starting at <path>

NOTE: Dereference aliases by omitting the leading '/', e.g. fdt print ethernetO.

HpiN FRKERHS—RER, TJLUE device-tree 588 dump H3E:

=> fdt addr $fdt_addr_r // f5:&Efdthhk

=> fdt print // BFdtN A BT EIH R
mmcissS

IgE: MMCIREBIES. 1#%.

MMC iRBEE:

=> mmc info

Device: dwmmc@ff0f0000
Manufacturer ID: 15

OEM: 100

Name: 8GME4

Timing Interface: High Speed
Tran Speed: 52000000

Rd Block Len: 512

MMC version 5.1

High Capacity: Yes

Capacity: 7.3 GiB

Bus width: 8-bit

Erase Group Size: 512 KiB

HC WP Group Size: 8 MiB

User Capacity: 7.3 GiB WRREL
Boot Capacity: 4 MiB ENH
RPMB Capacity: 512 KiB ENH

MMC &84

=> mmc dev 0O
=> mmc dev 1

MMC i&EE5:

~
~
<2
ER
s

Tir

// VlEleMmC
// O1HElsdF
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mmc read addr blk# cnt

mmc write addr blk# cnt

mmc erase blk# cnt

1 :

=> mmc read 0x70000000 0 1 // ERMMCE A S — 1 block, K/NA1 sectoriIHE 2N 17
0x70000000

=> mmc write 0x70000000 0 1 // {Ep9{£0x70000000/21 sectorf#dhi’s 2/ 45— 1 block
YDA

=> mmc erase 0 1 // BRI E —1blockiEl sector#iiE

R MMC IREZEERE, TLUBE LA T ER L ERIEEN
18 drivers/mmc/dw_mmc.c BB debug() R printf() BEFRERE. && MMC IZS9FTED

—

IS

o WNREFHIFTENA Sending CMDO, iBHOERIAHEE, EIER,; BTG IOMUX 2EHE M
IP YIzE;

o WNRESHIENA Sending CMD8, ZEMAEIDIBELE MMC IREIFHIALZEFE;

o WRWIAKHSEEEE, RISFHEDLS Sending CMD18, iEHE MMC FE{4HHAEE, Sk MMC it
RIGIEEERERE (FJUERARS) . WAETLMER SRR, i MMC IREZEREEL,

AR}k

IhRE: £5U-Boot FIENMSEIEHNAY AR, (FEXIRTE) .
CONFIG_BOOTSTAGE_PRINTF_TIMESTAMP
Sefl:

[ 0.259266] U-Boot 2017.09-01739-g856f373-dirty (Jul 10 2018 - 20:26:05
+0800)

[ 0.260596] Model: Rockchip RK3399 Evaluation Board

[ 0.261332] DRAM: 3.8 GiB

Relocation Offset is: f5bfd000

Using default environment

.354038] dwmmc@fe320000: 1, sdhci@fe330000: 0O
.521125] card did not respond to voltage select!
.521188] mmc_init: -95, time 9

.671451] switch to partitions #0, OK

.671500] mmcO(part 0) is current device

.675507] boot mode: None

.683738] DTB: rk-kernel.dtb

.706940] Using kernel dtb

Lo T s T s T s O s T s B s |
O O O O O © © O

IR R B HRI RS timerRIRIIEHTEN SR, MARMOFHATHTY. FTLARSEIRTENAY R Z tERT i
8], TAELIIRIIE,

dm tree

TheE: BERTE device-driver Z[ARISEE. probeiiz.

=> dm tree
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root [ + 1] root_driver root_driver
syscon [ ] rk322x_syscon |-- syscon@11000000
serial [ +1] ns16550_serial |-- serial@11030000 *
clk [ +1] clk_rk322x |-- clock-control1ler@l110e0000
sysreset [ ] rockchip_sysreset | |-- sysreset
reset [ ] rockchip_reset | "-- reset
mmc [ +1] rockchip_rk3288_dw_mshc | -- dwmmc@30020000 *
bTk [ + 1] mmc_bT1k | "—- dwmmc@30020000.bTk *
ram [ 1] rockchip_rk322x_dmc |-- dmc@11200000
serial [ +1] ns16550_serial |-- serial@11020000
i2c [ +1] i2c_rockchip |-- i2c@11050000
FIENE X

o FIHATATEA5EH bindAY device-driver

e FIHEFA uclass-device-driver ZBIHIRBXER

o [+]F A1 driver B25EH probe

o * FxBIdevice-driversEEHFU-BootfIDTB, HRKiEkernel DTB

dm uclass

IheE: BEERRuclass THFBIRE.
=> dm uclass

uclass 0: root

o

- * root_driver @ 7be54c88, seq 0, (req -1)

uclass 11: adc
- * saradc@ff100000 @ 7be56220, seq 0, (req -1)

uclass 40: backlight
- * backlight @ 7be81178, seq 0, (req -1)

uclass 77: key

- rockchip-key @ 7be811f0

stacktrace.sh

AP EIBI SIS Hrabort, dump_stack(HI7, BESERKEEEET,
f-34 e 3

ThgE: $TEDZHRICPURISELZFIERMM, ERTRARAIER. SBHSE 5s dump tHlabortAy3il
AIER.

CONFIG_ROCKCHIP_DEBUGGER

REE I S B EBEstacktrace A, B5%RKENETD,
CRC #3538
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IhEE: WIGRKISTAIENE R,
RK IR ERELE S TEMEEAICRC32, TN TR LARACRCI2IGIFEHAITZEE M,

CONFIG_ROCKCHIP_CRC
Sefl:

=Booting Rockchip format image=
kernel image CRC32 verify... okay. // kernel KIGEIN (Ut RMIuFTER“failt ™)
boot image CRC32 verify... okay. // boot IGRLY) (WIHRRMIATER“Fail! ™)
kernel @ 0x02080000 (0x01249808)
ramdisk @ 0x0a200000 (0x001e6650)
## Chapter-8 Flattened Device Tree blob at 01f00000
Booting using the fdt blob at 0x1f00000
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
Loading Ramdisk to 08019000, end 081ff650 ... OK
Loading Device Tree to 0000000008003000, end 0000000008018c97 ... OK
Adding bank: start=0x00200000, size=0x08200000
Adding bank: start=0x0a200000, size=0xede00000

Starting kernel

HASH#3E
IhE: RBeAndroid 8z AE4 TR M.
ANDROTD_BOOT_TMAGE_HASH

[ERZEER, IiEAndroidiENRIEIHRI RIS EHRIZSEE M.
EA—LHERE, MR EARETEERRIGEN, BRI AN SRR :

HASH_ROCKCHIP_LEGACY

{ECYDDREE

FHEI DDRIIIAHATBRIEDDRERIERAU-Boot, U-BootR AR — LR NFEBICHANK. A
FRETLAFEU-Booth RIS BUE A RIRAID DRE R,

R

// RGBT HNER (EEBRZERNFEYD .

Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x40000000 (size: 0x35e00000)
Total: 895.411 ms

Starting kernel
[ 0.000000] Booting Linux on physical CPuU 0x0

RBAE:

./arch/arm/mach-rockchip/param.c
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IESE:

struct memblock *param_parse_ddr_mem(int *out_count)

{
// XEFREJdrigiEsSU-Boot AR B
[/ BN e IRAES ik, Prbhassrutad, 2 lda B0 %A A AE S E 46 kAR /)N
// PS: —RIEHFHGRIEL NI, AeHEH,
for (i =0, n=0; i < count; i++, n++) {
// Ln2GBAE (GEZ:MbE) , M. count=1l, base = 0, size = 0x80000000.
// R R AT DA AR FR R
base = t->u.ddr_mem.bank[i];
size = t->u.ddr_mem.bank[i + count];
/* 0~4GB */
if (base < SzZ_4GB) {
mem[n].base = base;
mem[n].size = ddr_mem_get_usable_size(base, size);
if (base + size > SzZ_4GB) {
n++;
mem[n] .base_u64 = SZ_4GB;
mem[n].size_u64 = base + size - SZ_4GB;
3
} else {
/* 4GB+ */
mem[n] .base_u64 = base;
mem[n].size_u64 = size;
3
assert(n < count + MEM_RESV_COUNT);
}
}

HEEEER
Inge: FABUGRRATDRE. BEEERT, FEE eI BB EMN—LHEHIaE,
1. trust E5EHE5E

trust ISR R7EAIATREME: EHHTREERSEEE, S5 trust BEEEIEIRAY U-Boot Eafitthilt,
RSP RTLAEE trust FFFTEDRY U-Boot EafiBiEkEGIA.

64 (\IFE U-Boot Eaittti—iz2{m#E 0x200000 (DRAM iSi4ittEE 0x0) :
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NOTICE: BL31: vl1.3(debug):d98d1l6e
NOTICE: BL31: Built : 15:03:07, May 10 2018
NOTICE: BL31: Rockchip release version: vl1.1

INFO: GICv3 with Tegacy support detected. ARM GICV3 driver initialized in EL3
INFO: Using opteed sec cpu_context!

INFO: boot cpu mask: 0

INFO: plat_rockchip_pmu_init(1151): pd status 3e

INFO: BL31: Initializing runtime services

INFO: BL31: Initializing BL32

INFO: BL31: Preparing for EL3 exit to normal world

INFO: Entry point address = 0x200000 // U-Boothiik

INFO: SPSR = 0x3c9

32 (\IFE U-Boot Eahittti-—iR2{m#E 0x0 (DRAM #EiaHEHEE 0x60000000) :

INF [0Ox0] TEE-CORE:init_primary_helper:378: Release version: 1.9

INF [0x0] TEE-CORE:init_primary_helper:379: Next entry point address: 0x60000000
// U-Bootihh

INF [0x0] TEE-CORE:init_teecore:83: teecore inits done

2. U-Boot fRAS[E]HA :
BT U-Boot FIEE AT BIHERIEMA. I TFXIRIRR MZE commit: b34f08b,

U-Boot 2017.09-01730-gb34f08b (Jul 06 2018 - 17:47:52 +0800)

FHVERFHI dirty", RIRRmFEIIEAKRBRSACE, RWERATIE.

U-Boot 2017.09-01730-gb34f08b-dirty (Jul 06 2018 - 17:35:04 +0800)

BEiER
FIFBIT U-Boo FHIS B ETRAIAATU- Boo RIS SNRIOIRES, T IBIRERAIRA,

BRIU-BootSiF=MEM4REIS|S: Androidf&zt > RKIEZ\ > DISTROSZ. RKATAISDKEEZATA
MEMETC, DISTRO—REFIRAFSER.

WA MNRAFPIIEAE, BLfTENRIgeEARE, eI B X FU-BootFH S B RVEIR T fE.
17.1 Android&E{4

// U-BootZ—ATHTHI, & 7 commithRA. il a5 R

// FE: EXE R EU-Boot "MXM —AT IEFATEN, A& U-Boot ML HE 1 d5 T B
// $THtdebugfE S, 7T LLE 35 U AFT Bl

U-Boot 2017.09-03033-g81b79f7-dirty (Jul 04 2019 - 15:04:00 +0800)

// U-Boot dtsij“model"ZBHN%, MidiX Mz R LLAIEIRA A T U-Bootfrdts
Model: Rockchip RK3399 Evaluation Board

// JEH Tpreloader-serialdhfg, BT Hloaderd DAELE, X4a7f# FHUART2/ENFTEN
PreSerial: 2

[/ TR NFEARERZ2GB

DRAM: 2 GiB

// TR SRR T sy smem Py A7 A AL

Sysmem: init


af://n4165

// U-Boot&it B RIS T B2, M 4arddrigal M B35 G A E (FERLU-Boot T R XRS5 5l
i)

// B¥FEERAEGHNEE0x7dbe2000, X /M5 EAE I 4w i T fe A FH 2

Relocation Offset is: 7dbe2000

// ENVERARAAEddr B, nS 2 ik F R A EeMMC. NandZE AN, NWIASH XA E]

Using default environment

// HERTAEGEN B emme0, BleMmc Canlitigsd~, M2Ammcl)
dwmmc@fe320000: 1, sdhci@fe330000: 0

// N M Eidatags, HATZmini loaderft 215 4iu-Boot
Bootdev(atags): mmc O

// HEiHIeMMCH TAEEHS 4008, I Fiii 2 150M

MMCO: HS400, 150Mhz

// MECRAGPTAIXE (W ERK parametersrX3E, MIFTEI: RKPARM)
PartType: EFI

// HiiZrecoverytkiz

// kernel EHITHI"reboot xxx"#r4, AW XTSRRI
boot mode: recovery

// Kernel DTB¥H T recovery.img, HIEW#N%E

Load FDT from recovery part

DTB: rk-kernel.dtb

HASH: OK(c)

// ==> FE:. Q2 )G, U-BootC&VlFkernel dtb, JG4:irf 4hikikshERd Fkernel dtbfifs
B

// DTBOIATHIh
ANDROID: fdt over1ay OK
// T2CHIEEE, XASRU-Boot AL EE M m R 3R 2 —, JGHXST-DCDCHILDOIEH £ (IPMIC, AIRI2CH
Eg,
/] AXFEHRER —Em . WA SGOINLERE, 7] PG AME B
I2c speed: 400000Hz
// FHIPMIC/ZRK818
// onfHXI BON_SOURCEZF {74, RUJ T LaTX K PMIC b5 H
// of X} OFF_SOURCEZ f7a%, FHIRT (A)foJLDMHLBE’JJ?I_I
// onfllof {5 &, X T R4 HI 7% I BONSEIG R, X2AHMERE R
PMIC: RK818 (on=0x20 off=0x40)
// %ﬁ%*Tfitregu1atorEUé3mFﬂgtﬁi, % &DCDC HL AR A JERKF- & farm. Togic. centerZEi/k
// EHIRGEE 7 TR E & R, XN MMERE Svdd_center 900000 uv
vdd_cpu_1 900000 uv
vdd_Tlog 900000 uv
// Kernel dtsffj“model" BN, WILX/MMEER LUAERAMERH T Kernel 1IHifrdts
Model: Rockchip RK3399 Excavator Board edp avb (Android)
enter Recovery mode!
// BIRIRFAR A B
Rockchip UBOOT DRM driver version: v1.0.1
Using display timing dts
Detailed mode clock 200000 kHz, flags[al
H: 1536 1548 1564 1612
V: 2048 2056 2060 2068
bus_format: 100e
// clk-treef5 5, HE& LiESHU-BootTF R A4 HICLKE
CLK: (uboot. arml: enter 816000 KHz, init 816000 KHz, kernel ON/A)
CLK: (uboot. armb: enter 24000 KHz, init 24000 KHz, kernel ON/A)
ap111 816000 KHz
apl1b 24000 KHz
dp11 800000 KHz
cplT 200000 KHz



gp11 800000 KHz
np11 600000 KHz
vpl1l 24000 KHz
aclk_perihp 133333 KHz
hclk_perihp 66666 KHz
pclk_perihp 33333 KHz
aclk_perilp0 266666 KHz
hcTk_perilp0 88888 KHz
pclk_perilp0 44444 KHz
hclk_perilpl 100000 KHz
pclk_perilpl 50000 KHz
// GMACHKz)Eifit
Net: eth0O: ethernet@fe300000
// HHKIZctri+c, T{EW FHTEIZ 53k AU-Boot A 21T
Hit key to stop autoboot('CTRL+C'): O
// B RANE 4L recovery sl
ANDROID: reboot reason: "recovery"
// vboot=0F/~¥H JGHsecureboot; MulEAVBIE L, FT L& EAVBIF IR LT AE
Vboot=0, AVB images, AVB verify
// H#EEunlock
read_is_device_unlocked() ops returned that device is UNLOCKED
// JEAMU-BootBRiA R Nboot . img/recovery . imghn#kiek, A5 HiEramdisk. fdt. kernel
kAT
// — U (FRArelocation) , #WEIAH A HUE M HbE L, XFER EFERK, JCH Y ramdiskIEF KK
A% o
// RKFEM TES, —RIEEENEME Lt ramdisk. fdt. kerne 3§ EIT5E ) A fE L .
// AATRATERNE B R AT XA — R 1R, SEAE I )

Fdt Ramdisk skip relocation

piic]

=

// M#EAndroidig Ef:, Hkernelm#2]0x00280000, fdthnzi30x8300000

[/ BUELZAE AN, X B AT REHT

// Booting Lz4 kernel at 0x00680000(Uncompress to 0x00280000) with fdt at
0x8300000. . .

Booting IMAGE kernel at 0x00280000 with fdt at 0x8300000...

// A&, AIAKL
### Booting Android Image at 0x0027f800 ...
// kernelAlramdi sk nzihhl B K/
Kernel load addr 0x00280000 size 19081 KiB
RAM disk Toad addr 0x0a200000 size 9627 KiB
// Fdtinak
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
[/ B, WKL
XIP Kernel Image ... OK
// XEAUEITE kernel dtstgEfreserved-memory, A 1E N PIZRE Bh 1] BN — AN 20 s B
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
// Fdtikeas Fgs oo bl
Using Device Tree in place at 0000000008300000, end 000000000831c6f7
// ABIBGE NI, HRINZA SRR VSR (ATF. opteefs =3 H &R %)
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
// U-BootH BEFFHLFER
Total: 367.128 ms

// HU-BoOtfTHI, XAMHTENZ 5, U-Boot<e5eli—4EARMELMIAHIC (Lhlnl: Jhcache. J&HHT,
// cpwlREVIHEE) Fu-Boot K dmid fvER s ZTAE, i) KRR ARA
// R TGP R kernel, Rubthrl CAERA, HELXANTENGZR] T WAZI B .



Starting kernel

// kernelMEXIFFTENE B

0.000000] Booting Linux on physical CPuU 0x0

.000000] Initializing cgroup subsys cpuset

.000000] Initializing cgroup subsys cpu

.000000] Initializing cgroup subsys cpuacct

.000000] Initializing cgroup subsys schedtune

[ 0.000000] Linux version 4.4.167 (hgc@ubuntu) (gcc version 6.3.1 20170404
(Linaro

GCC 6.3-2017.05) ) #83 SMP PREEMPT Thu Mar 21 09:31:08 CST 2019

[ 0.000000] Boot CPU: AArch64 Processor [410fd034]

[ 0.000000] earlycon: Early serial console at MMIO32 Oxff1la0000 (options '')
L 0.000000] bootconsole [uart0] enabled

[ 0.000000] Reserved memory: failed to reserve memory for node 'sth-
devinfo@00000000': base 0x0000000000000000, size O MiB

[ 0.000000] cma: Reserved 16 MiB at 0x000000007f000000

Lo T s T s W e B |
o O O O

RKEH#

U-Boot 2017.09-03352-gb1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

Hit key to stop autoboot('CTRL+C'): O

ANDROID: reboot reason: "recovery"

// BRERKAG I A, BT AR TT B2 AVBAE 2

Not AVB images, AVB skip

// B9 RRKEE BT E M, Bl Bt inziand rod dig = 14 2k i
// BFNBERTEESE: androidigl > R > distroisl
** Invalid Android Image header **

Android image Toad failed

Android boot failed, error -1.

// 4nifErecoveryfEzt

boot mode: recovery

// JBEIRKME R E L, n#Ekramdis. kernel. fdt

=Booting Rockchip format image=

fdt @ 0x08300000 (0x00012dd0)

kernel @ 0x00280000 (0x0119e008)

ramdisk @ 0x0a200000 (0x00754540)

// FNHHEAZ[FEandroi dig=UE A5 sh (5 5
Fdt Ramdisk skip relocation
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
Using Device Tree in place at 0000000008300000, end 0000000008315dcf
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
Total: 508.11 ms
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Starting kernel

[ 0.000000] Booting Linux on physical CPuU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

Didstro[&E{t

U-Boot 2017.09-03352-gb1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// #£FImmcO, EleMMCswitch to partitions #0, OK
mmcO(part 0) is current device

// BfeMMCAE L6 XIMEH (GPTHIXERE, 6X M Zboot.imgs X, GPTHA"-

bootable"# )

Scanning mmc 0:6...

// #EI T BB fFext]inux. conf

Found /extTlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// Jn#kkernel

205 bytes read in 82 ms (2 KiB/s)

1: rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTAEREE R cmd]inef5 2

append: earlycon=uart8250,mmio32,0xff1a0000 console=ttyS2,1500000n8 rw

root=/dev/mmcb1kOp7 rootwait rootfstype=ext4 init=/sbin/init
// #Efdt

Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

// ==> WRTEMN A ramdisk, HASHramdiskfEEITEH; B E b AT

### Flattened Device Tree blob at 01f00000
Booting using the fdt blob at 0x1f00000

Loading Device Tree to 000000007df14000, end 000000007df26111 ...

Starting kernel

[ 0.000000] Booting Linux on physical cPuU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

OK
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ZTEHEF
U-Boot 2017.09-03352-gb1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// HFmmc0o, Hlemmc

A E LTS B

switch to partitions #0, OK

mmcO(part 0) is current device

// EReMMCIEfE FEE 6N XA (GPTHIXKRHE, 6% M [H)/Eboot. img/ X, GPTHH"-
bootable" &5 1)

Scanning mmc 0:6...

// HETHE X FextTinux. conf

Found /extTlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// Jn#Ekernel

205 bytes read in 82 ms (2 KiB/s)

1: rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTAEREERcmd]inef5 2
append: earlycon=uart8250,mmio32,0xff1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcb1k0Op7 rootwait rootfstype=ext4 init=/sbin/init

// nEfdt
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

// ==> WRITENEA ramdisk, HAXHramdiskfFEITE; HUXE b AT

### Flattened Device Tree blob at 01f00000
Booting using the fdt blob at 0x1f00000
Loading Device Tree to 000000007df14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPuU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

U-Boot 2017.09-03352-gb1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation offset is: 7dbe2000
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Using default environment

Net: eth0: ethernet@fe300000

Hit key to stop autoboot('CTRL+C'): 0 ANDROID: reboot reason: "recovery"
// FRAndrod dig = [FH 1

Not AVB images, AVB skip

** Invalid Android Image header **

Android image Toad failed

Android boot failed, error -1.

boot mode: recovery

// ASFERKHS 3

=Booting Rockchip format image=

kernel: invalid image tag(0x45435352)
boot_rockchip_image kernel part read error

// REDISTROM KM . JGHFTE RATEN# kA strofn#ia4, B udistrom a4l Amme.
nand. net.
// usbEFIRATSE B LI (P W.rockchip-common. hH1 )% 5€ X: BOOT_TARGET_DEVICES)
P
// Hdistrolfff, HIE—HfHATER
switch to partitions #0, OK
mmcO(part 0) is current device
Failed to mount ext2 filesystem...
** Unrecognized filesystem type **
starting USB...
USBO: Register 2000140 NbrPorts 2
Starting the controller
USB XHCI 1.10
USBL1: Register 2000140 NbrPorts 2
Starting the controller
USB XHCI 1.10
USB2: USB EHCI 1.00
USB3: USB OHCI 1.0
USB4: USB EHCI 1.00
USB5: USB OHCI 1.0
scanning bus 0 for devices...
scanning bus 1 for devices...
scanning bus 2 for devices...
3
4

USB Device(s) found
USB Device(s) found
USB Device(s) found
USB Device(s) found
scanning bus USB Device(s) found
scanning bus 5 for devices... USB Device(s) found
scanning usb for storage devices... 0 Storage Device(s) found

scanning bus 3 for devices...

for devices...

R R R R R R

Device 0: unknown device

ethernet@fe300000 waiting for PHY auto negotiation to complete......... TIMEOUT
I

Could not initialize PHY ethernet@fe300000

missing environment variable: pxeuuid

missing environment variable: bootfile

Retrieving file: pxelinux.cfg/01-7a-1d-33-50-3d-al

ethernet@fe300000 waiting for PHY auto negotiation to complete..

// T distromy Xt BTE v RGN AR 5 AR B 4F, BifsfEU-Boot Ay 471N
=>



Chapter-9 izt FAfI

Chapter-10 SPL
El4s1S

SPL BEFEEminiloadersEpk trust.img F uboot.imghUMMEFNIZ IS T e, SPL BRIsiE3 1S
EfH:

o FITE4: BRAfERE;
e RKFW [Ef4: BUAXKE, EERFRMBCEFFERE;
FIT El4¥

FIT (flattened image tree) #&T\E SPL STFA—FPEESHFRIEAAE, STFZ 1 image 180K
I8, FIT {#F3 DTS BOBIEXIFIEAY image HHTHIA, #IASUES u-boot.its, ERZRAERLAY FIT B4R u-
boot.itb,

FITROUR: SR dts BEAFISmiFEN, LHRRRIE, B4Rl LABRZ(ER libfdt .
u-boot.its 3{&:

e /images : BSEXTHEURBNAERRE (REUAH. IARH) , i dtsi IR,
e /configurations : 84 config TRHAT —En/GsEE, FU—MRE dts,
o {FF default = IEEHAIERNIARE;

sefl:
/dts-vl/;

/ {
description = "Configuration to load ATF before U-Boot";
#address-cells = <1>;

images {
uboot@l {
description = "U-Boot (64-bit)";
data = /incbin/("u-boot-nodtb.bin");

type = "standalone";
os = "U-Boot";
arch = "armoe4";
compression = "none";
Toad = <0x00200000>;
};
atf@l {
description = "ARM Trusted Firmware";
data = /incbin/("b131_0x00010000.bin");
type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";

load = <0x00010000>;
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entry = <0x00010000>;

bE
atf@2 {
description = "ARM Trusted Firmware";
data = /incbin/("b131_0xff091000.bin");
type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";
Toad = <0xff091000>;
bE
optee@l {
description = "OP-TEE";
data = /incbin/("b132.bin");
type = "firmware";
arch = "arm64";
os = "op-tee";
compression = "none";
Toad = <0x08400000>;
bE
fdt@l {
description = "rk3328-evb.dtb";
data = /incbin/("arch/arm/dts/rk3328-evb.dtbh");
type = "flat_dt";
compression = "none";
bE

e

configurations {
default = "config@l";

config@l {
description = "rk3328-evb.dtb";
firmware = "atf@l";
loadables = "uboot@l", "atf@2", "optee@l" ;
fdt = "fdt@l";
if;

u-boot.itb 3Z{%:

mkimage + dtc
[u-boot.its] + [images] ==> [u-boot.itb]

EARBiItbS)HHFRIERIDSTR. FIT B4R LAERAR
AT fdtdump @OEE itb32f:

FiiikaY DTB X, RE2EHARERE image. FAF

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump u-boot.itb | Tess

/dts-vl1l/;
// magic: 0xd00dfeed
// totalsize: 0x497 (1175)

// off_dt_struct: 0x38



// LR ASEIN Tz, fMidatfeLE £
// HENRE AN VTG iRat el Wi

// off_dt_strings: 0x414
// off_mem_rsvmap: 0x28
// version: 17
// last_comp_version: 16
// boot_cpuid_phys: 0x0
// size_dt_strings: 0x83
// size_dt_struct: 0x3dc
/ {
timestamp = <0x5d099c85>;
description = "Configuration to load ATF before U-Boot";
#address-cells = <0x00000001>;
images {
uboot@l {
data-size = <0x0009f8a8>;
data-offset = <0x00000000>;
description = "U-Boot (64-bit)";
type = "standalone";
os = "U-Boot";
arch = "armoe4";
compression = "none";
Toad = <0x00600000>;
};
atf@l {
data-size = <0x0000c048>;
data-offset = <0x0009f8a8>;
description = "ARM Trusted Firmware";
type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";
Toad = <0x00010000>;
entry = <0x00010000>;
};
atf@2 {
data-size = <0x00002000>;
data-offset = <0x000ab8f0>;
description = "ARM Trusted Firmware";
type = "firmware";
arch = "arme4";
os = "arm-trusted-firmware";
compression = "none";
load = <Oxfff82000>;
}s
fdt@l {
data-size = <0x00005793>;
data-offset = <0x000ad8f0>;
description = "rk3308-evb.dtb";
type = "flat_dt";
bE

EZ HT ERIFS%:



./doc/uImage.FIT/

RKFW [El{¥

N7 eeEEEEIRE miniloader BEAREMEREHRISX. FTEEN. ELRKFEESIEIN T RKFW 4
X (BPIZo XAYES: trustimg #1 uboot.img) HI5|S.

foE:
CONFIG_SPL_LOAD_RKFW // fEREF R
CONFIG_RKFW_TRUST_SECTOR // trust.imgsXHblk, FFEMS X R E RFF—I
CONFIG_RKFW_U_BOOT_SECTOR // uboot.img/rXHutil, FFEAS X RN E AR
83

./include/spl_rkfw.h
./common/spl1/spl_rkfw.c

(=2

U-Boot dts Hi@id u-boot, sp1-boot-order IEEFMHERFEAISIMIMITHK.

/ {
aliases {
mmcO0 = &emmc;
mmcl = &sdmmc;
I
chosen {
u-boot,spl-boot-order = &sdmmc, &nandc, &emmc;
stdout-path = &uart2;
B
T
+
3Z
I
X O

U-Boot IRIEARIRIGRIFIEER XIE—(DU-BootXABLRIFIRISSPLENS, Z%miE SPL IS B4Rk
CONFIG_SPL_BUILD %=, U-Boote1E4miE5s u-boot.bin Z[E4kEE4miFE SPL, Folgm~ravEH B
xR ./spl/.

// “WiFku-boot
DTC arch/arm/dts/rk3399-puma-ddrl1866.dtb
DTC arch/arm/dts/rv1108-evb.dtb
make[2]: “arch/arm/dts/rk3328-evb.dtb' 1is up to date.
SHIPPED dts/dt.dtb
FDTGREP dts/dt-spl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
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COPY u-boot.bin

// GiiEspl, HMALspl/H%

LD spl/arch/arm/cpu/built-in.o

CcC sp1/board/rockchip/evb_rk3328/evb-rk3328.0

LD spl/dts/built-in.o

cC spl/common/init/board_init.o

COoPY tpl/u-boot-tpl.dth

CcC sp1/cmd/nvedit.o

ccC spl/env/common.o

(e spl/env/env.o

LD sp1/drivers/block/built-in.o
REATRIEEE:

./sp1/u-boot-spl.bin

EiHIE
RFHRR

GPT

SPL ERGPTOXE.

=

CONFIG_SPL_LIBDISK_SUPPORT=Y
CONFIG_SPL_EFI_PARTITION=Yy
CONFIG_PARTITION_TYPE_GUID=Yy

IXzh:

./disk/part.c
./disk/part_efi.c

Z=O:

int part_get_info(struct blk_desc *dev_desc, int part, disk_partition_t *info);
int part_get_info_by_name(struct blk_desc *dev_desc,
const char *name, disk_partition_t *info);

A/B system
SPL #5A/B RAREE].

BeE:
CONFIG_SPL_AB=y

IXzh:
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./common/spl/spl_ab.c

=O:
int spl_get_current_slot(struct blk_desc *dev_desc, char *partition, char
*sTot);

int spl_get_partitions_sector(struct blk_desc *dev_desc, char *partition,u32
*sectors);

BT
e SPL {#H u-boot,spl-boot-order TEXHEENIAE, Frkxxxx-u-boot.dtsi:

chosen {
stdout-path = &uart2;
u-boot,spl-boot-order = &sdmmc, &sfc, &nandc, &emmc;

i
e Maskrom BIEEILEYR

spi nor > spi nand > emmc > sd

e Pre-loader(SPL) B9Esh{ftscdk :
sd > spi nor > spi nand > emmc
1B sd REMASTRIREIRS TG ERSM sd RS0,

ATAGS

SPL 5 U-Boo &1 ATAGS #l#I3CIES., EENEER: BoiiFiERE. FIBE0O%.
[T =

CONFIG_ROCKCHIP_PRELOADER_ATAGS=y

IXzh:

./arch/arm/include/asm/arch-rockchip/rk_atags.h
./arch/arm/mach-rockchip/rk_atags.c

=O:

int atags_set_tag(u32 magic, void *tagdata);
struct tag *atags_get_tag(u32 magic);

kernel boot

BEkernel2HU-BootNEAFI5 S, SPL BRILASIRFINZ: kernel, BRISZFFINE android head
version 2 B boot.img, 37#F RKIEZE4

BEailaf:
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Maskrom -> ddr -> SPL -> Trust -> Kernel

pinctrl

[T=H

CONFIG_SPL_PINCTRL_GENERIC=y
CONFIG_SPL_PINCTRL=Y

Xz :

./drivers/pinctrl/pinctri-uclass.c
./drivers/pinctrl/pinctri-generic.c
./drivers/pinctrl/pinctrl-rockchip.c

DTS Bt& :
LA sdmmc 91
&pinctrl {

u-boot,dm-spl;
Irg

&pcfg_pull_none_4ma {
u-boot,dm-spT;
55

&pcfg_pull_up_4ma {
u-boot,dm-spT;

Irg

&sdmmc {
u-boot,dm-spT;

I

&sdmmc_pin {
u-boot,dm-spT;
T

&sdmmc_cTk {
u-boot,dm-spT;
L

&sdmmc_cmd {
u-boot,dm-spT;
i

&sdmmc_bus4 {
u-boot,dm-spT;
I

&sdmmc_pwren {
u-boot,dm-spl;
I


af://n4265

ETEEIR:

SPL BApinctriBdE{&H¥ defconfig BBAY CONFIG_OF_SPL_REMOVE_PROPS TEX, MIBREFAI pinctrl-
0 pinctrl-names =FEg,

secure boot

[TODO]
IXTNIEIR
MMC

=

CONFIG_SPL_MMC_SUPPORT=y // #Ri\CUEifiE
IXah:

./common/sp1/spTl_mmc.c
=N

int spl_mmc_load_image(struct spl_image_info *spl_image,
struct spl_boot_device *bootdev);

MTD block
SPL #— nand. spinand. spinor M%) block &,

=

// MTD IRz HE
CONFIG_MTD=y
CONFIG_CMD_MTD_BLK=y
CONFIG_SPL_MTD_SUPPORT=Y
CONFIG_MTD_BLK=y
CONFIG_MTD_DEVICE=y

// spi nand IKZhCHF
CONFIG_MTD_SPI_NAND=y
CONFIG_ROCKCHIP_SFC=y
CONFIG_SPL_SPI_FLASH_SUPPORT=y
CONFIG_SPL_SPI_SUPPORT=Y

// nand IRFHCEF

CONFIG_NAND=Yy

CONFIG_CMD_NAND=y

CONFIG_NAND_ROCKCHIP=y

CONFIG_SPL_NAND_SUPPORT=Y

CONFIG_SYS_NAND_U_BOOT_LOCATIONS=Y

CONFIG_SYS_NAND_U_BOOT_OFFS=0x8000

CONFIG_SYS_NAND_U_BOOT_OFFS_REDUND=0x10000

// nand page size®iEIZI IR/ E X, WA A B K T4 T 512MBIYINAND, — % 75 2 & ~4096
#define CONFIG_SYS_NAND_PAGE_SIZE 2048
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// spi nor HBCHF
CONFIG_CMD_SF=y
CONFIG_CMD_SPI=y
CONFIG_SPI_FLASH=y
CONFIG_SF_DEFAULT_MODE=0x1
CONFIG_SF_DEFAULT_SPEED=50000000
CONFIG_SPI_FLASH_GIGADEVICE=y
CONFIG_SPI_FLASH_MACRONIX=y
CONFIG_SPI_FLASH_WINBOND=y
CONFIG_SPI_FLASH_MTD=y
CONFIG_ROCKCHIP_SFC=y
CONFIG_SPL_SPI_SUPPORT=Y
CONFIG_SPL_MTD_SUPPORT=y
CONFIG_SPL_SPI_FLASH_SUPPORT=y

Xz
./common/sp1/spl_mtd_blk.c
=O:

int spl_mtd_load_image(struct spl_image_info *spl_image,
struct spl_boot_device *bootdev);

oTP
BFEEATEREYE, secure boot AEE,

BE:

CONFIG_SPL_MISC=y
CONFIG_SPL_ROCKCHIP_SECURE_OTP=y

Xz :

./drivers/misc/misc-uclass.c
./drivers/misc/rockchip-secure-otp.S

Z=O:

int misc_read(struct udevice *dev, int offset, void *buf, int size);
int misc_write(struct udevice *dev, int offset, void *buf, int size);

Crypto
Secure-boot £{FHcryptosghihash, rasfditE.,

=
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CONFIG_SPL_DM_CRYPTO=y

// crypto vl ¥ HiF&: rk3399/rk3368/rk3328/rk3229/rk3288/rk3128
CONFIG_SPL_ROCKCHIP_CRYPTO_V1=y

// crypto v2 FHFTF4: px30/rk3326/rk1808/rk3308
CONFIG_SPL_ROCKCHIP_CRYPTO_V2=y

IXzh:

./drivers/crypto/crypto-uclass.c
./drivers/crypto/rockchip/crypto_vl.c
./drivers/crypto/rockchip/crypto_v2.c
./drivers/crypto/rockchip/crypto_v2_pka.c
./drivers/crypto/rockchip/crypto_v2_util.c

=O:

u32 crypto_algo_nbits(u32 algo);
struct udevice *crypto_get_device(u32 capability);
int crypto_sha_init(struct udevice *dev, sha_context *ctx);
int crypto_sha_update(struct udevice *dev, u32 *input, u32 Ten);
int crypto_sha_final(struct udevice *dev, sha_context *ctx, u8 *output);
int crypto_sha_csum(struct udevice *dev, sha_context *ctx,
char *input, u32 input_len, u8 *output);
int crypto_rsa_verify(struct udevice *dev, rsa_key *ctx, u8 *sign, u8 *output);

Uart

SPL EEi@iT rkxxxx-u-boot.dtsi MY chosen F5eaiEE. LA rk3308 F9ffl:

chosen {
stdout-path = &uart2;

I

&uart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

};

Chapter-11 TPL

TPLELLU-BootE R ERMILoader, TPLE{TESRAMS, EfEBEEddr binta =526, DRAMAYYIEE
L THE, TPLEMRRFHRAIMAS, ddr bin2MA3FRAYMR A,

wmiEFIE
R

o UARTECE

CONFIG_DEBUG_UART_BASE: UARTEBL,
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CONFIG_ROCKCHIP_UART_MUX_SEL_M: UART IOMUX GROUP,
Example:
RV1126FZEUART2 M2FF$TEIDEBUG LOG,

FHI1) @idERrv1126_defconfigifsd

CONFIG_DEBUG_UART_BASE=0xff570000
CONFIG_ROCKCHIP_UART_MUX_SEL_M=2

A=2) @igmake menuconfig

Device Drivers ---> Serial drivers ---> (Oxff570000) Base address of UART
ARM architecture ---> (2) UART mux select

e DRAM TYPEECE

1BIFCONFIG_ROCKCHIP_TPL_INIT_DRAM_TYPEBCETPLIZIFAIDRAM TYPE,

DDR TYPE BeEE
DDR2 2
DDR3 3
DDR4 0
LPDDR2 5
LPDDR3 6
LPDDR4 7
Example:

RV1126BEETPL DRAM TYPEA1EDDR3,

HI1) @idERrv1 126_defconfigifd

CONFIG_ROCKCHIP_TPL_INIT_DRAM_TYPE=3

F2) @idmake menuconfig, FETRAIRMENURMake shiFEBF L HHESHE, make
FISBE—"make xxxdefconfighIzifE, SBZ=menuconfighIXizl. AATHSEEIMITMake shiRiE,
kA LEmenuconfighlBaN# B 5.

Device Drivers ---> (3) TPL select DRAM type

Example:

make rv1126_defconfigal®&./make.sh rv1126 -> make menuconfig{&IH8XELE -> ./make.sh,
o REFHEE

AR B EIRIEE A ST RIEF LAYt bin, ATLAUBISFTFFCONFIG_SPL_KERNEL_BOOTRARIFEERL.

HENSZHFRV1126/RV11093E 4,



o BIRAYSTF
YNRFERIFERSIFEEAIpl.bin, ATLABTITF
CONFIG_ROCKCHIP_DRAM_EXTENDED_TEMP_SUPPORTSR{RIELER.
LEIZIFRV1126/RV1 109 A,

o Rftt3E2N

ddrilia{tiERS i Fdrivers/ram/rockchipBRT, EMBddriBXSEHABRR, KBEE, ODTEEEY
BEEREBEPER. ITFRV1126/RV11093RIGEEIArBXSEEFEIZE R T
“sdram_inc/rv1126/sdram-rv1126-loader_params.inc"f, BILABEEIZXEPIEBINAISE, H
i FESEIEIREIERI N sdram_xxx.cHP{EXL,

T

U-Boot tRIEARRIImIFEEEXI E—H U-BootIBImIFRS TPLES, Z4miF TPL RIS BaERL
CONFIG_TPL_BUILD %=, U-BOOt&TESRIF5E u-boot.bin Z[G#kEEdRiE TPL, HElEmzaE+H B
X ./tpl/,

// 4mu-boot

DTC arch/arm/dts/rv1108-evb.dtb
DTC arch/arm/dts/rk3399-puma-ddrl1866.dtb
DTC arch/arm/dts/rv1126-evb.dtb

FDTGREP dts/dt.dtb
FDTGREP dts/dt-spl.dtb
FDTGREP dts/dt-tpl.dth
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin
ALIGN u-boot.bin

// Hiktpl, HMLAItpl/H3%

CcC tpl/common/init/board_init.o
cC tpl/disk/part.o

LD tpl/common/init/built-in.o
LD tpl/u-boot-tpl

OBJCOPY tpl/u-boot-tpl-nodtb.bin
CoPY tpl/u-boot-tpl.bin

./tp1/u-boot-tpT.bin

Example:
#®1%E RV1126 uboot,

./make.sh rv1126
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1. dRiFERAJU-boot-tpl.binFFEAG LA by te BB F & HtaglF 42— 1 &i=AIddr bin, 40
RV1126/RV1109F &iZtag 110B", WRAFEEddr binfNEEER CF a5z BtaghiEit
E, ZEERJS%E scripts/spl.shi,

Example: ##2RV1126 u-boot-tpl.binfdtag,

dd bs=4 skip=1 if=tpl/u-boot-tpl.bin of=tpl/u-boot-tpl-tag.bin && sed -i
'1s/A/110B&/' tpl/u-boot-tpl-tag.bin

2. NREFL A FEAIIRE NMRFRLoaderS4RNE, mlEd TEA< Balsemiu-boot-tpl.bin
tagAOB RS ELAR F0spl.bin¥ TE B —/ eI Loader SUATNIE.

./make.sh tpl

Chapter-12 FIT

S

FEDENBATRAIETFTERNR2/AREENFREAT. FETATETNE, 2XEEL
boot.img JiBAFIRIEXISR, 1BREMFHERT recovery.img,

=11

ik 48

FIT (flattened image tree) RU-BootSZiFHI—FMFTEHRENISISAZR, FHERZ NimagefIEM
156, FIT A its (image source file) SZ{Hi#iRimagels8., RE@IImkimage TE4ER itb
(flattened image tree blob) $5{5&, its3{4(FF DTS RUEZMNI, IFERIE, TLAEZERlibfdt ZEEFD
HXTIE.

FIT 2U-BootBhAZ IS B EHEHIEHEIE, SPLFIU-BootMEREI S FITHANELS 1S, 2585
5%

./doc/uImage.FIT/

EAEANFTHRET AR ELFR=RER, FIARKESIIFITHT 7 EEAI. FrLAFITAZRF%mfE
FHRK U-BootfgiF&ERImkimage TR, FeEFERAPCE®HIMkimage.

efINna
AN TRLAu-boot.itsFlu-boot.itbfESISBHIEITNE,

e /images : BSENXTHENRR, HETFT— dtsisgty;
e /configurations : 81 config T REMEAT —EnEaINEE, BRT—Mrdts3E,
e default = : ISEAERIAEARconfig;

/dts-vl/;
/ {
description = "Simple image with OP-TEE support";

#address-cells = <1>;

images {
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uboot {

description = "U-Boot";
data = /incbin/("./u-boot-nodtb.bin");
type = "standalone";
os = "U-Boot";
arch = "arm";
compression = "none";
Toad = <0x00400000>;
hash {
algo = "sha256";
55
};
optee {
description = "OP-TEE";
data = /incbin/("./tee.bin");
type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";
Toad = <0x8400000>;
entry = <0x8400000>;
hash {
algo = "sha256";
};
s
fdt {
description = "U-Boot dtb";
data = /incbin/("./u-boot.dtbh");
type = "flat_dt";
compression = "none";
hash {
algo = "sha256";
};
};

e

// configurations 5 FraJbLE XUEREZ DA contHi L, HhbRrEi R ERMEGE—
confHIA],
configurations {
default = "conf";

conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";

signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

I8

{#EAmMkimage TEFits S4BT LALERKitb 3744



mkimage + dtc
[u-boot.its] + [images] SE=S S [u-boot.itb]

fdtdump S ALIEE itbXHRE:

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less

/dts-vl/;
// magic: 0xd00dfeed
// totalsize: 0x600 (1536)

// off_dt_struct: 0x48
// off_dt_strings: 0x48c
// off_mem_rsvmap: 0x28
// version: 17

// last_comp_version: 16
// boot_cpuid_phys: 0x0

// size_dt_strings: Oxc3
// size_dt_struct: O0x444

/memreserve/ 7f34d3411000 600;

/ {
version = <0x00000001>; // HsEEA A S
totalsize = <0x000bb600>; [/ EHE T BRI AN T th ST R
timestamp = <Ox5ecb3553>; /7 WS T I A A S 2] B TR
description = "Simple image with OP-TEE support";
#address-cells = <0x00000001>;
images {
uboot {
data-size = <0x0007ed54>; /7 HIE BRI AN
data-position = <0x00000a00>; // ¥ BAfhik [ LFhifs
description = "U-Boot";
type = "standalone";
os = "U-Boot";
arch = "arm";
compression = "none";
Toad = <0x00400000>;
hash {

// HEEE ) sha2 5615 A
value = <Oxeda8cd52 0x8f058118 0x00000003 0x35360000 0x6f707465
0x0000009f 0x00000091 0x00000000>;
algo = "sha256";
bE
bE
optee {
data-size = <0x0003a058>;
data-position = <0x0007f800>;
description = "OP-TEE";

type = "firmware";
arch = "arm";

os = "op-tee";
compression = "none";

Toad = <0x08400000>;
entry = <0x08400000>;
hash {
value = <0xa569b7fc 0x2450ed39 0x00000003 0x35360000 0x66647400
0x00001686 0x000b9a00 0x552d426f>;



algo = "sha256";
T

fdt {
data-size = <0x00001686>;
data-position = <0x000b9a00>;

description = "U-Boot dtb";
type = "flat_dt";
compression = "none";

hash {

value = <0x0f718794 0x78ece7b2 0x00000003 0x35360000 0x00000001

0x6e730000 0x636f6e66 0x00000000>;
algo = "sha256";

i
bE
if;
configurations {
default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x00000001>; // [EMFFEIERA S, #AFhiECH EINR0
firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";
bE
bE
I
I
itb45ty

itbZARZEfdt_blob + imagestIMHES, BUTAMITELIN, RKFEHLERALEHR25.

fdt blob

[ | img0 | | dimgl | | img2 | | ##1: imageffdt_blobi, Hi:ith =
fdt_blob (% img)

FaebE
ZISFIER

img2 | 45#J2: imagefEfdt_blob4t, Elith = fdt_blob
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BEIE&{ENIE Feature R 7ESDKIIELS T :

XiSPa
RV1126/RV1109
RK3566/RK3568

RK3588

HBtcE
HRAB:

// HEZEAAD
./common/image.c
./common/image-fit.c
./common/spl/spl_fit.c

// e
./arch/arm/mack-rockchip/fit.c
./cmd/bootfit.c

// LEARE
./tools/mkimage.c
./tools/fit_image.c

[iT=

// U-Bootl B ZHFFIT
CONFIG_ROCKCHIP_FIT_IMAGE=Y

// U-BootMB: “amsh. BilE&. Hffcrypto
CONFIG_FIT_SIGNATURE=y
CONFIG_FIT_ROLLBACK_PROTECT=y
CONFIG_DM_CRYPTO=Yy
CONFIG_FIT_HW_CRYPTO=y

// SPLEE:: waRsl. Bk, tffcrypto
CONFIG_SPL_FIT_SIGNATURE=Y
CONFIG_SPL_FIT_ROLLBACK_PROTECT=Yy
CONFIG_SPL_DM_CRYPTO=y
CONFIG_SPL_FIT_HW_CRYPTO=Y

// uboot.imgfif4 1% JLfruboot.ith, ¥fjuboot.ith% k
CONFIG_SPL_FIT_IMAGE_KB=2048

CONFIG_SPL_FIT_IMAGE_MULTIPLE=2

// uboot TFig% i Bl fi £t X uboot . img; &N NAESFIRKKE uboot . imgAitrust.img.
CONFIG_ROCKCHIP_FIT_IMAGE_PACK=y

REERNT, BT AR FEERNcryptoRRE, RSAN—LESHEERRNT:
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o= CONFIG_RSA_N_SIZE CONFIG_RSA _E_SIZE CONFIG_RSA_C_SIZE

RV1126/RV1109 0x100 0x100 0x14
RK3568/RK3566 0x200 0x10 0x20
RK3588 0x200 0x10 0x20

WRFITHERIEASDKIE Aflfeature, BBAKRERDEMECECFE, APFEERCEEAUEI
a8

// U-Boot ‘z24: )3 #hA1ps R ML
CONFIG_FIT_SIGNATURE=Y
CONFIG_FIT_ROLLBACK_PROTECT=y

// SPL & JahAnp; ER N
CONFIG_SPL_FIT_SIGNATURE=Y
CONFIG_SPL_FIT_ROLLBACK_PROTECT=Yy

e CONFIG_FIT_SIGNATURE;&E{#HRE: ubootal LABRT %S | S=F&HIEE: android,
uimage. fit (ZHISDKEIRIEFEFEIEIF B LS .
e CONFIG_FIT_SIGNATUREfERE: ubootR37#F5 | SfitEl4.

=g

FITHR ERZMERNFITIENEGRTIRS, H5lRubootimg (iRBtrustimg) Fboot.img, &
BN SPLI4FTF#IE K loader,
e uboot.img {4
uboot.itb = trust + u-boot.bin + mcu.bin(option)

uboot.img = uboot.itb * N (N—i&E2)
trust F1 mcu MRBErkbin T2, RIFHASBEIMrkbin TIEZRS IFHEREEA 1.
e boot.img X4

boot.itb = kernel + fdt + resource + ramdisk(optional)
boot.img = boot.itb * My (M—AZE1)
e MCUBEE

BRIFLEETaEFEMCUEY, ARFaRMeILRIEIERAY TRUST ini eEBRAEEEEH. I
:

// SCF: RKTRUST/RV1126TOS_TB.ini, HIFHGEIFHL M, J&H T MCU.
[TOS]

TOSTA=bin/rv11l/rv1126_tee_ta_tb_v1.04.bin

ADDR=0x00040000

// MCURCEAMREC: BAFEEE, Jaahibhl, k& (okaysidisabled).
// WHE Adisabled, Mmcuf 244 Eituboot.imgH .

[mcu]
MCU=bin/rv11l/rv1126_mcu_v1.02.bin,0x108000,okay

o [EM4E4E
BRiEL AL uboot.imgRERFEFHIESE, STFNT:
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¥a E4atE=t Bl

RV1126 gzip, none u-boot.bin, trust, mcu(optional)

FAFEILAE rkbin TAE-RRIRZAY TRUST ini IEINEMSRZA. Hian:

// CHF: RKTRUST/RV1126TOS_SPI_NOR_TINY.ini, FF/NEESPI Nori= i,
[ToS]

TOS=bin/rvl11l/rv1126_tee_v1.02.bin

ADDR=0x08400000

[mMcu]

MCU=bin/rv11/rv1126_mcu_v1.00.bin,0x208000,disabled

// E4Ets: gzipEinone, NN L E 7B BRIAAR L6 .
[COMPRESSION]
COMPRESSION=gzip

e SPLIZf4

SPLIM4H B R miE oS ERAY sp1/u-boot-sp1.bin , FAERB|ISFITHERAuboot.img, FFE
ERTEERKES EAFHERNIminiloader, &&FJEHloader,

e /fitHR
U-Boot)RiIFFTTRERERRTEM . /fit Xk, 87T —LhEMl, FEETRNE.

boot.imgfluboot.imgs3 BlfEsdk T2FIuboot TFE MESmIFLER. BRXIFREEHIboot.imgiil
H7E U-Boot TR TEFITEEE, FEETENE,

its {4

e ubootflits3{4./fit/u-boot.its, HHdefconfigeh CONFIG_SPL_FIT_GENERATOR 18 ERIMIATNE
B, EMHmERINER I,
e bootits X FSDKITET:

device/rockchip/[platform]/xxx.its // [platform] &V & H 3¢

tHXIR

// BOITETTHE, @wmFsiae a3k, u-BootfiirkbintE T (U-Boot 4/ T A& St 4iik A
B e

./tools/mkimage

/7 TEEAT A AR
./make.sh

// B4 A
scripts/fit-resign.sh
// TR A
scripts/fit-unpack.sh
[/ AR A
./scripts/fit-repack.sh

WATENEREREETLENE, HASEERNEmake shiSEL:
SR FPRIBSEIR R ERE &)

o _spl-new: {EBISE, FrEAYEIHRFENIspISEFTEIoader; BNIEArkbin TIRERIspIST
1%,
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e -version-uboot [n] : }EREUboOtiMgRIEIRAS, n/RETHFIEEEL,
e -version-boot [n]: #ExEboOt.imMglIEUFIRAS, ni/iEHiAHIEREEL;
e -version-recovery [n] : igiErecovery.imglEHIRAS, nbE+HHIIERES];

WiE(ERRLBMRER):

¢ --rollback-index-uboot [n] : ¥§Euboot.img EU4RHEIRMAS, niiE-HitHIEEEE;

e —rollback-index-boot [n] : ¥gxEboot.img EHFFEIRIRAS, niEHEHHIIEEEEY;

e -rollback-index-recovery [n] : igiErecovery.img E{4BEEIRMAS, niEitHEEE
#;

e -no-check : ¥JELLEHMHKER, ATFHTLELEHTEHANERE.

WiBE:

1. BM4BEEIRNRAS : REEEAT REEMRIRIE N RFRislEER, ZIRASHRFE
OTPEEHEZ£FHET. TEFA: N THILEHRAKEIREH TRERS.

2. EHRAS: BNE, NEEHIER FBAAR0. EE(EM: REFEAEHRAINR, HER
FXEHH TR ERE,

IER 2R

uboot.img

iFmS:

./make.sh rv1126 --spl-new --uboot-version 10 // "4 {i%E --spl-newfl--uboot-
version

FRER
cC sp1/common/spl1/spl.o
CccC spl/Tib/display_options.o
LD sp1/common/spl1/built-in.o
LD sp1/1ib/built-in.o
LD sp1/u-boot-spl
OBJCOPY spl/u-boot-spT-nodtb.bin
CAT sp1/u-boot-spl-dtb.bin

COPY sp1/u-boot-spl.bin
CFGCHK u-boot.cfg

out:rvl1126_spl_loader_v1.00.100.bin

fix opt:rv1126_spl_Tloader_v1.00.100.bin

merge success(rv1126_spl_Tloader_v1.00.100.bin)
/home4/cjh/uboot-nextdev

// 4R rv1126_sp1_loader_v1.00.100.bin (Asp1#TRK G145 Fminiloader
// loader ini SCfFRIE

pack Toader(sPL) okay! Input: /home4/cjh/rkbin/RKBOOT/RV1126MINIALL.ini
// KB --spl-new ZMHe/R: AP A RLEFEA XS4

pack Toader with new: spl/u-boot-spl.bin

// “4H uboot.img (fiftrustfluboot) , MiAS N10

Image(no-signed, version=10): uboot.img (FIT with uboot, trust...) is ready
// trust inisCiEkIE

pack uboot.img okay! Input: /home4/cjh/rkbin/RKTRUST/RV1126TOS.ini
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Platform Rv1126 1is build oK, with exist .config

FIB&MD: BiddefconfightEiExEuboot.imgiYZ &S :

CONFIG_SPL_FIT_IMAGE_KB=2048 // HAritbh K/
CONFIG_SPL_FIT_IMAGE_MULTIPLE=2 // +THLIf{4L

SPLRIEXMECE ERINFIS 1S U-Bootftrust, EEZENXJOTAFHISFEF FHi=E 5 [EEAIEIHRIR,
M7= EsIRYER,

boot.img

FITAZENRIEASDKIER A faffeature, SDKIRIRFTRESERMFITIRZNAIboot.img,

WMREBERZEEsAboot.img, WESDKAERAIboot.imghiE|U-Boot TIE FEFITEHES,
AARLEHHTENSETE. KE. SHEERFETU-BootTiE,

£2g= S =t
FITARSFRSE, AxHfeature:

e sha256 +rsa2048 + pkcs-v2.1(pss) padding
o [EHFLELR

* EHEER(TEER)

o Cryptof@f4iniE

[RIE
BRIGiRE

e Maskrom 13 loader (&&SPL, ddr, usbplug)
e SPL#ZIGuboot.img (B&trust. U-Boot...)
e U-Booti&igboot.img (B&kernel, fdt, ramdisk...)

HEIERAR S sha256+rsa2048+pkes-v2.1(pss) padding fZeRiaeiE=,
key?Fh

RSA key#gmkimagefJ&7Eu-boot.dtbFlu-boot-spl.dtbdr, SAFEIHE#HFTEHu-boot.binFu-boot-
spl.bin,

u-boot.dtbEERSA keyRJt&ZANT ([ u-boot-spl.dtb) :

cjh@ubuntu:~/uboot-nextdev$ fdtdump u-boot.dtb | Tess
/dts-vl/;

/1
#address-cells = <0x00000001>;
#size-cells = <0x00000001>;
compatible = "rockchip,rvl126-evb", "rockchip,rvl126";
model = "Rockchip RV1126 Evaluation Board";

// signatureisitimkimage T H HZMHANAR, 17 BLIR(E T RSA-SHARERAY . RSAZ LTS
HEEL.
signature {
key-dev {
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0x00000000
0x00000000
Oxc7aead6a
Ox3e2d7ca8
0xf37e189c
0x00000000
0x00000000
0x00000004
0x00000010

0xf9f9f690
0x5d7322cc
0x00000000
0x00000000
0x00000000
0x2f736572
0x726f636b
0x726f636b
0x30000000

0x00000000
0x00000000
0xe95771c5
0x30303000
0x00020000
0xfe020000
0x00000003
0x0000003e
0x40666634

I8
iE

required =

"conf";

algo = "sha256,rsa2048";

rsa,np = <0x00000000

0x00000000
0x00000000
0xb4c79f40
0x6a71762e
0x8cf00963
0x00000000
0x00000000
0x00000004
0x66633630

0x00000000
0x00000000
0x1327f633
0xfb2f8387
0x36abla4l
0x00000000
0x00000000

0x00000000
0x00000000
0x00000003
OxaleO6dce
0xb7e9e852
0x00000000
0x00000000
0x00000000
0x69616c40

0x00000000
0x00000000
0x00000003
0xd451a706
0x7bd0011a
0x00000000
0x00000000
0x00000377
0x00000003

0x00000000
0x00000000
0xa82bdf76
0x125f1828
0x00000100
0x00000000
0x00000000 0x00000000
0x00000002 0x00000003
0x73797363>;

rsa,c = <0x00000000>;
rsa,r-squared = <0x00000000>;
rsa,modulus = <0Oxc25ae693 0xc359f2a4 0xa866c89d 0xb7b1994f

0x518d54a7
0x124cdc80
0x00000000
0x00000000
0x00000008
0x00000000
0x67726600
0x706d7567
0x726f636b

0xdaOb83e8
0xa0c3288a
0x00000000
0x00000000
0x00000003
0x2f64776d
0x00000008
0x00000003
0x706d7500

0x06606e12
0x9265c3ae
0x00000000
0x00000000
0x00000003
0x00000003

Ox6adlcbf9
Ox6ac47a4b
0x00000000
0x00000000
0x00000003
0x6d634066
0x00000003 0x00000004
0x00001000 0x00000003
0x00000008>;

0x92438edd
0x00000003
0x00000000
0x00000000
0x00000002
0x00000001
0x00000001
0x00000002

0x00000000
0x00000000
0x00000003
0xc7f865e3
0x7279e0b8
0x00000000
0x00000000
0x00000004
0x6d634066

0x81e039c0
0x00000000
0x00000000
0x00000000
0x73657300
0x30303000
0x30303000
0x6e616765

rsa,exponent-BN = <0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00000000
0x00000800
0x2f64776d
0x00000003
0x00000042
0x00001000
0x00000004
0x00000014

rsa,exponent =
rsa,n0-inverse =
rsa,num-bits =
key-name-hint =

0x00000000
0x00000000
0x64657600
0x00000002
0x00000002
0x0000006d
0x00000002

0x00000000
0x00000000
0x616c6961
0x65303030
0x65303230
0x722d6d61
0x6e74726f 0x30000000
0x00000004 0x00000004 0x00000000
0x2c727631 0x00000008>;
<0x00000000 0x00000368>;
<0xe95771c5>;
<0x00000800>;

"dev";

0x00000000
0x00000000
0x0000002c
0x0000001b
0x0000001b
0x65303030

0x00000000
0x00000003
0x30303030
0x3132362d
0x3132362d
0x0000001b
0x726f636b
0x00000050

0x00000000
0x00010001
0x00000034
0x00000003
0x6e000000
0x3132362d
0x706d7563
0x636c6163

SPL 73555 key hash BILHEE, u-boot-spl.dtb A9 key-dev £ZH burn-key-hash =
<0x00000001>; ,

keyfsEFd
MMaskromZlkernel AIEIZ£FE1, F—(FERA—IBRSANETHZEKIE:
e Maskromi&iloader,

RSANSAEE[FEAPCT A rk_sign_tool B ANloaderfi3z{4skrh, LeBHAT, MaskromB&sEM
loaderEHLIRENRSANBHIG &AM, ARBFERIZ AR oaderfIEFEA.

rk_sign_tool BJM rkbinBEFIREN, U-Boot=BEENFemXIloaderfI&ES,
e SPLE&U-Bootftrust,

SPLIERSALNR{RIFIEU-boot-spl.dtbdr, u-boot-spl.dtbetEFTE#Hu-boot-spl.bin34 (RG]
Bitloader) ; L2BRATSPLIE SRIAtbIFFEHRSARIHEXIuboot.imgiH TR 2R,


af://n4581

e U-BootiZIgboot,

U-BootiBRSANSB{RIF{Eu-boot.dtbs, u-boot.dtb&#E3TaEHu-boot.bin3Z4d (REFIEHN
uboot.img) ; ZEENATU-Boot)\EH SHIdtbI{EFZRSANEITboot.imgiHf TR,

FTLASRIXRAIRSA KeyBZEANBBEHRI—ERS, HRI—Rloadersol 7 ReR3E, MMERIET

Key U&=,

ERFH

RSARIE R EERBIRFEIDIG P, HERANZH hashed-nodes FEE

. BFBEEIT RS
WNT2u-boot.itbIER(ER, EEboot.ith:

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | Tess

/dts-vl/;

configurations {
default = "conf";
conf {

description = "Rockchip armv7 with OP-TEE";

// T E R A

rollback-
firmware
Tloadables
fdt = "fd

index = <0x0000001c>;
= "optee";

= "uboot";

t";

[/ WA NENZEALGER, thimkimage H A

signature
hashe

{

d-strings =

// REWELNE

hashe

d-nodes =

C HETED

<0x00000000 0x000000da>;

conf TRAIE

", "/configurations", "/configurations/conf",

"/images/fdt", "/images/fdt/hash", "/images/optee", "/images/optee/hash",
"/images/uboot", "/images/uboot/hash";
[/ ATEZ MR R B AR

0x8901200c
0x5527864f
0x00000017
0x6f6e006¢
0x7a650074
0x00000000
0x00000000
0x00000000
0x00000000

times

tamp = <0x5e9427b4>;

signer-version = "2017.09-g8bb63db-200413-dirty #cjh";

signe

r-name = "mkimage";

/] BAEER U (FRHsha256+rsa2048)

value = <0x78397d5d 0xb9219a0b 0Oxa7cb9la7 Oxelf32867 0x62719d9b

O0xfcbac03a
0xb13f527e
0x77617265
0x72790064
0x75650073
0x00000000
0x00000000
0x00000000
0x00000000
algo
key-n

0x1cff9608
Oxea50199d
0x00000009
0x7265006¢
0x73686564
0x00000000

0x1295ccc8
0Oxddf9ee62
0x00000002
0x61636b2d
0x69676€65
0x00000000
0x00000000 0x00000000
0x00000000 0x00000000
0x00000000>;
= "sha256,rsa2048";
ame-hint = "dev";

0xdf5f69d2
0x00000003
0x23616464
0x006b6579
0x642d7374
0x00000000
0x00000000
0x00000000

0x21391225
0x35362c72
0x6d616765
0x69676e2d
0x00000000
0x00000000
0x00000000
0x00000000

sign-images = "fdt", "firmware", "loadables";

0x7afl0ca7
0x00000004
0x73006172
0x706f7369
0x00000000
0x00000000
0x00000000
0x00000000
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BAMELE

TeREFFboot.imgiluboot.img D BIEESRIBEHHRAS, MRIREHRAS/INTHEEL
AISRANRAS, WARSIFEED.
RMNRASHEH: TRZEREEHWARKIUIERESMNE, HEHMZIOTPEHEZEFMET.

GIEED: 3

Key

U-Boot T2 MHUTAI F =5 SR LAERE B BRIRSAZIANY, BREER FREEEM—IX, IEERA
XYERERFIEE S, FZERE.

// 1. jkeyiH3t: keys
mkdir -p keys

// 2. fEHRKHI"rk_sign_tool" L HA-MRSA2048/1FA¥privateKey . pemflpublicKey.pem, 45|
HHAIEMCN: keys/dev.keyfilkeys/dev.pubkey. i y:
../rkbin/tools/rk_sign_tool kk --bits 2048 --out .

// 3. fEH-x509RFHER N EZEZIET: keys/dev.crt CGERARZERTAED
openss1 req -batch -new -x509 -key keys/dev.key -out keys/dev.crt

SNREAF BRTIRE . rdX

Can't load /home4/cjh//.rnd into RNG
140522933268928:error:2406F079:random number generator:RAND_load_file:Cannot open
file:../crypto/rand/randfile.c:88:Filename=/home4/cjh//.rnd

B FEBE: touch ~/.rnd
1s keys/ BELER:

dev.crt dev.key dev.pubkey

TR LB keys", "dev.key". "dev.crt" . "dev.pubkey"ZFEEAAEE, FAXRLEFEEE
itsSMAFFRASEN, MNRBENSFTELRM.

[T

U-Bootf{defconfigd TN FELE :

[/ ik,
CONFIG_FIT_SIGNATURE=Y
CONFIG_SPL_FIT_SIGNATURE=yY

// Wik,
CONFIG_FIT_ROLLBACK_PROTECT=y // boot.imgPiFliE
CONFIG_SPL_FIT_ROLLBACK_PROTECT=y // uboot.imgflaliz

#iEiIdmake menuconfigha ik ECER, BiEidmake savedefconfigEBiRARY
defconfigxZf4, XEALERE ARINdefconflight BMESBUKIARARYT, HMSBERFEBH
B,

Bl

IESDK TR FAERAIboot.imgE4—HZIU-BootiRBR T,
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WEIE
(1) BUH&HS (RHEE)

./make.sh rv1126 --spl-new --boot_img boot.img --recovery_img recovery.img

TRIRER:

// @EERSE, EREZ4 N uboot . imgHlboot. img.
start to sign rv1126_spl_loader_v1.00.100.bin

Image(signed, version=0): wuboot.img (FIT with uboot, trust...) is ready
Image(signed, version=0): recovery.img (FIT with kernel, fdt, resource...) is
ready

Image(signed, version=0): boot.img (FIT with kernel, fdt, resource...) is ready
Image(signed): rv1126_spl_loader_v1.05.106.bin (with spl, ddr, usbplug) is
ready

pack uboot.img okay! Input: /home4/cjh/rkbin/RKTRUST/RV1126TOS.ini

Platform Rv1126 is build OK, with new .config(make rv1126-secure_defconfig)

(2) ¥ REas<1:

WNRFFEHEIR, WxTEiA (1) 1Bh0rollback&#L, #I4n:

// F&5%E uboot.imgHlboot.imgH&/MNEA S 735 H10. 12.
./make.sh rv1126 --spl-new --boot_img boot.img --recovery_img recovery.img --
rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12

// HmEERE, ERE% 4 uboot. imgfiiboot.img, HALEP;FEIERAS .
start to sign rv1126_spl_loader_v1.00.100.bin

Image(signed, version=0, rollback-index=10): uboot.img (FIT with uboot, trust)
is ready

Image(signed, version=0, rollback-index=12): recovery.img (FIT with kernel,
fdt, resource...) is ready

Image(signed, version=0, rollback-index=12): boot.img (FIT with kernel, fdt,
resource...) is ready

Image(signed): rv1126_spl_loader_v1.00.100.bin (with spl, ddr, usbplug) is
ready

(3) Ir@md2:

WNEREIB /N EhashiESRIOTP/eFUSE, WARS HiA (1) 8% (2) 1BINZSEL -burn-key-hash , fiIa0:
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// FEEuboot.imgiboot. imgHI&/MikAS 451510, 12.

// ERSPLIT B A$Hhashbi S FIOTP/eFUSEH .

./make.sh rv1126 --spl-new --boot_img boot.img --recovery_img recovery.img --
rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12 --
burn-key-hash

TRIRER:

// fEfg burn-key-hash
### spl/u-boot-spl.dtb: burn-key-hash=1

// HIESERE, B O 4 uboot . imgflboot.img, HALE B EIERMRA S .
start to sign rv1126_spl_Tloader_v1.00.100.bin

Image(signed, version=0, rollback-index=10): uboot.img (FIT with uboot, trust)
is ready

Image(signed, version=0, rollback-index=12): recovery.img (FIT with kernel,
fdt, resource...) is ready

Image(signed, version=0, rollback-index=12): boot.img (FIT with kernel, fdt,
resource...) is ready

Image(signed): rv1126_spl_loader_v1.00.100.bin (with spl, ddr, usbplug) is
ready

FEBFFHATEEEZRISPLITED: RSA: Write key hash successfully,
(4) FS=IR:

e -boot_img: A%, IBESFERZMboot.img,

e -recovery_img: A%, IEEG&SZMrecovery.img,

--rol1back-index-uboot . --rollback-index-boot. --rollback-index-recovery : A%, 1§

EREIRRAS.
e -spl-new: WREFGSATHILSEL, WBEAGERrkbindaIspISUEFTBERloader; BRIFEF
LRIERIERIspIS{&3 T loader,

Eu-boot-spl.dtbHPFTEMITEHRSARNIE CRETHEF) . FTLARKATRRISDKARErkbinGE
RS LERspIsE. Eitt, BFPRHENEREEZESE. (EEAFPBTLUEECHspliRA
EREIrkbin T2, WEMEEHRFAILUABIEELSE, SREMERX MaERAYIspISZt.

o MWFFREM=1ESF: loader, uboot.img, bootimg, RZEERSA key [REEHR, FIITEIRE
FMEPOEEE.

BiER
T RZSEIER:

Bw=32 Col1=10 Bk=8 CSO Row=15 CS=1 Die Bw=16 Size=1024MB

out

U-Boot SPL board init

U-Boot SPL 2017.09-gach99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21)
unrecognized JEDEC 1id bytes: 00, 00, 00
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Trying to boot from MMC1l

// SPLIENZE AR5

sha256,rsa2048:dev+

// BilEER: MEfuboot . imgll A S & 10, AN MRS 29
rollback index: 10 >= 9, OK

// SPLIEME T-Hil4 hashiz i

### Checking optee ... sha256+ OK
### Checking uboot ... sha256+ OK
### Checking fdt ... sha256+ OK

Jumping to U-Boot via OP-TEE

I/TC:

E/TC:0 0 plat_rockchip_pmu_init:2003 0

E/TC:0 0 plat_rockchip_pmu_init:2006 cpu off

E/TC:0 0 plat_rockchip_pmusram_prepare:1945 pmu sram prepare 0x14b10000
0x8400880 Ox1c

E/TC:0 0 plat_rockchip_pmu_init:2020 pmu sram prepare

E/TC:0 0 plat_rockchip_pmu_init:2056 remap

I/TC: OP-TEE version: 3.6.0-233-g35ecf936 #1 Tue Mar 31 08:46:13 UTC 2020 arm
I/TC: Next entry point address: 0x00400000

I/TC: Initialized

U-Boot 2017.09-gach99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21 +0800)

Model: Rockchip Rv1126 Evaluation Board
PreSerial: 2

DRAM: 1023.5 MiB

Sysmem: init

Relocation Offset: 00000000, fdt: 3df404e0
Using default environment

dwmmc@ffc50000: 0
Bootdev(atags): mmc O
MMCO: HS200, 200Mhz
PartType: EFI

boot mode: normal

conf: sha256,rsa2048:dev+
resource: sha256+

DTB: rk-kernel.dtb

FIT: signed, conf required
HASH(c): OK

I2c0 speed: 400000HZz

PMIC: RK8090 (on=0x10, off=0x00)
vdd_logic 800000 uv

vdd_arm 800000 uv

vdd_npu init 800000 uv

vdd_vepu init 800000 uv

Hit key to stop autoboot('CTRL+C'): O
### Booting FIT Image at 0x3d8122cO0 with size 0x0052b200
Fdt Ramdisk skip relocation
### Loading kernel from FIT Image at 3d8122cO ...
Using 'conf' configuration
// ubootiE A
Verifying Hash Integrity ... sha256,rsa2048:dev+ OK



// Wil ZHTboot. imgE MR A 5222, AHLHR/IMEASZ21
verifying Rollback-index ... 22 >= 21, OK

Trying 'kernel'
Description:
Type:
Compression:
Data Start:
Data Size:
Architecture:
0sS:

Load Address:
Entry Point:
Hash algo:
Hash value:

kernel subimage
Kernel for arm
Kernel Image
uncompressed
0x3d8234c0
5349248 Bytes = 5.1 MiB
ARM

Linux
0x02008000
0x02008000
sha256

64b4a0333f7862967be052a67ee3858884fcefebf4565db5c3828a941al15f34a
Verifying Hash Integrity ... sha256+ oK // ’¢iikernelffjhashizis
### Loading ramdisk from FIT Image at 3d8122cO ...
Using 'conf' configuration
Trying 'ramdisk' ramdisk subimage

Description:
Type:
Compression:
Data Start:
Data Size:
Architecture:
0S:

Load Address:
Entry Point:
Hash algo:
Hash value:

Ramdisk for arm
RAMDisk Image
uncompressed
0x3dd3d4c0

0 Bytes = 0 Bytes
ARM

Linux

0x0a200000
unavailable
sha256

e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934ca495991b7852b855
Verifying Hash Integrity ... sha256+ OK // 5¢iramdiskffJhashizis
Loading ramdisk from 0x3dd3d4cO0 to 0x0a200000

### Loading fdt from FIT Image at 3d8122cO ...
Using 'conf' configuration
Trying 'fdt' fdt subimage

Description:
Type:
Compression:
Data Start:
Data Size:
Architecture:
Load Address:
Hash algo:
Hash value:

Device tree blob for arm
Flat Device Tree
uncompressed

0x3d812ecO

66974 Bytes = 65.4 KiB
ARM

0x08300000

sha256

8fb1f170766270ed4f37cce4b082a51614chb346c223f96ddfe3526fafc5729d7
Verifying Hash Integrity ... sha256+ OK // 5¢ifdtifhashikis
Loading fdt from 0x3d812ecO to 0x08300000
Booting using the fdt blob at 0x8300000
Loading Kernel Image from 0x3d8234c0 to 0x02008000 ... OK
Using Device Tree in place at 08300000, end 0831359d

Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)

Adding bank: 0x0848a000 - 0x40000000 (size: 0x37b76000)

Total: 236.327 ms

Starting kernel

[ 0.000000] Booting Linux on physical cpu 0xf00



[ 0.000000] Linux version 4.19.111 (cjh@ubuntu) (gcc version 6.3.1 20170404
(Linaro GCC 6.3-2017.05)) #28 SMP PREEMPT Wed Mar 25 16:03:27 CST 2020
[ 0.000000] cPu: ARMv?7 Processor [410fc075] revision 5 (ARMv7), cr=10c5387d

EEER

N ERRNETELEN, SHFReBEdRERBFEARPC LT, BIBFLRIEE: RSARAXIFIE
%, BELRZET, BPAERRICE LIERInERS:, MRS FARSAMBTNRESR, RE
EERTNEHRELES AR, MTXMIER, RKEFTHR LFERY "S85 ",

SEHLE R

o FNRBERRIRSHAINE, LB TRIGRIFAR RS SR AREASIPC EXEHHITIRITE
88, SENTHIRHNEZNZEEHIRSEZETE,

NIPRERRATIEARITEHILI Y, EREENERER; FARIFRRMIERTE
Fo

o AFERERIIEAEGIRS R (RFEMEY, BETENE) |, RSH[ERLBIREEH
REHiTER, REICERRELSER;
* AFPERXHELERTEEHFRIIGERRIRERERTRENT E£E.

SR
FREHIERIRS LIRS fdt blobflE + FHghashEEa,

e fdt blob TfcE
hashed-nodes I8 T —&HIT R, XETRAIABTESHAREREUE.

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | Tess
/dts-vl1l/;

configurations {
default = "conf";

conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0000001c>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";

signature {
hashed-strings = <0x00000000 0x000000da>;
[/ IXEET R N B NS A B
hashed-nodes = "/", "/configurations/conf", "/images/fdt",
"/images/fdt/hash", "/images/optee", "/images/optee/hash", "/images/uboot",
"/images/uboot/hash";

o FiE{&hashf&ES.

mkimage2 AR N FREBEEMhashiE, FHEIN#thashT=. sign-images FEERIFIEFHRE
hash{BE SNBSS ZEUE (RERZBIT hashed-nodes #{THEE ThashTR) . Fia0:

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itbhb | less
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/dts-vl1l/;

totalsize = <0x000bb600>;
timestamp = <0x5ech3553>;
description = "Simple image with OP-TEE support";
#address-cells = <0x00000001>;
images {
uboot {
data-size = <0x0007ed54>;
data-position = <0x00000a00>;

description = "U-Boot";
type = "standalone";

os = "U-Boot";

arch = "arm";
compression = "none";
Toad = <0x00400000>;
hash {

// ubootfifgftthash, Himkimage L B HzNiTH AR

value = <Oxeda8cd52 0x8f058118 0x00000003 0x35360000
0x6f707465 0x0000009f 0x00000091 0x00000000>;

algo = "sha256";

RS R

FATERBEHHIRSAZEARTR . dev.key, dev.pubkeyflldev.crt, dev.keylEAFAIARITIEIRS2EIFH,
HFRAdev.pubkeyfldev.crt,

B

FEARMU-Boot TIEINME T : FIF#Bdev.crtiiZlkeysHRT, ARFIRKAY"rk_sign_tool" T EEHIAERK—
EIRASFASE, 2 Adev.keyiiElkeysBRE T, S& FANET (BERMEFSHEIEN -no-check ) &
BiEZE Fuboot.imgfboot.img (SEfrEREASHER, BAREENEFEH) .

IR RFRSEIEESE -no-check , BNUIEEIdev.keyFldev.crtARLELSEFTEMABRKRIGS
. tean:

./make.sh rv1126 --spl-new --boot_img boot.img --rollback-index-uboot 10 --
rollback-index-boot 12 --no-check

R T EREZE S uboot.imgfiboot.img, FAFIERILAE fit/ BR TERIGE4:

// W4 N% (data2signiE . data to sign)
fit/uboot.data2sign
fit/boot.data2sign

// BEAithft GERIRNASD , FATHIAmg A i ENT3ET 2 %43 5 3k 15 .

fit/uboot.ith
fit/boot.itb

THE2:
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FAFBuboot.data2sign KIXEIniEiRSSE. BRIRTIEIRSEHFEIFATENdev.key, (FRIITHSER
FHRIHEEER: uboot.sig

openss1 dgst -sha256 -sign dev.key -sigopt rsa_padding_mode:pss -out uboot.sig
uboot.data2sign

RS EHIBERBER X HFuboot.sigiR[EILEFF, AFERuboot.sig&fiuboot.itb PRAJIGATE S :

./scripts/fit-resign.sh -f fit/uboot.itb -s uboot.sig // Z/Epu#iuboot.img, HlT
At

EEboot.itb3f4. HILAFIRE T REFHNEEEFuboot.imgflboot.img,

EBEIN:

e fit-resign.shid-f I5ERYItbIG, ARIMgX . HMASIitbEE R EEMIMgIHF.

o HTfit-resign.shETAREYItb UG HRR S B FIFERMA, Blitb34Fdata2sign R —XI—XF
MNEY, EAdata2signEEPEE T ERMKItbSVHFIIRTEREL, BD /timestamp = <...> . FTLABD(E
LERREHIRIENE, EHRmZFRE— N FRuboot.itb, (Buboot.sigEigiFFuboot.itbeht
[y S =TS

e BTRBMA, loaderEEHFIMAXEIIRSRIRHITESR.

HERE

BRTEER" AN, BEAULERE HEEANEH (boot.img, uboot.img) Em33ziEfE (u-boot.bin, fdt,
ramdisk, kernel ...) AIRSZEEHITESR?

ETFFITRURTHFIEFSCI, HEnRAISSILREYE. 1R T5eA:
o J5E—: tEIERefbootimg, uboot.imgtaIRESBEFITE+ER
[ARE R IABE HEARMU-BootdRiFIAE FRIECE(SE. u-boot-spl.bin3{4,
o FET: HEZRLMbootimg, uboot.imglaIRBETIHITH S
B AMRIREEIT TR TE TRSANE, REBEHITRIANEIRITE.
o BAE=. HEFRBEHIER (kernel, dtb, ramdisk, resource...) #H{THE+ER

PAESZRAIHREEER: RS ERRKANImkimage TR, MXNTEARBEMRKEHT,

BRI EEE " REREE. REKH. BASZHENAR: ARRF LERERLE, RS
2&f#fopenssIfSEZ AT,

EfEE

FRFRILMEBIAIAS E 4 ARE, flaiboot.img:

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-unpack.sh -f boot.img -o out
Unpack to directory out:

fdt : 82813 bytes... sha256+
kernel : 5844640 bytes... sha256+
ramdisk : 0 bytes... sha256+
resource : 120832 bytes... sha256+

MRimgBEEHED, MARBEE—{oitb; sha256+FREMHFRBIIR, BNERsha256-,
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B

PR LMEBIMAt EE R FEG. Fl0: RoutBREFAERFEHEEfuboot.imgERERAIFE
.

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-repack.sh -f uboot.img -d out/
Unpack to directory out/repack/:

uboot : 6 bytes... sha256+
optee : 6 bytes... sha256+
fdt : 4 bytes... sha256+

Image(repack): wuboot.img is ready

RERILStep-by-Step
1. A u-bootER, FIFXIRFEER configs/rxxxxx_defconfig, EFIITEE:
// Wik,

CONFIG_FIT_SIGNATURE=Y
CONFIG_SPL_FIT_SIGNATURE=Y

// Wik,
CONFIG_FIT_ROLLBACK_PROTECT=Y // boot.imgpjEli&
CONFIG_SPL_FIT_ROLLBACK_PROTECT=y // uboot.imgliluliz

2. PUTAI IR R Rickeys :

mkdir -p keys

../rkbin/tools/rk_sign_tool kk --bits 2048 --out .

cp privateKey.pem keys/dev.key && cp publickey.pem keys/dev.pubkey
openss1 req -batch -new -x509 -key keys/dev.key -out keys/dev.crt

R ZEBTIREE, AEZEFFXLKeys,
3. IESR, LUrv1126 861 (MNRMESEEHMOHES, Wrk3566, B THSHAIv 126805
rk356680A])

// Linux: #Ulboot.img, recovery.img®|u-boot X ff T, AT FHIHA% 4
Toader,uboot,boot, recovery, #%&uboot,boot,recoveryfBifRABIE S, ¥4 Eb A R S KR
A

./make.sh rv1126 --spl-new --boot_img boot.img --recovery_img recovery.img --
rolTback-index-uboot 1 --rollback-index-boot 2

// Android: %47loader,uboot, ¥ & uboot A mIE S, iy iA [R5 W6 75 Bl &
./make.sh rv1126 --spl-new --rollback-index-uboot 1

WREFHIN:
Can't load XXXXXX//.rnd into RNG
HiT:

touch ~/.rnd
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4. nNsBhashig5s

// Linux: #£Ulboot.img, recovery.img®lu-boot ffT, AT FHIHA% 4
Toader,uboot,boot, recovery, #%&uboot,boot,recoveryfBifRABIE S, 3D A R SR
FEAE, kS key hash

./make.sh rv1126 --spl-new --boot_img boot.img --recovery_img recovery.img --
rollback-index-uboot 1 --rollback-index-boot 2 --burn-key-hash

// Android: Z:4%7oader,uboot, #EubootMPiARIE S, ERUMRARE S KT EAE, 58
Hkey hash
./make.sh rv1126 --spl-new --rollback-index-uboot 1 --burn-key-hash

IR S BERN T RARKIERGBES -burn-key-hash, BURLFR, FRARIEHRSX
REEEMERTRIE .

5. Android ELftbE4ES43 -

2% (Rockchip_Developer_Guide_Secure_Boot_for_UBoot_Next_Dev_CN.md)

Chapter-13 1JiEFF#
SRS

e rv1126

=hEszis

e eMMC
e spinor

bootrom 3% #3

B#ai bootrom A9 spi nor IRFNTIFINLLDMAER INE FRES, XTSTIFEEEAE usbplug IS EH
HMTESE, ERLEHERE.

eMMCBRIZLIL.

U-Boot SPL %}

U-Boot SPL 3z#F fit HSTCAIBRIEFHL, RIRYSTIFEHEEN oadertEz VAR,

=N

CONFIG_SPL_KERNEL_BOOT=y // FIRPEITHLIRE
CONFIG_SPL_BLK_READ_PREPARE=y // FFRTmEThRE
CONFIG_SPL_MISC_DECOMPRESS=Y // FFEfREY)EE

CONFIG_SPL_ROCKCHIP_HW_DECOMPRESS=Yy

U-Boot SPL SZIFFINETHEE, (FREFUINEINEEE, TLAERTEMEFNEINEERE. BriEEHR
SeFnE ramdisk.

FIANFRNINELRIT gzip [E48I9RY ramdisk, E4ap<:

cat ramdisk | gzip -n -f -9 > ramdisk.gz
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itsAHRIECEAN T :

ramdisk {
data = /incbin/("./images-tb/ramdisk.gz");
compression = "gzip"; // L4tk
type = "ramdisk";

arch = "arm";

os = "Tinux";

preload = <1>; // TnEbR &
comp = <0x5800000>;  // Jnzkibilk
Toad = <0x2800000>;  // fif)kHihk
decomp-async; // S
hash {

algo = "sha256";
uboot-ignore = <1>; // Aflithashiz5:
};
3

PRIFE, ELangwmiErv1 126 eMMCEHY:

./make.sh rvl1126-emmc-tb && ./make.sh --spl

mcufic&

BRImcuEE(FRRHERRSH, MISPERIIZRIGHIIAN. kernelB5f5, SEEIXLEEHE
ERAGIEHI,

£ rkbin/RKTRUST XSRAY T SHECE, LA rv1126 J961:

[mcu]
MCU=bin/rv11l/rv1126_mcu_v1.02.bin,0x108000,okay // [t & XN [ELEA &, & st bl A GEbr

E

0

mcufERriE

https://10.10.10.29/admin/repos/rtos/rt-thread/rt-thread-amp
https://10.10.10.29/admin/repos/rk/mcu/hal

U-BootfwiEfa, S¥mcuEdFI8EIuboot.imgl. RF/GaNAT, SPLEMuboot.imgHrfEtringmcu
&4,

kernel 3}¥

=
CONFIG_ROCKCHIP_THUNDER_BOOT=y // FFEPUE T L) RS
CONFIG_ROCKCHIP_THUNDER_BOOT_MMC=y // FFIESFremme g ML AL ThRE
CONFIG_ROCKCHIP_THUNDER_BOOT_SFC=y // FFETFrspi nortiE LA ThRE

CONFIG_VIDEO_ROCKCHIP_THUNDER_BOOT_ISP=y // JIJi sz FFISPHsdE FHLLIL I hE

RTHIEFFAL, SPLASIKIESCIRIE S EEKkernel dtblISE, LIS EERFECER
=, BifE:

® memaory
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e ramdiskfEERIEA/N
W : kernel/arch/arm/boot/dts/rv1126-thunder-boot.dtsi
memory: memory {

device_type = "memory";
reg = <0x00000000 0x20000000>; // i EfkHE FLIDDRA = TSGE L, SPLAMEIE

};
reserved-memory {
trust@0 {
reg = <0x00000000 0x00200000>; // trust Z[d]
no-map;
3

trust@200000 {
reg = <0x00200000 0x00008000>;
BE;

ramoops@210000 {
compatible = "ramoops";
reg = <0x00210000 0x000f0000>;
record-size = <0x20000>;
console-size = <0x20000>;
ftrace-size = <0x00000>;
pmsg-size = <0x50000>;

I

rtos@300000 {
reg = <0x00300000 0x00100000>; // FilfA45H o, A vT LAl
no-map;

iE

ramdisk_r: ramdisk@2800000 {
reg = <0x02800000 (48 * 0x00100000)>; // fi)kituhl, W] UK SZBRAR/NIEAT B B
L

ramdisk_c: ramdisk@5800000 {
reg = <0x05800000 (20 * 0x00100000)>; // EAiVEMIE, BT LUK 92 PR ANEEAT T
};
};

F¥femmciIECE :

/ {
reserved-memory {
mmc_ecsd: mmc@20f000 {
reg = <0x0020f000 0x00001000>; // SPL #tkernel [fkecsd[X ik
};

mmc_idmac: mmc@500000 {
reg = <0x00500000 0x00100000>; // Fihn#iramdisksf, FiiE 1)
idmaci WA, FIUINESER, 1% X I3 AR e
};
5

thunder_boot_mmc: thunder-boot-mmc {



compatible = "rockchip, thunder-boot-mmc";
reg = <0xffc50000 0x4000>;
memory-region-src = <&ramdisk_c>;
<&ramdisk_r>;

memory-region-dst
memory-region-idmac = <&mmc_idmac>;

e

EtXdspi norfVBECE

/ {
thunder_boot_spi_nor: thunder-boot-spi-nor {
compatible = "rockchip,thunder-boot-sfc";
reg = <0xffc90000 0x4000>;
memory-region-src = <&ramdisk_c>;
memory-region-dst = <&ramdisk_r>;
};
};

RiEFFHNFRE
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Bootrom

=& 1#FU-Boor?

MEEIT

U-Boot

Jn#Emcu &1 Tmeu

#H{Treset & trust

mEREE

kernel/ramdisk

R HARER

& {Ttrust

iZfTkernel

Kernel f2ER0K
EFmcUTT a

RRRIRATIR 1L

kernel iIE{T

initFF 2
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SDK 3#&

androidboot.mode &

{F Android 8.1 #9 SDK kA<, U-Boot M /RFFEtN FECE A REIEF SN Android:

CONFIG_RKIMG_ANDROID_BOOTMODE_LEGACY

REESHRER:

commit a7774f5911624928ed1d9cfed5453aab206c512e
Author: zhangbin Tong <zebulun.tong@rock-chips.com>
Date: Thu Sep 6 17:35:16 2018 +0800

common: boot_rkimg: set "androidboot.mode=" as "normal" or "charger"

- The Tegacy setting rule is deprecated(Android SDK < 8.1).
- Provide CONFIG_RKIMG_ANDROID_BOOTMODE_LEGACY to enable legacy setting.

Change-Id: 15c8b442b02df068a0ab98ccc81a4f008ebe540cl
Signed-off-by: zhangbin Tong <zebulun.tong@rock-chips.com>
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

misc S

misc.imgAIFERIEIU-BootFIAndroid Z [BIRVEE13ZE, FEHNZAIBCB(Bootloader Control
Block),

HTFRKEESHNHERE, KFZEFAndroid-10.089SDKARA, misc.imgEBAIBCBATFHAEMIscH X
{RIEONIE; (KT Android-10.069kA, BCBRAIFMIFEMIscS X{mkE16KBAIE.,

FAFZ23AMHISDKEREEIIMIIE, U-BooteBHIENFES. BEAFIRERRESDKAImIsc.imgR
B, WergeIiam, ME—REAndroida—Ei# Arecoveryt#zt,

Chapter-15 TH

AETHEXNFLTRREZ (LIU-BootiRBRASER) !
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./scripts/mkbootimg
./scripts/unpack_bootimg
./scripts/repack-bootimg
./scripts/unpack_resource.sh
./scripts/stacktrace.sh
./tools/patman/patman
./tools/buildman/buildman

../rkbin/tools/resource_tool
../rkbin/tools/Toaderimage
../rkbin/tools/trust_merger
../rkbin/tools/boot_merger

trust_merger

TheE: HRIBINIECE SN TE64MFERY bI30, bI31, bI32 bin3Zf4, 4R trustimg,
ini 3{%:

L RK3368TRUST.ini F945i:

[VERSION]
MAJOR=0 ----EWAS
MINOR=1 -——- KA
[BL30_OPTION] ----b130, Hul#% & mcu bin
SEC=1 ----77£7EBL30 bin
PATH=tools/rk_tools/bin/rk33/rk3368b130_v2.00.bin ----f8Ebinkit
ADDR=0xff8c0000 -——— [ /- DDR A By Ik A IE AT Hi bk
[BL31_OPTION] ----b131, HuT&ENZ M BIEEEAEXMbIn
SEC=1 --—-fF{EBL31 bin
PATH=tools/rk_tools/bin/rk33/rk3368b131-20150401-v0.1.bin----f87Ebinikt
ADDR=0x00008000 -———[E{F-DDR A B Nk AIE A7 Hi bk
[BL32_OPTION]
SEC=0 --—-Af77EBL32 bin
[BL33_OPTION]
SEC=0 ----Af77EBL33 bin
[ouTPUT]
PATH=trust.img [OUTPUT] - - E 2

a8
/%

* @<sha>: Wik, shatisk, S#*make.sh

* @<rsa>: k. rsatiX, Z#*make.sh

* @<size>: Wik, #=: --size [KB] [count]. % MR/, HHEHSERIN A 2M, FTR2M%
* @[ini file]: ik, inixf

*/

./tools/trust_merger <sha> <rsa> <size> [ini file]
el

./tools/trust_merger --rsa 3 --sha 2 ./ RKTRUST/RK3399TRUST.1ini
out:trust.img

merge success(trust.img)
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BeEnsS:
// @[input image]: Wik. FHFMEERIEML, —MBEtrust.img

./tools/trust_merger --unpack [input image]
sefl:

./tools/trust_merger --unpack trust.img

File Size = 4194304
Header Tag:BL3X
Header version:256
Header flag:35
SrcFileNum:4
Signoffset:992
Component 0:
ComponentID:BL31
StorageAddr:0x4
ImageSize:0x1cO
LoadAddr:0x10000
Component 1:
ComponentID:BL31
StorageAddr:0x1c4
ImageSize:0x10
LoadAddr: 0xff8c0000
Ccomponent 2:
ComponentID:BL31
StorageAddr:0x1d4
ImageSize:0x48
LoadAddr:0xff8c2000
Component 3:
ComponentID:BL32
StorageAddr:0x21c
ImageSize:0x2e0
LoadAddr:0x8400000
unpack success

boot_merger

IheE: RIBINIECESEFTE miniloader + ddr + usb plug, 4% loader[E{4,
ini 3Z{4:

L RK3288MINIALL.ini 3147941 :

[CHIP_NAME]

NAME=RK320A -G AR "RKIN LS maskromZ g (4B S
[VERSION]

MAJOR=2 -——-ERAE

MINOR=36 -——- kAT

[CODE471_OPTION] ----code471, Hu(% & Nddr bin

NUM=1

Pathl=tools/rk_tools/bin/rk32/rk3288_ddr_400MHz_v1.06.bin
[CODE472_OPTION] ----code472, Hulx&E ANusbplug bin

NUM=1
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Pathl=tools/rk_tools/bin/rk32/rk3288_usbplug_v2.36.bin
[LOADER_OPTION]

NUM=2
LOADER1=Flashpata ----flash data, Huix&E ~Nddr bin
LOADER2=FlashBoot ----flash boot, Hiuji#% & ~miniloader bin

FlashData=tools/rk_tools/bin/rk32/rk3288_ddr_400MHz_v1.06.bin
FlashBoot=tools/rk_tools/bin/rk32/rk3288_miniloader_v2.36.bin
[OUTPUT] --—-Hith 4
PATH=rk3288_loader_v1.06.236.bin

f18&$:
// @[ini filel: k. inisCfF

./tools/boot_merger [ini file]
sefl:

./tools/boot_merger ./RKBOOT/RK3399MINIALL.ini
out:rk3399_Tloader_v1.17.115.bin

fix opt:rk3399_loader_v1.17.115.bin

merge success(rk3399_Tloader_v1.17.115.bin)

BeEnsS:
// @[input image]: Wik. FHFMEHEML, —P2EToaderstf

./tools/boot_merger --unpack [input image]
sefl:

./tools/boot_merger --unpack rk3399_Tloader_v1.17.115.bin
unpack entry(rk3399_ddr_800MHz_v1.17)

unpack entry(rk3399_usbplug_v1.15)

unpack entry(Flashbata)

unpack entry(FlashBoot)

unpack success

loaderimage
Thge:

e $J8u-boot.binfEmfuboot.img
o FTHI32NMIFEHIRY tee bin &R trust.img

$I8u-boot:
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* @[input bin]: %i%. binJsf:

* @[output image]: Wik. #ithscftk

* @[load_addr]: ©if%. bk

* @<size>: mik, KA. --size [KB] [count]. i SCfFR/AN, AEH ERINFATIM, 744
*/

./tools/loaderimage --pack --uboot [input bin] [output image] [load_addr] <size>

Sefl:

./tools/loaderimage --pack --uboot ./u-boot.bin uboot.img 0x60000000 --size 1024
2

Toad addr is 0x60000000!
pack input u-boot.bin
pack file size: 701981
crc = 0xc595eb85
uboot version: U-Boot 2017.09-02593-gb6e59d9 (Feb 18 2019 - 13:58:53)
pack uboot.img success!

fZ8u-boot:

/:':
* @[input image]: %ik. fEEIE M
* @[output bin]: Wik, fAEHECHE, EERL AT
:':/

./tools/loaderimage --unpack --uboot [input image] [output bin]

Sefl:

./tools/Toaderimage --unpack --uboot uboot.img uboot.bin
unpack input uboot.img
unpack uboot.bin success!

$J8trust:

* @[input bin]: @ik, bin3ft

* @[output image]: Wik, Hith it

* @[Toad_addr]: @,i%. jngitht

* @<size>: Ak, #%A: --size [KB] [count], #HiscHE R/, BUEHERIAEAYIM, 74144
7‘:/

./tools/loaderimage --pack --trustos [input bin] [output image] [load_addr]
<size>

sefl:



./tools/Toaderimage --pack --trustos ./bin/rk32/rk322x_tee_v2.00.bin trust.img \
0x80000000 --size 1024 2

Toad addr is 0x80000000!
pack input bin/rk32/rk322x_tee_v2.00.bin
pack file size: 333896
crc = 0x2de93b46
pack trust.img success!

8 trust:

/%
* @[input image]: %ik. fRELIE I

* @[output binl: Whik. fltith Cft, (EEAHH
:‘:/

./tools/loaderimage --unpack --trustos [input image] [output bin]
sefl:

./tools/loaderimage --unpack --trustos trust.img tee.bin
unpack input trust.img
unpack tee.bin success!

resource _tool
Thee: RTFFTRESRIRENM, 4k resource.img,
1ans:
./tools/resource_tool [--pack] [--image=<resource.img>] <file Tlist>
Sehl:

./scripts/resource_tool ./arch/arm/boot/dts/rk3126-evb.dtb logo.bmp
Togo_kerneT.bmp
Pack to resource.img successed!

BeEnsS:
./tools/resource_tool --unpack --image=<resource.img> [output dir]
el

./tools/resource_tool --unpack --image=resource.img ./out/

Dump header:
partition version:0.0
header size:1
index tbl:
offset:1 entry size:1 entry num:3
Dump Index table:
entry(0):
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path:rk-kernel.dtb

offset:4 size:33728
entry(1):

path:Togo.bmp

offset:70 size:170326
entry(2):

path:Togo_kernel.bmp

offset:403 size:19160

Unack resource.img to ./out successed!

mkimage
Thee: 4hK SPL &I FALoader @4,

fign: B FEAYASHEERL Rockchip BY bootrom Frds IDBLOCK #8=,, X PMisS=EATER u-boot-
tpl.bin A9k 4 4 byte 3 Bootrom FFEEIREGHY ID:

./tools/mkimage -n rk3328 -T rksd -d tpl/u-boot-tpl.bin idbloader.img
E=AE

./doc/mkimage.1

stacktrace.sh

TheE: FRNTRAIRER, 1BSERKEEMET,

mkbootimg

Thee: FTEEERbootfIrecovery.img, JEX{4kfEandroid T2,
Sehl:

./scripts/mkbootimg --kernel zImage --second resource.img --ramdisk ramdisk.img
--out boot.img

unpack_bootimg
Ihge: BT bootfrecovery.imghEfl, R4 iEandroid T2,
el

./scripts/unpack_bootimg --boot_img boot.img --out out/

repack-bootimg

IhRe: EabootFrecovery.imgehRIE1E,
sefl:
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// Bl H#E#Hikernel
./scripts/repack-bootimg --boot_img boot.img --kernel zImage -o boot_repack.img

// Bl A Hresource
./scripts/repack-bootimg --boot_img boot.img --second resource.img -o
boot_repack.img

pack_resource.sh

INgE: #¥JE ./tools/images/ BFE FHIFTEEE Hiffresource.img,
el

./scripts/pack_resource.sh resource.img

pPack ./tools/images/ & resource.img to resource.img ...

Unpacking old image(resource.img):

rk-kernel.dtb 1

Pack to resource.img successed!

Packed resources:

rk-kernel.dtb battery_1.bmp battery_2.bmp battery_3.bmp battery_4.bmp
battery_5.bmp battery_fail.bmp battery_0.bmp 8

resource.img is packed ready

buildman

Ihee: MEMMFPFRE, IFRESETRIELAFEINEREETMEEMTES. FHESE:
./tools/buildman/README

{E/ buildman EEEFHZEYF toolchain B8R, 4wiE'~/.buildman'S{4:

[toolchain]

arm: ~/prebuilts/gcc/linux-x86/arm/gcc-1inaro-6.3.1-2017.05-x86_64_arm-Tinux-
gnueabihf/

aarch64: ~/prebuilts/gcc/linux-x86/aarch64/gcc-Tinaro-6.3.1-2017.05-
x86_64_aarch64-1inux-gnu/

SHHRIAMI, WN4miERA Rockchip FERT U-Boot A3:

./tools/buildman/buildman rockchip

HREERINT:

$ ./tools/buildman/buildman rockchip

boards.cfg is up to date. Nothing to do.

Building current source for 34 boards (4 threads, 1 job per thread)
34 0 0 /34 evb-rk3326

RBRRERF, F—ERE pass NEESHE (F8) . FNHEE warning BENFEHE (B
B) , B=ENEE error TEAWFBINIFEHE (LA6) . MRFmFBIEPFSE warning & error =
L% E Bk,
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patman

TogE:

Boot, Kernel) IEEFANVETE, TEINEE

RIES#8a) format %M T,
Y& checkpatch #1THaE;

python BT E, BidiEAEMTEH patch FURERIE, 2 patch Upstream (U-

M commit (SEIRENFFEERRY, upstream mailing list FrEEHY Cover-letter, patch version,

version changes %55,

BzpEiE commit Y change-id;

BaiRIE Maintainer FI{HEREEIREEA™ patch FrEAIHEA ;

HRYE'~/.gitconfig'al &' /.gitconfig BEeBIEFRE patch KiXHZE,

FHsE:

./tools/patman/README

R -hiEIEE A ap <SIEIn:

$

patman -h

Usage: patman [options]

Create patches from commits in a branch,
specified by tags you place in the commits.

check them and email them as
Use -n to do a dry run first.

Options:
-h, --help show this help message and exit
-H, --full-help Display the README file

B

==

A
Ap

=
5

-C COUNT, --count=COUNT

Automatically create patches from top n commits

-i, --ignore-errors Send patches email even if patch errors are found
-m, --no-maintainers Don't cc the file maintainers automatically
-n, --dry-run Do a dry run (create but don't email patches)

-p PROJECT, --project=PROJECT

Project name; affects default option values and

aliases [default: u-boot]
-r IN_REPLY_TO, --in-reply-to=IN_REPLY_TO

Message ID that this series is in reply to

-S START, --start=START

Commit to start creating patches from (0 = HEAD)

-t, --ignore-bad-tags
Ignore bad tags / aliases
--test run tests
-v, --verbose Verbose output of errors and warnings
--cc-cmd=CC_CMD output cc list for patch file (used by git)
--no-check pon't check for patch compliance
--no-tags Don't process subject tags as aliaes
-T, --thread Create patches as a single thread

FAfI: $R3ZE#AY 3 4 patch

patman -t -c3

A
~
=

1=

1&17f5 checkpatch 4NERAE error (& warning &=Hxzf] abort,

17,

EEBHHRER patch FRRIFRAFE
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Hfth 5 FRILIN

o -t FRRRAR"BIEIRIERZAL TAG, KEBD A patman iRBI, FHEFER-t'ER;

o -i'tNRBL warning (AN 80 NFRF) BAVAALTHRMR, oILABRIN-ETHRERANT ;

o -5 WNREBETAIN T HARELR] tree A9 top, aTLAEID'-s'BET top B N NMT;

o -n'MNRHARBIRRANT, REBREEHHNT E2ETLABIE checkpatch, BILASHEA'-n"1%ELT;

patchman & commit message FHIKHEF, 4Rk upstream mailing list FFFRANEE.
EBRYAY commit:

commit 72aa9%e3085e64e785680c3fa50a28651a8961feb
Author: Kever Yang <kever.yang@rock-chips.com>
Date: wed Sep 6 09:22:42 2017 +0800

spl: add support to booting with OP-TEE

OP-TEE is an open source trusted 0S, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/OP-TEE/optee_os>
and search for 'boot arguments' for detail entry parameter 1in:

core/arch/arm/kernel/generic_entry_a32.S

Cover-letter:
rockchip: add tpl and OPTEE support for rk3229

Add some generic options for TPL support for arm 32bit, and then
and TPL support for rk3229(cortex-A7), and then add OPTEE support
in SPL.

Tested on latest u-boot-rockchip master.

END

Series-version: 4

Series-changes: 4

- use NULL instead of '0O'

- add fdt_addr as arg2 of entry

Series-changes: 2
- Using new image type for op-tee

Change-1d: 13fd2b8305ba8fa9ea687ab7f3fdlffd2fac9eceb
Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

XA patch 18T patman &< RIERIAHR, SER—1% Cover-letter:
[PATCH v4 00/11] rockchip: add tpl and OPTEE support for rk3229

XM patch BIFRERENT, BE version (SEFIZE0 patch 24 series BI5E) L3 :



[PATCH v4,07/11] spl: add support to booting with OP-TEE

Patch B commit message EEL#AMEIL T, change-id #Zki8, Cover-letter #Zis, version-
changes {ERMEEIRAIFIENER

OP-TEE is an open source trusted 0S, in armv7, its loading and
running are 1like this:

Toading:

- SPL Toad both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run 1into U-Boot in non-secure mode;

More detail:

<https://github.com/OP-TEE/optee_os>

and search for 'boot arguments' for detail entry parameter in:
core/arch/arm/kernel/generic_entry_a32.s

Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

Changes in v4:
- use NULL instead of 'O’
- add fdt_addr as arg2 of entry

Changes in v3: None
Changes in v2:
- Using new image type for op-tee

common/sp1/Kconfig | 7 444+
common/spl/Makefile | 1 +
common/spl1/spl.c |9 4ttt

common/spl/spl_optee.S | 13 +++++++++++++
include/spl.h | 13 4+
5 files changed, 43 insertions(+)

create mode 100644 common/spl/spl_optee.S

BEE XA, 0"Series-prefix", "Series-cc"&iEE&% README,

Chapter-16 FAQ

TODO

Chapter-17 [fi&#

TEkitbiik
rkbin

o RK REPTFEIT: BF gerrit MEBREE: “rk/rkbin”
o HNERIFEID (20E1) :
o & RK &#AY5EEE SDK
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o Github T%: https:/github.com/rockchip-linux/rkbin

GCC

o RK REBLFENH: gerrit EBREE: “gcc-linaro-6.3.1"
o HMERIFEIM: T RK R7pRISTEE SDK & LinaroE M &

AiE

e U-Boot: Universal Boot Loader

e AOSP: Android Open-Source Project
e AVB: Android Verified Boot

e DTB: Device Tree Binary

e DTS: Device Tree Source

e Fastboot: &9 Android
e GPT: GUID Partition Table

e MMC: Multi Media Card, B#&: eMMC, SD £%
e SPL: Secondary Program Loader

e TPL: Tertiary Program Loader

e DTB: #id, &% Blob

e DTB: &id, ATFEMNRIIKEN Blob

e DTC: &id, REWIRIES

e DTO: #fid, REWSNHERE

e DTS: &id, REWIEHF

e FDT: &iF, RFEMHIRER

e SCMI: System Control and Management Interfacee



https://github.com/rockchip-linux/rkbin
af://n4975
af://n4981
https://en.wikipedia.org/wiki/Das_U-Boot
https://en.wikipedia.org/wiki/Android_(operating_system)#Open-source_community
https://en.wikipedia.org/wiki/Device_tree
https://en.wikipedia.org/wiki/Device_tree
https://en.wikipedia.org/wiki/Android_software_development#Fastboot
https://en.wikipedia.org/wiki/Universally_unique_identifier
https://en.wikipedia.org/wiki/MultiMediaCard
https://developer.arm.com/documentation/den0056/latest
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