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1. 24 TR ke

¢ GMS (Google Mobile Service)
Google B ahi% &R, 3 GoogleARFZHELE, Playiilh, ChromeMYiesE—ZRFINH,
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3PL

BT ERE, ERRIEGoogle CDDE K AKX GMS Requirments, 7 GooglefE 2 BRAN A XI5
FIGMSHL & 2SR = I TIAUE, & WA & L 5/0e 2/ XA, —RBeR BTER,
Al AL Z5 57,

Google Partner/MADA (Mobile Application Distribution Agreement)

ZEBMADAMNY K N Google partner/&, A REWE 1M Google Partners{ts, A REMEEXFRIPLIEAT
GMSHIHIE K& i,

EEA

SN E R TR B EEAGMSIALE, AURS AL E I EEASS B N7 e XN A R 1
AZTT Y EMADA (European Mobile Application Distribution Agreement)i#fTH B, HX
EEARMHICUIIH, 2% Google Partner (A% :

xTS

PUTA R H 5% Fibinaryfm, =it AxTS-tradefedi 24T, BLEHUT AR L 8retry ain >
T

BAKA[Z# GoogleE /7MW : https://source.android.com/compatibility/cts/run

retry

FEEE AR ARSI, M Atradefed/5, $UT 1 r BIR &S Z BIMNAS R, H—
5 session id s mf?retryﬁﬂ‘%%%ﬁ --retry session_id IS RUIE =yt N

BT

FEERIFE LM, T -debug, MG S AMIREE R Mlog, DHINLT results K logs
H T

2. TG

RIS EH Google B 4IRS, WUEIIGMSIAIE, BT IANIESRENS FZ Google MRS aIARSS, %
B L2 LSRR HEES RN RAIARIE, EFEITGMSIAIE, WARERRE, —lkkiia2mrr = EE
BT GMSIAIE, (IR RAEBIZEEGMSIRS :

H O EMADAYE 7

XFELT, 2T TE— 1 GoogleHIERFR A, A XKPartnerf SRS BR A1/ DA A IK -5 (7] AR
REE M, AHEEIT GMSINIEN T BB R Google Bk 2 NBUEBAZRIPLKHITE, 1EId AR
TEAARCE A B ME A XTSRS, SEEEIEEGMSIRSS T,

H % EMADA 7

HAEEBBEMADAR A REHIEHIEIGMSIAIE, EMADAR RN, &R EHFODM
MADABFHIAT], AILABATERRBOEII W5 RIH5 13,

2.1 (R

SCRH AR ER T BUSMNERBERE, BT AR EEMADARERA AT AV A,

HE2GM A REEMIDDR, ¥ EELLAndroid GoJdIAIE, ARFITEG RIS IERE 1unch *go, #
an:

lunch rk3326 rgo-user


https://support.google.com/androidpartners_gms/answer/9071728?hl=en
https://source.android.com/compatibility/cts/run
af://n1739
af://n1747

o XTPX30/RK3568iF GMSIALE
PX30°WRK3326H TALIRA, IHREREBUHIE, HGooglef RAMNUARK3326, A LAGNRARZ
PX30ZIEIAIE, 1 FHRK3326; RK3568[FBRK356x5:5, 1#{#iFHRK3566, T.PX30 M4 :

1. M55 2= HE A sub-license A, 5RK33261RFF—%
2. YmIEIE EHEHFIRK3326, fflUIPX30-2GB DDRIA, lunch rk3326 rgo-user

3. WNFRAE ] —BESWI(HIa0: . /build.sh -uca), IHFCIEMmakefilerH
PRODUCT_ UBOOT CONFIG

device/rockchip/rk3326/BoardConfig.mk
PRODUCT UBOOT CONFIG := px30

3. GMSHFREYL

. FIEMADAR IR, BN EREME AT Express73 2, [FIH T RAIGMSEZTTFEGMS
Express PlusfER], TEHRMKZIBK, AP 505D 2RSS B AL FIGMS Express T i,
2. BEMADAR B E H O NEIGMSE IR, 1HTZ AN 3R E:

o FHHMGMSHLIERI A RN EiE R, fEEGIE| vendor/partner gms :

https://docs.partner.android.com/gms/building/integrating/gms-download

o mainlinefliHE|W#L T, Android 115 A ERRA, &AFTREFRESET, AU, &
H i FrepotA TR, WL/ BA SRS IR AN T -
https://drive.google.com/drive/folders/1gxxMalTC99Y2SvyRDUfiDFvY k40z3j05

ol

# T#Emanifest X

repo init -u https://partner-
android.googlesource.com/platform/manifest -b
r-aml-prebuilt-release

# HEFEZD, [FHET, EERE . repo/manifests/default . xm1 P EGHHNA

repo sync -c -j8

TNEARERRAR  (— M ES T S SofTH ApprovedhitA) |, &FB TR HTapproved I SCRSH]

Release Summary, fﬁﬂjgit tag, flan .
git tag mainline m 2020 dec preload 5
i, FRE PR manifestH BRI RIS 73 BB M i tag:

diff --git a/default.xml b/default.xml

index 7belf37..0lccba9 100644

-—-- a/default.xml

+++ b/default.xml

@@ -4,7 +4,7 Q@

<remote name="ohd"

fetch=".."
review="https://partner-android-review.googlesource.com/"

/>

- <default revision="r-aml-prebuilt-release"
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+ <default revision="refs/tags/mainline m 2020 dec preload 5"

remote="ohd" />

<!-- Google-signed Mainline prebuilt module projects !-->

o Android 125 PA_ERRAIE T Eprebuiltsfl, 155545 FE I mainlineEAHFRIRA, ENwHFSR
. filan:

vendor/partner modules

T1003604/mainline m 2022 feb preload 5

prebuilts/module sdk
T1003604/mainline m 2022 feb preload 5

IR R

ERROR: Hidden API flags are inconsistent:
< prebuilts/module sdk/IPsec/current/hiddenapi/all-flags.csv
> out/soong/hiddenapi/hiddenapi-flags.csv

ERROR: Hidden API flags are inconsistent;
< prebuilts/module sdk/Media/current/hiddenapi/stub-flags.csv
> out/soong/hiddenapi/hiddenapi-stub-flags.txt

ERROR: Hidden API flags are inconsistent:
< prebuilts/module sdk/Media/current/hiddenapi/stub-flags.csv
> out/soong/hiddenapi/hiddenapi-stub-flags.txt

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/Connectivity/current/hiddenapi/all-flags.csv
> out/soong/hiddenapi/hiddenapi-flags.csv

ERROR: Hidden API flags are inconsistent;
< prebuilts/module sdk/Media/current/hiddenapi/all-flags.csv
> out/soong/hiddenapi/hiddenapi-flags.csv

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/Wifi/current/hiddenapi/stub-flags.csv
> out/soong/hiddenapi/hiddenapi-stub-flags.txt

4. GMSFA A

. CTS

. CTS verifier

GTS

VTS

. CTS (ReferencePlan, CTS-ON-GSI)

STS

. HEREMNIA Performance Test (X GohiiAR T E)

. MEREMNE APTS (f¥Android 125 DA FERARARGoFH )

oI e Y e
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5. GMS SDKSHU%H

5.1 &S

TEgw i kernellif, IHHHIAE A Clangi# 179w 1%, U1 Z% ¥ Android Gohlk A, 1Hfifi Fandroid-10-

go.config{ X android-10.config, Android 11iRAIEIE10E H A 11, Fl40:

make ARCH=armé64 rockchip defconfig android-10-go.config rk3326.config

make ARCH=armé64 rockchip defconfig android-ll-go.config rk3326.config

A RIRRrkxxxx.config METE, AT DA,

AR5 M Android%ii¥, RS device H3tH ki device/rockchip/rkxxxx/BoardConfig.mk1JAL

H

5.2 Widevine

R HARK3566 ) RK3399E 4 i Widevine L1, T AR L3RI AT# R 2R, R FEE

L1, 1B5AIRERIRBUERHTL S FFIE O AR L1 T

BOARD WIDEVINE OEMCRYPTO LEVEL := 3

5.3 EEA

FEN I HERIReE, RAMEEANIREA FLEAE, HMZEEES

BUILD WITH EEA := true

BUILD WITH EEA TYPE := typel (RIEHCHEEARIINE)
5.4 GMSH{fifE

. B

BUILD WITH GOOGLE MARKET := true

# SradioIREIEACEATEE, HRRERIFtalse

BUILD WITH GOOGLE MARKET ALL := true

# HiFuser@MFN, HH FEHMN KRR talse, RRENMIXTEKSREER, SNICEIER B3,

PRODUCT HAVE RKAPPS := false

U ER AR EAE F Android Gof2GhRAS, 1

device/rockchip/common/device.mk HREIX MER :

diff --git a/device.mk b/device.mk
index 63bb4ac..4340170 100644
-—- a/device.mk

+++ b/device.mk

@@ -899,7 +899,7 @R ifeq ($(strip $(BUILD WITH GOOGLE MARKET)),

OVERRIDE TARGET FLATTEN APEX := true


af://n1801
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PRODUCT PROPERTY OVERRIDES += ro.apex.updatable=false

# 2G A Go
- #TMP_GMS_VAR := $(TMP_GMS_VAR)_2gb
+ TMP_GMS_ VAR := $(TMP_GMS VAR) 2gb
endif
ifeq ($(strip $(BUILD WITH EEA)),true)
BUILD WITH GOOGLE MARKET ALL := true

5.5 Keymaster & Optee

FH1E Sublicenself, IS Optee T AT, BiERE L ARK3326/RK356x/RK3588F A HE Optee V2, HAth
EEBIRVI
= o

PRODUCT_ HAVE OPTEE := true

5.6 Hardware Features

BRI A X Bh RIS RIS P S Re O, QISRANSCRE (QnPeigdY, BLES) , W L—%&E
TR, R Android 11522 FRAE K Nearby Share, ZIIREHIBLE, BEiHREfFIS 552! v
PUBIE DUR R R, B 2R, 152 frameworks/native/data/ete/ N B%f B A feature xmIfH R :

BOARD GRAVITY SENSOR SUPPORT := true
BOARD COMPASS_ SENSOR SUPPORT := true

flan, MERBLE:

BOARD BLUETOOTH LE SUPPORT := false

5.7 FRP (Factory Reset Protection)

GMSTHEZJAHFRP, A RXILIIRERITEAINE, 16 S HIFEMAISDK S AY :

Rockchip Introduction Android Factory Reset Protection CN&EN.pdf

BUILD WITH GOOGLE FRP := true

5.8 AVB (Android Verified Boot), A/BF2%

GMSHZJHHAVB, AXRILIIRERTEA N4, 16Z HIBERTAISDK A :

Rockchip Introduction Android Verify Boot CN&EN.pdf

BOARD AVB ENABLE := true
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AR SIER, SDKEVARIGE G TEAVB, %A B Ebootloader, X SFEGEITINIFEHIT
HEEREINE, EHIAEEF=HifEuboot HXAT_ ERARHNT,  DAHAfEMlkey s HEA% R I 8l E bootloader, 1E
WIEREINE, EIRFBEEVGEAINN T, SRS ANZER—EREER, STk,

RKDocs/android/patches/gms/0001-1ibavb-Lock-the-device-when-the-device-init-

or-write.patch

o TEAndroid 115 DA ERRAH TR S ERIA/B, Hlan:

BOARD USES_AB IMAGE := true
BOARD ROCKCHIP VIRTUAL AB ENABLE := true

# FHXBAERCENINERRA, 1§
ifeqg ($(strip $(BOARD USES_AB IMAGE)), true)

include device/rockchip/common/BoardConfig AB.mk

TARGET RECOVERY FSTAB := device/rockchip/rk356x/rk3566 rgo/recovery.fstab AB
endif

QRGNS RBOARI 7 XIS, ATAFSICE :

ifeq ($(strip $(BOARD USES AB IMAGE)), true)

include device/rockchip/common/BoardConfig AB.mk

TARGET RECOVERY FSTAB := device/rockchip/rk356x/rk3566_ rgo/recovery.fstab AB
endif
+ # PAPXBoverlayMWMERE| include device/rockchip/common/BoardConfig AB.mk' &Z
J&

+BOARD SUPER PARTITION SIZE := 3263168512
+BOARD ROCKCHIP DYNAMIC PARTITIONS SIZE := $(shell expr
$ (BOARD SUPER PARTITION SIZE) - 4194304)

o FBERIA/BES, ubootHthE—FLfTFFA/BIIECE, HIaN: RK3566/RK3568

diff --git a/configs/rk3568 defconfig b/configs/rk3568 defconfig
index b7d433a..a87e2e3 100644

--- a/configs/rk3568 defconfig

+++ b/configs/rk3568 defconfig

@@ -204,6 +204,7 @@ CONFIG AVB LIBAVB=y
CONFIG AVB LIBAVB AB=y
CONFIG _AVB LIBAVB ATX=y

CONFIG AVB LIBAVB USER=y

+CONFIG ANDROID AB=y

CONFIG RK_AVB LIBAVB USER=y
CONFIG OPTEE CLIENT=y
CONFIG_OPTEE V2=y

5.9 SELinux

GMSTFEHZJH4/ISELinux, JF/ASELinux/5 ] AES SECELERER LR, BRUIH MBS IAESE
MHEISDK SRS :

Rockchip Developer Guide Android SELinux(Sepolicy) CN.pdf
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device/rockchip/common/BoardConfig.mk:
BOARD SELINUX ENFORCING ?= true

XF Android 1252 DA ERRAR, FATHR ML T — D T AR DA FRE WA, 155 WERIZTEEET,
TEAT:

RKTools/linux/Android Devices SELinux_Tool

BARER A EES IR E XY README . md

\

5.10 [&]%€ fingerprint (n]j%)

NSRS, ATREFZ AR EMF, AR AT PUNAN T EE RS,  DARAE SERTIE PR 5 Toik
AEEMIL,

diff --git a/prebuild.mk b/prebuild.mk
index 28391f6..7£38922 100644

--- a/prebuild.mk

+++ b/prebuild.mk

@@ -4,3 +4,4 @@ $(warning You can disable this by removing this and setting
BOARD RECORD COMMIT

$(shell test -d .repo && .repo/repo/repo manifest -r -o

$ (OUT_DIR) /commit id.xml)

-include $(TARGET_DEVICE_DIR)/prebuild.mk

+ROCKCHIP BUILD NUMBER := 202001 (5—8H#FHA, HOE)

5.11 ‘Z4E4b T HY Security Patch level

NF LT FERBO I, 165 % BRI SDKSCAS:
Rockchip Introduction Android Security Patch CN.pdf
EEGMSH, THHEGMSINIER HATZER, —BoRIZ A T AR =D, AR E 2 2
TARERIH, IR 24h T 55

build/make:
core/version defaults.mk
PLATFORM SECURITY PATCH := 2020-03-05

5.12 Attestation key (Keybox)

HATGMSIIR A 1 Eattestation key, B /¢ EIEII3PLIAIGoogleFH ifkeybox, % keybox /5 i F L
R At Akeybox 4T B T HBTT 0, FTHEREHIEK, BEARE TAEEIRES, HXNWTRET
BHH:

RKTools/linux/Linux AttestationKeyboxPack Tool.rar
RKTools/windows/KeyBoxWrite v1.53.zip
PRI BRIE S 5 BER A SDKSCAY :

Rockchip User Guide KeyWrite CN.pdf

R IEEERT, 1ER A ubootH e S attestation key I LIRER A FTHF, BIANTE3566/3568HFT H 055 ThRE
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diff --git a/configs/rk3568 defconfig b/configs/rk3568 defconfig
index 46440b6..22831d2 100644

--- a/configs/rk3568 defconfig

+++ b/configs/rk3568 defconfig

@@ -205,6 +205,10 @@ CONFIG AVB LIBAVB=y
CONFIG_AVB LIBAVB AB=y

CONFIG_AVB LIBAVB ATX=y
CONFIG_AVB LIBAVB USER=y

CONFIG RK_AVB LIBAVB USER=y
CONFIG OPTEE CLIENT=y

CONFIG_OPTEE V2=y

+CONFIG _ANDROID WRITE KEYBOX=y

+CONFIG_ANDROID KEYMASTER CA=y

+CONFIG OPTEE ALWAYS USE SECURITY PARTITION=y

RS THkeyltf, TERRT MG, ANEERNTH, FEEGHES, FRAREHXKME
PUTFER. PO B LT ENE B K S RS (R i fRu-boot VR BT 32022-03), 41 (0RIREEE 5EH0):

write attestation key: RSA ret rsa=0
QR HIIEkeybox, TR DA T ARIEMR TR RIGMI3pIFIL):

1. —ikd (g%caseﬂﬂﬂ, &E%UY%’E%&W@, i 2GtsEdiHostTestCases)
. BREER (RI3plZERNR)
3. —Mext X (—fT—Ndevice idMN—E#H)

Google Request to use Device ID to apply the key:
Device ID within the file should meet the following properties:
1. Unigque and cannot be duplicate of another Device IDs within the file
2. Must be between 1-32 characters in length
3. Only following characters allowed [a-z] [A-Z][0-91[ T1[-11[.]
4

No whitespaces allowed

Device ID files have the following requirements:

1. ASCII text file in unix format.

2. File name should be created with the following characters [a-z][A-Z][0-
91[ 1[-1[.]1 in a meaningful way (e.g. Make Model Date Quantity.txt)

3. Must only contain Device IDs. No comments, headers, or other
information

4. One Device ID per line

5. No duplicate Device IDs within file
6. No blank lines
7

No white spaces

5.13 5 X Android 1211 PIRZRR A (s B 56 H

Android 12[R]N 32 HFRK3588, {HAZIMRATHMEAE AR, PRI H SR ~E:
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FEa kernel-4.19 kernel-5.10

RK3326 Y N
RK356x Y N
RK3399 Y N
RK3588 N Y
RK3288 Y N

Gk, BSNIRRS, KNI, IETEEAEIE H AR,

5.14 5 Xincrementalfsf 5 HH

Android 12RAH, GMSIMIFER Y+ incrementalfs v2, XFEENZIRE L, NFIEFRBT
BYE, RAKERBV2NEFSHE] kernel-4.19 WELL, MK incrementalfs v2 I IEAL T ko,
BAELAT B3

vendor/rockchip/common/modular kernel/4.19$ tree user*
user

‘-- incrementalfs.ko

userdebug

‘—- incrementalfs.ko

0 directories, 2 files

WA BERT, ko B PIRESEHT NN, SFEOCIEEMBNEL, vTCAH AR 77 IEHIA SRS 2 45 9
ﬂﬂiﬁ, §U%§q“ﬁgﬁ?‘incrementalfs Eﬂﬂﬂ%ﬁﬁiﬁb:

adb shell lsmod

Module Size Used by
bcmdhd 1150976 O
incrementalfs 77824 0

SRIREWIERINE, WRFETINER, FrAV2HIANT « . patcn DASKN TR T RIHE S A
base.txt, HABAIDAMELNTAL BRE]:

vendor/rockchip/common/modular kernel/4.19
FfiA pase $RA RN TIA:
git log fs/incfs/

WNRIEAE B3R A H M Android 12DARTHIARA, & AT DLEIX S TERING I3 B i T, i
built-in FiiFE, HIAGERZEGM T ouilt-in FU77ENTR, 8K is not set IR built-in,
=y MY built-in y XIS AT DAARTR L2490 1E ko

cat kernel-4.19/.config |grep CONFIG_ INCREMENTAL FS
# CONFIG INCREMENTAL FS is not set


af://n1892

5.15 B AR, BTk

[ F/apk ¥4 £ B 15, SHFWRHMA, [EER15817HE
build/target/product/security/README

foian:

development/tools/make key testkey
' /C=CN/ST=Fujian/L=Fuzhou/0O=Rockchip/0OU=Rockchip/CN=Rockchip/emailAddress=gms@
rock-chips.com'

AR testkey.pk8 testkey.x509.pem

openssl pkcs8 -inform DER -nocrypt -in testkey.pk8 -out testkey.pem

ERK:

testkey.pem

— B H AR AN Y key, FHIN XM, 7H/E pem/pk8/x509.pem :
media platform shared testkey, FLF120NWfE, HEFHMAIM NER:

build/target/product/security/

5.16 ApexZ AR, BT 4

—fKi, f#Regular GMSI%FE, FHEMBHApexFEss, HNZ7 AN T ail:

CtsAppSecurityHostTestCases
android.appsecurity.cts.ApexSignatureVerificationTest#testApexPubKeyIsNotWellK
nownKey

java.lang.AssertionError: must not use well known pubkey

Expected: must not match well known key

AR T IER] PAFEGoogle LB E, IMALE com.android. i18n Z5fl:

cd libcore/apex/

rm com.android.il8n.pem com.android.il8n.avbpubkey

openssl genrsa -out com.android.il8n.pem 4096

avbtool extract public key --key com.android.il8n.pem --output

com.android.il8n.avbpubkey

BHHREBELA T =" Apex, BEARAT LIRSS RAI0g M, log EAATENENIAL Y :

Apex module name Path-Android 11.0 Path-Android 12.0
apex_com.android.il8n libcore/apex packages/modules/Runtimel18n/apex
apex_com.android.runtime bionic/apex bionic/apex

apex_com.android.art art/build/apex packages/modules/ArtPrebuilt

ER: QUERSEHYS Ty A fEpass, RIBHSINAEHLAT, A% i8sPC LS B fail.


af://n1903
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https://source.android.com/preview/devices/tech/ota/apex?hl=en#vbmeta_signing

5.17 R A A

XFRAERERTEOR,  Android 124 CHEMN—BREEINA, 1E7E 1unch AW E, I
RiATH A, BlGH:

source build/envsetup.sh

lunch rk3326 sgo-user

source device/rockchip/common/scripts/check gms env.sh

%} T Android SDK lunchf1%ii%, ERIASHREAppNRFIR, WEHIANTIG Appis A ISR AR
JaERRIZIRET ! Bl

device/rockchip/common/modules/gms.mk:31: warning:
hhkhkhkhkhkrkhhhkhkhkkhkhhkhkhkkhhkhkhkrhkhkrhkhkdhkhkrhkhkhhkhkkxkhx
device/rockchip/common/modules/gms.mk:32: error: Please note that all your
apps MUST be able to get permissions, Otherwise android cannot boot!.

17:38:09 dumpvars failed with: exit status 1

5.18 IR ZA AR 2

\
oy

ER|LIEZIERMIAZ /i, —EBRIEGMS Requirements{FAIZX, DATTZINTHE, XFER2ERK
R 771k
o TR
TEFNBIE B S8 o ERmHEERER, BInl# A L2,
e Lockdown &=

I BT

AT wE

- MRS R 2R E
AERFE LR T K B R
. ,‘f—ifﬁ T/R1ockdowniEI

[T S U R N

o MWEELNNE/ ST Full Disk Encryption/File Base Encryption
B R BEIE1E L MR RS

settings->security & location->Encryption & credentials->Encrypt tablet

6. MIHGHERS

1. i&#%Rockcehip Android SDKA AT AR EIRINLTT %, AL S &1

2. TR TOMSH, RESRGE —XEshaE, EmOSER, FHUE3IE7EHRGMS
Setup Wizard IR E, % EERINIE S NUnited States English, wifitfi /0 E7eBkid, WX iEEE
EE, REHFELR, #H AHome FL;

3. HAERYLATZ DA NECE, Settings->Wi-FilEfEwifi, JEHvpnMZEIAEE, FAHEIEHvpn;


af://n1934
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4. FHEMIACTS/GTS 2 i, VICAZEERGMSIKS, ENEEfail; WISRZEEA GolitH, Hrh
GtsRegulationComplianceTestCases HIAMIAE R, MIXFTEFHFEEATIRIK S, FHiE#F
dEGooglef2Z51% (f40: DuckDuckGo) . EAIEAEEAE 77 SRS MM :

https://docs.partner.android.com/gms/policies/restricted/eea-builds?

hl=en#choice-screen

5. Settings->Security->ScreenlockiZ¥None;

6. tNRF= 5 (Wlaptop2r= i) T FEHEAL, Languages & input->Physical keyboard->Show virtual
keyboard, ZJIZIZIEIN;

7. ¥4 15 i Settings->About tablet (phone) ->Build Number, {##7F2 [ Developer Options T/~ Hi
x;

8. Settings->Developeroptions->Stayawake, 4JJ%EZIEI;

9. Settings->LocationfT FFEN RS (BRINZRFTHFHY, ANESRH) ;

10. Settings->Display->Sleep I B i KINH], ReZ TR RmE (AN AR, DAIYEH
=) ;

11. 7 # Fandroid-cts-media-version#T ik I A TR R

12. ?%'J_l\ﬁgﬁiﬁ(ﬁiﬁ:, PATEARE FIIBIA source copy media.sh && source
copy image.sh DA EIGEAREHREIPATIAE: /top/android-cts-
media/android-cts-media-1.4 ), android 1152 DA EARARTFE media-1.5,

13. & Sensorf R, BMEREKAGRL, R IZASSHOIAMENIATE R, WVTSHiS L
gﬁﬁl}\ﬁ/ﬁvﬂ(?&, BEHIE: cat /sys/class/sensor_ class/accel calibration, il
RAMEFTEN, %Ml accel calibration: -604, 131, 535, WIARARSHERY), RFEUERINL
AR HICPR IR E, BIAML echo 1 >
/sys/class/sensor class/accel calibration BUmTReife, AHEEISFIN R SRR ;

14. PyFRE FRAONL A S S CE, YRR SRR AR I E

15 REHINA, AZEHLERE T R,
1E: Android 1152 PA ERRATIAGTSHI, HLER S PiERwil, IKSAZER, SWGts2HA
fail.

7. EHIACE

FEMHUbuntu=AH BITAECE fjava, Python, adb, fastboot, aaptIfiE,

FTPfR55 %% :
ik K Y
ftp://ftp.rock-chips.com Xzj-guest V3qTwMQ4YV

X Android 125 PA_ERRA, BATEEFTPH RS E Hi & P B 25 DR T A, 7] DAMFTPIIRA R
IVA=EINIE

GMS-Test-Suite/Exp+


af://n1994

M FHIRK-FTPH I Android O cts env.tar.gz, fEfE/GHCEINRA&E:

Ubuntu FA]PASNZERZ]~ / . bashrc & G L FTNARZIX M HWleny, MiRFTsource env:

export JAVA HOME=/home/Your Name/Software/jdk1.8.0_ 77

export JRE_HOME=${JAVA HOME}/jre

export CLASSPATH=.:${JAVA HOME}/lib:${JRE_HOME}/lib

export PATH=${JAVA HOME}/bin:$SPATH

export PATH=/home/Your Name/Software/android-sdk-linux/tools:$PATH

export PATH=/home/Your Name/Software/android-sdk-linux/platform-tools:S$PATH
export PATH=/home/Your Name/Software/android-sdk-linux/build-

t00l1s/19.0.0:$PATH

LB, EHEE P HQ&AHI TS adb,. aaptMfastboot TH, WA R HRAKMRAER, Mk

I 237 A 25 o i i
1 Androidhit AN 2 3K [ adb/aapt/fastboothiR A U0 :

Androidhiit A& adbhiiA IR AR ER
Android 10.0 29.0.6+

Android 11.0 30

Android 12.0 31

Android 12.1 (Android 12L) 31

R Maapt/NATH, TE L+ IRAE:
sudo apt-get install 1ib32stdc++6 1ib32z1
1. 2225 Python T &2 L :
$ sudo apt-get install python-dev
2. %24 Protocol Buffer . &

$ sudo apt-get install python-protobuf
$ sudo apt-get install protobuf-compiler

3. 223 Python FEIIPRBEAHSE T A.:

$ sudo apt-get install python-virtualenv
$ sudo apt-get install python-pip

4. AR AR Epython3, FTRERR Z M FHIX:

$ sudo apt install virtualenv

8. ML R W) R T 5 I

fastboothR A S AR EE K
29.0.6+

30

31

31


af://n2051

1. HIRTC IR AR RS
VTSN A G IAE, AT LAZ AT i 5 fil4E E pip N pip2 il pip 224

virtualenv:

sudo apt autoremove python-virtualenv
sudo apt autoremove virtualenv
sudo 1n -sf ~/.local/bin/pip2 /usr/bin/pip

pip install --user virtualenv

2. F+4%adb, aaptffastboot

{EFISDK 12t adb, aaptflfastboot TEE i, S5 BEHTHISDK HY:
Rockchip Android * development guide V* CN.pdf

Q: Bfiadb/fastboot

A: Pladbhfill, TELIHBEN:

whereis adb

$ adb: /home/rockchip/Software/android-sdk-linux/platform-tools/adb
adb kill-server

4%ladb/aapt/fastboot I E)G, B#tadb/aapt/fastbootfbinary, binaryR]fE
$SSDK/RKTools/linux/Linux adb fastboot3KHl,

9. Z SHLERHMENTA

FE U NI R 2 SR EINR, an i

--shard-count

o 3B FEIN Fcts:
run cts --shard-count 3 -s SN1 -s SN2 -s SN3

ER: ZEYIESEMAR, GURHrp—GPLaeBEdl, MR GPE a2 ARk, Wik
BEERSEE! BBOCRILSRRIARE )G, eGP, W ok, BB,
FHEFIRRAMES 2 B ildretry !

10. GSUBEB 7514

WAV EEBE, HEAfastbootd, HFFELE GSIH Hsystem.img X [E - FImisc.img, 55 fFitt
Arecovery TR E H) % E, T LEEANRE RE:

1. /5 £bootloader, ARERBI->H 2SR

adb reboot bootloader
fastboot oem at-unlock-vboot ## N THELavbANHIIES, ESHRMN A SCRS R,

2. IREH I%E, 5 Ffastbootd:


af://n2060
af://n2067

fastboot flash misc misc.img
fastboot reboot fastboot ## AN fastbootd

3. FFUEREE GSI

## (A N T X REKARE, A PeITASmMERoroduct 2 X G EGsT
fastboot delete-logical-partition product

## NTHEMA/B, BWa/BHIEE, TEFNMPRproduct a/product b

fastboot flash system system.img

# RERINE, EE

fastboot reboot

o F1: HWRIPAEFADSU(Dynamic System Updates)¢’5 GSI, HHliRockchip* & ELBINT£F
DSU, HTIZGREFEIHAERENTE, NG DDRE AR MEH, B XDSURAEA
fEF, EZS%E Android B ¥ ;

o F2: VTSRS, FHEFRNHEEZRIFEHI boot-debug . img Elboot73[X ;

o 7E3: CTS-ON-GSHMIAN MIATFFELE boot-debug. img ;

o 4 MIARHEEHGoogle B /7 &MY, A -signed &EMIGSIHIE;

11. AV TS/CTS-ON-GSI

MRHEGoogle GMS AAYZER, AN T AL FHIE B TE /Ml

o CTS: JEMWOEMIEME, BIIEH gk H B 5 B & 4,

o CTS-on-GSI: fA8iHL 2%, W5 GSI, BUENLAS G FEHITCTS-on-GSIFIMIIR,

o VTS: fEBHLES, M5 boot-debugfIGSI, FEHATVTSHIMIR,
R fECTS-on-GSIEWRS, SV BEHRGSINES (-signed) AR, HGSIZ 24T
REETHE T SDKINL 2N TEHR, BNREERITERSE, REKGLED!
R Android 11JUIXCTSELCTS-on-GSIN, 5Kt LEPTRATEOE, SUSr~4
AN R fail T

CtsKeystoreTestCases
android.keystore.cts.KeyAttestationTest#testEcAttestation
android.keystore.cts.KeyAttestationTest#testRsaAttestation
android.keystore.cts.KeyAttestationTest#testEcAttestation DeviceLocked
android.keystore.cts.KeyAttestationTest#testRsaAttestation DeviceLocked

12. VTS

FERIMFE GSI(HTAOSPHYsystem-xxx-signed.img, FJ MGoogle’'E /3PLE{RockchipZZ 4 #h T FTP3R
B, BAF HsignedE1%) LA boot-debug.img (T /8 AVB/EFT L E 23T .8 rockdev/Image-xxxH1) o

s A o .
A A retryin % a4
~
android-vts-xxx- run run vts -- run vts -m module name -t

arm_64.zip vts retry 0 case name


http://https//source.android.com/devices/tech/ota/dynamic-system-updates
af://n2089
https://docs.partner.android.com/gms/testing/vts/treble-compliance?hl=en#sample-test-flor-without-dsu
af://n2100

13. CTS-ON-GSI

FERIMRE GSI(HTAOSPHYsystem-xxx-signed.img, 7] MGoogle'E /3PLE{RockchipZZ 2 #h T FTP3R
Y, BAfHsignedViR1B), W5 HiER L,

A a2 retryfii Li by
android-vts-xxx- run cts- run retry -- run cts-on-gsi -m module name -
arm_64.zip on-gsi retry 0 t case name

{EAndroid 114, #ZPLPRgK:

WA WA retryfii ¥ L by oy
android-cts-xxx- run cts- run retry -- run cts-on-gsi -m module name -
arm_64.zip on-gsi retry 0 t case_ name

14. CTS

{5 P e B g 13 tH Euser B AR TR, - (& ARG BRSSO AT AT A B AT ECH 4

- A .
AL A retryfi%> L M1 204
~
android-cts-_xxx- run run retry -- run cts -m module name -t
linux_x86-arm.zip cts retry 0 case name

15. CTS-Verifier

(o e B G 15 tH B user B PFREA TN, [ PFAC B SO AT i A AR B A RCAH 4

DA Wi on % retryin % L bR
android-cts-verifier-10_xx-linux_x86-arm.zip Fahii Fahiit Fahiik

1. Android 10.05 A I, TETEL$ECts Verifierd], $ATLA N2

adb shell settings put global hidden api policy 1

2. 4 Cts Verifier, THFSMEMRX ML LA, HIE LE—PHIITZ)E

adb install -r -g CtsVerifier.apk

3. Android 10.0% PA_EFEERAIMALT


af://n2113
af://n2138
af://n2151

adb shell appops set com.android.cts.verifier android:read device identifiers

allow
4. Android 1.0/ DA |, FREFIMMTIX MRS
adb shell appops set com.android.cts.verifier MANAGE EXTERNAL STORAGE 0

5. B RGN A

16. GTS

{5 FH 52 B G 138 A user B AREEA TN, [ CFAC BB T SORS AT T AT A & ARG, IR S5 D RIA
FENIEE, ZEBCEFgts key, FII#IT echo $APE APT KEY B,

o GTS keyfiL B 71k
M3PLIREUG, Fkeyliif/a, WMMEPAFEA RS, 40:

$ vi .bashrc
export APE API KEY=/path/to/key.Jjson

WAGTSHI, £51EM S &R vpn-wifi, Ik S AZER, TSP Pail:

com.google.android.gts.setupwizard.SetupWizardZeroTouchTest

\ WA oi \
ML " retry i TS
~
android-gts- run run retry --retry run gts -m module name -t
XX.ZIp gts 0 case name

17. STS

i F 5e 3 4 1 HH A userdebug B PFHEATINR, (& PHEC BB HZ SRR A B AR ZEANECHI LY, A K fail I
AL, TESHEREMAYSDK XA AndroidZ4h T BRI SCAY

At it % retryfii % LR
android-sts- run sts- run retry -- run sts -m module name -t
XX.Zip engbuild retry 0 case name

18. GOATS (Performance Test)


af://n2182
af://n2201
af://n2214

PERETIR, 6 5205 % H fuserdebug B PRI TN, EPFRT LIt 2 SRS AT Ko A RIS
G VE ST Clangfhil (i HEII R TR 22 SC4%)
Kemnel T AT TN T

diff --git a/drivers/video/rockchip/rga2/Kconfig
b/drivers/video/rockchip/rga2/Kconfig

index efclef6..3458051 100644

--- a/drivers/video/rockchip/rga2/Kconfig
+++ b/drivers/video/rockchip/rga2/Kconfig

@@ -1,5 +1,5 @@

# SPDX-License-Identifier: GPL-2.0

-menu "RGA2"
+menu "RGA2G"

depends on ARCH ROCKCHIP

config ROCKCHIP RGA2

19. APTS

Android 12/ A ERIALES, FZMEURRITEREMIA, AENIXGOATS,

Y AA A 5
Wikls  WIAGS WG BuserlEfFfingerprint) HWES, TN

retry
. run
android-
" run test/approval-go --fingerprint-swap test/approval-go --
apts-
. google/wembley/wembley:12/SP1A.210712.001/7539480:user/release test-case app-
£0.Z1p

start-cold-3p

20. BTS

H2018FE4H 1 HL, A IINIERR T Android BTS (Build Test Suite) MK, 1EZ# Google
Partner>CHy:

EAEEFZEGooglel, AE EAEFTH)GH update . img , 5 HEGoogle TEIE AT B AT )@, A
RANTTIE BT EE SRR 3pl, RKEWBTSTHL 750 KA RFIRFPIRIGIRE S,
# A fingerprint(FLFRPTA R, "/IEE Y ~"), ARG EELGE ziphs .

rockchip~rk3326 ggo~rk3326 ggo~10~QD1A.190821.014.C2~201911~user~release-keyss$
1s
boot-debug.img boot.img dtbo.img misc.img recovery.img super.img

vbmeta.img

XFPHA: B EULEPIEGMSIIR £EiE, EHEBTSHANHPHA (BENA) #HE41)1E
M, MRIBEGoogleF iGN, 1] AYSI T2 7l E Mapp_E £ 2Google Playi#74a M, HAK
EIH3PLELTAM, B BTSHILRBIRIH


af://n2217
af://n2228
https://support.google.com/androidpartners_gms/answer/9027630?hl=en

21. H A4

FARBRIE S — T

run cts --exclude-filter "CtsViewTestCases

android.view.cts.SurfaceViewSyncTests#testEmptySurfaceView"

AN fail FWiplan:
help add&&
add subplan --session xx -n plan name --result-type type

TR ¥ Wiplan it -

run cts -o -a arm64-v8a --skip-all-system-status-check --subplan xxxx

22. GMS Express

RN, R Android B4, 15T H _EATE Y Andridi& & RE X I R FH 2 Google & H releasef) %2 42
BB, Googletfi ! T GMS Express Program,
Rockchip® R%°F- & Android 12.0°FAR 77 W2 M < F, WA RRIEFTR, AR ZHRockchip GMS
ExpressTE RMHX NS, B AWIER, 15 PAGoogle[MnE 4 9,

Bh¥ER Go Express Regular Express
RK3326 X AR
RK3566 SCHE X
RK3399 ASFF IR S FF
RK3588 RFs A ESEs:
RK3288 AR HEESTE;

22.1 R

o fifiHRockchip GMS Express Baslinef % 7, 155 W Hi{R 5 Google A BEMADAMMY, /2K
Android Goli 55 IR B B GolA N FEMADA ; TEEDLA, IEMRZEBEDLAMMNY, A&
PG 1875 P RS — DA XU 77 BT AR,

» Rockchip GMS Express baseline, =14GoogleZ2:kK % H#SHE 0 # (B Z2EH. GMSHE
FITEHT. GoogletRtHTAOSPEHEEAN TE) , &M HMbaselinelEA LG IEI@EA], 15554
PRBEEEHT, R R ota T FIEIRLE LR o A5 AR NN BB R FREA TR BEGMSAH R EOR
X HFo

22.2 TFE P& E


af://n2233
af://n2240
https://docs.google.com/spreadsheets/d/18cNgkWAlt6mYtZIgXS9yHflhMbE8pFB9CgYniqUsWR4/edit#gid=0
af://n2267
af://n2273

TEELZARK FAERA R AT AMSDKAEEEZ AN, FREXGMS Express Baselinefrepo [ Z i1k K2 A 5 R EA
FRAVIE, R EARRKEMEAMIISDK, SNPRIREA R E 2 2 E M A GMSTEHT, Android 10
KA ERcAH ) FrEEER 55—, ${5Rockchip SDKJE, BE#TZEExpress baselinefJ 7 iEU R, RN
WL

repo init -m Androidl0 Express.xml

# Android 111EfHAndroid 11Mxml

repo init -m Androidll Express.xml

# Android 121EfHAndroid 120xml

repo init -m Androidl2 express.xml
o HHZIKHNExpress baselinef /7 1AM T

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u
ssh://git@www.rockchip.com.cn:2222/Android Qt/manifests.git -m
Androidl0 Express.xml

# Android 11

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u
ssh://git@www.rockchip.com.cn:2222/Android R/manifests.git -m
Androidll Express.xml

# Android 12

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u
ssh://git@www.rockchip.com.cn:2222/Android S/manifests.git -m

Androidl2 express.xml

o IBHAR i EH FMakefile AN NACE :
BUILD WITH GOOGLE GMS EXPRESS := true

RNEE BTG, BNAMBEMRKEIME, GREHITERN, fWFERE, BRASEE
com.google.android. feature.GMSEXPRESS BUILD [flag, Ffi1Hbaselinei#i & Express PlusHIZ K,
AN Express Plusf/™ i, I GMSIAIER AT DA RME AN S, IHFIHIE S H3PL, 7EEATIH — R
ARG, HS% Google Exp+ 2K BN R 7 i /I Express PlusfY 223K, g, BB LA e

vendor/rockchip/common/gms-express.xml

diff --git a/gms-express.xml b/gms-express.xml
index 78£f4d99..de93557 100644

--- a/gms-express.xml

+++ b/gms-express.xml

@@ -16,5 +16,5 @@

-—>
<!-- These are configurations that should exist on GMS Express devices. -->
<config>

= <feature name="com.google.android.feature.GMSEXPRESS BUILD " />

+ <feature name="com.google.android.feature.GMSEXPRESS PLUS BUILD" />

</config>


https://docs.google.com/document/d/1SK2LvrqvTQDEvK8WlB-EujCVvyEogiz4O83gtNkd_sU/edit

23. GTSA HugE A £ i

o fEH B CIERIIGTSEA LR AR AL HUZ REMSHEPRIM 2SR,  SCELAIRD 1%
o IR S vpnIAEAE R — M B T HIARSS fe(Nginx el H fth)
o httpsA U UEF B/ AIAUER)
o httpth AT BA
* ;iﬁﬁﬁ]DL§§§§jiﬁ5GTS_CTS Media Test Guide vl.2.pdf
Ft—15 {8 FhttpHInginx AL & :

server {
listen 80 default server;

listen [::]1:80 default server;
root /home/bjc/www_gms;

# Add index.php to the list if you are using PHP

index index.html index.htm index.nginx-debian.html;
server name _;

location / {
# First attempt to serve request as file, then
# as directory, then fall back to displaying a 404.
try files S$uri $uri/ =404;

A)
R

BRAHRGEM:

bjc@bjc-HP-Compag-dx7518-MT:~/www_gms$ tree

|-- client-key.pem

| -- exoplayer-test-media-1
| ‘—— gen-4

\ | -— common-encryption

\ | |-- tears-aes-cbcl.mpd
\

| |-- tears-aes-cbcs.mpd

|-- dynamic-config-1.0.json
| -- dynamic-config-sdcard-1.0.7json

| -- exoplayer-gts-media.zip

\

\

\

\ |-- gts
\ | ‘-- exoplayer

| '—-— screens

| '—- dash-vod-single-segment

\ | --— audio-140-enc.mp4

-- index.html
‘—- youtube-test-media
-- gts
| -- GtsYouTubeTestCases-media-1.0.zip

—- dynamic-config-1.0.7json


af://n2286

24. JFLIRI S Wi-Fii% B iskip

PEREZE REL, ATDAFTIXMANT

patch/frameworks/base/increase waiting time for setup wizard.diff

25, lIANIES, AR EINIE R

AREEREINIE, — A MRMEDL:

1. g R btkey

2. HlasRBUE
NTTEFFR IR, BRSO s, X AR A — AT, BOATER Skey R
ARBlE.
AR, 1H55 N BN T PALRIESRattestation key N BERSHITE LR,

patches/gms/0001-1libavb-Lock-the-device-when-the-device-init-or-write.patch


af://n2301
af://n2304
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