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This document is provided “as is” and Fuzhou Rockchip Electronics Co. Ltd (“the company”)
makes no express or implied statement or warranty as to the accuracy, reliability, completeness,
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the document. This document is for reference only.
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1 MEiA Overview

AKX MK oM @A ®H Android B verity-boot
DR EANI e, T ORISR JE B Thie, BRIATFIS . Wi s H e, 7ER S AT
mMELIEEN ARG EER KA AL REEEN, R4 & HEB F
fastboot, A FVFASEZMES) Android R%.

This document describes how to customize Android verity-boot function in details, which is used to
support image verify boot function and enabled by default. If this function is enabled, when flashing the
system mirror not signed by hash tree algorithm or tampered, the system will reboot to fastboot, and fail
to continue loading and starting Android system.

FEMT RGP, 8347 VTS IAE, BEEA I AOSP [ system H &I, KM verity-
boot &, GSI [ )5 m] IEH 3]

It is mainly used for system debugging, or VTS certificate. When flashing Google AOSP system
mirror, GSI image can boot up normally only after verity-boot is disabled.

verity-boot 1.0 BT = :  lid i S5 S 5 T2 AT LABEAT st .

The lock/unlock method of verity-boot 1.0: use Rockchip WriteSN tool can lock/unlock.

verity-boot2.0 JNfEET77 X @A fastboot fiFE4.

The lock/unlock method of verity-boot 2.0: use fastboot to unlock.

PREMEH R THSE -->2 PR 757k

Please refer to chapter 2 for quick usage.

2 PR A TVE E 5 28] Quick enable and disable

21 HWiverity-boot it &5 Judge verity-boot version number

HEN adb shell 15 getprop | grep avb

Enter adb shell mode getprop | grep avb

WA [ro.boot.avb_versionl|fX3K /& verity-boot 2.0, THE A 2.3 /MT;

If there is [ro.boot.avb_version], it is verity-boot 2.0. Please refer to chapter 2.3.
504 verity-boot 1.0, 1EEH 2.2 /N,

Otherwise it is verity-boot 1.0, please refer to chapter 2.2.
2.2 verity-boot 1.0 JIf##1 /720 Lock/unlock method of verity-boot 1.0

£ oAndroid FEAFE TRIERD, WEFEHRAKRHESF VTS
WIER 75 AR AN, 75 BT I N4
Android enables verity-boot by default. If need to debug or do VTS certificate, need to unlock it

through the following steps:
1. HF &% bootloader Hx;

Reboot the device to enter bootloader mode.

Copyright © 2079 Fuzhou Rockchip ElectronicsCo., Lid. 1
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HTERT

2. U X AGBEBTAITHE S THMKZEHx (FW: D:\Program Files
(x8O\HH O T\E S T B ) H I config.ini » E{ OEMUNLOCK=0 >4 OEMUNLOCK=1
, IRAFECE S, Wk 1

Use txt editing tool to open config.ini in the install directory of the WriteSN tool (such as:
D:\Program Files (x86)\iii i fi L\ 5 5 T EL), modify OEMUNLOCK=0 to OEMUNLOCK=1, and

save the configuration file, shown as picture 1:

LMTP=1

LMWE=0

LogLevel=0

LogPath=D:\Program Files (x86)\Hu >l T\5 5 T.H\Log\
QEMUNLOCE=]

READ=0

Reboot=1

WMAI=1

WMEN=

B 1: 50U E A s
Picture 1: Modify the configuration file
3T STHE, fdiliBA, THSERERKRIEN, WA 2:
Open the WriteSN tool, click Write, and it will display whether write successfully in the bottom,

shown as picture 2:

V2016081618417

K 2: AT
Picture 2: Write successfully
4 . FE B E, HFR”E config.ini XHFMWMHEN
0, PRAFIZIATIR BRI E 5 TREHMTEA.
If need to lock again, please set the value in the config.ini file as 0, save the file and reopen the

WriteSN tool to write.

2.3 verity-boot 2.0 JIf##1 7770 Lock/unlock method of verity-boot 2.0

Copyright © 2079 Fuzhou Rockchip ElectronicsCo., Lid. 2
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1: adb reboot fastboot HEA fastboot &z (Q hizA4<H] adb reboot bootloader)

adb reboot fastboot to enter fastboot mode (use adb reboot bootloader for Android Q).
2: #i\ fastboot oem at-unlock-vboot fEEIH %

Input fastboot oem at-unlock-vboot to unlock the device.

3: fastboot reboot H JFHL7AF

fastboot reboot to reboot the device.
V. B LA fastboot oem at-lock-vboot fir 243 A2

Note: you can use fastboot oem at-lock-vbootcommand to lock the device.

2.4 %5 GSI /7. Method of flashing GSI

1: verity-boot 1.0 %%5 Google ] GSI ] system.img

For verity-boot 1.0, flash system.img of Google GSI

2: verity-boot 2.0 585 Google ] GSI 1] system.img , Fvbmeta.img

For verity-boot 2.0, flash system.img and vbmeta.img of Google GSI

Q KA GSI 85 WL {Rockchip_ Android 10 development guide) [l 5 =T

please read the flashing section of Aockc/p Anaroid 70 development guid e for the Q version
flashing GSI

Copyright © 2079 Fuzhou Rockchip ElectronicsCo., Lid.



