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Bl = Preface

MER Overview

A% EA28 Rockehip Recovery F P #EYEES, B £ BT & TREMFE B 5 Recovery
TR HITT R S

This document mainly describes Rockchip Recovery user guide, aiming to help software engineers
familiar with Recovery upgrading development and debugging quickly.

FEERRRZS Product version

Y SEA N N AZ A Android fiz A
Chipset name kernel version Android version
6.0.1

EEMR Object
AR CRFRFE) FEIEH T LT THRE:

This document (guide) is mainly suitable for below engineers:
HOR SR TR

Field application engineers

BAFT R AR

Software development engineers
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1 Recovery fij4 Recovery introduction

1.1 Recovery 3%/ Recovery mode introduction

Recovery 3 UHi5 i & — ] LG 22 5L 9 f8 B B0s s R kAT 2 g e, CEBLT windows
pe 2 DOS) . FERXAMEENIATAT URIAFT I %2 R G, B0 O K RGEEAT & 8 2%,
AR IR T RE .

Recovery mode is a mode that can modify the internal data or system of the Android device (similar
to windows pe or DOS). In this mode, we can flash new Android system, or back up or upgrade the
existing system, also can reset to factory default setting.

1.2 Recovery R AL E K AL B Recovery mode location in

framework layer

Android 35, 4451247 bootloader. Bootloader 43R 5 3 b 1 i 2% 1wk i€ A& 75 3#E N\ recovery
. Recovery #2284 recovery 73X, %77 X1 recovery.img. Recoveryimg L% 1 FrifE
WAZ (A1 boot.img H ) N #Z AR R]) B & recovery R U1 R 4 .

After Android boots up, it will firstly run bootloader. Bootloader will decide whether to enter
recovery mode according to some determination conditions. Recovery mode will load recovery image,
which includes the standard kernel (same as the kernel in boot.img) and recovery root file system.

Android recovery =/ HANEL, recovery () TAFE FEBAN A GBS, MWK MHE
&, A="50:

Android recovery includes three parts and two interfaces. The work of recovery needs the support of
the whole software platform. There are three parts from architecture point of view:

1. Main System: ] boot.img JHZh Linux :&%4t, Android ) 1E% TAERC.

Main System: Linux system booted up by boot.img, the normal working mode of Android.

2. Recovery: H recovery.img JA 2 Linux R4, FEZIEAT recovery F£/7 .

Recovery: Linux system booted up by recovery.img, mainly to run recovery program.

3. Bootloader: [ 1 IN#. Bsh &%, <t flash [ MISC 43 X 3k #3£ H Main System Al

Recovery [RIVH /2, I DAL E T A o

Bootloader: besides loading and starting the system, also can obtain the message from Main System
and Recovery by reading MISC partition of flash and decide the operation based on it.

PN IEE R

Two communication interfaces:

1. /cache/recovery/: command. log. intent

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 1
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2. BCB (Bootloader Control Block) : misc 43X

BCB (Bootloader Control Block): misc partition
Ak L E=/B 70 R Unfd &), S5 TI:
Please refer to below picture to see how the above three parts communicate:

(i )
Bootloader
BCB (bootloader message)
@ MISC partition J
- < char status[32]; -¢
- B char command([32]; :
—p—— char recovery[1024]; -
\_ e/
Main System Recovery
( )
/cache files
@ CACHE partition
————Pp—1 /cache/recovery/command I
- < /cachelrecoveryllog <
. i R J
¢ /cache/recovery/intent -

Main System 41k A\ Recovery #ixl: 43RA1#E Main System 1 update.zip 04T 22,
ARG~ HE R IFHEN recovery . fERGHEAHT, FATALLE F] Main System € 2317 command 1
5 X boot-recovery CKy£L44%) , FK+5 %1 bootloader = J5 J5i# A\ Recovery Bz,

How Main System enters Recovery mode: when Main System uses update.zip package to upgrade,
the system will reboot and enter recovery mode. Before system reboots, we can see Main System will
write boot-recovery into command field (pink line), which is used to tell bootloader to enter Recovery
mode after reboot.

T Main System 3£\ Recovery #5318 F 42 R AR A -

Below picture shows the process of Main System invoking interface after entering Recovery mode:

installPackage [—®| bootCommand |—# pm.reboot End

1. installPackage: RecoverySystem (13211, 52T EEKEFEH, 8 bootCommand.

installPackage: the interface of RecoverySystem, complete the path conversion of upgrade package,
and invoke bootCommand.

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 2
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2. bootCommand: RecoverySystem [¥#11, ¥4 5 Alcache/recovery/command, FfiH

pm.reboot.

bootCommand: the interface of RecoverySystem, write the command into /cache/recovery/command,
and invoke pm.reboot.

3. Pm.reboot:PowerManager (421, )5t A\ Recovery #ix.

Pm.reboot: the interface of PowerManager, reboot and enter Recovery mode.

2 %% OTA & OTA package compilation

2.1 OTA *4 OTA introduction

OTA (over the air) F+Z¢2 Android RGRALHIFRAERAE T 20070 BEDREERA, /4L 158
2Tt (R | WMEASEA (ERE) , FTRUEE AT, dnT L g 2.

OTA (over the air) upgrade is the standard software upgrade method provided by Android system. It
provides complete upgrading (full package) and incremental upgrading mode (difference package). You
can upgrade locally or over the network.

2.2 AR5 Generate complete package

SERAFTE S N system. recovery. boot.img
The complete package includes: system, recovery, boot.img

AT A A IETH R«
The correct order to release an image:
(1) Rockchip Android < 11
make installclean && make —j16 && make otapackage —j16 && ./mkimage.sh ota
(2) Rockchip Android ==11
%t Android 11, 15 device/rockchip/common £, i1 R 4252 :
For Android 11, if device/rockchip/common contains the following commit:
commit 04bc25f31d9a262a2269822d3c483c1b18bf739d
Author: Wu Liangging <wlg@rock-chips.com>
Date:  Thu May 20 08:48:16 2021 +0800

build.sh: mkimage.sh: adjust the ota compilation process
Change-Id: 1d0c7146a4316c9bf65d63c3bc2863a90b6f97c4b
DS FH 2 i A 1«

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 3
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Then use the following command to compile:
make installclean && make -j16 && make dist -j16 && ./mkimage.sh ota
MRBAAE LR, M5<11 FarE, /.
If the above commit is not included, it is the same as the <11 platform, namely:
make installclean && make —j16 && make otapackage —j16 && ./mkimage.sh ota
(2) Rockchip Android > 11
make installclean && make -j16 && make dist -j16 && ./mkimage.sh ota
AN %AS Android - &, &I A build.sh %1%, 2448 ] build.sh B 75 224 -0 ¥, 41 build.sh
—AUCKuop.
In addition, all Android platforms can be compiled with build.sh. When using build.sh, you
need to bring the -o option, such as build.sh -AUCKuop.

A B A 06 45458 ] Jmkimage.sh ota, % boot 55 kernel 4741, ANFREEHMEE kernel, 1 5 & 77 [
PER I, Ko a T Z R aT R, BRAMRA T ZHZ 7K.

Must use “./mkimage.sh ota” to release image, pack boot and kernel, no need to flash kernel
separately, if the MP image is separate, it will impact the incremental OTA in the future, unless you don’t
need to use the incremental OTA.

7E out/target/product/rkxxxx/ H 3% N &4 5 ota 5E%EL rkxxxx-ota-eng.root.zip, (i update.zip
Ry 2 L2 T Rl N B flash #E47 74 .

Ota complete package rkxxxx-ota-eng.root.zip will be generated in the directory of
out/target/product/rkxxxx/, change it to be update.zip and then you can copy it to T card or built-in flash
to do upgrading.

2.3 HEHERHA Generate the incremental OTA package

OTA ZRBRAERNE, BRPNHEVN, FEMHT OTA LTS, W] T KA.
OTA Z A il 75 AR IR 1) 2 Bk AT T3 i A

Incremental OTA package is relative small. It is mainly used for OTA on-line upgrade, and also can
be used for T card local upgrade. It needs special compilation to manually make OTA difference package.

(L Bk v AKIE A, A v AR e B0, G i dr & I 2.2,

Firstly release v1 version image, generate v1 version complete package. See 2.2 for compilation

commands

(2) /A7
out/target/product/rkxxxx/obj/PACKAGING/target _files_intermediates/rk3188-target_files-eng.root.zip
N rkxxxx-target_files-vl.zip, 1ER vl iARRIEERIEM . R &&RES S 1 P4 15 rockdev T
A [ o

Save

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 4
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out/target/product/rkxxxx/obj/PACKAGING/target _files_intermediates/rk3188-target_files-eng.root.zip
as rkxxxx-target_files-v1.zip, use it as the basic material package of v1 version. At the same time, the
device burns the firmware images under rockdev after compiling in step (1).

(3) &4 kernel A% android fUHS, &AT v2 RRASEH:, AERE v2 A 5E A

Modify kernel code or android code, release v2 version image, generate v2 version complete
package.

Y i 1 T

The compilation command is as follows:

make installclean && make -j16 && make otapackage -j16

(4) fRA7

out/target/product/rkxxxx/obj/PACKAGING/target_files_intermediates/rk3188-target_files-eng.root.zip
N rkxxxx-target_files-v2.zip, 1F4 v2 A K ERE AL

Save
out/target/product/rkxxxx/obj/PACKAGING/target_files_intermediates/rk3188-target_files-eng.root.zip
as rkxxxx-target_files-v2.zip, use it as the basic material package of v2 version.

(5) Al vi-v2 122 5 T
Generate the difference package of v1-v2:
Android 7.1 ¢ VL ERRCA, AR ZE A BN E block 244,
When Android Version >=7.1, must add “--block” option when making the difference package.
Jbuild/tools/releasetools/ota_from_target files -v -i rkxxxx-target files-vl.zip

-p out/host/linux-x86 -k build/target/product/security/testkey rkxxxx-target_files-v2.zip
out/target/product/rk3188/rkxxxx-v1-v2.zip

YUl AERE R A
Note: the command format to generate the difference package:
ota_from_target files
-v-i AT ET—A target file
-v -i  The former target file used for comparison
--block 1# ] block 77 {47 OTA JH4%, Android i A>=7.1 i FIN_EiX A 2%
--block Use block to do OTA upgrade, please add this option when Android version >=7.1
-p host E Mg 5%
-p host The compiling environment of the host
-k TEEY
-k the private key for package
T LB f5 — 1 target file
The latter target file used for comparison
A= BRI ota 2 A

Incremental OTA package generated

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 5
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2.4 VEEZI Notice

TRAMRM A —FER.

The OTA package and the material package are different.

AR BZE R ELH) TP LA, 22 S B S RO B A A 2 S AR G, B LA R AT — it
A A A ZRAT obj T Z A AL DL S 1) 58 B LA /mkimage.sh ota A2 B &> image.

We can know from the way to generate incremental OTA package, the incremental OTA package is
generated from two versions of material packages, so the material package in obj and the complete
upgrade package and each image generated by ./mkimage.sh ota must be saved for every version release.

IR IR LTI, Wb 025 A FEAS [ T L ME— ) ota JRAS 5

If using on-line upgrade, must configure unique ota version number for every release version:

device/rockchip/rksdk/rksdk.mk 1]

ro.product.version = 1.0.0 (4 1] DL HAAE IR A5 #4558

ro.product.version = 1.0.0 (also can be version number string in other format) in

device/rockchip/rksdk/rksdk.mk

3 RK FE4KXF%BBE RK platform partition upgrade

instruction

3.1 RkLoader 72 RkLoader upgrade

3.1.1 FTEF& AllPlatform

—. Loader J+ZiRfEL TR
Loader upgrade step
a) K ETHZ4H loader, DL RK*Loader*.bin #%zUit 2|$(TARGET_DEVICE_DIR)/ota/loader

HF, OTA TEm A ST K.

Put the loader which should be upgraded such as RK*Loader*.bin format to the directory of
device/rockchip/rkxxxx/ota/loader, and it will be added to the upgrade package during OTA packing.

. VEEEI:
Notices:
a) android5.1 Jit# H 3 device/rockchip/common/loader, W1 EA IEAIZE
Put android5.1 to the directory of device/rockchip/common/loader, please create if not existing.
b) android 4.4 Ji % H 3% device/rockchip/rksdk/loader, 154 1% B .

Put android4.4 to the directory of device/rockchip/rksdk/loader, please create if not existing.

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 6



Rockchip_Recovery Fl ' #1E45 B

c) Loader DAZIARUERRAS LU 44 H B RS B s .

Loader version number must be higher than the version number of image in the device.
3.1.2 >=Android 11

M Android 11 J145, rk miniloader I7H20 7 SCRF Bid 3.1.1 IR A iR AR A b, SRR
MAT RIS . AT DR S2Pr i 2 B AT 168 ST AT R 75T

Starting from Android 11, the upgrade of rk miniloader supports the method described in 3.1.1,
and also supports separate packaging and upgrades. Users can choose by themselves according to
actual needs. The methods of individually packaging and upgrading are as follows:
1.loader OTA £ jik Generate loader OTA package

PL OTA 5 sUse B e (L 2.2 5 HR 4 PEdn %), 1E rockdev T H 34 )
update_loader.zip S5/ rk loader OTA F+4 0.

After the firmware compilation in OTA mode (See the compilation command described in
section 2.2), the update_loader.zip file automatically generated under rockdev is the rk loader OTA
package

2. Tt
%% Upgrade command reference
THEE i apk IS5 U i 2 75 S
Upgrade client apk can refer to the following command:
adb root
adb push update_loader.zip /cache/
adb shell "echo \"--fw_rkloader=/cache/ update_loader.zip\" > /cache/recovery/command"
adb reboot recovery

3.2 releasetool #BH releasetool instruction

releasetool & —/Mik RK *F 5 73 X F+ 441 Python JHIA.
Releasetool is a Python script describing RK platform partition upgrade.

1. P2 — L R SR extension B2 1, HEAMNEE A -

Below are some extension interfaces which must be implemented for external invocation:

FUullOTA_Assertions: R AT RA I INAT e fir 2
FUullOTA_Assertions:  Add upgrade command in the head of full package upgrade script
Incremental OTA_Assertions: EAFRAISTINAT e fim %

Incremental OTA_Assertions:  Add upgrade command in the head of incremental package
upgrade script

FullOTA_InstallEnd: e REHIAT Hdr 4
FullOTA InstallEnd: Add upgrade command in the end of full package

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 7
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Incremental OTA_InstallEnd: e REHIAT R4
Incremental OTA_InstallEnd:  Add upgrade command in the end of incremental package

2. NHZ RK PG X A%

Below are RK platform partition upgrade interfaces:

InstallRKLoader: loader F+2% loader upgrade
InstallUboot : uboot F+4 uboot upgrade
Install Trust - trust F+&% trust upgrade

3.3 Backup -XfER#LEH Backup partition usage instruction

MMl B IR AN IE R R sk N Android, F P RTRLE] S:E N\ Recovery, 1 Recovery ¢

kA ik g Recovery System &I, HEATHERAE RGIKE .

When the device cannot normally boot up to Android due to abnormality, users can boot into

Recovery, select Recovery System option in Recovery menu bar, and restore the operation system.

i FiZhRE, 2% update.zip $T 6L extd ff) image, 1545 Fl/backup H, #AERTIR:
In order to use this function, must pack update.zip into ext4 image first, and then flash it to /backup.

The steps are as below:

1
2
3
4
5
6
7

a) Android 5.1 6.0 RJ a1~ BIACK: update.zip #7615k update_back.img [Ef4

For Android5.1, 6.0, you can use below script to pack update.zip into update_back.img.

#!/bin/bash

ota_size= Ts

let increament_size=
let ota_size= +

[ |
MAKE_EXT4FS_ARGS=""
make_ext4fs

Android 7.1 "] f# Fj 401 BIAS S update.zip 476 5% update_back.img [l {4
For Android7.1, you can use below script to pack update.zip into update_back.img.

#1/bin/bash

croot

make img2simg_host

cd -

Bta_size= 1s

Tet increament_size=
Tet ota_size= +

WO WwNE

MAKE_EXT4FS_ARGS=""

make_ext4fs

img2simg ./update_back.img ./out.img
mv ./out.img ./update_back.im

REVAS A I S 0

The notices of script usage:
1) AT RIE T EIAEL, BT LA ZHAAT LR P 5% i 2

The script is executed based on compiling environment, so you must execute below two commands

first;

source build/envsetup.sh
lunch

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 8
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2) TEMIAIIFRIZ H %08 update H3, 7K OTA 5% update.zip & %i% HxH

Create update directory at the level of the script directory, and copy OTA full package update.zip
into this directory.

b)  XFRifY) recovery fstab 5L [ Z0K: backup 1301 RSt R AL KON extd.

The corresponding recovery fstab should change the file system type of backup to ext4
c) 124 parameter H' backup 4 IX#K/, f#H 28575 update_back.img
Modify the backup partition size in parameter, to make it enough to save update_back.img.
d) ¥ update_back.img 3733 update.img 71, Eitf& packag-file, i~ E

Pack update_back.img into update.img by modifying packag-file, as shown below:

# NAME Relative path

2 #
#HWDEF HWDEF
package-file package-file
bootloader Image/MiniLoaderAll.bin
parameter Image/parameter. txt
#trust Image/trust.img
uboot Image/uboot.img
misc Image/misc.img
resource Image/resource.img
kernel Image/kernel.img

2 boot Image/boot. img
recovery Image,recovery img
system

EE5)

Llssaon ol o o —a o e IE PR
L=l =AS =2 S St e MHHHI—‘- St e

#I’ECOVEI" SCI"'Ipt recover- SCI"Ipt

AMEILER

Code instruction:

Android 5.1 6.0 #N T T HE =

The patch of Android5.1, 6.0 is saved in BaiduCloud:
W% http://pan.baidu.com/s/TdEIGNzr #15: sqOj
Link: http://pan.baidu.com/s/TdEIGNzr Password: sq0j

4 Update.img FZ7F 3 Update.img upgrade method

41 ZEAAET N Support memory upgrade

¥E: Android 7.x & UA EFEAESRRMALGT K, ELMRAEE update.zip 7RI

Note: Android 7.x and above platforms don’t support this kind of upgrade any more, please

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 9
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use standard update.zip to upgrade.

A LLK update.img 73] SD R HX, USB MR HZ, WEf#fifi/data/media/0/ T, WR RSk
MEGZE, SasiklaRGEE WREGESHEEIHEN recovery B, FF#EATTHH.

You can save update.img to SD card root directory, USB root directory, internal memory
/data/media/0/, if the system detects the package, it will check if the package is valid, if it is valid, it will
reboot and enter recovery mode to upgrade.

4.2 FTHEVLHH Packing instruction

1. #AF|HZF RKTools/linux/Linux_Pack Firmware/rockdev/
Enter the directory of RKTools/linux/Linux_Pack_Firmware/rockdev/
2. 124 package-file X, TRMEIZAEK img R, BE K img 2 DLk, anlAl.

Modify package-file file, point to the path img generated, or copy the img, as shown below:

Y

# NAME
=
#HWDEF

T W S Sy W Ry

()

|

3. Parameter.txt : FfilfR[¥) parameter.txt 7 MACHINE_MODEL A & 75 1B, 2485 F RS

img RS EE, HHARBE S, WEFR, rk3399-box /& #ARER TH .

Parameter.txt: confirm if the value of MACHINE_MODEL in your parameter.txt is correct or not. This
value will be used to check if img package is valid and cannot include space. As shown in below picture,
there must be no space before or after rk3399-box.
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4. 3217 mkupdate.sh A, £751% H 3% F 245K update.img, %3 D3] H krig 42, Bl d47 7+ 2.

Run mkupdate.sh script will generate update.img in the directory. Copy it to the target path can do

upgrade.

5 EREPH Configuration instruction

5.1 Log E XM Log re-direct

1. TheEeiiM: Log wLAfii®|8 0. SD . /cache/recovery/. =AMy,
Function description: Log can be output to serial port, SD card, or /cache/recovery/.
2. 79705
(1) <Android 10
bootable/recovery/Android.mk:
Enable method: modify bootable/recovery/Android.mk file:

REDIRECT_LOG_TO := UART ¥ H & 2 O
REDIRECT_LOG_TO :=UART  output the log to serial port
REDIRECT_LOG_TO := CACHE ¥ H L% Bl /cache/recovery/ H 3% K
REDIRECT_LOG_TO := CACHE output the log to /cache/recovery/ directory
REDIRECT_LOG_TO := SDCARD # H &% 5] SD -E b recovery.log

REDIRECT_LOG_TO := SDCARD  output the log to SD card recovery.log
(2) >=Android 10
bootable/recovery/Android.bp:

-DLogToSerial #HE RN

-DLogToSerial output the log to serial port
-DLogToCache # H &% H 1 /cache/recovery/ H 5 R
-DLogToCache output the log to /cache/recovery/ directory
-DLogToSDCard ¥ H &% H 5] SD K recovery.log
-DLogToSDCard output the log to SD card recovery.log

3. XF 74 android 6.0 & DL L.
Support platform: Android6.0 and higher

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd.
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5.2 FBEJHEH Screen rotation

1. DhREULHT: Recovery Bi%sr] LUieds 0 90 180< 270<
Function description: Recovery screen can be rotated 0< 90< 180< 270°
2. IR &84 device/rockchip/common/BoardConfig.mk 44
Enable method: modify device/rockchip/common/BoardConfig.mk file
ROTATE_SCREEN := rotate_0 e No rotation
ROTATE_SCREEN := rotate_90 Jie#% 90°  Rotate 90°
ROTATE_SCREEN := rotate_180 fie#% 180° Rotate 180°
ROTATE_SCREEN := rotate_270 Jie#% 270 Rotate 270°
BOARD_HAS_FLIPPED_SCREEN := true e 180 X} LCD B % %% & 4 i o
Rotate 180 °when LCD panel is assembled reversely.
3% F4: android 6.0, 5.1 LLAN T I AELE .
Support platform: patch available for Android6.0, 5.1.
4%} T Android 8.1 J2 LA B &, TRFEICE 77 W T
For Android8.1 and above platforms, the rotation configurations are as below:
TARGET_RECOVERY_DEFAULT_ROTATION := ROTATION_NONE gk
TARGET_RECOVERY_DEFAULT_ROTATION := ROTATION_NONE No rotate
TARGET_RECOVERY_DEFAULT_ROTATION := ROTATION_LEFT Jig# 270
TARGET_RECOVERY_DEFAULT _ROTATION := ROTATION_LEFT Rotate 270
TARGET_RECOVERY_DEFAULT_ROTATION := ROTATION_RIGHT Ji£#% 90
TARGET_RECOVERY_DEFAULT _ROTATION := ROTATION_RIGHT Rotate 90
TARGET_RECOVERY_DEFAULT_ROTATION := ROTATION_DOWN Jig#% 180
TARGET_RECOVERY_DEFAULT_ROTATION := ROTATION_DOWN Rotate 180

5.3 RB®EESHR Screen split

1. DiReUiM): Recovery BE&eyBe, RKBERsr NAEAMIIY, BoaaNE—F, T VR IRt
Function description: Recovery screen split, divide the screen into left and right parts, displaying the
same content, used for VR product.
2. F71FF )53 1Bk bootable/recovery/Android.m SC A4
Enable method: modify bootable/recovery/Android.m file:
DOUBLE_SCREEN := NO AN BE - disable
DOUBLE_SCREEN := YES 415 enable
3. X¥F&: android 6.0, 5.1 IR T HIFEAFTE.
Support platform: patch available for Android6.0, 5.1.
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54 {REE File save

1. THREULEA: B oERA17 B /cache/recovery/Recovery *, ¥ ALANLIE % .

Function description: save the file to /cache/recovery/Recovery_*, and formatting will not clear this
file.

2. X¥FFH: android 6.0, android 7.1
Support platform: Android6.0, Android7.1

5.5 RecoveryUl #iB§ RecoveryUl instruction

recovery {EA—ANE 1 rootfs, $EMLIERAERMJLNThEE, RS TJUMERAE, Ul ER
KA BRI framebuffer 7230, 1 260 — "~ recovery main & 250 5L I (1)L FE

recovery as a simple rootfs provides very limited functions, only contains several simple libraries,
and Ul display uses the way of directly brushing framebuffer. Firstly look through the process in recovery

main function:

1 EARAS i, make_device() R EUR 7] —AN Device %45, AFLLIRATT R 7534k 7K Device 28 (—
e pRBE ), B A% RecoveryUl #E47 faj B A5 24

As shown in above code, make_device() function returns a Device, so we just need to inherit Device
class (some virtual function interfaces) to make simple modification to RecoveryUl.

1. Dhfevi . H € X recovery S 5 44 S
Function description: customize recovery menu and button implementation
2. 7TH 72 1524 device/rockchip/common/BoardConfig.mk 44

Enable method: modify device/rockchip/common/BoardConfig.mk file:
TARGET_RECOVERY_UI_LIB ?= librecovery_ui_rk30sdk
3. B R device/rockchip/common/recovery, A G T, FEkESE.
Modification: you can modify or refer to the example in device/rockchip/common/recovery.

5.6 ZFFEXT4 3RS Support EXT4 file system

1. 777720 1824 device/rockchip/common/BoardConfig.mk 3044
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Enable method: modify device/rockchip/common/BoardConfig.mk file:

a) TARGET USERIMAGES_USE_EXT4 ?= true

5.7 Update.img drm &K Update.img drm signature verification

LIIREUEEH : update.img 7EFH i) 34T drm 22285, By k28 —J7 AEiE 2% . Update.img 4425

i secureboot T. H& 4, F#/2)i%k sign check &iEHE .

Function description: update.img performs drm signature verification during upgrade to avoid illegal
third party firmware upgrade. Update.img must be signed using secureboot tool, and select sign check
checkbox.

2.3TH 73 B4 device/rockchip/common/BoardConfig.mk SCA4:
Enable method: modify device/rockchip/common/BoardConfig.mk file:

a) RECOVERY_UPDATEIMG_RSA_CHECK ?= true

3. % #HF4: android4.4, android5.1

Support platform: Android4.4, Android5.1

5.8 Boardid B5 Boardid serial number

LIYRe v B — MR ek Boardid 855 SEHL—Foft ] 4 S A RSB A ] [ 5 5E il /YD one image, 1%
T FIFFAR OTA B THR M E 7T o

Function description: a firmware implementation based on the flashed Boardid serial number supports
one image customized for different hardware and different countries. This solution supports Google OTA
complete upgrade and difference upgrade.
23T 530 1582 device/rockchip/common/BoardConfig.mk 3244

Enable method: modify device/rockchip/common/BoardConfig.mk file:

a) RECOVERY_BOARD_ID 7= true

3. % #F4: android 4.4,android5.1

Support platform: Android4.4, Android5.1

5.9 Fr&k U #F+ZE Update the upgrade package of U disk

LIWREBERA: Mfeckidt N recovery I, HBITHSL U 8+ (19 74 £0.(update.img 5% update.zip).

Function description: when press the button to enter recovery, it will automatically update the upgrade
package in U disk (update.img or update.zip).
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24T 5 1B device/rockchip/common/BoardConfig.mk SC£4:
Enable method: modify device/rockchip/common/BoardConfig.mk file:

a) RECOVERY_AUTO_USB_UPDATE ?= false

3. % FE: android 5.1

Support platform: Android5.1

5.10 ARG 45 ) Code structure

AKX recovery ¥ K 1IAH IARNS 25 74 3EA T 17 B 0 1 B
This chapter will simply describe recovery related code structure.

1. Bootable/recovery/:

a) Recovery )37 A%, H i recovery.cpp & A I,
Recovery main program code, recovery.cpp is the entry
b) rkimage.cpp J&4b¥ update.img TR IRAE,
rkimage.cpp handles the upgrade process of update.img
c) install.cpp sZAbEE update.zip [ FFRILFE
install.cpp handles the upgrade process of update.zip

2. Build/tools/releasetools/:

a) OTA JHZ B Python fAIA, Fai e Bt 5 22 et 1 A Al

Python script of OTA upgrade package, control the generation of full package and incremental
package.

3. Build/tools/drmsigntool/:
a)  WIRIFJE drm, AL ota LI X} boot.img BEAT 44, i A

build/target/product/security/private.key, fRiE AT OTA F4¢ )5, drm Zhfgid eI fd H .

If drm is enabled, sign boot.img during ota package generation, use
build/target/product/security/private.key, to ensure that drm function can still work normally after
OTA upgrade.

4. Build/tools/remkloader/:

a)  Zwi¥ OTA T BRI TH 241 loader fI LA
The tool used to pack the upgrade loader when compiling OTA package.

5. Build/target/product/security/:
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a) ZwiFE OTA BN 2E 44 I 4.
The private key used for signature when compiling OTA package.
6.device/rockchip/common/recovery/:
a) Recovery SR 458
Recovery menu and button customization
b) 7F android 4.4 I/ device/rockchip/rksdk/recovery H 3%
It is device/rockchip/rksdk/recovery directory for Android4.4
8. Device/rockchip/common/loader:
a) KRBT loader BUTE1Z H %, WLAFTHLE] ota FHE B
Put the upgrade loader in this directory, can be packed into ota upgrade package.
b) 4.4 H3 device/rockchip/rksdk/loader
device/rockchip/rksdk/loader directory for Android4.4
c) 6.0 Hzx devicelrockchip/rkxxxx/ota/loader
device/rockchip/rkxxxx/ota/loader directory for Android6.0
9. out/target/product/rk3188/obj/PACKAGING/target_files_intermediates:
a) OTA JHRBHwFERKREME, EMERELARIF LR .

The material package generated by compiling OTA upgrade package, if want to make the

difference package, this material package must be saved.
10. Device/rockchip/common/releasetools.py
a) &N OTA BHESHNE.
Define the contents in the OTA package.

6 FZHB|, Upgrading steps

6.1 OTA BEAMFZEIELS T OTA package local upgrading steps

1. ZWE T, £ OTAE, FHEHrdr& A update.zip
Refer to chapter 2, generate OTA package, and rename it as update.zip.

2. ¥ update.zip # D15 USB. SD k4R H%, B/data/media/0/ HF R
Copy update.zip to USB, SD card root directory, or /data/media/0/ directory.

3. ZHIMMTIEE, T EHE,
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It will automatically detect the upgrading package, and pop up the upgrading dialog.
4. HBNEFTIY: HFHEN Recovery RGtH HEE M OTA WHITHEL, UL AREWTH, ST

SER 2 H 3 E 5 2 Android 3= 5L

Automatic reboot and upgrade: reboot to Recovery system and automatically upgrade the OTA
package, cannot power down during the period, it will automatically reboot to Android main interface
after the upgrading is completed.

6.2 OTA BMEHALKEIELSE OTA package network upgrading steps

1. HIENM L OTA FHEt, $R FEFAK.
Automatically detect the network OTA upgrading package, prompt to download and upgrade.
2. HZHEFIL.

Automatically reboot and upgrade.

7 ErFES MP Guidance

7.1 FEZIEFEB A Upgrade principle brief introduction

AT BIEFE IR B A% RK ~F & Android £t A7 &7 FH4), PAR I R TAR TR 2%
JRE . FENATHRRAEZAT, FATERIT T RK P& RN .

This chapter mainly describes for customers how to do MP upgrade for Android terminal based on
RK platform, and helps development engineers understand the upgrade principle. Let us have a general
understanding of image loading process based on RK platform before introducing the upgrade process.
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Mask rom

Sdbeot. bin

TR
Root :ﬂ' update. ing B
system Birecovery
@
H
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SdtoolMHAZNKE

k4 L J

li;?ﬁi!} Peball

P, H R AR EGES T AR MaskRom: MaskRom 58 s i JE Rl IR 46 40 )5
W A2 S NP ) SD AR X BB E L :

After power up, firstly it will start MaskRom solidified inside the chipset: after MaskRom finishes
the basic initialization of the chipset, it will judge whether the special SD upgrade card is inserted. There
are two cases:

5—Fh flash J55h, £ T flash 111 Bootloader, Bootloader FiARHE misc 43 X rh 54 ik
SE IN# recovery i85 boot ARSI R GE, 4 2 IR SCIF R 4, S R 48254 android 1 system
HHGER, A& IR

The first one is to start from flash, load Bootloader in the flash, and then Bootloader determines to
load recovery or boot root file system according to the instruction in the misc partition. If it is to load into
boot, then root file system included in boot image will be loaded, and start the services.

5 R M SD K33, maskrom 515 F 1 sdboot.bin, sdboot £ fi— L RS HA A S
1E, #RJ5¥ update.img M recovery H i b i RTENAZEHIE1T, BEAT recovery 2R 51 2y 2 5 3 L
J AR R FE HI RS 25 sdtool,  sdtool HL AT PAf—LE T &= AR AL RS, b an pcba WK, K
B2, demo SCAHHE DI&ESE,

The second one is to start from SD card, maskrom loads sdboot.bin of the card, sdboot will do file
system initialization and some other operations, and then unzip update.img from recovery and run in the
memory, now recovery will recognize the command to start the factory mode and give the control to
sdtool, sdtool can do some factory MP related processes, such as pcha test, big image upgrade, demo file
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copy and so on.
XAEIRATA] LA 2 ) LR T+ ke 2

In this way we can get several upgrade modes:

1. MaskRom 3, Rt Flash 4% BootLoader, R&iit{F /M 7E MaskRom R
SR USB 4% PC JH. —MRAENG P SEE, B UOTHL, HLassiis B /e MaskRom CIRE;
A LLEIE LN 4% Flash fU%dELk, bR Flash WMATMFE A MaskRom RZ.  iZIR
AT LEE pe i TR B G S [ 1.

MaskRom mode, if system cannot find BootLoader in Flash, it will stay in MaskRom state, waiting
for USB connecting with PC to upgrade. Generally the first time power up after SMT, the device will stay
in MaskRom state. Also you can make system scanning Flash error and stay in MaskRom by short
connecting the data line of Flash during power up. In this state, you can directly flash the image using PC
tool.

2. BootLoader 15, BootLoader #zUARMATIEZTENLZSH O H AT LIER Loader.bin,
#E BootLoader HEIU[)7vE— MA@ H AL, EHAS XKIGH SR, REBSEEE

BootLoader JRZ.  XFRECT A] LUEN pe i L E B TREARES .

BootLoader mode, the pre-condition to make BootLoader mode valid is that there is workable
Loader.bin in the device. The general way to enter BootLoader mode is to power up through the
combination of buttons, when other partition verification error occurs, the system also will stay in
BootLoader state. In this mode, you can also flash image through PC tool.

3. Recovery 153X, Recovery & Pt Il ANF 1R s & X 73, — R i & PR,
AR L) AR BT sd RIFHIIE L « M P A S AT 20 RE, thiE OTA
TR A T BUESE peba MK, FEFFETES. EAAT demo SR UL, FEON TSR
GNP N

Recovery mode, Recovery includes two modes, using different boot commands to identify, one is
the end user mode, and the other is factory mode (that is the sd card upgrade as above picture). End user
mode includes local upgrade function, which is also the base of OTA upgrade. Factory mode includes
pcba test, image upgrade, audio and video demo file copy, mainly to support factory production related
requirements.

7.2 BErERESPT MP process analysis

T A B R 2 70 g DY A

Currently there are mainly four kinds of MP process:
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Pcba MERF
54 bty o RN
apk
- e RETRE R e REIRE
LBl Epcha h B # B peball ¥ T
= “*i;*“"“ o B F pcball R o HE iRBE | BEFAAE
L 4§ HE iR EE o HELH o Peball ¥ » BfAE

AT =R GO A R A R S, SEDURRAE BT R 292x LU R scH. TR 5 Y
PR AT LU MRS pe, PRIAE 83 S . P T maskrom dE3CRE sd RIS, @iliH
WA, WM pe B> peba ANEAFBEATINGE, REHL) R sd R IR SE R

The previous three upgrade processes are supported on all chipsets, and the forth process currently is
only supported by 292x and later chipsets. The forth process doesn’t need pc at all, so the production
efficiency is high. For the chipset not supporting to use sd card to load maskrom, recommend to use the
third process, SMT factory uses pc to flash a small image to do pcba test, while the device manufacturer
uses sd card to upgrade the complete image.

7.3 SmEEERIZEIT Notices of image compilation

X BRI, 9 75 google Y ota THKGE—, sd RIHRN A MBS kernel 731X, kernel
HEPE boot {7,

Again, in order to be consistent with Google ota upgrade, sd card upgrade will not flash kernel
partition separately. Kernel needs to be packed together with boot.

GwiEoe, AU RN {8 /mkimage.sh ota fir %, IXAEAR SR [ 4 BT /2 boot HLALE kernel
AR o

After compilation, use “./mkimage.sh ota” to generate image. In this way the image generated is just

the image with kernel included in boot.
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7.4 #H4E pcba /pEH Make pcba small image

1. pcba_small_misc.img FIkE X —/> pcha /M4, Wl ZuidI £ 7% misc 1) update.img #t

HA& T pcba WR/NE I TIRE

pcba_small_misc.img is used to define a pcba small image, that means, the update.img packed with
this misc has the function of pcba testing small image.

2. ¥ loader. parameter. pcba_small_misc.img. recovery #J L% update.img H.:

Pack loader, parameter, pcba_small_misc.img and recovery into update.img:

EEITEIER packagefile THEEEFE:

T T TN T Ty o OO T ot O N O S o O N IO L o OO N N P o N O T N O o 1 N 1N N O N |
1 # NAME REelative path
z#

2 #HWDEF HWDEF

4 package-file package-file

5 bootloader REZSZxLoader (L) _V1.18.bin
& parameter parameter

=

8

misc Image/pcba_small misc. itr-;d
#kernel Image,/kernel. img
9 #hoot Image/boot . img

10 recovery Image/recovery.img

11 #aystem Image/system. 1mg

12§ EB Abackup BRI Y HREBE S (update. img)
13 # SELF BR=MF, Er-HELH (update.img) ER
14 # FTEAAETEHEN, T ASELFEXEOAT, EFLAHEFEPH LR
15 # FHEAEXEHN, THESEFXENAT.

16 # RESERVEDA-$] Elbackup

17 #backup backupimags,/ backup . img

18 backup RESERVED

15 Hupdate-script update-script

20 ¥recover-script Cecover-script

3. FTHLUF pcha /NE M EidE - T AL S BNl G, BRHRJRShHLEAEE A 3 E3EA peba Il

After packing pcba small image and flashing it to the device through MP tool, it will automatically
enter pcha test when the device starts up every time.

7.5 HIEH pcba MSATHEERI 2B E 4 Make the whole image with pcba
testing function

1. pcba_whole_misc.img FIKiE 5 pcha ThREM7E R M 4F, At UITa 171% misc 1 KE 4
BA RS 565 — XA 3T peba MK ThRE.

pcba_whole_misc.img is used to define the whole image with pcba function, that means, the big
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image packed with this misc has the function to do pcba testing for the first boot up after flashing.

2. loader. parameter. pchba_whole_misc.img. boot. recovery. system Z5E#B$Tf%] update.img
B, 2 peba MHAThRER) e EIMF. & TRBANAE —KRsh<#E pcba M,
MCiE 5T A s android, AN T XA B2 peba M.

Pack loader, parameter, pcba_whole_misc.img, boot, recovery, system, etc. into update.img, and that
is the whole image with pcba testing function. Flash it into the device using MP tool, and it will enter

pcba test for the first boot up. If test passed, it will enter android for next boot up, while it will still enter
pcba test for next boot up if test failed.

3. WRAFTEFE—EshEdt N pcba MK, 7T LAAFI L pcba_whole_misc.img, MifiH i

misc, IXFEE LRI SE S — kA s A s AL R85 1IEH R 3) - android.
If no need to enter pcba test for the first boot up, don’t pack pcba_whole misc.img, just use normal

misc, in this way it will only do formatting and then normally boot up android for the first boot up after
upgrade by MP tool.

7.6 #I4E SD F+&+ Make SD upgrade card

XtF Android >= 9.0 fiiA, {4 SD F+Zk =i kernel ¥) defconfig DAZIFT FF- 1 i i :

For Android >= 9.0, the kernel defconfig must have the following options when using the SD
upgrade card:

CONFIG_ROCKCHIP_VENDOR_STORAGE_UPDATE_LOADER=y

i SD_Firmware_Tool filZ—ik sd A2k, BEMAfEHT#ESHE TRAER K  (SD Card
BootUserGuide) 4.

Use SD_Firmware_Tool to create a sd upgrade card. For the detailed method, please refer to the
document of {SD Card BootUserGuide) under the tool directory.
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fin BTASETHEEE TR v1.46 >
B IRE TR AR T SDBoot:2.12
Mass Storage Device USE Device  1.8G R
B AETREER R,
[ Bl H R (] FCEANE WEI=5)

E= i AEHBE
| \\10.10. 10. 163\kh\rk3399 'n,RFCI'u:lDIS'n,Iinu:('nJ_inux_F'adc_Fil| HEEE

IS : EAE Demo#1E (A]7%)
| | 1% Dema

HHEEEEEEEEEEEEEOENE | e

A=l

1) RN ATHEAH RN, RFEM PCBA W, A LLTPIF .

If no need to upgrade the whole image in SMT, only need to do PCBA test, there are two methods as
below:

a)  RAi% PCBA ik

Only select PCBA test

by R4k SD F3)

Only select SD boot up

o I CA_E WA 7 iR AR T ASEI: HLas ELREAG Rk PCBA M, 1757k a)ws 2 5eks B 17t
23| flash WA BEATIR, BT as ZERORE (A1 EG J792: b) KRR ZEK 10 #P 7245, P LA A 732 b)idtAT
PCBA i, J7i% b)JikfE PCBA (T SD Rillik, (H2 T2 SD KJash, "JLLER] SD K
Dise RIEH 1, Al AR ZEN SD k.

Use both methods above can realize: directly insert the card in the device to do PCBA test, because
method a) needs to upgrade the image to flash before testing, it will take 10s more than method b), it is
recommended to use method b) to do PCBA test. It is not able to do SD card test in PCBA for method b),

but it is booted up by SD card, which indicating SD card function is normal, so there is no need to test
SD card.

2)  BH BT EAGOCEE I DL demo RS, IR R IHESOZ L e R E A, IE R4
AT, AA)ik peba M.

The device manufacturer needs to upgrade the whole image and copy demo data file, need to select
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the whole image and only select image upgrade, don’t select pcba test.

7.7 SD FZFEHER SD upgrade card usage

1. 8L sd KJa, XWT5HFsd RIIFHGH, ATFEFRMANLE, FHOTHPLRIA

After sd card is created, for the chipset supporting to load through sd card, only need to insert the
card into the device and then power up.

2. MTAXH sd REISHAH, W 3066, THEAENLISLET peba NEMFIEI T, FHRIFH
AR, Wi b SCUl S =R R T AR .
For the chipset not supporting to load through sd card, such as RK3066, need to flash pcba small

image to the device first, and then insert the cart and power up, that is the third process of MP upgrade as
described in previous chapter.

7.8 YVEEZIN Notices

sd JTHRRARME R, WA FEERFR, S sd R FRPLEHEE RS AR
&), REYRESE - update.img 7£ android CIRAES T E AT, AR TR R LA T
FHE S SD_Firmware_Tool T. Ik Eixik .

Sd upgrade card is not normal card, it is the card with load information, the device supporting to
load through sd card will boot up from card if it is powered up with card inserted. Do not use it as normal
card to copy update.img to do local upgrade in android state. If need to use the card to do local upgrade,
need to use SD_Firmware_Tool to restore the card first.

8 HWWREME FAQ

8.1 ENFFEEREME Incremental OTA error handling

ENTRR 5 WA, R4 R BRIP4 B image [E145 make otapackage 43 Hi K [ 58
BAA—Z, GEANKX image FIEEGRN BB ARBE, LIRSS T U 5 22 7 Tt
FRIHIAS R A -

Incremental OTA is easy to fail, because the image flashed to the device is different from the whole
package compiled by make otapackage, including the manual modification to image or the whole
package. Below summarize several incorrect operations which will cause the differential upgrade failure
easily:

1. KAGEAE AR H /mkimage.sh ota £k, &7 BB E kernel, J5[A /2 ota f4H1[#) boot.img &
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A7 kernel (17, FT AAE R 22 50 40 T #B 25547 kernel (1) boot, 775 B2 TR F— AR
AW, bootimg AN T <474 L.

Not use “./mkimage.sh ota” to generate the release image, separately flash kernel during MP,
because boot.img in ota package already includes kernel, the generated differential patch is based on boot
with kernel, when need differential upgrade to next version, boot.img patch cannot be applied.

2. KRiBYiF RS EEZEK out H 3N IS 42 K ota package.

Not directly modify the file in out directory through compiling system and then generate ota
package.

3. MM T TR E#MEM update.img.
Use image factory tool to directly modify update.img.

4. build/tools/release/security/ H 5% 45 publicKey.bin Al privateKey.bin iX %> 34, update.img 14
{4 Ff] secureboot T 2254 . & [R A& YE AL H 415 privatekey.bin Ff make otapackage 4= il ¢ % st
2£=5%¢ boot.img #E47 drm 2544, {HZ & update.img Z17% G X boot.img #7254, i M [

PEA—EL

build/tools/release/security/ directory has publicKey.bin and privateKey.bin files, update.img is not
signed by secureboot tool. The reason is that when the source code includes privatekey.bin, make
otapackage to generate the whole package will perform drm signature to boot.img, but during MP

update.img doesn’t sign to boot.img, which makes the two images inconsistent.

5. RATVEAMAR B ARORAEXS I target =AML, ZRA2H
out/target/product/rk3188/0bj/PACKAGING/target_files_intermediates/ H s T [ 24440, HI4E 1, 4

RBAT B RE— WA A ORATX0 I ) 3R A4 B Te i A BmT Y B 22

The corresponding target material package is not saved for every release image, the incremental
package is made from the material package in the directory of
out/target/product/rk3188/obj/PACKAGING/target_files_intermediates/. The incremental package cannot
be generated if the corresponding material package of each release image is not saved.

8.2 AH/AKZLZRKME IR Upgrade package signature verification

error handling

PRUE TRl e i F Rl — B2 4 % 4], BN LFEJRIS R build/target/product/security/ {45 —%(, H
142 ZILE R 4.4, EH 42 HiZH TR key B 4.4 1, 4K ota T

Ensure to use the same set of signature private key before and after upgrade, that is,
build/target/product/security/ of the project source code should keep consistent, such as upgrade from 4.2
to 4.4, need to overwrite the key in this directory from 4.2 to 4.4, and then generate ota upgrade package.

Copyright © 2019 Fuzhou Rockchip Electronics Co., Ltd. 26



Rockchip_Recovery ff /' #4F 45 g

8.3 NTFS #&=& U IS NTFS format U disk upgrade support

NAZBRINASCRE NTFS 4630 U St EEZL, FTLA recovery HIGVESCHE . WIFR SCHF NTFS, 75247
FF kernel HFFAHNACE , recovery BRN B 57 HF:

Kernel doesn’t support NTFS format U disk load by default, so it is not able to support in recovery.
If need to support NTFS, need to enable the corresponding configuration in kernel, which recovery
already support by default:

Symbol: NTFS FS [=n]

Type : tristate

Prompt: NTFS file =y=stem support
Location:

—> File systems
(32) -> DOS/FAT/NT Filesystems
Defined at f=/ntfs/Econfig:1
Depends on: BLOCE [=y]
Selects: NL3 [=vy]

8.4 Logo ARFEHALIN Logo update failure

1. f7H: Logo f4% ubootlogo A1 kernel logo, X/ Logo #474i# T resource.img HTh.
Location: Logo includes uboot logo and kernel logo, both Logo are saved in resource.img.
2. TORTREE: o AR RRME D
Display strategy: there are two cases
boot.img L&/ AH% resource.img
boot.img with/without resource.img
g —: R parameter HLTH A 75 B resource 43X
Strategy one: if there is resource partition statement in parameter
5 M resource 43X 32HX Logo
Prefer to read Logo from resource partition
Helg . W parameter HLIEIBEA 5B resource 43 (X
Strategy two: if there is no resource partition statement in parameter
5 M boot ELTHI12HY Logo

Prefer to read Logo from boot
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H1T boot.img %K, BLHUFT ], Oy 7EUREER Logo, FATIRAHNS—, Brlln Rt
Logo JHEURI, MAZARSeH resource 2&H T .

Because boot.img is relatively large, reading takes time, in order to display Logo quickly, we use
strategy one, if fail to upgrade Logo, first need to check whether resource is upgraded successfully.

3. M4k Frbl Logo MERTEHEIAIL, f2 resource.img FF S, T LAZ#% recourse.img TF4K .

Summary: if fail to upgrade Logo, it is caused by resource.img upgrade failure, and you can refer to

recourse.img upgrade.

9  SecureBoot %42 T.H SecureBoot signature tool

A5 R0 TR BT R R RN, SRS S5 T A H 3T RSO3 .
This chapter only simply introduces the tool usage. For more details, please refer to the document in
the tool directory.
{RockchipSecureBootApplicationNote)

9.1 winFE&4 win platform signature

J,r}ﬂ SecureBootTool v1.83 %
| Basic Function hdvanced Function

chip:|3125 V| I Generate Key Fairs I Sizgn Loader
l Encrpyt: Load Eey Sizn File

Check Sigzn Fil
Oefuge ®5|:|ft Sigl. Firmware o e
Clear Info

i B win P24 TR, LR34 TR N4,
Above is the interface of the signature tool on win platform. The detailed instruction of the signature

tool is shown as below.

T & 1 B -
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Configuration instruction:

Basic Function

chip: |3126 v
 EPES RS, 3188 ZATUAS T ILHE others.

Select the chipset. Select others for the chipset before 3188.

Encrpwt:

() efuse (®) soft
: BLEMERYRS efuse ML (7F: 3128, 3288,3228,3368

XFF efuse o, HABKIIHE A AR o
Configure the encryption type as effuse or software encryption (note: 3128, 3288, 3228, 3368 support
effuse encryption, while other old chipsets don’t support).

I Generate Eey Palrs I

: A RSAKEY, BEFMLEs RAEEK IR, § &Ml KEY, WMARE
&Ky MANLAHEANRE 5T A
Generate RSAKEY, each device can only generate once, please back up KEY, if it is lost, the device

cannot update image any more.

Load Ke
e N2 BT A4 RSAKEY ( TE %4 openssl ZEpkff).pem [ 2048key) .

Load previously backup RSAKEY (the tool supports 2048key with .pem generated by openssl).

Sign Firmware

: TR A, AR E L8 A /mkimage ota A K.
Sign the firmware, which must be generated using ./mkimage ota.
PAESPIRTERE, 254 2 A W T B .

After the above steps finish, it will prompt below dialog if sign successfully:

PROMPT . — . e

0 Generate Key pairs succeed,would you want to save them?
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9.2 Linux F&%4 Linux platform signature

Linux “F&2&4 TH, kK, 217452401 SecureBootConsole 235 Usage, 1X B ANl
HE W

Linux platform signature tool is shown as above, run SecureBootConsole without parameter will

show Usage, so we don’t repeat here.
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