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GMS (Google Mobile Service): GMSIAIFEIEMADA/EDLAFEFHSEHEY

GooglefBmigEIRSS, B&GooglefRSIELE, PlayifE, ChromelaesE—RFINA.
MADAt#9¢(Mobile Application Distribution Agreement)

FEEIFINERBNRE, HEFRTFRREREAFECDDERK, FRRIAE33RT~18%
JBiggpamait,

EDLAfMY (Enterprise Device Licensing Agreement)

MIMADAEA—EL, BT XIF=AREIRIER, FJLUR18ET ~70k T FRamithireE, B
REFLRATF2GB, B mAstEEEREESE.

IR/MR/LR/SMRERAI88
E ] i58E %
IR(Initial Release) VAR A A7 BRE T IARRIELE =
MR(Maintenance Release) hRAS4ES R (&S RMFNRNINFTNEE

T Android == 525 R SHITGMSI
LR(Letter Upgrade) FH#Androidhk \Fﬁgfmx IRAFTGMSIA

ZiN iE
SMR(Security Maintenance LT hRA4E EEFRUERERZ A
Release) # T

3PL

E=HLWE, TBLRIEGoogle CDDEKLAK GMS Requirments, #hBGooglefEBRA R K
HGMSECEEXR M TAILE. BEUNEGELR/GS/NA/ANE, —RRRBITHKR, e
LAALS55 172,

Google Partner

ZKZMADA/EDLANY AL IGoogle Partner/SEBMADA/EDLAKR, AREfEiAEGoogle
PartnerSZhY, ZBEISEXZ3PLIHTGMSHYERBE AL,

EEA

SEEMBERNRERZEBIEEARNGMSIAIE, KB EERIEEARBNFEES N ARE R
1THYtYEMADA (European Mobile Application Distribution Agreement)i#{T8cE. HBXEEA

AYMEKIBE, 1E5&% Google Partners#H:
https://support.google.com/androidpartners_gms/answer/9071728?hl=en

XTS
HATX R B R TRIbinaryfg, £#AXTS-tradefed®<$1T, WEHIT FFIRSIER i3S akretryms <Rl

E.]-o
B{RnI8%EGoogleEFMud: https://source.android.com/compatibility/cts/run

retry


af://n118
https://support.google.com/androidpartners_gms/answer/9071728?hl=en
https://source.android.com/compatibility/cts/run

3.

BAECBERVEM FAEENIK (Fingerprintt/iitBRE), #HAtradefedf5, #1471 r BITERZA]
BOMBAEER, 5 session id, HfTretryBH1ZESE  run retry —retry session id BJRJEEUEE
HNER, retrylliiBIAERMSRSE, BU0: —retry-type

B

ERRUFELNHIT, AFdebug, MXERFEMRERKIog, DBIRIT results K logs BR

.

4% android-cts/logs/2023.05. 04 14.13.15/inv_17873629097171453434/host_log ##*. txt

H&: android-

cts/logs/2023.05. 04 14.13.15/inv 17873629097171453434/device logcat test PHOBEXGDPG k. txt
SERPLH: B REE HAASSUMPTION FATLURE” ZERBEiT 2R, BIIASE 2 BiPass, Google R 4
1+ ”FAILURE” T

=k

FRRETEHRTC(AREEREIIRTC) BFET & /sys/class/rtc/rtc0/

2B Microphone, BILAZHWEMicgkUsb Mic(EREBUsb MiclRtNEREMic), Ui
AR 2RI SERTIEE

H284 /R BLEDNRE(Bluetooth Low Energy): Android 11K LA ERRAZE K Nearby Share, %I
REMKHRBLE

HeFEBType-CONZType-COMMZIFOTGINEE, BNIGTS InteractiveBfailll, BHFIRIT
HESUIRAERE

HgstEXfeature B E, MHAEFHFEIGMSIAE, FTCMSINERIEHBERERER
feature

EDLAIZEAZEERUsb Camera, MIEmipiiXzEaIAECamera, HAIER3PLIKARIEER
—fpCameraZls, MCTSHUKAENILE™E, BRISS@ITIAIERsensorBlSAILIEERNZA

hRAZK

3.1 Android 13lRAIER

Android 13+RAFFRZDDRIIEMLAATFETF2GB, 2GBLL FDDRAEETGMSIAIE(EIEGokR
A)(Android GoF EE:K)

Android 13+hRAFIERKP(Remote key Provisioning)&sk

3.2 Android 14pRAZHER

Android 14+iRANEE3IGBR LA EDDRINEFEABEIZERIEGoRAHIGMSIAIE
Android 14+iRAERCPUMBTIT A, BNFEiETMADA/EDLAIAIE
Android 14+hRAHT1EDevice ID AttestationZE>k


af://n171
https://docs.partner.android.com/gms/policies/domains/reqs?authuser=2#nearby-share
af://n185
af://n186
https://docs.partner.android.com/gms/policies/domains/reqs?authuser=3#10_android_go
af://n192

e Android 14+hRAFH&EMADA/EDLATAIER3Z4564-bit onlyig&iHAIE, FEREEXE, &
MRAELRABAZ ULBRE

# ACE64 bit onlyHIEMWIF:
device/rockchip/rk3588/rk3588s_u/BoardConfig. mk

DEVICE IS _64BIT _ONLY := true

# JF H & {ksecondfid B #8 N%S, W LLiliTget build var TARGET 2ND ARCHAfjiA
TARGET 2ND_ARCH :=

TARGET _2ND_ARCH_VARTANT :=

TARGET 2ND CPU ABI :=

TARGET 2ND_CPU_ABI2 :=

TARGET _2ND_CPU_VARIANT :=

3.3 Android 15pRAZHER

o MERKFZEHFEEHRINGRF 14f5Android 15+iRASIIGMSIAUE(MADA/EDLA)EZEIZAE Android
14 VENDOR + Android 15 SYSTEMBERIRFEHNN, BASEREMAISDKIAY:
Android SDK/vendor/gms tools/README. md

FEEINERE GRFiR% Android 15 Android 16 Android 17
RK3326 14 Y Y Y
RK3399 14 Y Y Y
RK3562 14 Y Y Y
RK356x 14 Y Y Y
RK3576 14 Y Y Y
RK3588 14 Y Y Y

e Android 15 GRFE4IRIFEETEH2ESDKI#E(Android 14 SDK#JAndroid 15 SDK), AfSIZHR
Android 15 GRFF&JF & ¥ FARIZ nerge unity. sh BEEES (FEMRFEMBEAREE—H) NmF
LERK update. ing SRR, IZIEEZEERARGMSIMESE AL R R SREL


af://n203

=g M= SRR

boot.img Android 14 SDK
dtbo.img Android 14 SDK
init_boot.img Android 14 SDK
odm.img Android 14 SDK
odm_dlkm.img Android 14 SDK
product.img Android 15 SDK
resource.img Android 14 SDK
system.img Android 15 SDK
system_dlkm.img Android 14 SDK
system_ext.img Android 15 SDK
uboot.img Android 14 SDK
vbmeta.img HIRIRERERERK
vendor.img Android 14 SDK
vendor_boot.img Android 14 SDK
vendor_dlkm.img Android 14 SDK

* GRFE4EBMIFMINTEITIRE api level BIHEHITHIKT, FTERIIBRMHENTRE

console:/ $ getprop | grep api level
[ro. board. first _api level]: [34]

[ro. 11ndk. api_level]: [202404]
[ro.product. first api level]: [35]
[ro. vendor. api_levell: [34]

4. eyEE]

HEEREEEHGooglefBaIiRSS, YEIMADA/EDLAIAIE, BIHIAIEGEREIS=2GooglefIFEENAR
%, BENLZEMNRESHHEEEIRANRIE. BEEIMADA/EDLAINIE, HIMHBER, —MRK
RS EEEEIGMSIAIE, (FIRERZEEBBHGMSIRS

 BCHBEMADA/EDLAKSR
XMERT, 2% 18— 1 GoogleMBXREA, BXPartnerf SR RIBIRLAN SHMK S0 RER LS
18t BEBIGMSINENFEIRKZRGoogleBXR AT IR IPLRAE. BEIAXENIFAEEFIEN
BEABXTSURE, MesBEEGMSIRS 7.

* HCiRBEMADA/EDLAR[R


af://n306

HRBEBBMADA/EDLARRA BEFRIEFBIIGMSIAIE. (2B RENEFIBTIKREBEMADA/EDLAKR
AIODMAE], FLIEITERRHET I SRESE,
o MHRERERDAIINGREE, EBFEEMADA/EDLARRA BILIAR,

o BRI2GBRLIATAEZMIDDR, 19HEELIANdroid GoitiAiE, Android 13K LA EARAAREIEF2GB
I TEEDDRITIAIE, RIIESRIFHSEER lunch *go , FIEN:

lunch rk3326 rgo—user

o FFPX30/RK3568iFGMSIAIE

PX30ARK3326f9 Tk, ThEEAEWER, HGoogleZZ=AMNERK3326, FrlAaNERAEEF
PX30EITIAIE, i5{8ERIRK3326; RK3568E/ERK356xE%!, {FFRK3566a{RK35681H];
RK3562FIRK356 XA ER—RIIGISHE, F=EAELIRK356xXHEE, LIPX304):

1. (SR =EIRATsub-licenseERiERT, S5RK3326{RF—%.

2. iREEEE(FEARK3326, 5140PX30-2GB DDRIRA, lunch rk3326 rgo-user

3. WNE(FEF—RER( . . /build. sh -UCA), IBSci&Rtmakefiledfy PRODUCT UBOOT CONFIG

device/rockchip/rk3326/BoardConfig. mk
PRODUCT UBOOT CONFIG := px30

5. BIERIE

ATIMRGMSINENK#RE, EHTURRIESHBUATRS:
1. [A3PLEEsub-license, HHXNBFIBESEKeymaster & Opteed i iF4mixeH
2. [63PLERIEkeybox, HXNBFIBES®E Attestation keyEL 4R
3. [A3PLERISGTSIUIXAPE_API_KEY, HBXABIBESEGISIIHIFH A

4. mGooglemdigandroid-partner-api@company.comMESFHEHIBERKP, HEXATBESERKPED1E
A

6. IAEEO

o Rockchip&iS FFE&AndroidiikAMADA/EDLAINIESZ 35BN ERAMUEGMS Express/GO Ready.
Chipset

e Googlef &iB=EIREMADA/EDLAIAEF safAndroid R4, ZAndroidhRASTAUEE & LEH
HAGMS approval windows

Android 14kRAAOSPA& R HEA2023510H4H, MADAINIEE#EHEA202551831H, EDLAIA
UFEM#LEHEA20255:12331H


af://n333
mailto:android-partner-api@company.com
af://n344
https://docs.google.com/spreadsheets/d/18cNgkWAlt6mYtZIgXS9yHflhMbE8pFB9CgYniqUsWR4/edit#gid=227777885
https://docs.partner.android.com/gms/policies/domains/reqs?authuser=2#gms_approval_windows_by_release
af://n351

7. IAIEFRJHH

GMS—RSFRIRE, BHHRITBONEER, —MIRBUSERASDK, BEENMLE, H=RieRBEM
FEISES, SOREERRRRRERAL3-4E,

Android 13R% LA EMRAZERERGKI, HETRZPRRFEESINER, WMREMAEEIAabiIFIZRZ MY
#ZO, WFEERREIGooglerIfkSeR, Hix+GFHERZES-4X. GoogleER15SSEMT=BRINRA
FHTIE, BERERRR boot. ing WBEEESANAR. Eit, MRFRIRRZEISSZE, RREFEFY

A0K7F sEZ Ereleasehi A, FEitt, REMIPGERBETR. MM ERAIGIT THGoogle= HIAEPAB
hizboot.img,

Android 13R LA EMRAFZEARKP, WRERIRER, BEEGoogleininl), BRERHS, MR
BNRIRE RN, &% 5 RXRKPEDAEAHILA,

EDLAIREZIEFRARITIRER, WRERIKNESZ, GKIERS IR ERERIEEAIK4-6ERIRIE, &
EHRGKIEBHTFEMIAA,

WK nERENIIL, EDLAREFTNREES Mis, WERREARIF=HTNN. BEREUL
NRELHITENBETTIENFTE, SKEARENNTTH. IRFRAFRIETESE

Mt T5 EENSE izt FIHA
CTS 3+ 2-4K
CTS-ON-GSI 2 2

VTS 1 1
CTS-Verifier 1 1

GTS 1 2
GTS-Verifier 1 1

APTS 1 1

STS 1 1

8. HINEIXEY

GMSINEEEBERLUT="M: GMSE, mainlinetd, prebuilts&


af://n351
https://ci.android.com/builds/branches/aosp_kernel-common-android13-5.10/grid?legacy=1&selected-targets=kernel_aarch64
af://n394

s S

/e EEZR ”
GMSE vendor/partner_gms E?‘JE
iy
J[53
mainlined vendor/partner_modules T;MEE
iy
prebuilts prebuilts/module_sdk(BMBFRVAESERRE mainline@3Z MReE

e £Epkmainline&RY, BFUHHIAMainline&3EHIREIAVRN T H/RTESDKFFE, BURmFRES.
o EFmainline® FEIBLE: https://releasetracker.partnerandroid.com/

o EFmainline@ K& SDK#NT FEElE: https://docs.partner.android.com/mainline/release/rele
ase-notes

o GMSBIAEHEIEIAMILL: https://docs. partner. android. com/gms/building/integrating/gms—

download

[ GMS@,H&ZK{%_,%ﬁE&Z getprop | grep ro.com. google. gmsversion

/vendor/partner gms/products/gms package version.mk: GMS_PACKAGE VERSION ID := 13 202310
/vendor/partner gms/products/gms. mk:
ro. com. google. gmsversion=$§ (GMS PACKAGE VERSION ID)

1. IREMADA/EDLARRINEFAEEE O T2, HathTiAiRMGoogle, FEIK3PLIIOZIREN
2. fIBMADA/EDLAR RV E PN ERFK( JAEXpresss3z, REZ TRIIGMSBEFFEGMS
Express PlusfizEfy. RFE7ENETGMS Express

3. I EMADA/EDLARGEIIEZFEEEH S THGCMSE, BIREBLUATSBIRE:
o EMGMSE THMEESIE! vendor/partner gns HR:

https://docs. partner. android. com/gms/building/integrating/gms—download /

o mainline@IEEIMETE, Android 11RILEIRASEITEIFNERES, RERETY, SE6T
[EFArepot{TRIE, RIAR/ABESRABHEN T :

https://drive. google. com/drive/folders/1gxxMalTCI9Y2SvyRDULiDFvY k40zj05

flgn:

# F#manifest XA
repo init —u https://partner—android. googlesource. com/platform/manifest -b

r—aml-prebuilt-release
# JFRFED, [F2Pa0, B E. repo/manifests/defaul t. xml 2 HH AN E

repo sync —¢ —j8

TEHIBERA (—RUINEEEFERARFIApprovediRA) , BEZHRIEFTapprovediySZiEHY
Release Summary , ¥gH git tag, {540:

git tag mainline m 2020 dec preload 5

IR, HBEFaEmanifesthNENAR S D IER IR RAItag:


https://releasetracker.partner.android.com/
https://docs.partner.android.com/mainline/release/release-notes

diff ——git a/default.xml b/default. xml

index 7belf37..01lccba9 100644

——— a/default. xml

+++ b/default. xml

@@ -4,7 +4,7 @@

{remote name="o0hd”

fetch=".."
review="https://partner-android-review. googlesource. com/” />

- <default revision="r—aml-prebuilt-release”

+ <default revision="refs/tags/mainline m 2020 dec preload 5”
remote="ohd” />

{!-= Google—signed Mainline prebuilt module projects !——>

e Android 12K LA EMRAIRFEEprebuilts®, EELTEMmainlineBERINRE, BNFESER
H. f5lan:

vendor/partner modules

T1003604/mainline m 2022 feb preload 5

prebuilts/module sdk
T1003604/mainline m 2022 feb preload 5

RIFIRET0):

ERROR: Hidden API flags are inconsistent:
< prebuilts/module sdk/art/current/sdk/hiddenapi/filtered-stub—flags. csv
> out/soong/hiddenapi/hiddenapi—stub—flags. txt

9. MiztEREAN

WL BRA: BEXRERAGoogleETT ARSI B (UL EIEATTEEIS), GoogleBZEREEH—IR
(B12/5/8/11R);

WX B THIHEERNEE, L4 TFTPARZSE5BR 6MS-Test-Suite/xTS SREN,
MADA/EDLATAIEN G 3R LA T AEER :


af://n448
https://docs.qq.com/sheet/DVG5KcFNnU2ZFZG9j?tab=BB08J2&u=74e1e99829764a9b8a46607a5c6980cf

1RIR Elfes 588

CTS user[@E{4
CTS-ON-GSI user[@E{4 JE5Google& & system.img
GTS user@f4
userdebu s e .
STS w WHaSHENE=ER
VTS user Bt ‘k%'_—jGo.ogIeﬁ% system.img#lE4vendor_boot-
debug.img
CTS-Verifier user[@E{4
GTS-Verifier user@E{4 {XAndroid 13[RAFEE
. s ol e o o
GTS . userE: Android 13+jRAFIEER (android-gts-11-R2LAEE
Interactive 1)
GTS Root user[@E{4 IS E4vendor_boot-debug.img
Checklist user@E 4 EDLATAIEtEFRZE MR Checklist
BTS user[@E{4
deb
GOATS ;J;er Ul gAndroid 1R FGOlABE
&
APTS ::erdebug {¥Android 1251 EGolRAEE

o PABE: BHMERAFE FHENREFINKE, ATHEREEfAIINGoogleREBERIEE)

10. 24T FTPIRSSES

ekl WA =69

ftp://ftp.rock-chips.com Xzj-guest V3qTwMQ4YV

11. GMSEW4HLE

1.1 EHERERNEEF

Rockchipt2tGMSEHEEICEMA, 1E lunch IIBEERMACERGES, SMRITEMAREIN
IeBEEREBPass


af://n512
af://n522
af://n523

source build/envsetup. sh
lunch rk3588s t-user

source device/rockchip/common/scripts/check gms env. sh

HU-bootiBXREBEIRIBNIYECE, Bl check gms_env.shiGEER{HAFailed, FESchmiFu-
bootBHMIAICE

Android SDK$ source device/rockchip/common/scripts/check gms env. sh
grep: u-boot/.config: No such file or directory
[Failed] “CONFIG_ANDROID AB=y” Check Failed! Expect “CONFIG ANDROID AB=y”
“Android 11+ MUST enable A/B update.”
grep: u-boot/.config: No such file or directory
[Failed] “CONFIG_ANDROID WRITE KEYBOX=y” Check Failed! Expect
“CONFIG_ANDROID WRITE KEYBOX=y”
“Attestation key MUST be enabled.”
grep: u-boot/.config: No such file or directory
[Failed] “CONFIG_ANDROID KEYMASTER CA=y” Check Failed! Expect
“CONFIG_ANDROID KEYMASTER CA=y”
“Keymaster in uboot MUST be enabled.”
grep: u-boot/.config: No such file or directory
[Failed] “CONFIG_OPTEE CLIENT=y” Check Failed! Expect “CONFIG_OPTEE CLIENT=y”
“Optee MUST be enabled.”

itk J51%:: Android SDK/u-boot$ ./make.sh rk3588

FiAeEERNFailed IBFERIETHELHITCMSEHERE, BERIMAEIANMCELERE PassHiH
FTGMSIAEE

11.2 EFECERZF

RockchipfRtGMSEHECERIA, TiEsourcefllunchFHATHIAEREGMSES, HMAFEEN THEERE
TRXRHTRE

source device/rockchip/common/scripts/GMS Configuration. sh

11.3 AEwmF

EfmiEkernelly, BEFIAFERCIangif# THIE (—8BmERS . /build. sh K) , BUVTSUHS=440
Tfail:


af://n529
af://n532

vts kernel toolchain

KernelVersionTest#IsClang

FIE % Android SDK/build. sh

if [ ”“$BUILD KERNEL WITH CLANG” = true ] ; then

if [ “$KERNEL_ARCH” = "arm64” 1; then
ADDON_ARGS="CROSS_COMPILE=aarch64-1inux-gnu— LLVM=1 LLVM IAS=1"

else

ADDON_ARGS="CC=clang LD=1d. 11d”

WNEREGmiIFAndroid GohlRAs, i&fFEHHandroid-10-go.config{{&android-10.config, Android 11hkz4s
BIB10§ #2911, Android 130z 9android-13.configfill :

make ARCH=arm64 rockchip defconfig android-10-go. config rk3326. config
make ARCH=arm64 rockchip defconfig android-11-go. config rk3326. config

ANER$RRrkxxxx.config RIFFE, FJLAARN,

LATER iR AndroidfmiE, i¥EZldeviceBFEHPtEEdevice/rockchip/rkxxxx/BoardConfig.mk#d
[Ty =1

11.4 EEA

FIXRUERHERNIRE, REMEEANKRESFERE, AttiREEES. (

BUILD WITH EEA := true
BUILD WITH EEA TYPE := typel (iR¥EHEH CHIEEAZRAIELE)

11.5 GMSE&(EEE

device/rockchip/rk3588/BoardConfig. mk

BUILD WITH GOOGLE MARKET := true

# SradiofiZ & (HV-AAGHEMIIEE) HILELTRE, HRBZ(REFalse

BUILD WITH GOOGLE MARKET ALL := true

# fiiFuser[ELERS, 1EHE NHEAZE K false, RKEEAPRR T EE SR, 5Tk IER 880,
PRODUCT HAVE RKAPPS := false

INERFEEFAndroid GoRJ2GBIRA, ARINAIT™MEN: (Android 13 LA EARASDDR 2GBLATAEET
MADA/EDLAIAIE)

Android SDK/device/rockchip/common$ git diff modules/gms. mk
TMP_GMS VAR := gms
TMP_MAINLINE VAR := mainline modules
ifeq (§$(strip $(BUILD WITH GO OPT)), true)
# 2G A Go
- #TMP_GMS VAR := $(TMP_GMS VAR) go 2gb
+ TMP_GMS VAR := $(TMP_GMS VAR) go 2gb

T#&Esourcetllunch/gAIEIT an S EEGMSAHER M mKECES 4


af://n539
https://docs.partner.android.com/gms/policies/regional/eea-builds
af://n542

Android SDK$ get build var TMP_GMS VAR
gms—mandatory HH

vendor/partner gms/products/gms—mandatory. mk

FREA 4 IRATIGMS Express4y 3z BIARAC B 22 BUILD WITH GOOGLE GMS EXPRESS := true’ MIBRINEFH gms. mk’

11.6 Hardware Features

TBFFER A N ARG A BRSBTS Y, WNREBMAASHT (WIPEIR(Y, BLEZ) , 4 LEt—EE
b, i¥3: Android 11RL EEREZERNearby Share, ZINEEKIRBLE, i&iH@HAISwER! o
LUBIS LA TR =S, R85, 5% franevorks/native/data/etc/ FIEXIRAGfeature xmIfflps :

BOARD_GRAVITY SENSOR _SUPPORT := true

BOARD COMPASS SENSOR SUPPORT := true

fian, MIFRBLE:

BOARD_BLUETOOTH_LE_SUPPORT := false

ENRRIREGPSINRE, AR NEM Meature(MBEMFEE(ERR)

android. hardware. location

android. hardware. location. network

ENRRBEIHIMERSEE, Bl pm list features | grep sensor EIAIAZ, MY FERIRMERIIRS

device/rockchip/common/device. mk:

—# Sensor HAL

—PRODUCT_PACKAGES += \

= android. hardware. sensors@l. O—service \
= android. hardware. sensors@l. 0—impl \

- sensors. $ (TARGET BOARD HARDWARE)

device/rockchip/common/manifests/manifest level 33.xml:
<hal format="hidl”>
- <{name>android. hardware. sensors</name>
= {transport>hwbinder</transport>
{version>1. 0</version>
- {interface>
- <name>ISensors</name>
{instance>default<{/instance>
- <{/interface>
= </hal>
¥ FifmanifestsHt B L4 B H 3% /vendor/etc/vintf/manifest. xml


af://n548

11.7 FRP (Factory Reset Protection)

GMSEEJSFFRP, BXILINRERIFEMENE, BESIIREMAISDKIIAY:

RKDocs/android/Rockchip Introduction Android Factory Reset Protection CN&EN. pdf

BUTLD WITH GOOGLE FRP := true

11.8 AVB (Android Verified Boot), A/BH¥

GMSFEESFAVB, BXIINRERIFEENE, BFSIIMEMEISDKIAY:

RKDocs/android/Rockchip Introduction Android Verify Boot CN&EN. pdf

BOARD AVB ENABLE := true #t 27A JA HAVBIIARSREB e ALas, A&
SHML IR TIEITHL

HAEFESE, SDKEGAKIZIRETFIEAVB, tigaHiEbootloader, X&SHBBINEFETE
EREINIE, BRAEEF-RiftubootBRIT ELATH T, LIFR{RRIkeyRtgEiE R BiELOOtI0ader, 1E
BERDALE, BlMEBENIAIRNT, BUREAEE—EBHR, S%EB50.

RKDocs/android/patches/gms/0001-1ibavb-Lock—the—-device-when—the—device—-init—or—write. patch

e f£Android 11U EIRAPFEESAEMUA/B, fFan:

BOARD USES AB IMAGE := true
BOARD ROCKCHIP_ VIRTUAL AB ENABLE := true

# NIHIXBAERC BN iR A, E R
ifeq ($(strip $(BOARD USES AB IMAGE)), true)
include device/rockchip/common/BoardConfig AB. mk
TARGET RECOVERY FSTAB := device/rockchip/rk356x/rk3566 rgo/recovery. fstab AB
endif

e 7£Android 13EAGKIBN¥ES, TESRELERENIA/B, Ha0:

BOARD ROCKCHIP_VIRTUAL AB COMPRESSION := true
NRIRFIHRTBAND RK/NAEE, STLAFHEE:

Android SDK/device/rockchip/rk3588$ git diff rk3588 s/BoardConfig. mk
ifeq ($(strip $ (BOARD USES AB IMAGE)), true)

include device/rockchip/common/BoardConfig AB. mk

TARGET RECOVERY FSTAB := device/rockchip/rk356x/rk3566 rgo/recovery. fstab AB
endif

+ # DL FNiXBoverlay b i3 include device/rockchip/common/BoardConfig AB.mk Z )&

+BOARD_SUPER_PARTITION_SIZE := 4294967296
+BOARD_ROCKCHIP DYNAMIC PARTITIONS SIZE := $(shell expr $(BOARD SUPER PARTITION SIZE) - 4194304)

* FFEA/BRY, ubootthtBE—IEITFFA/BRIECE, fl4N: RK3566/RK3568


af://n557
af://n560

Android SDK/u-boot$§ git diff configs/rk3568 defconfig
+CONFIG_ANDROID AB=y

CONFIG_OPTEE_CLIENT=y

CONFIG_OPTEE V2=y

EE% EE*{LE‘%%EE%AVB@%\ pm list features | grep android. software. verified boot

CtsSecurityTestCases

android. security. cts. VerifiedBootTest#testVerifiedBootSupport

MR FR 4. java. lang. AssertionError: Verified boot must be supported on the device

IR EENRESBEEA/BES 1s -1 /dev/block/by-name/

TR HIRBERAVBEBENRR( fastboot oen at-lock-vboot ), SSEWIERAIEIH, A TNEMMITIE
BIEBTFFHL

W SR Hit key to stop autobootC CTRL+C’): 0
ANDROID: reboot reason: ”(none)”
Vboot=0, AVB images, AVB verify
read is device unlocked() ops returned that device is LOCKED
avb_slot verify.c:763: ERROR: vbmeta: Error verifying vbmeta image: OK NOT SIGNED
AVB verify failed #H AVBRRLS: 2

Android boot failed, error -1.

fRR 7L FEEBE T A (RKDevTool. exe) — @k Dy Re—HERR T —H1 2 5 5
fRPTTE2: JEHLE 3% CTRL+C #E Aemdlinetsz, H MHiN fastboot usb 0 ¥ Afastbootiz, adbl 1%
N’ fastboot oem at-unlock-vboot’

11.9 SELinux

GMSFEESASELinux, FFESELinux/EAIREESERLINEARIER, BIARBRIESTTIERFSEREHRY
SDK3Z#Y:

RKDocs/android/Rockchip Developer Guide Android SELinux (Sepolicy) CN.pdf

device/rockchip/common/BoardConfig. mk:
BOARD SELINUX ENFORCING ?= true

FFAndroid 12K LA ERRAS, BB T —NTETLUSMNEENNER, EAEISanEswE
userdebugE4 EERIZT EREITFESELinuxtfR, BMFERAZESRITEBER TAYREADME. nd , T
BT

RKTools/linux/Android Devices SELinux Tool


af://n584

$ adb root

$ adb shell

console:/ $ chmod +x /data/local/tmp/rockchip selinux tools64

console:/ $ ./data/local/tmp/rockchip selinux tools64

Please USE the following cmd to confirm which files need to be update!

get build var BOARD SEPOLICY DIRS ## T FEsourceflllunch/G$#4T1%
fir %

Add the following result to file: [genfs contexts]

# K AR B n#genfs contexts
genfscon sysfs /devices/platform/avld-master/wakeup u:object r:sysfs wakeup:s0

genfscon sysfs /devices/platform/es8388-sound/extcon u:object r:sysfs extcon:s0

TR INZE! % BOARD_SEPOLICY DIRS TE M AIABRSZA4- (514N
device/rockchip/rk3399/sepolicy vendor/genfs contexts )

Android SDK$ get build var BOARD SEPOLICY DIRS
device/rockchip/common/sepolicy/vendor device/rockchip/rk3399/sepolicy vendor ....

o KB EFRMENERHINEIN: cat /vendor/etc/selinux/vendor sepolicy. cil

o MADA/EDLAINIEAREEIERL/system/sepolicy B R FAHAIPR, SELinuxtRIEFIEHE
Fll/device/rockchipE=

o MADA/EDLAINIEAREE(EMuserE{HERiAadb rootilPR(Eitro.debuggable), BNETaEESE
adbdHFEHEFRENSHEIISIR S/ BEEL

T init : starting service ~adbd’ ..

I init : Created socket ’/dev/socket/adbd’, mode 660, user 1000, group 1000

W adbd : type=1400 audit (0.0:27602): avc: denied { setcurrent } for scontext=u:r:adbd:s0
tcontext=u:r:adbd:s0 tclass=process permissive=0

F adbd : main. cpp:162] Could not set SELinux context

I init : Service adbd’ (pid 10075) received signal 6

T init : Sending signal 9 to service “adbd’ (pid 10075) process group..

E init : process with updatable components ’adbd exited 4 times in 4 minutes

TEfIITKMEFERTREFMSELInuxUR, ERIISREPANII fai i 257 BRSBTS Et
T

netd integration test
NetdSELinuxTest#CheckProperMTULabels

SuspendSepolicyTests
SuspendSepolicyTests#SuspendSepolicyTests

CtsSecurityHostTestCases
android. security. cts. SELinuxHostTest#testNoBugreportDenials # FETHE

BOARD_SELINUX ENFORCING ?= true



11.10 [EEFingerprint(aJik)

SR Re R ERAEE. ENENAZRIBUTHNTEEEN, LREEHEEETIEAEE
retryiliz,

Android SDK/device/rockchip/common$ git diff prebuild.mk
—include $(TARGET DEVICE DIR)/prebuild. mk
+ROCKCHIP BUILD NUMBER := 202001 (5 —HE¥rEIn, HIOE)

11.11 2% TZFK Security Patch level

TeiNT FEdlE: Partner Security Bulletin 8 Z2#M T FTPARSSES

LEINT EREI: getprop | grep ro.build. version. security patch
LN TIEESIHY: FTPEIRSSEE /GMS-Test-Suite/xTS/tools/Rockchip Android Security Patch Guide. pdf

T TERE—REINA, ENREGNZ 2N T AEEIR, BEEGMSINEENEK.

GtsOsTestCases

com. google. android. os. gts. SecurityPatchTest#testSecurityPatchDate

WEEZ R ro.build. version. security patch should be 72023-03” or later. Found “2022-07-05"

Androidif & GoogleZ£# T X HEf

Android 12(8#FAndroid 12L) android12-security-release
Android 13 android13-security-release
Android 14 android14-security-release

IR cR et T RRERELREAEM R R L 2 T FREML:

build/make/core/version defaults. mk
PLATFORM_SECURITY PATCH := 2020-03-05

Androidl5 SDK/build/make/core/version util.mk
PLATFORM_SECURITY PATCH := §$(RELEASE PLATFORM SECURITY PATCH)

## Androidl5 SDKIAb”ap3a” & IRZERAAL AN, Bl fERE"apda” 8 apba”

Android15 SDK/build/release/flag values/ap3a/RELEASE PLATFORM SECURITY PATCH. textproto
name: “RELEASE PLATFORM SECURITY PATCH”

value: {

string value: 72024-10-05"

RENINTERVNERE"F-B-A"BX, BUSE--rollback_index AZ==SE vbmeta.img#miEikia

[ 99% 8801/8803] Target vbmeta image: out/target/product/rk3588 t/vbmeta. img
FAILED: out/target/product/rk3588 t/vbmeta. img


https://cs.android.com/android/platform/superproject/+/android12-security-release:
https://cs.android.com/android/platform/superproject/+/android13-security-release:
https://cs.android.com/android/platform/superproject/+/android14-security-release:
af://n602
af://n605
https://drive.google.com/drive/u/0/folders/0B85mEDAGzAbsckRrZFhhV3YwTEk?resourcekey=0-6zNsbY0nWUmYsJO2TF-RZQ

usage: avbtool make vbmeta image [-h] [——output OUTPUT]
[——padding size NUMBER]
[-—algorithm ALGORITHM] [——key KEY]
[-——signing helper APP]
[-—signing helper with files APP]
[—public_key metadata KEY METADATA]
[——rollback index ROLLBACK INDEX]
[——rollback index location

ROLLBACK_INDEX_LOCATION]
[——append to release string STR]
[~—prop KEY:VALUE]
[—prop_from file KEY:PATH]
[—kernel cmdline CMDLINE]
[——setup_rootfs from kernel IMAGE]
[-—include descriptors from image IMAGE]
[——print required libavb version]
[——chain partition

PART_NAME: ROLLBACK_SLOT:KEY_PATH]
[——flags FLAGS]
[——set_hashtree disabled flag]

avbtool make vbmeta image: error: argument ——rollback index: expected one argument

build/make/core/version util. mk:
ifndef PLATFORM_SECURITY_PATCH_TIMESTAMP
# Used to indicate the matching timestamp for the security patch string in
PLATFORM_SECURITY_PATCH.
PLATFORM_SECURITY_PATCH_TIMESTAMP := $(shell date —d ’TZ="GMT” $ (PLATFORM SECURITY PATCH)’ +%s)
endif

device/rockchip/common/modules/avb. mk:
BOARD AVB_ROLLBACK_INDEX ?= $ (PLATFORM SECURITY PATCH TIMESTAMP)

build/make/core/Makefile:
ifdef BOARD AVB ROLLBACK INDEX
BOARD AVB MAKE VBMETA IMAGE ARGS += ——rollback index $(BOARD AVB ROLLBACK INDEX)

endif

define build-vbmetaimage-target
$(call pretty, “Target vbmeta image: $(INSTALLED VBMETAIMAGE TARGET)”)
$(hide) mkdir -p $(AVB_CHAIN_KEY_DIR)
$(call extract—avb—chain—public—keys, $(AVB CHAIN KEY DIR))
$(hide) $(AVBTOOL) make vbmeta image \
$ (INTERNAL AVB MAKE VBMETA IMAGE ARGS) \
§ (PRIVATE_AVB_VBMETA SIGNING ARGS) \
$ (BOARD AVB MAKE VBMETA IMAGE ARGS) \
—output $@
$(hide) rm -rf $(AVB CHAIN KEY DIR)
endef



11.12 Widevine

RK3326/RK3399/RK356X/RK3562/RK3576/RK3588%83z#Widevine L1, SPARIZE—RRL3EDAT, 0
REBREALIESHARFIRELIHT .

BOARD_WIDEVINE OEMCRYPTO LEVEL := 3

= Widevine keyﬂ@IE: FTPARS3E8 GMS-Test-Sui te/xTS/tools/rkpacker2

HFGoogleRkIEEFHE R EMADA/EDLAR RE T AR E E iR twidevineftiD, EILLSDKAERIAM
f&/vendor/widevineGE

BEME TENEE: https://pan.baidu.com/s/1LFSZMdG_Rzkf8wzMFgQxvA?pwd=68pp 1ZEVRS:
68pp

Android SDK/vendor$ unzip widevine-Tdb769b95046¢3de08d4d7424b7d06d3ffcbbfade. zip
Android 14iAwidevine 2B IEF LR

console:/ $ mount | grep widevine

/dev/block/loop6 on /apex/com. google. android. widevine@341310000 type ext4
(ro, dirsync, seclabel, nodev, noatime)

/dev/block/loop6 on /apex/com. google. android. widevine type ext4

(ro, dirsync, seclabel, nodev, noatime)

11.13 Keymaster & Optee

ERifsub-licensely, EETrust OSHS, EFRRBRK3326/RK3562/RK356x/RK3588F&IHEOptee
V2, EfttFatamvi,

PRODUCT_HAVE_OPTEE := true

11.14 Attestation key (Google keybox)

HITGMST AR S Attestation key, BB 3PLAIAIEHIEGoogle keybox, ZZF|keybox/5fEF
IRt TR T Brkpackerf TEARERIST, BERAIERSRRESD, BRI EAETER

R

RKTools/linux/Linux AttestationKeyboxPack Tool.rar

RKTools/windows/KeyBoxWrite v1.53. zip (E_[}\AFTPHE%%% GMS-Test—

Suite/xTS/tools/KeyBoxWrite v1.53.zip)

AR ES BB S E HERRISDKIZ:

RKDocs/common/RKTools manuals/Rockchip User Guide Keybox Burning EN. pdf

IFEHRI, BiaEubootFEEAttestation keyfITHEEEIREFTFF, HIaNE3566/3568FF TSIl

ot .
BE .


af://n629
https://pan.baidu.com/s/1LFSZMdG_Rzkf8wzMFgQxvA?pwd=68pp
af://n638
af://n641

Android SDK/u-boot$§ git diff configs/rk3568 defconfig
CONFIG_OPTEE_CLIENT=y
CONFIG_OPTEE_V2=y
+CONFIG_ANDROID WRITE KEYBOX=y
+CONFIG_ANDROID KEYMASTER CA=y
+CONFIG_OPTEE ALWAYS USE SECURITY PARTITION=y ## RK3399N L B 1% %

o Attestation keyleSZIH2Eemmcilsecurityn X, EFREE{SAttestation keyAaEk, HIR
BRFlashNIFZEEHIRS

o FEEAN{AHEIAAttestation key}RS RN u-boot FFTHNT /GMS-Test-Suite/Exp+/Attestation key 3%
BVEMEE ro. boot. deviceid

o MiPHERAttestation keylBFI(BIAEAndroidiRAFISockR), (BEFIHEEREIE BIMERIERT
keybox

o FATERSkeyRf, REFEELTbootloaderik®, B NREMEAEREME, EESESWA
AERERXRIENITTHK. TLABE R TEIEERSRS(FEERRU-bootNIBEFTEI2022-
03).

write key key file=PrivateKey.RSA ret=0 ## ORRNEEE K

write key key file=PrivateKey.EC ret=0

=

write attestation key: RSA ret rsa=0

e Android 14+iRATTLUEIS T8 OlogcatEE 28 2B kRS Attestation keyF1Device 1D
Attestation

Provision google keybox:no, ID attestation:no # yesFE/NOKE, noRNARE

o X BERI S Attestation key#IDevice ID Attestation, FRICTS/GTSURE FEIERE
B, SHURSERAEELE LEGooglefRSSES

W/ApkInstrumentationPreparer: Target preparation step

com. android. compatibility. common. deviceinfo. KeystoreAttestationDevicelnfofitestCollectDevicelnfo
failed.

junit. framework. AssertionFailedError: KeystoreAttestationDevicelnfo collection completed

expected: <COMPLETED> but was:<FAILED>

gNREHBkeybox, BIRMHLUTHEHEMAFTXIBFI3pIHFIA): ZHBGoogleltizEMDevicelDIRE—&
Hes

L — s (—Z%caseBITT, #ILBISCRYE AR, MikEGtsEdiHostTestCases)
2. WHMEE (HE3pl BEHR)
3. —xt X (AT —Adevice idXF NS

Google Request to use Device ID to apply the key:
Device ID within the file should meet the following properties:
1. Unique and cannot be duplicate of another Device IDs within the file
2. Must be between 1-32 characters in length
3. Only following characters allowed [a—z][A-Z][0-9][ J1[-1[.]
4

. No whitespaces allowed

Device ID files have the following requirements:



1. ASCIT text file in unix format.
2. File name should be created with the following characters [a-z][A-Z][0-9][ J[-][.] in a
meaningful way (e.g. Make Model Date Quantity. txt)
3. Must only contain Device IDs. No comments, headers, or other information
. One Device ID per line

4
5. No duplicate Device IDs within file
6. No blank lines

7

. No white spaces

5 EMGoogleRiE10/5 keybox AT Erkpackeri&*.outputiTE AL kdbATETAESHREE "out of
memory at line 1"

$ chmod +x rkpacker

$ . /rkpacker attest keyboxes. output —o keybox. kdb
55488 Data File Type : KEYBOX

Output File : keybox. kdb

Data File Num : 1

Total Key Num : 100000

out of memory at line 1

fRIRTT

1. gzip —cdk 2023-01-01 %%, output. gz > attest keyboxes. output

2.split —n 4 attest keyboxes. output ——additional-suffix=. xml

3.cat xaa.xml | grep —w “</Keybox>” | wec -1 ## xaa. xml N E 55—t
4. % FiRKeybox ¥ & 25 ) 45 BB <NumberOfKeyboxes>100</NumberOfKeyboxes>

5. %55 —"</Certificate></CertificateChain></Key></Keybox>” G N &M, H4hiamE—17"
<{/AndroidAttestation>”

6. rkpacker xaa.xml —o keybox. kdb

Hrhxaa. xml SR AT

<?xml version="1.0"?>

{AndroidAttestation>

{NumberOfKeyboxes>4</NumberOfKeyboxes> ## NumberOfKeyboxes{H MR &
</Keybox>" =i i

<Keybox DeviceID="BW10RS23090001”><Key algorithm="ecdsa”><PrivateKey format="pem”>......

{/Certificate></CertificateChain></Key></Keybox>
<{/AndroidAttestation>

FE: BERATI Erkpackeri&*.outputf T8 Bk kdbitiRsETR/ D Elibcrypto.so.1.0.0

WEEE . error while loading shared libraries: liberypto. so.1.0.0: cannot open shared object
file: No such file or directory

fRR V5 : FTPARSS #%/GMS-Test-Suite/xTS/tools/1liberypto. so. 1. 0. O E FUbuntuF#L” /usr/1ib/x86 64~
linux—gnu/liberypto. so. 1.0.0”

TENA I EE 2855 Attestation keyﬂ%ﬁix"é( fastboot oem at-lock-vboot ), BRI fail T LS
NEsBEIRE T



CtsAppSecurityHostTestCases
CtsDevicePolicyManagerTestCases
CtsKeystorePerformanceTestCases

CtsKeystoreTestCases

VtsAidlKeyMintTargetTest

11.15 Android 13F2RKPE:R

RKP(Remote key Provisioning)@Android 13+#iiEEK, SEENLEHERH R EEHETandroid-
partner-api@company.comME_E{EZEIGooglefRSS i,

AN BEIRERE RS E MRS DKIIA:
RKDocs/android/Rockchip Android Remote key Provisioning Guide. pdf

FREEFRKP LEH 285 R EIGooglefRSSERETGTSUIH B T E2Lifail

GtsGmscoreHostTestCases

com. google. android. gts. security. AttestationRootHostTestH#testEcAttestationChainRemProvLength
com. google. android. gts. security. AttestationRootHostTest#testRsaAttestationChainRemProvLength
&%

GtsGmscoreHostTestCases

com. google. android. gts. security. AttestationRootHostTestH#testEcAttestationChainRemProvLengthTee

com. google. android. gts. security. AttestationRootHostTest#testRsaAttestationChainRemProvLengthTee
F=: RKPTEWEEHZR /vendor/bin/rockchip rkp factory extraction tool

IR BYIEESNIESEEENAZTESEFHIEMRKP CSRIER., 1RENRKPHIG AN CERESNIG

IR NREEERES Attestation keyET—EF'EXRKP CSRIERB#ERAT A RKTools/windows/KeyboxWriter—
vl.55. 7z

IR MERHFHESAttestation keyFIIEEYRKP CSRISEIS{#AFTPIRS 2 TEGMS-Test-
Suite/xTS/tools/KeyBoxWrite v1.53.zip

FE: RKPWKSandroid-partner-api@company.comBRiEREEIRK GERE—RRE) iSRRI B

11.16 Android 14¥fi&Device ID AttestationE3k

Android 14+ AZEERRTEESDevice ID Attestation, RAFRE—REAREEEH, EEEHHIRS
M SAERH28 (T B RKDevTool. exe )
BELBESEHEMAISDKIIRY:

RKDocs/android/Rockchip User Guide Android Device ID Attestation Flash CN. pdf
Device ID Attestation}E5 T E: FTPIRS3EE /GMS-Test-Suite/xTS/tools/RKDevInfoWriteTool-V1. 2. 1. 7z

AT BJ%SAttestation key#IDevice ID Attestationfy, FEE(FIEH12SRAIRSSNGG, BURKPIREASK
L

10:54:48:013 ReadRkp[15]: reading sn from device fail

Device ID AttestationIJREEERF NEFMMfeatures:


af://n672
mailto:android-partner-api@company.com
mailto:android-partner-api@company.com
af://n681

pm list features | grep android. software. device id attestation

pm list features | grep android. hardware. device unique attestation
=885 Device ID Attestation(58, &8 &/ Mailld

CtsKeystoreTestCases

android. keystore. cts. KeyAttestationTestH#testRsaAttestation

android. keystore. cts. KeyAttestationTestH#testEcAttestation

android. keystore. cts. DeviceOwnerKeyManagementTest#testAlIVariationsOfDeviceldAttestation

WEEE R java. lang. UnsupportedOperationException: Device does not support Device ID attestation.

11.17 GKIEk

Android 12K LA EiRAS, WNERLiInuxRIZARAAXFZETF5.4, NaERGKI(Generic Kernel
Image), fBiEaskIR, RK3588 Android 12LAKAndroid 13prEFEEBEEFRGKI,

BOARD BUILD GKI := true

ZIEERNEZ, FHNINBERFEB S EEAY:
https://blog. csdn. net/weixin 43245753/article/details/129308364?spm=1001. 2014. 3001. 5502
SEBEMIAYSDKIIRY: RKDocs/android/Rockchip Developer Guide GKI CN. pdf

GoogleE75Releasel@AMZIME (GKI) FEHIIEEFNFEB
GKIEWFEZEFERAGoogleE S ReleasefiJboot.imgiEi%k, booty X A/NEE64MB
device/rockchip/common/build/rockchip/Partitions. mk:
ifeq ($(BOARD BUILD GKI), true)

BOARD BOOTIMAGE PARTITION SIZE ?= 67108864

BOARD VENDOR BOOTIMAGE PARTITION SIZE ?= 41943040
TR EENEESTEHAGKIES 1s -1 /dev/block/by-name/vendor boot#
GKItExX TR

CtsHardwareTestCases

android. hardware. input. cts. tests. SonyDualSenseBluetoothTest#testAl IKeys

StsHostTestCases
android. security. sts. KernelLtsTest#testRequiredKernelLts ENFORCING

android. security. sts. KernelLtsTest#testRequiredKernelLts WARN

vts fs test
fs#tErofsSupported

VtsBootconfigTest

VtsBootconfigTest#ProcCmdl ineAndroidbootTest


af://n690

11.18 HBxXAndroid 1289k A{E 5B

Android 12ERI3Z#5RK3588, (BENZIRATHMFEBEMAR. RZRBERINTE:

Fa kernel-4.19 kernel-5.10
RK3326 Y N
RK356x Y N
RK3399 Y N
RK3588 N Y
RK3288 Y N

%, (EMPRIIRER, ETASEERNE R FEME, Android 137t kernel-5.10,
11.19 BHXincrementalfsfiJi}ilg

Android 12irAF(EH{XEAndroid 12kRAETFEBUETE), GMSIAIEERKRIFF incrementalfs v2 , X5
BRI, HRIEBRSEYEE, BBV 2HEHRSFHE kernel-4. 19 NEL, MEE
incrementalfs v2 ﬁﬁ&ﬁk? kO, ﬁﬂ[EL‘,{TEi

vendor/rockchip/common/modular kernel/4.19$ tree user*
user

"~ incrementalfs. ko

userdebug

"— incrementalfs. ko

0 directories, 2 files

RIZRAEST, koBRREEMANE, SEFTAERENE. TLARUT A ERARESHIERID
&, HEPES incrementalfs BIINERLI:

$ adb shell 1lsmod

Module Size Used by
bemdhd 1150976 0
incrementalfs 77824 0

MERRBWIERINE, WEEFNEH, FBV2HINT * patch LANRANT ETAIUREZMA base. txt , HEFJ
ATELA T EHE:

vendor/rockchip/common/modular kernel/4.19/incrementalfs patch

kernel-4.19E R FHIA base 1232 RHYTE:

git log fs/incfs/


af://n700
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AN T BELIBIZBRIBR AR T 6 base. txt IB3ZM, WRIEAREEFRAEHMANdroid 12 ETHIMR
A, BHaILUEXEANT BASHEIECHEZ S, M built-in fRiFE, HARZEIESMT built-in B9
FEATR, B is not set BIRM built-in, 87 =y W7 built-in , XETTLARZTERIF ko :

cat kernel—4.19/.config | grep CONFIG_INCREMENTAL FS
# CONFIG INCREMENTAL FS is not set

BEINCISIIEERERIEE . HIWT /sys/fs/incremental—fs/features/v2 TR BIA LB E G pn list features

| grep incremental

feature:android. software. incremental delivery=2
PSRN

GtsIncrementalInstallProxyHostTestCases

com. google. android. packageinstallerv2proxy. host. gts. ConcurrentlInstallationHostTest#ftestConcurrentl
nstallWithOneFailure

WEEE R java. lang. AssertionError: expected:<SUCCESS> but was:<FAILURE>

FKHEFTEN: [incfs] Feature is not enabled

I InstallationHelper: Commit

I IncrementalService: createStorage: /data/app/vmd11270450043. tmp | 5

W incfs : [incfs] Feature is not enabled

E IncrementalService: Vold::mountIncFs() failed: Status (-8, EX SERVICE SPECIFIC): ’-95: °
E InstallationHelper: Installation Failed. Error Code: 6, message:

INSTALL FAILED MEDIA UNAVAILABLE: Couldn’ t create incremental storage at
/data/app/vmd11270450043. tmp

11.20 EY¥ZXZB9ER. HinHix

build/target/product/security/README
Eft/apk&ERBEMFIEZSEN LRE, ERIER1TER, Flan:

development/tools/make key testkey
> /C=CN/ST=Fujian/L=Fuzhou/0=Rockchip/0U=Rockchip/CN=Rockchip/emailAddress=gms@rock-chips. com’
A Rli: testkey. pk8 testkey. x509. pem #t HERERET

openssl pkes8 —inform DER —nocrypt —in testkey.pk8 —out testkey.pem
H: testkey. pem

ﬂ“EEEQEEEﬁE§§QL,{—F4Qery( >BIR media platform shared testkey), EEA3INF(HDEIZE
pem/pk8/x509. pem ), 1243244,

BB HF 7 0TA KEY DIR & X
device/rockchip/common/mkimage. sh: OTA KEY DIR=device/rockchip/common/security

# Android 11E#F4n T HZF
build/target/product/security/


af://n743

# Android 12%#3)UnF H 3%
build/target/product/security/

# Android 13&34nF H

device/rockchip/common/security/

# Android 14% 3 U0F 3
build/target/product/security/

TR BIREBEMN.pk8F1.X509.pemIIAEIZEZERS, BlllopensslizSapk*. pemAT AR R

Enter password for ’testkey (blank for none; password will be visible): # AL H

A ZEEnter

w4E{5 B Error decrypting key

139:error:0D0680A8:asnl encoding routines:asnl check tlen:wrong
ag:../crypto/asnl/tasn dec. c:1149:

139:error:0D06C03A:asnl encoding routines:asnl d2i ex primitive:nested asnl
error:../crypto/asnl/tasn dec.c:713:

139:error:0D08303A:asnl encoding routines:asnl template noexp d2i:nested asnl
error:../crypto/asnl/tasn dec.c:646:Field=version, Type=PKCS8 PRIV KEY INFO

TR HXEBREMERZNBTSIXIS =4 T ailll, FEEM platforn. pk8 F platform. x509. pem

Blocked app /system/framework/framework-res. apk

WEEE R This build contains pre—installed “android” at /system/framework/framework-res.apk which

has been signed by a certificate that is known to be compromised and should be replaced

TR BCEfE, HIEERINTNEREapkER, BURESSHBEFINELEMHER! B, X

/PSZ#%—%SI ;

device/rockchip/common/security/bluetooth. x509. pem
packages/modules/Bluetooth/android/app/certs/com. android. bluetooth. x509. pem
vendor/partner modules/build/certificates/bluetooth. x509. pem

11.21 ApexEZRZBMER. BiRGE

—iRskit, #Regular GMSig, ZEEEKApexER, BUEF4N T ail:

CtsAppSecurityHostTestCases
android. appsecurity. cts. ApexSignatureVerificationTest#testApexPubKeyIsNotWellKnownKey
REE(E E: java. lang. AssertionError: must not use well known pubkey
Expected: must not match well known key
but: was </tmp/ApexSignatureVerificationTest13030241211815479418/tests—
apex_com. android. btservices874024/apex pubkey>

GtsApexSignatureVerificationTest
android. appsecurity. cts. ApexSignatureVerificationTest#testApexPubKeyIsNotWel lKnownKey
W SR 1. com. rockchip. hardware. sensors must not use well known pubkey

expected to be false

JL


af://n755

7. com. android. rkpd must not use well known pubkey

expected to be false
R T WRAEIREES B B #apex_com. android. btservicesZ:44 (SDK H packages/modules/Bluetooth/apex)

GtsPackageSignatureTest

android. security. cts. PackageSignatureTest#testPackageSignatures

45 B These packages should not be signed with a well known key: [com. android.bluetooth,

com. android. btservices, com. android. i18n, com. android. rkpd, com. android.runtime, com. android. uwb,

com. android. uwb. resources, com. android. virt, com.android. vndk.v34, com.rockchip.hardware. sensors]

IXEZ com. android. i18n Z¥FHBAE#RTAGER: TiEsourcefllunchiZB#HiT). £ ETLATE
GoogleENEE

cd libcore/apex/
rm com. android. i18n. pem com. android. i18n. avbpubkey
openssl genrsa —out com. android. i18n. pem 4096 #Ht VAT

avbtool extract public key ——key com. android. 118n. pem ——output com. android. i18n. avbpubkey

BEFEERLAT=1Apex, BERAJLINAERNIoghE, logEEEFTEDENNIH L

Path-Android Path-Android

Apex module name Path-Android 13.0 12.0 11.0
apex_com.android.i18n packages/modules/Runtimel18n/apex  #1134ER= libcore/apex
apex_com.android.runtime bionic/apex #1318 #0134E=E
apex_com.android.art A EEER REEER art/build/apex

apex_com.android.btservices

B BiApex&BEEMFEMRE, FEmake clean/E4wiFEF

WES SR avbtool: Adding hashtree footer failed: Key is wrong size for algorithm SHA256 RSA4096.

B BifaApexZ& ANk ail, XEUbuntuEH&RIHBF I (ApexEZ4EFE

Eﬁ /tmp/Apex51gnatureVer1flcationTest***)

11.22 BXAppiXBRAYIEE

FFRuserEHRT, BUASBIREAppAIRAVIER, WISREZE %S BUILD WITH GOOGLE_GMS EXPRESS := true
SURFIRE:

error: Please note that all your apps MUST be able to get permissions, Otherwise android cannot

boot!

fRiFuserhRA LI B CllappEBffSintapi HREREI AR, BNSERK. MIRBALIRE
AILABHSE A EIERE.


https://source.android.com/docs/core/ota/apex?authuser=2#vbmeta-signing
af://n790

Android SDK/device/rockchip/common$ git diff modules/gms. mk
ifeq ($(strip $(TARGET BUILD VARIANT)), user)
ifneq ($(strip $(BUILD WITH GOOGLE GMS EXPRESS)), true)

$ (warning )

= $ (error Please note that all your apps MUST be able to get permissions, Otherwise android
cannot boot!)

$ (warning After confirming your apps, please remove the above error line!)

$ (warning )

BEEHTIRESEH, aTLUSIRER S Alog, FERERIogcatdTE], BiEXLAEmAYappiliRa
IR, userBEHERIAAREEERadb, FTLURE boot-debug. img £l boot 53X (A/BEHZ!
boot_a/boot b, GKINEES vendor boot—debug. img El| vendor boot a/vendor boot b):

device/rockchip/common/modules/gms. mk:
# Enforce privapp-permissions whitelist only for user build
PRODUCT_PROPERTY_OVERRIDES += \

ro. control privapp permissions=enforce -—> P Nro.control privapp permissions=log

EE,?JOQ?E%E?— not in privapp—permissions allowlist , EIL:LE%U%{L};ID-HOQZ

W PackageManager: Privileged permission android. permission. READ WALLPAPER INTERNAL for package
com. google. android. apps. wallpaper (/system ext/priv-app/WallpaperGoogle) not in privapp—
permissions allowlist

W PackageManager: Privileged permission android. permission. SET WALLPAPER COMPONENT for package
com. google. android. apps. wallpaper (/system ext/priv-app/WallpaperGoogle) not in privapp—
permissions allowlist

W PackageManager: Privileged permission android. permission. CHANGE OVERLAY PACKAGES for package
com. google. android. apps. wallpaper (/system ext/priv-app/WallpaperGoogle) not in privapp—
permissions allowlist

W PackageManager: Privileged permission android. permission. WRITE SECURE SETTINGS for package
com. google. android. apps. wallpaper (/system ext/priv-app/WallpaperGoogle) not in privapp—

permissions allowlist
TRiEapkRREAIE, FINXIRANER, a0 GMSEHEIsystem_ext FHYwallpaper:

Android SDK/vendor/partner gms$ git diff etc/permissions/privapp-permissions—google—system—ext. xml

+ {privapp—permissions package="com. google. android. apps. wallpaper”>

T <{permission name="android. permission. READ WALLPAPER INTERNAL”/>
+ <{permission name="android. permission. SET WALLPAPER COMPONENT”/>
+ {permission name="android. permission. CHANGE OVERLAY PACKAGES”/>
T <{permission name="android. permission. WRITE SECURE SETTINGS”/>
T {/privapp-permissions>

{/permissions>

s

E: iﬁ*%ﬁﬁi%RKEjj;ﬂUiitapk (RKDeviceTest/Lightning/StressTest/RKUpdateService ), GMSIAIEAISIF
EJZEN



11.23 ENEERERNERS

ERISLIR=TFRAL 2RI, —EERIEGMS Requirements{F4aizd, LATSARTE, SSFEHOERGH
WEITA:

o RetEH
FEFFNEHERNEARAE & - 8 it E i b, BIRHARSIER.
e Lockdown &z
1. % I— RS
2. ¥]FF &
3. NiBiRSFRE wafE
4. FERBRE N RE YR i
5. My o lockdowni
o WENNZR/SAENNZR Full Disk Encryption/File Base Encryption

lﬁ%ﬁﬁ]ﬁél@ﬂﬂg‘ . Settings—>Security->More security settings—>Encryption & credentials-—
>Encrypt tablet

12. GMS Express

FE RIFAIANndroid&ER, (#EMHE _EATERIANndroidiREIgRE R I M AAZIGoogle@ A releasefi% e
&, GoogleitH T GMS Express Program,

Rockchip&ith B F&AndroidiR A3 5GMS ExpressiEianzRigiR, LhrisliGooglefitGMS
Express/GO Ready ChipsetEiaRE NI,

A E Android 12 Android 13 Android 14
a8 (Regular/Go) (Regular/Go) (Regular/Go)
RK3288 Y/N */N N/N

RK3326 Y/Y */Y *Y

RK3399 Y/N */N */N

RK3562 N/N Y/Y Y/Y

RK3566 Y/Y Y/Y Y/Y

RK3576 N/N N/N Y/N

RK3588 Y/N Y/N Y/N


af://n802
af://n826
https://docs.google.com/spreadsheets/d/18cNgkWAlt6mYtZIgXS9yHflhMbE8pFB9CgYniqUsWR4/edit#gid=227777885

121 FEEFIR

* {#FRockchip GMS Express BaslinelN&EF, 155 XHRS5Google BEEMADAIMY, EESRMK
Android GoiBSS W HRIREEEGoRI4NFEMADA,; SR EDLATBHRREZEDLAIMNY, ZRRINE
g mER I — AN QT B17HRE,

 Rockchip GMS Express baseline, £#%GoogleEREHEHLIFHLEN (BIFLZLEHN. GMSE
HIEEHT. GooglefRHAIAOSPEEXNTE) , & BhibaselineEXNRHBESIENE, ESWIR
HEH, FEEHTRota T MEE AR IRAR . SRR ERHRIBAFRACGMSIERE AR,

o GMS ExpressHISDKAZRKEMATMIISDK, IFEFE FEAUR, BHRARKSIEARE, 15
[EIABT_RETEUEBIMADA/EDLAR BRAYEA#.

12.2 TIETERICE

Android 10R LA EhRAH, FrEFEB%—, $k5Rockchip SDKfE, E#HiZEExpress baselinef/5i%
WMT, FUEFHTE:

repo init —m Androidl0 Express. xml

# Android 11i#f#fHAndroid 11f)xml

repo init —m Androidll Express. xml

# Android 12i#f#ifHAndroid 12f)xml

repo init —m Androidl2 express. xml

# Android 13i#f#fHAndroid 13f)xml

repo init —m Androidl3 Express. xml

# Android 14i#f#fHAndroid 14f)xml

repo init —m Androidl4 Express. xml

o EIEXKENExpress baselinef75E5a0 T :

repo init ——repo—url=ssh://git@www. rockchip. com. cn:2222/repo-release/tools/repo. git -u

ssh://git@www. rockchip. com. cn:2222/Android Qt/manifests. git —m Androidl0 Express. xml

# Android 11
repo init ——repo—url=ssh://git@www. rockchip. com. cn:2222/repo-release/tools/repo.git -u

ssh://git@www. rockchip. com. cn:2222/Android R/manifests. git —m Androidll Express.xml

# Android 12
repo init ——repo—url=ssh://git@www. rockchip. com. cn:2222/repo-release/tools/repo. git -—u

ssh://git@www. rockchip. com. cn:2222/Android S/manifests. git —m Androidl2 express. xml

# Android 13
repo init —repo—url https://gerrit. rock—chips. com:8443/repo-release/tools/repo

-u https://gerrit. rock—chips. com:8443/Android T/manifests. git —m Android13 Express. xml

# Android 14
repo init ——repo-url https://gerrit. rock—chips. com:8443/repo-release/tools/repo

-u https://gerrit. rock—chips. com:8443/Android U/manifests. git —m Androidl4 Express. xml


af://n869
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o EHFT R B EMakefiledh N TECE :

BUILD_WITH_GOOGLE_GMS_EXPRESS := true

RNMERENHE, BIAMBEETRKMNA, BREETHRM. mEERT, RASEKE

com. google. android. feature. GUSEXPRESS_BUILD A9flag, FfiJAYbaselinei#EExpress PlusfyE:k,
AIERExpress Plustd/=fa, 1IGMSIANIERTRILAZ EERAMESZ (A EIEEDLAIAIE), 1FIBEEA
3PL, HEMIMBETRARE, 1E5%Google Exp+ ERVISHHARE#EEXpress PlushIEK, &Eir
B, BBUAT

Android SDK/vendor/rockchip/common$ git diff gms—express. xml

{!-— These are configurations that should exist on GMS Express devices. ——>
{config>

- {feature name="com. google. android. feature. GMASEXPRESS BUILD ”~ />

1 {feature name="com. google. android. feature. GMSEXPRESS PLUS BUILD” />
{/config>

EDLAZFTAFERGMS Express, {ERLAEI X 4PECERSH O SHfeature, BHREREER
BUILD WITH GOOGLE GMS_EXPRESS := true

Android SDK/vendor/rockchip/common$ git diff gms—express. xml

{!-— These are configurations that should exist on GMS Express devices. ——>
{config>

- {feature name="com. google. android. feature. GMASEXPRESS BUILD ” />

1 {feature name="com. google. android. feature. ENTERPRISE DEVICE” />

+ {feature name="com. google. android. feature. batteryless device”/>
<{/config>

EDLAKR EERIESCR R B E B8 features: EDLAZEAVEIEfeaturesiiBERILE

Device type Features definition to be included

com.google.android.feature.other form factor

device lacks a batter . .
y com.google.android.feature.batteryless device

device has a battery but the screen size com.google.android.feature.other form factor
is greater than 18 inches com.google.android.feature.large_display

com.google.android.feature.other form_factor
com.google.android.feature.batteryless_device
com.google.android.feature.large_display

device lacks a battery and the screen
size is greater than 18 inches

com.google.android.feature.other form factor
com.google.android.feature.batteryless device
com.google.android.feature.headless_device

device lacks a battery and is a headless
unit with a separate display unit

EDLAiﬁ%k%Z:%*EEﬂi’., %E%E?IFTPHE%%%FT GMS-Test-Suite/Exp+/batteryless. diff


https://docs.google.com/document/d/1SK2LvrqvTQDEvK8WlB-EujCVvyEogiz4O83gtNkd_sU/edit
https://docs.partner.android.com/gms/policies/edla/edla-other-form
af://n910

13. FEHEE

13.1 UbuntuZE{HFiREcE

SEEAVUbuntuxH(FEEEAWindowsE i) HE17EEFjava, Python, adb, fastboot, aaptik
1,

XJAndroid 128 LA ERRZA, BAIMGEFTPIRSS 2B =ZBEIRERNRNTE, AJLAMFTPARS
BRLATEIREN

GMS-Test-Suite/Exp+
WEFERZ S T FTPESSEEHAYANdroid O cts env.targz, fEEGEENETE:

Ubuntu F A BAINER ™/ bashrc B Sk LA T A2 B SCAFH iteny, Wi HTsource env:
export JAVA HOME=/home/Your Name/Software/jdkl.8.0 77 ## FEE HYour Name
export JRE_HOME=$ {JAVA_HOME} / jre

export CLASSPATH=. :${JAVA HOME}/1ib:${JRE HOME}/1ib

export PATH=${JAVA HOME}/bin:$PATH

export PATH=/home/Your Name/Software/android-sdk—1inux/tools:$PATH

export PATH=/home/Your Name/Software/android-sdk-1linux/platform—tools:$PATH
export PATH=/home/Your Name/Software/android-sdk—1inux/build-tools/19.0.0:$PATH

RERE, EEETFEQARLSEHEadb, aaptRfastbootTH, NERBEREEASR, it
BRSSP R

$ aapt version
$ adb ——version
§ fastboot ——version

$ java ——version

EZ NAndroidhiAZEKkAJadb/aapt/fastboothR A4 T :

Androidigas adbiRAFRARER fastboothRFRIKERK
Android 10.0 29.0.6+ 29.0.6+

Android 11.0 30 30

Android 12.0 31 31

Android 12.1 (Android 12L) 31 31

Android 13 33 33

NRHMaapt eI, BLEEc++FHEE: (aapt RIS SHCtsDegpTestCasesUHALI)

$ sudo apt-get install 1ib32stdc++6 1ib32z1

1. Z%EPythonFFRH:


af://n910
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$ sudo apt-get install python-dev
2. &% Protocol BufferTH.:

$ sudo apt-get install python-protobuf
$ sudo apt—get install protobuf-compiler

. &< Python EHIIMSHEXTE

$ sudo apt-get install python-virtualenv
$ sudo apt-get install python-pip

4. INFR{RREpython3, FIREFEERIRIE TEIXD

$ sudo apt install virtualenv

13.2 FHNHIEE R FSHIR

1. TG AR REPAE
VTSIHR TR REIIMG, ATLASIHLA T e S EFFEEpipApip2FtiEid pip%i=virtualenv:

sudo apt autoremove python-virtualenv
sudo apt autoremove virtualenv
sudo In -sf /. local/bin/pip2 /usr/bin/pip

pip install ——user virtualenv

L L L

2. Ftfkadb, aaptMfastboot

{EFRISDKHiEtAJadb, aaptflifastboot TE&EHE, SEMMIAISDKIAY:

Rockchip Android * development guide V* CN. pdf

Q: Firadb/fastboot

A: Pladb M, FELImEEN:

$ whereis adb

adb: /home/rockchip/Software/android-sdk-1inux/platform-tools/adb

$ adb kill-server

15%nadb/aapt/fastboot I & )5, Fftadb/aapt/fastbootflbinary, binaryr]fEFTPARSS #5GMS-Test—
Suite/sdk_tools. tar. gz3Hl.

#fastboot THIRAILIH, FEGSIKESIFEMATAA fastboot reboot fastboot’ B 2xfik4k

45 B fastboot: usage: unknown reboot target fastboot

3. F BB EFEAaapt2

WEEEE1: java. io. IOException: Cannot run program “aapt2”: error=2, No such file or directory
45 B2: E/AaptParser: aapt2 dump badging stderr: W/ziparchive(2284292): Unable to open

"badging’ : No such file or directory

AR TS ¥


af://n963

$ which aapt
/home/rockchip/Software/sdk tools/aapt

F$4SDK H Fout/host/1inux—x86/bin/aapt2 X FEs I E]UbuntuF=#1/home/rockchip/Software/sdk_tools/aapt2if

AR chmod 775 aapt?’

SDK 13 10 4 -
prebuilts/sdk/tools/Android. bp
cc_prebuilt binary {

name: “aapt2”,

host supported: true,

prefer: true,

target: {
linux: {
srcs: [“linux/bin/aapt2”],
}
darwin: {
srcs: [“darwin/bin/aapt2”],
}

windows: {

srces: [“windows/bin/aapt2. exe”]

s

4. adb devicesEHIHIREFIREHERN0O permissions

$ adb devices
List of devices attached
CKPOKUIQQ1 no permissions(missing udev rules? user is in the plugdev group); see

http://developer. android. com/tools/device. html

R TTI P PR

$ lsusb

Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub
Bus 001 Device 070: ID 1f3a:1001 Onda (unverified)

$Hadb B % R A5 1£3a:1001

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

fRYGITIEB B2 ## s ladbil #VE B E #1£3a: 1001
$ sudo vim /etc/udev/rules. d/android. rules
SUBSYSTEM=="usb”, ATTRS {idVendor}=="1f3a", ATTRS {idProduct}=="1001", MODE="0666"

R IRS: ftkadbZl 5 &)
$ adb devices

List of devices attached
CKPOKUIQQ1 device

GtsUsbHostTestCases
com. google. android. gts. usb. AccessoryModeHostTest#usbAccessoryModelsImplemented

com. google. android. gts. usb. AccessoryModeHostTest#switchToAccessoryModeFromOtherFunctions

5. fastboot devicesEHifIREIASIERNo permissions

##



§ fastboot devices

no permissions(missing udev rules? user is in the plugdev group); see [...... ] Android Fastboot

BRIV  AE fastboo t LT R HUAT Lsush’ FF¥sinfastboot B4R AID, V3 & fastboot B F ¥ #vid/pidHfladblé
KA

6. MiFiEthCtsUsesNativeLibraryTestgts: A JNI error has occurred

WAE{E R java. lang. RuntimeException: Error: A JNI error has occurred, please check your
installation and try again

Exception in thread “main” java. lang. UnsupportedClassVersionError:
com/android/signapk/SignApk has been compiled by a more recent version of the Java Runtime (class
file version 55.0), this version of the Java Runtime only recognizes class file versions up to
52.0

R B jdk T B BRAS (FTPAR 4528 /GMS-Test—Suite/open jdk—11+28 linux-x64 bin. tar. gz)
$ java ——version

openjdk 11 2018-09-25

OpenJDK Runtime Environment 18.9 (build 11+28)

OpenJDK 64-Bit Server VM 18.9 (build 11+28, mixed mode)

$ whereis java

java: /usr/share/java /home/Rockchip/Software/jdk-11/bin/java

7. UbuntuEHHERERE

45 B E/CommandScheduler: Java heap space

java. lang. OutOfMemoryError: Java heap space
WALEE.: ${JAVA BINARY} $RDBG FLAG —Xmx16g —XX:+HeapDumpOnOutOfMemoryError —cp ${JAR PATH} -
DCTS_ROOT=$ {CTS_ROOT}

fRRTTIE: UbuntuEHLTEEAFF16GB A BL b, AT BLEE 5 F i 5 700k

13.3 {#EHDockera=EalEGMSIAIENXIFIE

EAEIRRE FIATRIEEZEUbuntu=E=HIAE, o MFTPRIRSSEE GMS-Test—Suite/xTS/tools/Docker &k
Dockergeg B

14. GMSIAEMiE

14.1 WpikES

1. 1E#&Rockchip Android SDK&RFIRBARRIRINLIGE, JMBEHURSEI;

2. HFER TGMSE, WREEREFEREHURE, BmOESF, FEHETMGMS Setup
WizardFRGigE, RBEINES AUnited States English, wifigfaiaskihd, IXiSIERER,
TREERWKS, #HAHomeERME;


af://n995
af://n997
af://n998

3. FRYBSZLATECE, Settings->Wi-FilEigwifi, iEZvpnEIAE, FHHEEZvpn(Ubuntu
ENEEHEVPN, REEASSRELEEZVPN);

4. FHAMRKCTS/GTSZRI, tEAEERGMSIKE, BB ail; WNRIEEEA GoInE, He
GtsRegulationComplianceTestCases %bﬁ/ﬂl—tg*, llJfﬁﬁ%BﬁEEA,ﬂUEWK%, #‘ﬂ’sﬁ:HEGOOQETﬁ?
5|2 (fa0: DuckDuckGo) . EMRMBLAEEAE S XASAE:

https://docs. partner. android. com/gms/policies/restricted/eea—builds?hl=ent#tchoice-screen

5. Settings->Security->Screenlocki®&i¥None;

6. AR~ (Wlaptop3r=F) wHIEE#EE, Languages & input->Physical keyboard->Show
virtual keyboard, Ai%iZi%kIn;

7. ELE TR Settings->About tablet (phone) ->Build Number, {#E#f25#iAIDeveloper Options
M.ILTII:H;EI

8. Settings->Developeroptions->Stayawake, AFEIZ%E0T;

9. Settings->LocationfTFFERIARSS (BUARFTFRY, REXH) ;
10. Settings->Display->SleepiR EEI<ATE, KEERLIIRE (WXNERK, LIHEEE) |
11. Settings->Display->Adaptive brightness}JFFBi&EN=E (Android13kRAEK);
12. fEHandroid-cts-media-versionHFhRAVEEIAE R E (EAEIEE R CTSAMIEARE ).,

13. #INEIRSIRSE, HUTERAE TRIBIA source copy media. sh & source copy image. sh 38 DUR{K
A EEERANEEILA TR /tmp/android-cts—media/android-cts-media-1.4), android 115LA
FARAZEE nedia-1.5 .

14. EFESensorfERT, RERSKABR, WRIZN MR ENAZTEF R HREEHEEEH
BE8), M VTSEISDHARIEIRS
RETEHLSBEE SensoriERTS, REOEAINET/KFEER LERIE (user [ £ Hevendor boot-debug. img )

$ adb root

adbd is already running as root

$ adb shell

console:/ $ cat /sys/class/sensor class/accel calibration

read error it N )
i

console:/ $ echo 1 > /sys/class/sensor class/accel calibration  ## HLEs/K-Fifib i E

console:/ §

console:/ $ cat /sys/class/sensor class/accel calibration

accel calibration: 166, —-309, —177 # BRI

15. ¥R EFAWIRESFNE, YIEEFISEFNE,
16. MBI EEABEIR EPINSIFEZRE (R5E(SE Device must have screen lock disabled)

17 WHRIFERIENRSNBERRARSEN, BMNRSNBREERN, SNIBRESE (Hl2ESNIGiE
HIEB)

18. REFT, EEGH R T ERE.



14.2 iR LBiRHEAGTS

Rockchip@Rockchip—pc:”~/android-cts/tools$ . /cts—tradefed #it CTSIM A i
Rockchip@Rockchip—pc:~/android-vts/tools$ . /vts—tradefed #tt VTS 2% vt
Rockchip@Rockehip—pc:”~/android-gts/tools$ . /gts—tradefed #Ht GTSI i 2% viss
Rockchip@Rockchip—pc:~/android-sts/tools$ . /sts—tradefed #it STSIA 2 v

Rockchip@Rockchip—pc:~/android-apts—go/tools$ . /apts—tradefed ## APTS R 28 it

14.3 Zatl=EtMENi

TEMARZ SHFEZ N =stMENR, MWAHSHRINSEL: —shard-—count
run cts ——shard-count 3 —s SN1 —-s SN2 —-s SN3 #t 3G ML2S[E I FECTS
TR ZatlssiMENRES, MREF—EN B ENZEYSIREEEIPESL, MidiErE

ENCHESRE! BMSNEERNRER, SKA—&lsslit, M+omaikiats—h =2iks
BEFXMRESZ &V retryliz!

14.4 B3R MiRIR

BB FEA AR IR TR

run cts —exclude—filter “CtsViewTestCases”

run cts —exclude—filter “CtsViewTestCases

android. view. cts. SurfaceViewSyncTestst#testEmptySurfaceView”

14.5 ENFEMNUKIER

BN IR ERENIK Pass, ATLAURAR FE Ay SEMENR NIRRT

run cts —m module name —t case name ——retry-strategy RETRY ANY FAILURE ——max—testcase-run—count 20

14.6 GSIRSRITGE

HANIESREE, H\fastbootd, REERSGSIHFAYsystem.imgKEHHFIImisc.img, REESH
Arecoveryi## TR EHIRE. THH EEMNRESRE:

1. &S ZEbootloader, iRHH->H25HRE1:

adb reboot bootloader
fastboot oem at-unlock-vboot ## Xi K5 ilavbAHINE 7, 11555 M) SCRY AR .

2. REWHIRE, EF=Efastbootd:


af://n1039
af://n1041
af://n1045
af://n1048
af://n1051

fastboot reboot fastboot gt P HE N fastbootd

3. FFRIREGSI

g (AT3E) X0 X [ TR A BE 4%, P RASEHAT A % A 2 M Brproduct 73 X )5 AR GSI
fastboot delete—logical-partition product

#t X FAEA/B, EAA/BRIESS, 75 [E M Eproduct a/product b

fastboot delete—logical-partition product a

fastboot delete-logical-partition product b

fastboot flash system system. img

## bemisc. imgPRE W) WE (B NHLEITHLAT R AEMEIE) , misc2 [ g B RN

fastboot flash misc misc. img

## VISIi: GKI[E {4k S vendor boot—debug. imgH|vendor boot4)[X; FEGKI[E 4K S boot—-debug. imgZ|boot sy
X

fastboot flash vendor boot vendor boot—debug. img

B RE RIS, HE

fastboot reboot

o F1: tBATLUEADSU(Dynamic System Updates)iE5GSI, BiRockchipEaBRBiASF
DSU. BTFIZINREREHEARNG, AEIN2GB DDRRIATHIREEM, BXDSURIHEATIE
F, B8%AndroidE/;

o iF2: VISUKRS, FERIPREHRIFLAT boot-debug. ing Flboots3X; UIERZEGKI, MEE
vendor_boot-debug. img Elvendor _boot3X; HNIBAEEHIE)

e E3: CTS-ON-GSEMRATATEEIF boot-debug. img B, vendor_boot-debug. img ;

o F4: MiXAiEFERGoogleBET &MY, LA signed- FFELHIGSIiFE&FIRelease buildhRAAIGKI
bootfH{%;

o i¥5: RIFGSITERETES, BERIboot-debugaivendor boot-debug, RisEiSadbfnesOEBETLE
A, AILMNogcatDtriash L MAIERE.

Androidhf4 Takitbiit

aosp-android11-gsi Android11 PABiRGSISE& T EutbiE ##"aosp_arm64-img”
aosp-android12-gsi Android12 PABiRGSIE& T EtEE ##"aosp_arm64-img”
aosp-android13-gsi Android13 PABIRGS|E/& FEHbE #"aosp_arm64-img"
aosp-android14-gsi Android14 PABIRGSIE{& Rt #"aosp_arm64-img”
aosp-android15-gsi Android15 PABkEGSIE (& T2 #"signed-gsi_arm64-img"

14.7 MWiRtVTS/CTS-ON-GSI

RIEGoogle GMSWAHAIESK, MIXATEEIGH 28% N IE R e/ MR,
o CTS/GTS: FERIOEMEY, BIIEERFLATERES, BENEENIH(EFS fastboot oem at-lock-

vboot ),
e CTS-on-GSI: f#fiitNzs, RISGSI, BIEVIESEEHITCTS-on-GSIFE. (HRIEGoogleRFiE
3k, Android 13 +/RGSIEAEEHE)



https://ci.android.com/builds/branches/aosp-android11-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
https://ci.android.com/builds/branches/aosp-android12-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
https://ci.android.com/builds/branches/aosp-android13-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
https://ci.android.com/builds/branches/aosp-android14-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
https://ci.android.com/builds/branches/aosp-android15-tests-release/grid?legacy=1&selected-targets=gsi_arm64-user
https://source.android.com/devices/tech/ota/dynamic-system-updates
af://n1095
https://docs.partner.android.com/gms/testing/vts/treble-compliance?hl=en#sample-test-flor-without-dsu

o VTS: fZ8iH2E, RISboot-debugfIGSI, BHHTVTSHILE (REZHIENE) .
IR 7ECTS-on-GSIHIERES, SUEMRRGSIHER (signed-FL)IRA, BGSINZ 2T HER
BETHETSDKIZ 2 TER, ANIREEEINERE, RFELEE!
TR RBGSIE&/SSecurity PatchERIIEGSIESENZ 2N TSR, MIFRBEHNZEHNT
&R,
sEE: Android 11/12R AR CTSECTS-on-GSIRY, SAEig&iE FEMRETHIE, TS
PN Ffaillfl, Android 13+B9CTS-ON-GSINAEEE

CtsKeystoreTestCases

android. keystore. cts. KeyAttestationTestftestEcAttestation

android. keystore. cts. KeyAttestationTestH#testRsaAttestation

android. keystore. cts. KeyAttestationTestH#testEcAttestation DeviceLocked

android. keystore. cts. KeyAttestationTestftestRsaAttestation DevicelLocked
o HIESBIEIRS/ MR BURSH T -

console:/ $ getprop | grep ro.boot.verifiedbootstate

[ro. boot. verifiedbootstate]: [orange] ##t J@ M Horange X RHL A8 A8 E
[ro. boot. verifiedbootstate] : [green] # B EHgreen® L2 OHUE

console:/ $ getprop | grep ro.boot.vbmeta. device state

[ro.boot. vbmeta. device state]: [unlocked] #f JEMEHunlocked R L2 A8l E
[ro. boot. vbmeta. device state]: [locked] ## B E locked R ML AE LA E

14.8 VTS

FEEEINFRSGSI(BIAOSPHIsystem-xxx-signed.img, A GoogleER/3PLEZ #h T FTPAZSSEE%K
B, E{FHsigneddViRi&)LANboot-debug.img (FFIBAVBETEEGEITEE rockdev/Image-xxx
F) .

\ st o o
e s retry@i $ BlGnS
android-vts-xxx- run run retry ——retry run vts —m module name —t
arm_64.zip vts 0 case name

14.9 CTS

ERFEmERNuserEHH T, EHEEIRRSASRE A EECHLT.

izt oo o
it & retryap<? BNGS
android—cts—_xxx—linux_x86— run run retry — run cts —-m module name —t

arm.zip cts retry 0 case name


af://n1111
af://n1124

14.10 CTS-ON-GSI

EEEINGS signedBIGSIEHEG(EDAOSPAIsystem-xxx-signed.img, ATM\GoogleEM/3PLEkZ %M T
FTPiEZSER), WWEGER L.
Android 15+hRZAOEM/ B

izt Miztas S retryin$ BllanS
android-cts-xxx- run cts—on-— run retry —— run cts—on—gsi —m module name —t
arm_64.zip gsi retry 0 case name

f£Android 108 LABIRRAH, ZLATER:

ite MixanS retry@p & Billdss
android-vts-xxx- run cts—on— run retry —— run cts—on—gsi —m module name —t
arm_64.zip gsi retry 0 case name

14.11 CTS-ON-GSI-SOC

EEEINGS signedBIGSIEHEG (BEDAOSPAIsystem-xxx-signed.img, AT GoogleE M /3PLEkZ %M T
FTPiRSSES), WEAER L.
Android 15+hRASOCRI i, OEM/ ARz

izt MiXer S retryis$ BlES
android-cts-xxx- run cts—on-— run retry — run cts—on—gsi—soc —m
arm_64.zip gsi-soc retry 0 module name -t case name

14.12 CTS-Verifier

ERFEmELNuserEHH T, B EBR SR EMECHITF CAEE

it Mitds S retry@s$ Bllds
android-cts-verifier-xx_xx-linux_x86-arm.zip Fahlizt Fahilliz Fahliz

1. BELZEECtsVerifierBIHATLA T a <

adb shell settings put global hidden api policy 1

2. ZCtsVerifier, IBBVMERXMBIRER, BEL—PHITZE
adb install -r —g CtsVerifier. apk

3. Android 10+iRAZEEH T FETS


af://n1137
af://n1163
af://n1177
https://source.android.com/docs/compatibility/cts/verifier?authuser=2#setup

adb shell appops set com. android. cts.verifier android:read device identifiers allow

4. Android 11 +iRAFEEHIT FEGRS

adb shell appops set com. android. cts. verifier MANAGE EXTERNAL STORAGE 0

5. Android 13 +iRAEZEEH/T FE&aS

adb shell am compat enable ALLOW TEST API ACCESS com. android. cts.verifier

6. Android 14+RAFEHIT TEDS
adb shell appops set com. android. cts. verifier TURN SCREEN ON 0O

7. REF R SHIRIE

8. CTS-Verifierllit A EEEF B SEZEPINZRS, BUMLXIANotification Listener Testa
HAZIFZBmmfail

9. MRS ERIR: /storage/emulated/0/VerifierReports/

Controls Panel testslli{aIEE IR EPINBIFZD

14.13 GTS

(EFRFEEmIFAuserEFIE, EWFECEIRIR G < GMSENATLE > 1 BFIECHLY. FilRSHEREE
VPN-Wifi, REEMGooglelis.

MBS WHIAFENING, BEEEIFgts key, AIEIT echo $APE API KEY B,
o GTS keyBtE75i%: M3PLIREUSREkey jsoniMINZEERET 2%, a0:

MRFR %S . Test failed due to failed service account authentication, please ensure service account

key is installed and try again.

$ vi .bashrc
export APE API KEY=/path/to/key. json #it VR #/path/to

o EDIFZEEE: B TEERIIRIRESandroid-gts/results/2023.01.01_01.01.01.zip&443PLEE
BleERSERIEEER

run gts —m GtsEdiHostTestCases

HLEsR4S . This device isn’ t Play Protect certified

MR FR 4 . Test failed due to unrecognized service account for this product, please submit an
initial GTS report for this product with full EDI (run gts —m GtsEdiHostTestCases) at
https://partner. android. com/approvals/upload-report and try again.


af://n1222
https://partner.android.com/approvals/builds?a=1991659975&pli=1

Miztan

e ~ retrydi$
<
android—gts- run retry ——retry
. run gts
XX.Zip

Billas S

run gts —m module name -t

case_name

HEEsRBRAttestation keyFFHURSERVPN-WifiiyaTaE IR

E/Dynami teLoaderV2Impl ( 4625): gzh: Can’t load code for GoogleCertificates. apk

E/GoogleCertificates( 4625): Failed to get Google certificates from remote
E/GoogleCertificates( 4625): amh: Remote load failed. No local fallback found.

D/AndroidRuntime ( 4813): Shutting down VM
E/AndroidRuntime ( 4813): FATAL EXCEPTION: main

E/AndroidRuntime ( 4813): Process: com. google. android. apps. restore, PID: 4813

E/AndroidRuntime ( 4813): java. lang. SecurityException: GoogleCertificatesRslt: module init: Remote

load failed. No local fallback found. (go/gsrlt)

14.14 GTS-Verifier

MRl https://docs.partner.android.com/gms/testing/gts/gts-verifier?hl=en, Android 14+hR

AARBENRKGTS-Verifier

14.15 GTS Interactive

Android 13+fRAFTIEENR, BLGTS-VerifierFEsNUXIR,

iXe it S retry@$
android—gts- run gts— run retry ——
XX.Zip interactive retry 0

14.16 GTS Root

MRS IR AR R RS R

BlaS

run gts—interactive —m module name

-t case name

Android 15+RAFIEESNR, userBEHRSIIRES unlock devices FIKES vendor boot-debug. img

-

iZBIRS vendor boot-debug. ing BIMIRIEER :

12-18 10:13:30 W/NativeDevice: “adb root’ on RK3326STB2 unsuccessful on attempt 1 of 3. Output:

“adbd cannot run as root in production builds

GTS-12-R3E44 A1, IR/LRARAEBEEMIL 6TS Interactive ] GTS Root

GTS-12-R3EH2ZJ5, IR/LR/MRARAEZSZE TS Interactive F GTS Root


af://n1246
https://docs.partner.android.com/gms/testing/gts/gts-verifier?hl=en
af://n1248
af://n1261

Miste Mitan < retryis e Hillar$

android—gts— run gts— run retry ——retry run gts—root —m module name —t

XX.Zip root 0 case_name

14.17 STS

(ERTEEmIF A userdebugEHHITIE, EHEERZREREAMRGEMEHLY, BXfailligst
B, BESEMEMAISDKIAY Androidze 24h T UM SCRY

izt Miztas S retry@s$ =<K T
android-sts- run sts—dynamic-— run retry —— run sts—dynamic—full —-m module name
XX.Zip full retry 0 -t case name

3E: STSHBRE android-sts—xx. zip fREZRY: sts
7 EMalllipiEL 4N T EIERLE: https://source. android. com/docs/security/bulletin/asb-overview

A EAER T HRHIIGhidraT B

DA A -

10-30 16:32:24 E/TestInvocation: Caught exception while running invocation

10-30 16:32:24 E/TestInvocation: Please manually download the latest version of Ghidra zip from:
[https://github. com/NationalSecurityAgency/ghidra/releases] to

/tmp/tradefed ghidra/ghidra 11.2 PUBLIC 20240926. zip/ghidra 11.2 PUBLIC 20240926.zip. Make sure to
rename the zip to ghidra 11.2 PUBLIC 20240926. zip. Ensure

/tmp/ghidra 11.2 PUBLIC 20240926. zip/ghidra 11.2 PUBLIC 20240926. zip/ directory does not contain

any other files.

14.18 GOATS (Performance Test)

MHREML, EREmEHNuserdebugEHH TN, BB IR SRIEm- QB NEHITF .,
WIERZIACIangfmiE (RmiFEHRBETANE)
kernelsF¥T NI TF#NT

diff ——git a/drivers/video/rockchip/rga2/Kconfig b/drivers/video/rockchip/rga2/Kconfig
index efclef6.. 3458051 100644
—— a/drivers/video/rockchip/rga2/Kconfig

+++ b/drivers/video/rockchip/rga2/Kconfig

@ -1,5 +1,5 @@

# SPDX-License—Identifier: GPL-2.0

menu “RGA2”

+menu “"RGA2G”

depends on ARCH ROCKCHIP

config ROCKCHIP_RGAZ2


af://n1278
af://n1294

14.19 APTS

MRS, (R RmIFHAIuserdebugBF TN, BEHECE ISR SARIEFMRGEIECHIT.
Android 12K LA ERARIGo A =S, FEMNAAIEREMN, FAFUIZXGOATS,

WanS,
mite WSS (ESHMRuser@EifHfingerprint) EAHS, FX

FFretry
. run
android-
¢ run test/approval-go ——fingerprint—swap test/approval-go
apts-
z i google/wembley/wembley:12/SP1A. 210712. 001/7539480:user/release —test—case app-
90-21p start—cold—3p

H2018F481Hi#E, FrERNREITIAEESE# TAndroid BTS (Build Test Suite) fllif, E&%Google
Partner3Z#y:
https://support.google.com/androidpartners gms/answer/9027630?hl=en

HEEHLEGooglely, FAELIEFTREAI update. ing, BN HINGoogleTLEMBHTIRAKATIGI, BSR4
TIBEBTERNEMAE3pL.

Rockchip@iVEIBTSITE A% BLATSIRPII*.imgREHMEI 4B an<$ 8" Fingerprint"EEAFr
BRY"H"/EERA" "), AEBEGENZIpIET.

rockchip k3326 qggo k3326 ggo 107QDI1A. 190821.014. C27201911 user release—keys$ 1s
boot. img dtbo.img init boot.img misc.img super.img vbmeta.img vendor boot.img vendor boot-

debug. img

iE1: GMSEHSREMA/B, EItEHigBrecovery.img

iF2: GKIEWGFEZEFGYMTEvendor boot.img/init boot.img, _EiAboot-debug.imgEEERA
vendor_boot-debug.img

KXTFPHA: EEFEEHIIIGMSTUIKEER B, [ERBTSHGNHPHA (BENA) #WEBIER,
RiEGoogleFBIERtTERWATR, ALUCKEREMENappL&EIGoogle Play# Tialll, BIASE
JE3PLERTAM, EGBTSHIIEUAIER.

15. ZFiEFN

15.1 CTSAMIEFEMiN

o ([ERAHAVRIMERARITFLHZEEBHFRMAR, LTS,
o CTSWRPEERAMEAR, AILALRIGoog el AR B MFTPIRSS RS T3 GMS-Test-

Suite/xTS/CTS local media package

1. FEimediaffxe1.5 RELNHEAS
2. pushfE &M EIA B FH2&sdcard



af://n1297
af://n1308
https://support.google.com/androidpartners_gms/answer/9027630?hl=en
af://n1314
af://n1315
https://source.android.com/docs/compatibility/cts/run-locally#sd-setup
https://dl.google.com/dl/android/cts/android-cts-media-1.5.zip
https://storage.googleapis.com/cts_media/CtsMediaTestCases.zip

3. fREmediali k& 1.55FIUbuntu=EH1B R/tmp/android-cts-media/android-cts-media-1.5
$ adb push CtsMediaTestCases /sdcard/
4. 1R NGRS BRELALIRIENE) :

run cts —m CtsMediaTestCases \
——module-arg CtsMediaTestCases:config—
url:https://storage. googleapis. com/cts media/DynamicConfig local. json \

—module—arg CtsMediaTestCases:local-media—path:/tmp/android-cts—media—-1.5

15.2 GTSAHuig (Al

o ([ERAHAYENERARITFLH SIS HBRMARIEE, ST RE.
o GTSUIKh{ERAAMERAE, BLALRGoog el AR EGMFTPIRSSRE T Gis-Test-

Suite/xTS/GTS local media package

1. T#iGtsExoPlayerTestCases, GtsYouTubeTestCasesLAK GtsMediaTestCases
2. pushZ iR B EH28sdcard

$ adb push gts test wvmedia /sdcard/

3. fERAmSIIL:

run gts \

——module-arg GtsExoPlayerTestCases:config-url:https://storage. googleapis. com/exoplayer—test-media—
1/gen—4/dynamic—config-sdcard-1. 0. json \

——module-arg “GtsYouTubeTestCases:skip—media—download:true” \

—module-arg “GtsYouTubeTestCases:instrumentation-arg:media—path:=/sdcard/test” \

—module—arg “GtsMediaTestCases:instrumentation—arg:media—path:=file:///sdcard/wvmedia”

4. FEHRENMGS (FEEIREIRE WtsDeviceTestCases )

run gts —m GtsExoPlayerTestCases \
——module-arg GtsExoPlayerTestCases:config-url:https://storage. googleapis. com/exoplayer—test-media—
1/gen—4/dynamic—config-sdcard-1. 0. json \

—module-arg “GtsExoPlayerTestCases:instrumentation—arg:media—path:=/sdcard/gts”

run gts —m GtsYouTubeTestCases \
—module-arg GtsYouTubeTestCases:config-url:https://storage. googleapis. com/exoplayer—test-media—
1/gen—4/dynamic—config-sdcard-1. 0. json \

——module-arg “GtsYouTubeTestCases:instrumentation—arg:media—path:=/sdcard/test”

run gts —m WvtsDeviceTestCases \
—module—arg WvtsDeviceTestCases:config—url:https://storage. googleapis. com/exoplayer—test-media—
1/gen—4/dynamic—config-sdcard—1. 0. json \

—module—arg “WvtsDeviceTestCases:instrumentation—arg:media—path:=file:///sdcard/wvmedia”

ERGTSUiz fai T EAA AN


af://n1333
https://docs.partner.android.com/gms/testing/gts/running-gts?hl=en#run-media-tests
https://storage.googleapis.com/exoplayer-test-media-1/gen-4/exoplayer-gts-media.zip
https://storage.googleapis.com/youtube-test-media/gts/GtsYouTubeTestCases-media-1.2.zip
https://storage.googleapis.com/gts_media/wvmedia-gts-media.zip

WvtsDeviceTestCases

com. google. android. wvts. WidevineH264PlaybackTests#testL3WithUHD60

com. google. android. wvts. WidevineH264PlaybackTests#testClearWithUHD60

com. google. android. wvts. WidevineVP9WebMPlaybackTests#testVP9WebMCencSuperFramesL3WithUHD30

com. google. android. wvts. WidevineVP9WebMPlaybackTestsH#testVP9WebMProfile210bitCencSuperFramesL3With
1080P30

com. google. android. wvts. WidevineVP9WebMPlaybackTests#testVP9WebMCencSubSamplel.3Wi thUHD60

16. ARPEHIS

16.1 E|HGMSELIRF

Android SDK$ unzip —o gms—oem-U-14-202403. zip —d vendor/

Android SDK/vendor/partner gms$ find . —name “*x86%apk” | xargs rm —rf  ## MWI[532-bith

Android SDK/vendor/partner gms$ find . —name “*.apk” | xargs git add

Android SDK/vendor/partner gms$ git status ./ #t &R AHE
MER, FIAHAAN

16.2 BEZRFAEEIRN

FTPBR4588/GMS-Test-Suite/xTS/tools/OverlayTools.apkE] &5& &4t/ M ABXA R BN (TE%EData
Type)

am start —n cn. jcassistant. overlaytools/.MainActivity ——es pkg android ——es cfg

config automatic brightness available

16.3 BEHBRKSDKIRA

gﬁﬂﬂﬁgﬁtgetprop | grep ro.rksdk. version

device/rockchip/common/device. mk: ro. rksdk. version=ANDROID$ (PLATFORM VERSTON) RKR5

16.4 #N2ESNIBHZINTE

IS SNIBRIHEEEH \bootloaderjiz, BETEESDKER
RKTools/windows/RKDevInfoWriteTool-1. 3. 0. 7z

GMSIAFERSNIBLLFERFFLBEANT-bit ASCIl, RKIESHSEE6~14ANFER LA, SNIZEtEK
CECIENIZRA" A [A-Za-20-9]+$", BAREEESE"."" "EFS


af://n1355
af://n1356
af://n1358
af://n1361
af://n1364
https://source.android.com/docs/compatibility/13/android-13-cdd#32_soft_api_compatibility

hardware/rockchip/drmservice/Android. mk:
# Verify sn with pattern 7 [A-Za-z0-9]+$”
ifeq ($(BUTLD WITH GOOGLE MARKET), true)
LOCAL _CFLAGS += -DENABLE SN VERIFY

endif

hardware/rockchip/drmservice/drmservice. c:
#idefine SERIALNO PATTERN ”" [A-Za-z0-9]+$”
#define SERIALNO BUF LEN 33

CtsAppSecurityHostTestCases

android. appsecurity. cts. AccessSerialNumberTest#testGetSerialReturnsExpectedFormat

CtsUsbTests

com. android. cts. usb. TestUsbTest#testUsbSerialReadOnDeviceMatches

16.5 (ENRFAPIFR

BIS/EME getprop | grep first api level SRENHBEIRFAPIER, HHEEXNSBTHE

device/rockchip/rk3588/rk3588 t/rk3588 t.mk: PRODUCT SHIPPING API LEVEL := 34
build/make/core/main. mk:
ifdef PRODUCT SHIPPING API_LEVEL
ADDITIONAL VENDOR PROPERTIES +=
ro. product. first_api_level=$ (PRODUCT SHIPPING API LEVEL)

endif

device/rockchip/rk3588/BoardConfig. mk: BOARD SHIPPING API LEVEL := 34
build/make/core/main. mk:
ifdef BOARD SHIPPING API LEVEL
ADDITIONAL_VENDOR_PROPERTIES += ro. board. first_api_level=$ (BOARD SHIPPING API LEVEL)

endif
LRIRAFEE{RIFZ PRODUCT SHIPPING APT LEVEL {EAZY, EbaNAndroid 13kRALRHAZZEIANdroid 14k
7, EZE%s PRODUCT SHIPPING APT LEVEL := 33

Android 14+kRARKEZ S HEERINGRFIEE, FEERIE _FIAZE BOARD SHIPPING API LEVEL , B{UEBT
Efaillim

GtsOsTestCases

com. google. android. os. gts. GoogleRequirementFreezeTestf#testChipsetinfo

Android 13R L FIRAAREFAndroid 14 GRFSEH;, A<EEHLE BOARD SHIPPING API LEVEL 7=, B3E
Android 13lRALRAZZIAndroid 14l At EEMI=IZ


af://n1370
https://docs.partner.android.com/gms/policies/domains/reqs?authuser=3#compliance

build/make/core/main. mk:

# Vendors with GRF must define BOARD SHIPPING API LEVEL for the vendor API level.
# This must not be defined for the non-GRF devices.
ifdef BOARD_SHIPPING API_LEVEL
ADDITIONAL_VENDOR_PROPERTIES += \
ro. board. first_api_level=$ (BOARD SHIPPING API LEVEL)

16.6 (EPZRFdpiFlaaptitEp

W2 dpiflaapt RILEAT =AM Ffaillll, E=ZE(RIIE ro. sf. led density FJ PRODUCT AAPT PREF CONFIG UG
BEEfF&Googletrf

CtsThemeHostTestCases

android. theme. cts. ThemeHostTest#testThemes

eSS E: FAILURE: junit. framework. AssertionFailedError: 36 failures in theme test

RIEF REEER T HDYER wm size TERFRIBENdpiE: dpiftiitEss
tNEdpiERTEEGooglef Y dpifflaaptlLALKER

BignitEHdpi=2000RTimiEEE213 dpi(tvdpi)iZFR NEEE, BFREZERATIRIE PRODUCT AAPT CONFIG FIIZR
B&tvdpi

device/rockchip/rk3588/rk3588 t/rk3588 t.mk: PRODUCT PROPERTY_OVERRIDES +=

ro. sf. led density=213

device/rockchip/rk3588/rk3588 t/rk3588 t.mk: PRODUCT AAPT PREF CONFIG := tvdpi
device/rockchip/common/device. mk: PRODUCT AAPT CONFIG ?= normal large xlarge

hdpi tvdpi xhdpi xxhdpi

16.7 {EMZEFiclientidbase[E 14

IRIEMADA/EDLAK [FR{&4ro.com.google.clientidbase@lt, iBAEBERIEEIANZER"android-
rockchip”

Android SDK/vendor/rockchip/common$ git diff gms/gms. prop

+ro. com. google. clientidbase=android-rockchip

IRiELE B out/target/product/rk3588s t/system/build. prop

device/rockchip/common/modules/gms. mk:
ifeq ($(strip $(BUILD WITH GOOGLE MARKET)), true)
$ (warning Please set client id with your own MADA ID!)
TARGET SYSTEM PROP += vendor/rockchip/common/gms/gms. prop


af://n1378
https://ppi.ihei5.com/
https://source.android.com/docs/compatibility/12/android-12-cdd#37_runtime_compatibility
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16.8 {EpFEHro.product.***[Fik

[ro
[ro
[ro
[ro

[ro

.product. brand] : [rockchip]
.product. device]: [rk3588 t]
.product. manufacturer]: [rockchip]
.product. model]: [rk3588 t]
.product. name]: [rk3588 t]

build/make/core/product. mk:

_product single value vars += \
PRODUCT SYSTEM NAME \

PRODUCT SYSTEM MODEL \
PRODUCT SYSTEM _DEVICE \
PRODUCT SYSTEM BRAND \

PRODUCT SYSTEM_MANUFACTURER \

build/make/core/sysprop. mk:

e

build/make/core/product config. mk:
:= $ (PRODUCT DEVICE)

lun

$(Gf $(filter system, $(1)),\

brand=$ (PRODUCT SYSTEM BRAND)” >> $(2);\
device=$ (PRODUCT SYSTEM DEVICE)” >> $(2);\

manufacturer=$ (PRODUCT SYSTEM MANUFACTURER)” >> $(2) ;\

mode1=$ (PRODUCT_SYSTEM_MODEL) ” >> $(2) ;\
name=$§ (PRODUCT SYSTEM NAME) ” >> $(2) ;\

manufacturer=$ (PRODUCT MANUFACTURER)” >> $(2):\

echo “ro. product. $(1).
echo “ro. product. $(1).
echo “ro. product. $(1).
echo “ro. product. $(1).
echo “ro. product. $(1).
5\
echo “ro. product. $(1). brand=$ (PRODUCT BRAND)” >> $(2) ;\
echo “ro.product. $(1). device=$ (TARGET DEVICE)” >> $(2);\
echo “ro. product. $(1).
echo “ro. product. $(1). model=$ (PRODUCT MODEL)” >> $(2);\
echo “ro. product. $ (1). name=$ (TARGET PRODUCT)” >> $(2):\

TARGET_DEVICE

chi Iigh H

ifndef PRODUCT SYSTEM NAME
PRODUCT SYSTEM NAME

endif

ifndef PRODUCT SYSTEM DEVICE
PRODUCT SYSTEM DEVICE

endif

:= $ (PRODUCT_NAME)

ifndef PRODUCT SYSTEM BRAND
:= § (PRODUCT BRAND)

PRODUCT SYSTEM BRAND

endif

ifndef PRODUCT SYSTEM MODEL
:= $ (PRODUCT MODEL)

PRODUCT SYSTEM MODEL

endif

:= $ (PRODUCT_DEVICE)

ifndef PRODUCT SYSTEM MANUFACTURER
PRODUCT_SYSTEM_MANUFACTURER := § (PRODUCT MANUFACTURER)

endif

device/rockchip/rk3588/rk3588 t/rk3588 t.mk:
:= rk3588 t

PRODUCT NAME

PRODUCT DEVICE

:= rk358

8 t

## TR lunchik I gh

#tt TFE
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PRODUCT BRAND := rockchip it
& PRODUCT BRAND{H

PRODUCT MODEL := rk3588_t

PRODUCT MANUFACTURER := rockchip

R4
out/target/product/rk3588s t/system/build. prop
out/target/product/rk3588s_t/vendor/build. prop

16.9 (EXZFEFGFingerprintig4!

Android14/build/make/core/sysprop. mk:
ifeq (, $(strip §(BUILD FINGERPRINT)))
ifdef ROCKCHIP_BUILD_NUMBER
BF_BUILD NUMBER := §$(ROCKCHIP BUILD NUMBER)
else
ifeq ($(strip $(HAS BUILD NUMBER)), false)
BF_BUILD NUMBER := §(BUILD USERNAME) $$ ($ (DATE_FROM FILE) -+%m%d%H%M)
else
BF BUILD NUMBER := $(file <$(BUILD NUMBER FILE))
endif
endif
BUILD FINGERPRINT :=
$ (PRODUCT_BRAND) /$ (TARGET PRODUCT) /$ (TARGET DEVICE) : § (PLATFORM_VERSION) /$ (BUILD 1D)/$ (BF_BUILD NUM
BER) : § (TARGET BUILD VARTANT)/$ (BUILD VERSION TAGS)
endif

Android15/build/make/core/sysprop. mk:
ifeq (, $(strip $(BUILD FINGERPRINT)))
BUILD_FINGERPRINT :=
$ (PRODUCT_BRAND) /$ (TARGET PRODUCT) /$ (TARGET DEVICE) : $ (PLATFORM_VERSTON) /$ (BUTLD_1D) /$ (BUILD NUMBER
_FROM_FILE) :$ (TARGET BUILD VARIANT)/$ (BUILD VERSION TAGS)

endif

BGEFingerprintiESEX I £, EREENSFRURIR TEESEXEEY

device/rockchip/rk3588/rk3588 t/rk3588 t.mk: PRODUCT BRAND := rockchip
build/make/envsetup. sh: TARGET PRODUCT=$product \
build/make/core/product config. mk: TARGET DEVICE := $(PRODUCT DEVICE)
device/rockchip/rk3588/rk3588 t/rk3588 t.mk: PRODUCT DEVICE := rk3588 t
build/make/core/version util. mk: PLATFORM VERSION :=

$ (PLATFORM VERSION LAST STABLE)

build/make/core/version defaults. mk: PLATFORM VERSION LAST STABLE := 13
build/make/core/build id.mk: BUILD ID=TQ3C. 230805. 001. B2
build/make/envsetup. sh: TARGET BUILD VARIANT=$variant \

WiBg: FF”TARGET PRODUCT”FI”TARGET BUTLD VARTANT” %42 T#%lunchi&Bist 5, BJ”lunch <product name>-

<build variant>”
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e GoogleEKiFMADA/EDLAINIEF=FHIFingerprinthREME—AI(EX 1ML, BERBAILES
FingerprintA<g&f&e4.,

e GoogleZKkFingerprintiE7-bit ASCll, FEEEA" "=HEEFE—FEPRODUCT_BRANDA
BEES" "THIZ&, BNGoogle Play StoreiRBISNM

CtsOsTestCases

android. os. cts. BuildVersionTest#testBuildFingerprint

YHiFingerprint{d:

Rockchip Worship Player/rk3399 t/rk3399 t:13/TQ2B.230505.005.A1/202303:user/release—keys
W Z R junit. framework. ComparisonFailure: expected:<Rockchip[ Worship JPlayer> but was:
<Rockchip[ Worship ]Player>

RV B — B "PRODUCT BRAND := Rockchip Worship Player” ANGEfALE” " FRIZk

16.10 {(EMEFidatasy XIT{HEE

e MADA/EDLAINIFART S extd R, EE(FiFuserdatay REUXXEER R r2rs BOXINE

$ adb shell cat vendor/etc/fstab.rk30board | grep userdata

e Android 14irA~E R #Zkernel-5.15L1_EEk/metadatazs X#1/datass X (RPuserdata) i si{sE R
fofs &R (0 XSS EEK)

CtsSecurityHostTestCases

android. security. cts. MetadataEncryptionTest#testMetadataEncryptionIsEnabled

WEEZ R java. lang. AssertionError: Metadata encryption must be enabled
iR T GMSINIEZE RuserdataZy XA NN FR IR, BRiluserdataly XA F2fs D&%
fileencryption=aes—256—xts:aes—256—

cts:v2+inlinecrypt optimized, keydirectory=/metadata/vold/metadata encryption, checkpoint=fs

PR & X

fileencryption=aes—256-xts:aes—256—cts:v2+inlinecrypt optimized &/ I8 HE FHARALIE I 4H &
keydirectory=/metadata/vold/metadata encryption FnZHHCHKIFEME H 5

checkpoint=fs F/~UDCHLHI (User Data Checkpoint) Bl #rdatasy X [BIVE

TR FREMA/BRREATLEF, FE{FiEuserdatary Xig—

W4HE{E B DEBUG: Cmdline: /system/bin/credstore /data/misc/credstore

DEBUG: pid: 720, tid: 720, name: credstore »>>> /system/bin/credstore <<<

DEBUG: uid: 1076

DEBUG: tagged addr ctrl: 0000000000000001 (PR TAGGED ADDR ENABLE)

DEBUG: signal 6 (SIGABRT), code -1 (SI QUEUE), fault addr —————

DEBUG: Abort message: ' Check failed: chdir(data dir.c str()) != -1 chdir: /data/misc/credstore: No

such file or directory’


https://docs.partner.android.com/gms/building/integrating/gms-build#creating
af://n1399
https://docs.partner.android.com/gms/policies/vsr/vsr-14#device-partition-requirements

AR TT V7 BRI 3A AL & — 2 (R N r2fslextd)
device/rockchip/rk3588/device. mk:
BOARD USERDATAIMAGE FILE SYSTEM TYPE := f2fs

device/rockchip/rk3588/rk3588 t/recovery. fstab AB:
/dev/block/by—name/userdata /data f2fs defaults defaults

device/rockchip/common/scripts/fstab tools/fstab. in:
/dev/block/by—name/userdata /data f2fs

noatime, nosuid, nodev, discard, reserve root=32768, resgid=1065

16.11 Camerafgx{(ZX

CameratBxfeatureiiif:

console:/ $ pm list features | grep camera

feature:android. hardware. camera ## J5f%Camera
feature:android. hardware. camera. any #t WI(RER
CameraWZii Hi B 1% feature)

feature:android. hardware. camera. external ## Usb Camera
feature:android. hardware. camera. front ## Hif%Camera

EHEIEUsb Camerafc i AIHEH/GIR, R THEIEH

Android SDK/hardware/interfaces/camera$ git diff device/3.4/default/ExternalCameraDevice. cpp
~  const uint8_t facing = ANDROID LENS FACING EXTERNAL:
1 const uint8 t facing = ANDROID LENS FACING FRONT; # SRl E
ANDROID LENS FACING BACK
UPDATE (ANDROID_LENS FACING, &facing, 1);

e MiIIBYOD Managed Provisioning - Camera support cross profile video capture (with
extra output path)iRét: ZSHgeHEsE

itk 751 Android SDK/packages/apps/Camera2$ git diff src/com/android/camera/VideoModule. java
if (mIsVideoCapturelntent) {
// if no file save is needed, we can show the post capture UI now
showCaptureResult () ;
}
= if (mVideoFileDescriptor != null) {
+ Jelse if (mVideoFileDescriptor != null) {

saveVideo () ;

MRIHIIBYOD Managed Provisioning - Camera support cross profile video capture (without
extra output path)iRs&
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AP J71: Android SDK/packages/apps/Camera2$ git diff src/com/android/camera/VideoModule. java
if (shouldAddToMediaStoreNow && !fail) {

= if (mIsVideoCapturelntent) {

[

+ if (mIsVideoCapturelntent && mActivity. getIntent().getExtras() != null) {

// if no file save is needed, we can show the post capture UI now
£1128:2%5 CameralllCTS- VerifierERABEHIT N E 3/ MUK IR

BYOD Managed Provisioning — Camera support cross profile image capture
BYOD Managed Provisioning — Camera support cross profile video capture (with extra output path)

BYOD Managed Provisioning — Camera support cross profile video capture (without extra output path)

fRRE: BBk EmEmCameratBkfeatureFRBR, #BfrCamera2iF

Android SDK/build/make$ git diff target/product/handheld product.mk
PRODUCT_PACKAGES += \
Browser2 \
Calendar \
= amera2 \

Android SDK/device/rockchip/common$ git diff

. /overlay/frameworks/base/core/res/res/values/config. xml
{!-—— Whether this device is supporting the software microphone toggle ——>
<bool name="config supportsMicToggle”>true</bool>
{!=—= Whether this device is supporting the camera toggle ——>

= <bool name="config supportsCamToggle”>true</bool>

+ <bool name="config supportsCamToggle”>false</bool>

_tifﬂ%ﬂifgulﬂifiﬁﬁé?ﬁiﬁﬂadb shell cmd overlay lookup android android:bool/config supportsCamToggle

16.12 {E{Usb MictlpkPIEMic

HeEpmiEMicrophone, BTLARREMicgkUsb Mic, &REUsb Micll%4atIpREMic

16.13 HBATHINEEIT4+T

o EDLAREAZ ARG, ElesAmRitEErIFTPIRSSE84NT /GMS-Test-
Suite/Exp+/batteryless.diff, $EXI4HiBASUpporting Batteryless Devices

o 3755 EIARNT FmiFkernel EGKIEUGZEHITIE N B < ("kernel-5.10"1RESLiRkernel iR A= )

mv kernel-5.10/drivers/power/supply/test power. ko

mkcombinedroot/vendor ramdisk/lib/modules/test power. ko

CtsStatsdAtomHostTestCases

android. cts. statsdatom. statsd. HostAtomTests#testFul IBatteryCapacity

45 B FAILURE: expected to be greater than: 0 but was: 0

fRTTiE: PREHIIRS) T 5/ sys/class/power supply/#kkbattery/charge ful {E K0, BPfiC
B battery present=0"


af://n1429
af://n1431
https://source.android.com/docs/core/power/batteryless

CtsStatsdAtomHostTestCases

android. cts. statsdatom. statsd. HostAtomTests#testRemainingBatteryCapacity

R4E{5 B FAILURE: expected to be greater than: 0 but was: 0

R T ARIF B RS 3T 5/ sys/class/power supply/test battery/charge counter{t A0

CtsStatsdHostTestCases

android. cts. statsd. validation. ValidationTests#testPartialWakelockDuration
485 B FAILURE: No wakelocks with uid 10163 in statsd

FRR TV T i T EARAIE T RUE

cat /sys/class/power supply/test usb/online

hcg@sys2206: /3 Androidl3 0321/kernel-5.10$ git diff drivers/power/supply/test power.c

—-static int usb online = ()¢
+static int usb online =1;
static int battery status = POWER SUPPLY STATUS UNKNOWN;

VtsHalHealthV2 1TargetTest
PerInstance/Heal thHidlTest#tgetHeal thInfo 2 1/0 default

WA Z B Expected: ((long)value. batteryFullChargeDesignCapacityUah) > (((long)100 * 1000))
actual: 100 vs 100000
batteryFullChargeDesignCapacitylUah should be greater than 100 mAh, or 0 if unknown

fild ¥k J51%:: Android SDK/kernel-5.10/drivers/power/supply$ git diff test power.c

= POWER SUPPLY STATUS DISCHARGING;
POWER_SUPPLY STATUS UNKNOWN;
POWER_SUPPLY_HEALTH_GOOD;

—static int battery status

+static int battery status

static int battery health

-static int battery present = 1; /* true */
+static int battery present =0; /% true */ i %8 O It AR
577

case POWER_SUPPLY PROP_CHARGE_FULL_DESIGN:
case POWER_SUPPLY PROP CHARGE FULL:

= val->intval = 100;

0;

T+ val->intval

VtsHalHealthTargetTest
Health/HealthAidl#getChargeCounterUah/0 android hardware health IHealth default
WA4E{5 R FAILURE: hardware/interfaces/health/aidl/vts/functional/VtsHalHealthTargetTest. cpp:170:
Failure
Value of: value
Expected: is >= 0
Actual: -1000

Health/HealthAidl#getHeal thInfo/0 android hardware health IHealth default
e Z B FAILURE: hardware/interfaces/health/aidl/vts/functional/VtsHalHealthTargetTest. cpp:413:
Failure
Value of: value
Expected: is valid health info
Actual: 200-byte object <01-01 00-00 A0-25 26-00 40-4B 4C-00 03-00 00-00 02-00 00—00
01-00 00-00

Health/BatteryTest#ConnectedAgainstStatusFromHal/0 android hardware health IHealth default



WA Z B FAILURE: hardware/interfaces/health/aidl/vts/functional/VtsHalHealthTargetTest. cpp:592:
Failure
Value of: SucceedOnce (gBatteryTestTimeout, testOnce)
Actual: false (BatteryStatus is DISCHARGING and power source is connected: ac=I,
usb=1, wireless=0)
Expected: true

You may want to try again later when battery status becomes stable

Health/BatteryTest#ConnectedAgainstStatusInHeal thInfo/0 android hardware health IHealth default
R4S B FAILURE: hardware/interfaces/health/aidl/vts/functional/VtsHalllealthTargetTest. cpp:604:
Failure
Value of: SucceedOnce (gBatteryTestTimeout, testOnce)
Actual: false (BatteryStatus is DISCHARGING and power source is connected: ac=I,
usb=1, wireless=0)
Expected: true

You may want to try again later when getHealthInfo becomes stable

16.14 EFREUFER/ApexEZHF

MRS E R EZIE

packages/apps/rkCamera2/Android. mk
LOCAL CERTIFICATE := platform

%
packages/apps/Settings/Android. bp

certificate: “platform”

# A 8 %€ LOCAL_CERTIFICATE’ B certificate’ fH, W44 MR T BRI & R 25 44 % 4H
device/rockchip/common/BoardConfig. mk
PRODUCT DEFAULT DEV CERTIFICATE := build/make/target/product/security/releasekey

build/make/core/config. mk
# The default key if not set as LOCAL CERTIFICATE
ifdef PRODUCT DEFAULT DEV_CERTIFICATE
DEFAULT_SYSTEM_DEV_CERTIFICATE := §(PRODUCT DEFAULT DEV_CERTIFICATE)

else

DEFAULT SYSTEM DEV CERTIFICATE := build/make/target/product/security/testkey # BB
AEANERL
endif

. KATI READONLY := DEFAULT SYSTEM DEV CERTIFICATE

BEENAERERER

Android SDK$ keytool —printcert —jarfile SearchLauncherQuickStep. apk

Rockchi pf%{;%ﬂfﬂZKE?ﬁ{ngg/Apexgg . /GMS-Test-Suite/xTS/tools/gms certificate tools. zip
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Android SDK/vendor$ unzip gms certificate tools.zip

Android SDK/vendor$ cd gms tools/

Android SDK/vendor/gms tools$ ./apex sig gen. sh #t PLRHINEL Enter
password for” I} H4ZEnteri

Android SDK/vendor/gms tools$ ./firmware sig gen. sh # RN E L Enter

password for” B} H#Enterfd
ENGEER/ApexEZBFNKIR

CtsAppSecurityHostTestCases

android. appsecurity. cts. ApexSignatureVerificationTest#testApexPubKeyIsNotWellKnownKey

GtsApexSignatureVerificationTest

android. appsecurity. cts. ApexSignatureVerificationTest#testApexPubKeyIsNotWellKnownKey

CtsSecurityTestCases

android. security. cts. PackageSignatureTest#testPackageSignatures

GtsPackageSignatureTest

android. security. cts. PackageSignatureTest#testPackageSignatures

GtsPermissionTestCases

com. google. android. permission. gts. Defaul tPermissionGrantPolicyTest#testDefaul tGrantsWithRemoteExce
ptions

com. google. android. permission. gts. Defaul tPermissionGrantPolicyTest#testPreGrantsWithRemoteExceptio

ns

IR BitApexE B naalizfail, KEAUbuntuFEALIREFIF(Apex&ERA X HEFE

= /tmp/ApexSignatureVerificationTestsk ¥k )

17. AitE R a8

17.1 protobufiRis

o iRElog:

java. lang. NoSuchMethodError: ’ com. google. protobuf. Parser

com. android. os. StatsLog$ConfigMetricsReportList. parser()’

at
android. media. mediaparser. cts. MediaParserHostSideTest. getAndClearReportList (MediaParserHostSideTes
t. java:294)

at

android. media. mediaparser. cts. MediaParserHostSideTest. setUp (MediaParserHostSideTest. java:79)

at junit. framework. TestCase. runBare (TestCase. java:140)

o MRERITE:
ZIRANZR R EES X, BItEErLUBIESSHIERIRS M, BEEXmER B E FME:
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env | grep LC ALL
WERE, BEENECEBHKTSIHENH, Fla0:

unset LC ALL
. /cts—tradefed

17.2 VTSEZmoduleig;xiail

o iRfElog:
xxx. config syntax error: unexpected ' newline’

o MRRITIE
A SIPREYWindowstE RIS RSB AIEERFT. IFEZERUbuntullil, AEERA
WSL(Windows Subsystem Linux)s{E@IRIEMTLN, WiXE@EEZEUbuntufh{ERBunzipas$
WRE, TEMEBIESSPR (chmod 777) TERBNHTERLE.

17.3 FHESWi-FigBMETixskip

MREESE, TLETXM T

patch/frameworks/base/increase waiting time for setup wizard. diff

17.4 @IINIER, TERRSIMEEE

BENBIAIEIRZ: Play Store -> Settings -> About -> Play Protect certification
TREEREINE, —RBRHER:
1. tegKkekey

2. HlasRBUE
ATIEFRRIBN, BOASHSRAPRSR RS, XBERH—IT, BOAERSkeyR SRR

a Fit

A77871, BSPI0E*NT LARIERattestation keyRtBEIE BITEES.

RKDocs/android/patches/gms/0001-1ibavb-Lock—the-device-when—the-device—init-or-write. patch


af://n1465
af://n1474
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17.5 FREINEE(BENRE)

CtsDisplayTestCases
android. display. cts. BrightnessTest#testGetDefaul tCurve

CtsDisplayTestCases
android. display. cts. BrightnessTest#testSetAndGetPerDisplay
MR HR4ES: java. lang. AssertionError: Failed to fetch first slider event. Is the ambient brightness

sensor working?

GtsFeaturesTestCases
com. google. android. features. gts. GoogleFeaturesTest#testFeatureTurboPreload
WA4E{EE1: Device Health Services was missing but the ”com. google. android. feature. TURBO PRELOAD”
feature was found.
expected to be false
W4E{5E2: Device Health Services was found but the “com. google. android. feature. TURBO PRELOAD”

feature was not, please reach out to your Google contact

TR T R AR RN FH Turbo. apk Al TurboOverlay. apk, %[ B ASEE B v FH Turbo. apk fiTurboOverlay. apk,
HRIAFR R

&5 [F I AR EE R Turbo. apkAlTurboOverlay. apk, 75 BEER 040N 45 SO

%" com. google. android. feature. TURBO PRELOAD”

Android SDK/vendor/partner gms$ git diff etc/sysconfig/Android. bp

prebuilt etc {

name: ”sysconfig turbo”,
product specific: true,
sub dir: “sysconfig”,
src: “turbo. xml”,

filename from src: true,

o FIFBEIENSE: Settings->Display->Adaptive brightness(Android13RAZEK) --
config_automatic_brightness_available

® dumpsys display | grep mAutoBrightnessAvailable Eﬁéﬁ%ﬁ%ﬁﬂgtrue

® dumpsys display | grep MappingStrategy Ei@éﬁ %'5.7:.;79 PhysicalMappingStrategy , %ﬁi@gﬁﬁjﬂ?i
FEMRZL L TurboOverlay.apk

® pm list package —f | grep turbo E"L@%ﬁ'ﬁ"ﬁmﬁﬁ Turbo.apks TurboOverIay.apk

package:/product/priv-app/Turbo/Turbo. apk=com. google. android. apps. turbo

package: /product/overlay/TurboOverlay. apk=com. rockchip. android. overlay. turbo

e pm list features | grep com. google. android. feature. TURBO PRELOAD Ei’@feature%ﬁ;‘?%}]ﬂ

e ZEE({RiFconfig autoBrightnessLevelsficonfig_autoBrightnessDisplayValuesNits#4H1<fE+H
[E(TEOverlayTools.apk)
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am start —n cn. jcassistant. overlaytools/.MainActivity ——es pkg android ——es cfg
config autoBrightnessLevels
am start —n cn. jcassistant. overlaytools/.MainActivity ——es pkg android ——es cfg

config autoBrightnessDisplayValuesNits

17
cmd overlay lookup android android:array/config autoBrightnessLevels

cmd overlay lookup android android:array/config autoBrightnessDisplayValuesNits

#t N6 Fail A 2. LTI INR, H RIS B Eretry ik
arm64-v8a CtsDisplayTestCases

android. display. cts. BrightnessTest#testNoColorSampleData

android. display. cts. BrightnessTest#testSliderEventsReflectCurves

armeabi—v7a CtsDisplayTestCases
android. display. cts. BrightnessTest#testSetAndGetPerDisplay
android. display. cts. BrightnessTest#testBrightnessSliderTracking

android. display. cts. BrightnessTest#testNoColorSampleData
android. display. cts. BrightnessTest#testSliderEventsReflectCurves

EHESRBERMERES, NFEMmtRkfeature:android.hardware.sensorlight, BIECE7%
BOARD LIGHT SENSOR SUPPORT := false

7= MFTurbo.apk/@FGoogle Device Health ServicesIhgg, £GMS RequirementsiIa]i%EINEE

17.6 #l22remountsciy

S ERES TremountlUISIR THEEIR, FECHEDINEFEremount

$ adb root

restarting adbd as root

$ adb remount

Skipping /system for remount
Skipping /vendor for remount
Skipping /product for remount
No partitions to remount

remount failed

&
$ adb remount
restarting adbd as root

Device must be bootloader unlocked

17.7 fmiFRtafailliiki®

o JFAGIZERBCE BUILD WITH GOOGLE MARKET ALL := false #RiFHgEE: iRBIFEFARKAIGMS ExpressiHz
f#/gms-mandatory.mk


https://docs.partner.android.com/gms/policies/domains/reqs?authuser=2&hl=zh-cn#app-standby-buckets
af://n1509
af://n1512

WAEE R device/rockchip/common/modules/gms. mk:100: error: ... vendor/partner gms/products/gms—

mandatory. mk” does not exist

AR TTEL: A Ccheck gms_env. shiG B4 IR{EAISREEE BUILD WITH GOOGLE MARKET ALL := true

R J77%2: Android SDK/vendor/partner gms/products$ cp gms.mk gms—mandatory.mk
Android SDK/vendor/partner gms/products$ git diff gms—-mandatory.mk
—# GMS comms suite

—$(call inherit—product, $(ANDROID PARTNER GMS HOME) /products/google comms suite.mk)

o HIFIRFBEBOARD SUPER PARTITION WARN _LIMIT: {&¥supers XA/ E4MBRIEEEE)

WAiEE R RuntimeError: sum of sizes of [ system’, ’system dlkm’, ’system ext’, vendor’

odm’, ~odm dlkm’, ’'product’] is greater than BOARD SUPER PARTITION SIZE:
977747968+15765504+207147008+251867136+8318976+897024+348160+2484719616 == 3946811392 > 3932160000
== 3932160000

[ 99% 40908/40909] Target super fs image for debug: out/target/product/rk3588s s/super. img

)

"vendor dlkm’,

iR 71 Android SDK/device/rockchip/common$ git diff BoardConfig AB.mk
ifeq ($(PRODUCT USE DYNAMIC PARTITIONS), true)
ifneq ($(PRODUCT RETROFIT DYNAMIC PARTITIONS), true)
ifeq ($(BOARD ROCKCHIP VIRTUAL AB ENABLE), true)
ifeq ($(BUILD WITH GO OPT), true)

ifeq ($(strip $(TARGET ARCH)), arm64) # armb4 go
BOARD_SUPER PARTITION SIZE := 2390753280

else # arm go
BOARD SUPER PARTITION SIZE := 1971322880

endif
else # non—go
- BOARD SUPER PARTITION SIZE := 3932160000
+ BOARD SUPER PARTITION SIZE := 3963617280
endif
BOARD ROCKCHIP_DYNAMIC PARTITIONS SIZE := $(shell expr
$ (BOARD_SUPER_PARTITION SIZE) - 4194304)

L] ﬁﬁﬁ%?ﬁ@%rﬂsmatch in the <uses-library> tags between the build system and the manifest

”

R4E{5 B vendor/partner gms/apps go/FilesGoogle/FilesGoogle arm64. apk )
error: mismatch in the <uses—library> tags between the build system and the manifest:
- required libraries in build system: []
vs. in the manifest: []
- optional libraries in build system: [org.apache. http. legacy]
vs. in the manifest: [org.apache. http. legacy,
androidx. window. extensions, androidx.window. sidecar]
- tags in the manifest (vendor/partner gms/apps_go/FilesGoogle/FilesGoogle arm64. apk) :
uses—library—not-required:’ org. apache. http. legacy
uses—library-not-required:’ androidx. window. extensions’

uses—library—not-required: androidx. window. sidecar’



iR J53%1: Android SDK/vendor/partner gms$ git diff apps go/FilesGoogle/Android. mk
—LOCAL OPTIONAL USES LIBRARIES := org.apache. http. legacy
+LOCAL_OPTIONAL USES LIBRARIES := org.apache. http. legacy androidx.window. extensions

androidx. window. sidecar

itk 7712:2: Android SDK/vendor/partner gms$ git diff apps go/FilesGoogle/Android. mk
-LOCAL OPTIONAL USES LIBRARIES := org.apache. http. legacy
+LOCAL ENFORCE USES LIBRARIES := false

o HiFREmManifest level 32.xml

R4S E: FAILED: ninja: *device/rockchip/common/manifests/manifest level 32.xml’, needed by
"out/target/product/rk3588 s/gen/ETC/vendor manifest.xml intermediates/manifest.xml’, missing and

no known rule to make it

R TJTE: first api level=31/&Androidl2. 0 first api level=32s;2Androidl2. 1

Android SDK/device/rockchip/common/manifests$ cp manifest level 31.xml manifest level 32.xml
o EpkMainlineBE4wIFRE: Target of symlink is not executable

WEEZE1: warning: Missing compilation artifacts. Dexpreopting is not working for some system
server jars
WA4E(EE2: out/host/linux—x86/0bj/EXECUTABLES/dexdump intermediates/dexdump: error: Target of
symlink is not executable

out/host/1linux—x86/0bj/EXECUTABLES/hiddenapi intermediates/hiddenapi: error: Target

of symlink is not executable

iR 71 chmod a+x prebuilts/module sdk/art/current/host—exports/x86 64/bin/*
chmod atx prebuilts/module sdk/art/go/current/host—exports/x86 64/bin/*

17.8 MLEE R faillaghE

o MEIMFAE: FENZIIFREZEVPN/IPVOMEIME(UbuntuENZEEZEVPN, FEEFSSRATER
VPN)

## VPN
CtsNetTestCases
android. net. cts. Mul tinetworkApiTest#testResNApi

CtsLibcoreTestCases

android. libcore. cts libcore. java. net. ConcurrentCloseTestftest connect timeout

libcore. java. net. InetAddressTest#test getByName invalid
android. net. cts. MultinetworkApiTest#testNativeDatagramTransmission

NativeDnsAsyncTest#Async NXDOMAIN

GtsExoPlayerTestCases

com. google. android. exoplayer. gts. DashDownloadTest#download ##t AZ AN REAE F A Hh
PR

java. lang. ClassCastException: sun. net.www. protocol. file.FileURLConnection cannot be cast to

java. net. HttpURLConnection


af://n1536

##t IPv6
CtsNetTestCases
android. net. cts. DnsTest#testDnsWorks

android. net. cts. DnsResolverTest#testQueryForInetAddressIpv6inline

CtsLibcoreTestCases
libcore. java. net. InetAddressTest#test getByName invalid[1]

libcore. java. net. SocketTest#testSocketTestAllAddresses

17.9 CTSENfaillaghiE

e ConfigurationContainerProto#fzis: M EMRAARITH

WEE(E R java. lang. NullPointerException: Attempt to read from field
> com. android. server. wm. nano. ConfigurationContainerProto

com. android. server. wm. nano. WindowContainerProto. configurationContainer’ on a null object reference

Rk BRI AR AE 5 IE#, FlUiAndroid12LARAS (ro. build. version. sdk=32) fe ZH12. 1_r 1R M
A12 r 1t e

o Mix{IntestGetMemoryClassiRis: EHINIAFdalvik.vm.heapgrowthlimit AR E 281128
dpi=640{ERTHRRETNTE

CtsAppTestCases

android. app. cts. ActivityManagerMemoryClassTest#testGetMemoryClass

R4S B AssertionFailedError: Expected to have at least 512mb of memory for screen density 640
R TTE: IRABIRAE B BUE NN FEdalvik. v heapgrowthlimit=512m, SHEHLEEH T H "getprop | grep

dalvik. vm. heap”

Android SDK/frameworks/native/build$ git diff tablet—10in-xhdpi-2048-dalvik-heap. mk
PRODUCT VENDOR_PROPERTIES += \
dalvik. vm. heapstartsize?=16m \
= dalvik. vm. heapgrowthlimit?=192m \
+ dalvik. vin. heapgrowthlimit?=512m \

o SMifImtestSensorFeaturesiRit: Accelerometer sensori®{4/f@{4/feature AITHLEE]

CtsAppTestCases

android. app. cts. SystemFeaturesTest#testSensorFeatures

WEEE R java. lang. AssertionError:
PackageManagertthasSystemFeature (android. hardware. sensor. accelerometer) returns false but
SensorManager#getSensorList (1) shows sensors [Accelerometer sensor] expected:<false> but was:
{true>
fRRTTI: HREMR "Accelerometer sensor” % Eas B ZR IN
feature:android. hardware. sensor. accelerometer

EEEE " Accelerometer sensor” /&A% M 4R 5% 141 %2 "BOARD_GRAVITY SENSOR SUPPORT := false”
TR 4

hardware/rockchip/sensor/st/Android. mk


af://n1541

ifeq ($(BOARD GRAVITY SENSOR SUPPORT), true)
LOCAL CFLAGS += —-DGRAVITY SENSOR SUPPORT
endif

hardware/rockchip/sensor/st/sensors. c
static const struct sensor t sSensorList[] = {
#tifdef GRAVITY SENSOR SUPPORT

{ . name = "Accelerometer sensor”
. vendor = “The Android Open Source Project”
.version =1,
.handle = SENSORS HANDLE BASE+ID A,
. type = SENSOR_TYPE ACCELEROMETER,
L ISR AT R 4 )

BOARD GRAVITY SENSOR SUPPORT := false
BOARD_COMPASS_SENSOR_SUPPORT := false
BOARD GYROSCOPE SENSOR SUPPORT := false
BOARD_PROXIMITY SENSOR SUPPORT := false
BOARD_LIGHT SENSOR_SUPPORT := false

BOARD PRESSURE SENSOR SUPPORT := false
BOARD_TEMPERATURE SENSOR _SUPPORT := false

o MiXTitestGenerateKeyWhenCredentialAndBiometricEnrollediRss: iR AT E(FRIENEEPIN
BEFTHREIER, BPIERESIFFNAREL

CtsBiometricsTestCases

android. server. biometrics. BiometricCryptoTests#itestGenerateKeyWhenCredentialAndBiometricEnrolled

WEEZ R java. lang. I1legalStateException: Secure lock screen must be enabled to create keys
requiring user authentication

R T AR R B ThRE, BT 2 B Wi<bool name="def lockscreen disabled”>false</bool >{#*F4
BRIME

o MixIntestManagedProfileSupportedifzis: 2GBHIGolRATEE Efeature, {B1.5GBRLATGo
IRATEERE

CtsContentTestCases

android. content. pm. cts. FeatureTest#testManagedProfileSupported

WA Z B Device should support managed profiles, but android. software. managed users is not
enabled



Android SDK/device/rockchip/common$ git diff device.mk
ifneq ($(strip $(BUILD WITH GO OPT)), true)
PRODUCT COPY FILES += \

frameworks/native/data/etc/tablet core hardware. xml:$ (TARGET COPY OUT VENDOR)/etc/permissions/tabl
et core hardware. xml

+telse

% PRODUCT_COPY_FILES += \

i+

frameworks/native/data/etc/android. software. managed users. xml:$ (TARGET COPY OUT VENDOR) /etc/permis

sions/android. software. managed users. xml

o MifInCtsDeqpTestCasesizis: Abort: Test cannot be executed

CtsDegpTestCases
dEQP-EGL. info#version

REE =B Abort: Test cannot be executed
dEQP : Writing test log into /sdcard/TestLog. qpa
dEQP : ERROR: Unable to open test log output file ’/sdcard/TestLog. gpa’
dEQP : Failed to create activity: Failed to open test log file ’/sdcard/TestLog. gpa’

il T FBR EHUACE” F AL B aapt/aapt2 T H
CtsDegpTestCasestiH Al R EHIH BT BEMal i FERA: getprop | grep sys. gmali.version

$ aapt version
Android Asset Packaging Tool, v0.2-6739378
$

$ aapt2 version

Android Asset Packaging Tool (aapt) 2.19-eng. 20249
$

$ which aapt

/home/hcq/Software/sdk tools/aapt

$

$ which aapt2

/home/hcq/Software/sdk tools/aapt2

o MifIAsetDefaultSmsApplication notSmsCapable unchangediRig: overlayEt&IR
config_defaultSms

CtsDevicePolicyTestCases
android. devicepolicy. cts. DefaultSmsApplicationTest#setDefaul tSmsApplication notSmsCapable unchange

d[IncludeRunOnDeviceOwnerUser]

WHE R expected: com. android. messaging

but was : com. android. bedstead. testapp. SmsApp

B3 Android SDK/device/rockchip/common$ git diff

overlay/frameworks/base/core/res/res/values/config. xml

{resources>
+ {!=— The name of the package that will hold the SMS role by default. ——>
+ {I-=— Set it empty here ——>

+ {string name="config defaultSms” translatable="false”></string>



o Miix{IntestOpenGlEsDeqgpleveliizia: RiEIRIA(EEEFandroid.software.opengles.deqp.level

CtsGraphicsTestCases
android. graphics. cts. OpenGlEsDegpLevelTest#testOpenGlEsDegpLlevel

WEE(S R Feature android. software. opengles. degp. level must be present and have at least version
132383489.
R pm list features | grep android. software. opengles. degp. level

Android SDK/frameworks/native/data/etc$ cat android. software. opengles. degp. level-2022-03-01. xml
<{permissions>
{feature name="android. software. opengles. degp. level” version="132514561" />

{/permissions>

Android SDK/device/rockchip/common$ git diff modules/gms. mk

ifneq ($(filter true yes, $(BUILD WITH GOOGLE MARKET) $(PRODUCT USE_PREBUILT GTVS)),)

PRODUCT _COPY_FILES += \

= frameworks/native/data/etc/android. software. opengles. deqgp. level-2021-03—
01. xml:$ (TARGET COPY OUT VENDOR) /etc/permissions/android. software. opengles. degp. level-2020-03—
01. xml
T frameworks/native/data/etc/android. software. opengles. deqgp. level-2022-03—
01. xml:$ (TARGET COPY OUT VENDOR) /etc/permissions/android. software. opengles. degp. level-2022-03—
01. xml

o MifIntestAllKeysigss: Android13E&FFEGKI

CtsHardwareTestCases

android. hardware. input. cts. tests. SonyDualSenseBluetoothTest#testAllKeys
android. hardware. input. cts. tests. SonyDualSenseBluetoothTest#testVibrator
android. hardware. input. cts. tests. SonyDualSenseBluetoothTest#testAlIMotions
android. hardware. input. cts. tests. SonyDualSenseUsbTest#testAllKeys

android. hardware. input. cts. tests. SonyDualSenseUsbTest#testVibrator

android. hardware. input. cts. tests. SonyDualSenseUsbTest#testAl [Motions

WEE{E R java. lang. RuntimeException: Did not receive device added notification in time
R TT % RESFECKIMERE T I =A%

kernel-5. 10/arch/arm64/configs/gki defconfig

CONFIG_HID_SONY=y

CONFIG_LEDS_CLASS=y

CONFIG_NEW_LEDS=y

o MifICtsMediaDecoderTestCasestRia: HRIEIRBIEEERframe ratefiZRAsLhRM iz
Measured frame rate

CtsMediaDecoderTestCases

android. media. decoder. cts. VideoDecoderPerfTest#testPerf[0(c2. rk. ave. decoder:qvga) |

WEE(E R java. lang. AssertionError: Expected achievable frame rates for c2.rk.avc. decoder
video/ave 320x240: [600.0, 650.0].

Measured frame rate: [134.16529367461462, 129.51021865979183].
fRRTTIE: HRIEREEE B c2. rk. ave. decoder” 1”7 320x240” e AL IRIA, & X0l " 125-140" BiAd & Il %
[134.16, 129.51]



Android SDK/vendor/rockchip/common/vpu/etc$ git diff media codecs performance rk3588. xml
<{MediaCodec name="c2. rk. ave. decoder” type="video/avc” update="true”>

= <Limit name="measured-frame-rate-320x240” range="600-650" />

1 <Limit name="measured-frame-rate—320x240” range="125-140" />

A BB B 3% /vendor/etc/media codecs performance. xml

o MKIISingleLayer DepthTest DepthAffectsDrawAcrossContexts D32 FLOAT#iE: /GMS-
Test-Suite/Exp+/AHardwareBufferNativeTests

CtsNativeHardwareTestCases

android. hardware. nativehardware. cts. AHardwareBufferNativeTests#SingleLayer DepthTest DepthAffectsD
rawAcrossContexts D32 FLOAT

android. hardware. nativehardware. cts. AHardwareBufferNativeTests#SinglelLayer DepthTest DepthCanBeSam
pled D32 FLOAT

android. hardware. nativehardware. cts. AHardwareBufferNativeTests#MultiplelLayers DepthTest DepthCanBe
Sampled D32 FLOAT

o MifIftestSocketKeepaliveUnprivilegediss: #hT/GMS-Test-
Suite/Exp+/DisableKeepAliveMainlineBuild

CtsNetTestCases
android. net. cts. ConnectivityManagerTestH#testSocketKeepaliveUnprivileged
android. net. cts. ConnectivityManagerTest#itestCreateTcpKeepalive

android. net. cts. ConnectivityManagerTestftestSocketKeepalivelLimitWif1i

CtsHostsideNetworkTests
com. android. cts. net. HostsideVpnTests#testAutomaticOnOffKeepaliveModeClose

com. android. cts. net. HostsideVpnTests#testAutomaticOnOffKeepaliveModeNoClose

device/rockchip/common/device. mk:

PRODUCT PACKAGES += \
RockchipTetheringNoKeepAliveOverlay \
RockchipTetheringNoKeepAliveMainlineOverlay

o Mif{ItestPruneUnusedStaticSharedLibraries reboot fullMode#fzis: FEE(RIUEAESRTCINEELE

ale

]

CtsOsHostTestCases
android. os. cts. StaticSharedLibsHostTests#testPruneUnusedStaticSharedLibraries reboot fullMode

android. os. cts. StaticSharedLibsHostTests#testPruneUnusedStaticSharedLibraries reboot instantMode

WEEE R java. lang. AssertionError: Library foo.bar. lib. recursive should be uninstalled

o JMixIftestProfilesfitestRequestNotificationsiRit : ILBBLEIEF ISR (MNFR)IRE KT KIIRESH
FMH

CtsOsTestCases

android. os. cts. CompanionDeviceManagerTest#testProfiles

android. os. cts. CompanionDeviceManagerTest#testRequestNotifications

R4S . FAILURE: java. lang. AssertionError: Test requires a discoverable bluetooth device nearby



o JMRKIASELinuxNeverallowRulesTestiiét: MADA/EDLAIAIEARBEIEH/system/sepolicyBRT
AR, BAEEAuserdebugEl{tilizt

CtsSecurityHostTestCases

android. security. cts. SELinuxNeverallowRulesTestH#testNeverallowRules199

HREEEE: junit. framework. AssertionFailedError: The following errors were encountered when
validating the SELinuxneverallow rule:

libsepol. report failure: neverallow violated by allow hal keymint default
serialno prop:file { read getattr map open };

libsepol. check assertions: 1 neverallow failures occurred
o Mif{TitestNoRemovedCertificatesiRss: THhECAIEH, GoogleZe#MT5IA

CtsSecurityTestCases

android. security. cts. CertificateTest#testNoRemovedCertificates

WAEE R junit. framework. AssertionFailedError: Missing CA certificates expected:<[]> but was:
<[B8:BE:6D:CB:56:F1...1>
R [BliRGoogleZ 4% Thulletin 2023 08 preview/.../0001-Drop—TrustCor—

certificates. bulletin. patch

o MixIntestGetInactiveApexFactoryPackagesAfterApexinstall_containsNoDuplicatesiRfg: #l
28watchdogdiHfE S HEIE5E

CtsStagedInstallHostTestCases

com. android. tests. stagedinstall. host. StagedInstallTest#testGetInactiveApexFactoryPackagesAfterApex
Install containsNoDuplicates

{5 B APEX activation failed. Reason: Session reverted due to crashing native process:

watchdogd

GtsBootHeal thHostTestCases
android. boothealth. gts. BootHeal thHostTest#testUpdatableProcessCrashNotDetected
W4E{5 R Upadatable process crash detected: watchdogd

KA dts 2B A S Inwdt
Android SDK/kernel-6. 1/arch/arm64/boot/dts/rockchip$ git diff rk3576-android. dtsi
&vop {

support-multi-area;

+ status= “okay”;

o MifIntestSystemMemoryAtomifzis

CtsStatsdAtomHostTestCases

android. cts. statsdatom. memory. SystemMemoryStatsTestsH#testSystemMemoryAtom

REE{= E: FAILURE: expected to be at least: 0 but was: -1



R TITI%: 45 Nkernel—4. 19J)5¢Hidmabuf (Android 13 LA ERRAANE H)
Android SDK/kernel-4. 19§ git diff arch/arm64/configs/rockchip defconfig
—CONFIG_DMABUF HEAPS=y

—CONFIG_DMABUF HEAPS SYSTEM=y

—CONFIG_DMABUF HEAPS CMA=y

o Miif{IntestRestartfltestMultipleActivationsiiis: FRV/AEEHRTC(AREERERIRTC) BEFE
T R/sys/class/rtc/rtc0/

CtsStatsdHostTestCases
android. cts. statsd. metric. MetricActivationTests#testRestart

android. cts. statsd. metric. MetricActivationTestsH#testMultipleActivations

TRy ARAESERR T RURES TR INSELinux AR (80 L HAndroid Devices SELinux TooldH#t), HFHZLR
iF date —u”fl1”hwelock —r” & it [A]—%

console:/ $ 1s —-laZ /sys/class/rtc/

total 0

drwxr-xr-x 2 root root u:object r:sysfs rtc:s0 0 2023-08-12 18:19

drwxr-xr—-x 82 root root u:object r:sysfs:s0 0 2023-08-12 18:19 ..

lrwxrwxrwx 1 root root u:object r:sysfs:s0O 0 2023-08-12 18:53 rtcO —>
../../devices/platform/feaa0000. i2c/i2c¢-2/2-0051/rtc/rtcO

Android SDK/device/rockchip/rk3588$ git diff sepolicy vendor/genfs contexts
genfscon sysfs /devices/platform/fe2e0000. mmc/mmc host/mmcO
u:object r:sysfs mmc:s0

+genfscon sysfs /devices/platform/feaa0000. i2c/i2¢-2/2-0051/rtc/rtc0 u:object r:sysfs rtc:s0

o MiixIftestRefreshRatelRit : FEMIERAGE S fail

CtsViewTestCases

android. view. cts. DisplayRefreshRateTestH#testRefreshRate

R4E{5 B D DisplayRefreshRateTest: claimed 75.0 fps, achieved 65.0 fps
D DisplayRefreshRateTest: claimed 75.0 fps, achieved 60. 63158 fps
D DisplayRefreshRateTest: claimed 75.0 fps, achieved 61.125 fps
E TestRunner: failed: testRefreshRate (android.view. cts.DisplayRefreshRateTest)

I A (1200+40+40+4) * (1920+150+40+4) %60=162862560, HUHEHL E clock—frequency = <162000000>

clock—frequency = (hactive + hfront—porch + hback—-porch + hsync—len) * (vactive + vfront—porch +

vback—-porch + vsync—len) * fps

disp timings0: display-timings {

native-mode = <&dsi timing0>;

dsi timing0: timing0 {
clock—frequency = <162000000>;
hactive = <1200>;
vactive = <1920>;
hback—porch = <40>;
hfront-porch = <40>;
vback-porch = <40>;
vfront—-porch = <150>;



hsync—len = <4>;
vsync—len = <4>;
hsync—active = <0>;
vsync—active = <0>;
de—active = <0>;

pixelclk-active = <0>;

o MiKIHANrTestsiiziE: FREZKIZRITANREHEFEANRATE]

CtsWindowManagerDeviceTestCases

android. server. wm. AnrTests#slowUiThreadWithKeyEventTriggersAnr
android. server. wm. AnrTests#tslowOnCreateWithKeyEventTriggersAnr
android. server. wm. AnrTests#tslowOnTouchEventHandleTriggersAnr
android. server. wm. AnrTests#slowOnKeyEventHandleTriggersAnr

android. server. wm. AnrTests#tembeddedWindowTriggersAnr

WEE{5 R FAILURE: java. lang. AssertionError: Could not find anr dialog

o Miif{IntestSystemUiVisibilityCallbackCausedBylInsets#zig: /GMS-Test-
Suite/Exp+/12.1_CtsWindowManagerDeviceTestCases

CtsWindowManagerDeviceTestCases

android. server. wm. WindowInsetsControllerTests#testSystemUiVisibilityCallbackCausedBylInsets
o MiIRCtsWindowManagerDeviceTestCases&#kia: HBEERwWindowslEES£4/91.0

CtsWindowManagerDeviceTestCases
android. server. wm. ActivityTransitionTests#testTaskTransitionOverride
android. server. wm. ActivityTransitionTests#testActivityTransitionDurationNoShortenAsExpected

android. server. wm. ActivityTransitionTests#testTaskTransitionOverrideDisabled

WSS java. lang. AssertionError: Actual transition duration should be in the range &lt;1900,
2900&gt; ms, actual=1012

fif# ¥ J7i%: Android SDK/device/rockchip/rk3588$ git diff ./
-— a/overlay/frameworks/base/packages/SettingsProvider/res/values/defaults. xml
+++ b/overlay/frameworks/base/packages/SettingsProvider/res/values/defaults. xml
@@ -36,6 +36,6 @@

{integer name="def wifi sleep policy”>2</integer>

<{!—— Decrease animation duration. ——>
= {fraction name="def window animation scale”>50%</fraction>

= {fraction name="def window transition scale”>50%</fraction>

+ {fraction name="def window animation scale”>100%</fraction>
+ {fraction name="def window transition scale”>100%</fraction>
o MifIntestMaxAspectRatioPreOActivityiRis: FRamttANHEEXK, TiEERENLEEANS

fRt<=Enavigation _bar_height



CtsWindowManagerSdk25TestCases

android. server. wm. AspectRatioSdk25Tests#testMaxAspectRatioPreOActivity

R4S E: Expected: a value less than or equal to <1.87F>
but: <1.9047619F> was greater than <l.87F>
fRRR T ¥5: 1.9047619 = 1920/ (1080-72) 1.87 = 1920/ (1080-53)
console:/ $ wm size
Physical size: 1920x1080
console:/ $ dumpsys SurfaceFlinger | grep NavigationBar
0xb400007eee0bd600: unknown | 1080 ( 0) x 72 | 1| 1|
0x40000000000b00 | NavigationBar0#0

Android SDK/frameworks/base$ git diff core/res/res/values/dimens. xml
{!— Height of the bottom navigation / system bar. —>
= {dimen name="navigation bar height”>72dp</dimen>

+ <dimen name="navigation bar height”>53dp</dimen>

17.10 CTS-VERfaillagiE

¢ MiEICompanion Device Service Testifz$a: FEGMEW(BLEEFRE. WFER)IREMAT LI
WESHBHEURAN A

com. android. cts. verifier. companion. CompanionDeviceServiceTestActivity

itk 71z FTPHRS: 28 /GMS—-Test—-Suite/xTS/tools/nrfconnect v4.24.3 itmop. com. apk

1. FES BN E 2235 B FHnrfeonnect v4. 24. 3 itmop. com. apk

2. )i nRF Connect” N2 B4R 3 #E A ZIADVERTISERLE T

3. Ed A A RIS Fi% % “Display name”BE{EIEE, EFE“ADD RECORD” FFik 4 —I Complete
Local Name”, “4Ji%”Connectable” )5 st OK” #4411

4, i AILERETF R, FE”Advertisement duration”3AE ST B 4%EEEE0K”

5. ZEMAML B AT IR TN " Companion Device Service Test”

6. DRI R S AR W 2 e AT 2R W] R A 2240 i) ]

o M R L R MAE "Device appeared”fl”Device disappeared”
e MiKTiDevice Suspend TestsiRiE: HASEHNRERIR2F) HEEBIGEE (NiXAT A Eadbik)

com. android. cts. verifier. sensors. DeviceSuspendTestActivity#testTimestampClockSource

REE(E E: SensorTest: [TestExecution] Delta between clock sources too small (OmS), device must

sleep more than 2 seconds

o Mi{ImNotification Listener Testb#R$a: FHlASIKEPINERD 5 i€ EPINZERIT Systen—>Reset

options—> Reset app preferences

CTS-Veri fierill iR i ke 5 B AR FF AL IR S 2% BPINE S, AW iNotification Listener Test&iRAFIZ%
Hiffail

o MiKTUSB Accessory Testiiig: ZiNfERAGoogleFH/E/GHEI


af://n1651

MRTTUSB Accessory Test

1. 4HEhML AT ”Start accessory test companion”, WMAMLAT7"USB Accessory Test”
2. FHBIHLIENHOST ($0TG ), JXALIE JDEVICE (#£USBH)

3. FH BN AL £ 0K

MR TTUSB Device Test

L. 5HBIML A "Start device test companion”, MAML AT "USB Device Test”
2. Sl BIHLE YDEVICE (BEUSBI) ,  JRAILAE JWHOST (H20TG H)

3. PKHLHHE L OK”

17.11 GTSERfaillaghiE

o JMiXIRGtsAssistantHostTestCasesiRit: HRIEF= R CameralEiiBBRicamera featureZisi (il
i FiFITFF CameraiZtUHRR R HEiX)

GtsAssistantHostTestCases

com. google. android. assistant. gts. AssistantTest#itestAssistantTakePhotoWithVoicelnteraction

com. google. android. assistant. gts. AssistantTest#testAssistantOpenRearCameraWithoutVoicelnteraction
com. google. android. assistant. gts. AssistantTestH#testAssistantTakePhotoWithoutVoicelnteraction

com. google. android. assistant. gts. AssistantTest#testAssistantOpenRearCameraWithVoicelnteraction

o MifIisoundDoseReached showsWarning#zfg: &R/
android.permission.MODIFY_AUDIO SETTINGS_PRIVILEGED#XJR

GtsAudioTestCases
com. google. android. audio. gts. SoundDoseTest#soundDoseReached showsWarning

com. google. android. audio. gts. SoundDoseTest#momentaryExposure showsWarning
R4E{5 B com. android. bedstead. nene. exceptions. NeneException: Can not get required permission

Running On User: User{id=0, name=Owner}

Permission: android. permission. MODIFY_AUDIO SETTINGS_PRIVILEGED
Permission protection level: Permission not found

Permission state: -1

Instrumented Package: com. google. android. audio. gts

Requested Permissions:

[android. permission. QUERY ALL PACKAGES,

com. google. android. audio. gts. DYNAMIC RECEIVER NOT EXPORTED PERMISSION,
android. permission. REORDER TASKS, android. permission. READ EXTERNAL STORAGE]

Can adopt shell permissions: true
Shell permissions:[android. permission. REQUEST DELETE PACKAGES,
android. permission. MANAGE ROLLBACKS, ......


af://n1668

BT 2% https://android-review. googlesource. com/c/platform/frameworks/base/+/1261388
Android SDK/frameworks/base$ git diff data/etc/privapp-permissions—platform. xml
{privapp—permissions package="com. android. shell”>
1 <{permission name="android. permission. MODIFY AUDIO SETTINGS PRIVILEGED”/>
{!-=— Needed for test only ——>
<{permission name="android. permission. MODIFY DAY NIGHT MODE”/>
Android SDK/frameworks/base$ git diff packages/Shell/AndroidManifest. xml
<{!-— Permission required for testing system audio effect APIs. —>
<(uses—permission android:name="android. permission. MODIFY DEFAULT AUDIO EFFECTS”/>
1 <uses—permission android:name="android. permission. MODIFY AUDIO SETTINGS PRIVILEGED”/>

e MixIntestTelephonyAudioAvailableiRts: EHBEATBIEINREEFAG), FEE@IFHEMAXEE

GtsGmscoreHostTestCases

com. google. android. gts. audio. AudioHostTest#testTelephonyAudioAvailable

GtsNmgiarcTestCases
com. google. android. comms. MessagesTestsHtestMessagesVersionCheck
WEEE R java. lang. RuntimeException: AM should be a privileged system app ## N

Messages. apk

AP /7. Android SDK/vendor/partner gms$ git diff products/gms. mk
—# GMS comms suite
-$(call inherit-product, $(ANDROID PARTNER GMS HOME) /products/google comms suite. mk)

o Mif{IatestDisablingDeviceProvisioningPackageiiis: Android12LA_EARAABEEERMN
OobConfig.apk

GtsGmscoreHostTestCases

com. google. android. gts. provisioning. ProvisioningHostTest#testDisablingDeviceProvisioningPackage

WA4E{E R android. content. pm. PackageManager$NameNotFoundException:

com. google. android. apps. work. oobconfig

o MifIatestSerialNumberAttestationiRss : Hla547MkseAttestation key BHxE( fastboot oem at—
lock-vboot )

GtsGmscoreHostTestCases

com. google. android. gts. security. DeviceldAttestationHostTest#testSerialNumberAttestation

WEE{S B junit. framework. AssertionFailedError: The verified boot key must be non-trivial, at
least 32 bytes long.

WEEE R junit. framework. AssertionFailedError: The device s bootloader must be locked

o MifItestMbaPrivilegedPermissionigss: MFAndroidManifest.xmlAgEERE
android:debuggable="true"


https://docs.partner.android.com/gms/building/enterprise/zero-touch/implementing?hl=en#remove-oobconfig

GtsMbaPrivilegedPermissionTestCases

com. google. android. mbaprivilegedpermission. gts. GtsDebugCertificateTest#testMbaPrivilegedPermission

w455 B java. lang. RuntimeException: Violation of the Debug certificate policy

[com. rockchip. mirror] is debuggable

o MixIntestPolicyiRis: RIBHRIEERIEMNAEE

GtsMbaPrivilegedPermissionTestCases

com. google. android. mbaprivilegedpermission. gts. GtsPackageNamespaceTest#testPolicy

REE{E . java. lang. RuntimeException: Violation of the Package Namespace

[Package Name: com. google. android. apps. customization. pixel, Certificates:
[3cc6chf27c0b54F96507c2a5b31¢404b3dbf065a2edb093eacd41147£2480£30]] contains Google, but not owned
by Google.
TR T BN 4 com. google. android. apps. customization. pixe” ——>

”com. rockchip. android. apps. customization. pixel”
o MixIntestNetworkStackiRsE :

GtsNetworkStackHostTestCases
com. google. android. gts. networkstack. NetworkStackHostTest#testNetworkStack

REE(E R

com. google. android. networkstack. gts. NetworkStackTest#testCaptivePortalAppInstalledAndHasPostNotifi
cationsPermission:

java. lang. AssertionError: com. google. android. go. captiveportallogin does not have

android. permission. POST NOTIFICATIONS permission. Check that its package name was configured in
config defaultCaptivePortallLoginPackageName (typically via overlay). expected:<0> but was:<-1>

R J71%:1: #ERiCaptivePortal LoginFrameworkOverlayGo. apk N FHOverlayfit &

Tji”config defaultCaptivePortallLoginPackageName”

Android SDK/vendor/rockchip/common/gms/CaptivePortalLoginFrameworkOverlayGo$ cat
res/values/config. xml

{string name="config defaultCaptivePortallLoginPackageName”

translatable="false”>com. google. android. go. captiveportallogin</string>

R T2 BRIANFZF N H com. google. android. go. captiveportalloginii fR
Android_SDK/vendor/partner gms$ git diff etc/default-permissions/default-permissions—google. xml
T

+ <exception

T package="com. google. android. go. captiveportallogin”

+ sha256—cert—

digest="5F:A4:22:12:AD:40:3E:22:DD:6E:FE:75:F3:F3:11:84:05: 1F:EF:74:4C:0B:05:BE:5C:73:ED:F6:0B:F6:
2C:1E">

+ {!— Notifications —>

1 {permission name="android. permission. POST NOTIFICATIONS” fixed="false”/>

+ <{/exception>

{/exceptions>

o MiifIftestDefaultGrantsWithRemoteExceptionsiRis : 1RIERE (S R MR AR R R

GtsPermissionTestCases



com. google. android. permission. gts. Defaul tPermissionGrantPolicyTest#testDefaul tGrantsWithRemoteExce

ptions

{5 B java. lang. Assertionfrror: packageName: com. google. android. contacts {
priv app: false
targetSDK: 33
uid: 10101
persistent: false
signature: 917F8719D4C2C892DBF26BBE2BDB179FFFOEODDBEBS8FFIF31A4DD98BB4A4D25D
on system image: true
has platform signature: false
message: cannot be granted by default to package f
permission: android. permission. POST NOTIFICATIONS

o Mif{TatestPreloadedAppsTargetSdkVersionikis: 1RIBIRIEE RIS

android:targetSdkVersion

GtsPermissionTestCases
com. google. android. permission. gts. PreloadAppsTargetSdkVersionTest#testPreloadedAppsTargetSdkVersio

n

WAHME S All apps preloaded on DEVICEs launching with Android 11 MUST target API level 29 or

higher.

All apps preloaded on DEVICEs launching with Android 12 or 12L MUST target API level 30
or higher.

All apps preloaded on DEVICEs launching with Android 13 MUST target API level 31 or
higher.

com. android. launcher3 must target 30 or higher, but targets 29

#1820 android: targetSdkVersion” HAEBUHMATI%A fail, A& compileSdkVersion” Ef
B ro. product. first api level J@EH
AFE X &: minSdkVersion (lowest possible) <= targetSdkVersion <= compileSdkVersion(latest SDK)

itk 7512 Android SDK/vendor/partner gms$ git diff apps/SearchLauncher/AndroidManifest. xml
= <uses—sdk android:targetSdkVersion="29” android:minSdkVersion="28"/>

+ <uses—sdk android:targetSdkVersion="30" android:minSdkVersion="28"/>
o MifIitestSystemAppsinstalledzis: FFAGIRTFALERMAFAAndroidAutoStub.apk

GtsPlacementTestCases

com. google. android. placement. gts. InstalledAppsTest#testSystemAppsinstalled

WAEE R java. lang. RuntimeException: Test failed for cases: [0]
Reasons include:
Message [0]: com. google. android. projection. gearhead should not be installed on devices

without Telephony

iR 771 Android SDK/vendor/partner gms$ git diff products/gms. mk
# GMS mandatory core packages

PRODUCT PACKAGES := \
= AndroidAutoStub \



o Mif{TtestWidgetPresenceifkis: FeeliEsRmGoogle Search widgetB{4

GtsSearchHostTestCases

com. google. android. search. gts. GoogleSearchWidgetTest#testWidgetPresence

4E{5 B FAILURE: java. lang. AssertionError: Launcher from package com. android. launcher3 does not
contain search widget provided by com. google. android. googlequicksearchbox (Google App)

MRIRTTIE: MRBE

& /packages/apps/Launcher3/src_build config/com/android/launcher3/BuildConfig. java —>
QSB_ON_FIRST SCREEN

o MifIAtestZeroTouch zeroTouchWrapperLaunched#zig: FFHlaSAEEEZVPN-WIifi, A&
BEEGooglelk S (S HHRI12ERAttestation key)

GtsSetupWizardHostTestCases

com. google. android. gts. setupwizard. SetupWizardZeroTouchTest#testZeroTouch zeroTouchWrapperLaunched
WA4E{E B FAILURE: junit. framework. AssertionFailedError: SetupWizard didn’ t launch
ZeroTouchWrapper.

On Android R+ or when com. google. android. apps. work. oobconfig is installed, SetupWizard MUST launch

ZeroTouchWrapper with intent action com. google. android. setupwizard. ZERO TOUCH SETUP during normal
SetupWizard flow when WIFI/mobile data is connected

o MixTAtestWidevineVersioniiss: FTPERSS 284N T /GMS-Test-
Suite/Exp+/WvtsDeviceTestCases

WvtsDeviceTestCases

com. google. android. wvts. WidevineBusinessLogicTestsH#testWidevineVersion

WA {Z B FAILURE: java. lang. AssertionError: Unknown build number with cdm version 16.1.0

17.12 STSHE RfaillRgbIEe

o Mi#IftestPocBug 258188673#RsE: FTPARSZ28%MNT/GMS-Test-
Suite/Exp+/testPocBug 258188673

StsHostTestCases
android. security. sts. Bug 258188673#testPocBug 258188673

WEEE R java. lang. AssertionError: PoC exited with bad exit code.. Actual: 113

17.13 VTSERfaillaibiE

o MixIfProcCmdlineAndroidbootTestifs: BEHFGKI(ZEBOARD BUILD GKI), AEBFEH
androidboot.***


af://n1730
af://n1735

VtsBootconfigTest
VtsBootconfigTest#ProcCmdlineAndroidbootTest

REEEE: Expected equality of these values:
cmdline. find (“androidboot”)
Which is: 18
cmdline. npos
Which is: 18446744073709551615
“androidboot” parameters are not allowed in the kernel cmdline for devices using
kernel version 5.10 or greater with Android S and beyond. These parameters are to be placed in

bootconfig.

e ifIfaudioPolicyConfigurationValidationiisg: HRIBIRIESEISH
audio_policy configuration.xml

VtsHalAudioV7 1TargetTest

CheckConfigttaudioPolicyConfigurationValidation

W ER: 1 error occurred during xml validation:
XML is not valid according to the xsd
While validating: xmlFilePath

Which is: /vendor/etc/audio policy configuration. xml

Against the schema: xsd
Which is: /data/local/tmp/audio policy configuration V7 0.xsd

Libxml2 errors:

Error: Element ’devicePort’, attribute ’type’ : ~AUDIO DEVICE OUT HDMI 1’ is not a valid

value of the union type ’extendableAudioDevice’.

fRR 5% BB 2 "BOARD SUPPORT MULTIAUDIO ?= false”3cMlZ AR, RNERK

audio policy configuration multiaudio. xml

o MifIiKernelReleaseFormatiiis: FHfFEAGoogleE 5 Releasefboot.imgiR{&(GKI Release
boot.img)

vts generic boot image test
GenericBootImageTest#KernelReleaselFormat

GenericBootImageTest#GenericRamdisk

WA4E{E R Value of: KernelRelease::Parse(release, true ).has value()
Actual: false
Expected: true
Kernel release ’5.10. 168-maybe—-dirty’ does not have generic kernel image (GKI) release
format. It must match this regex:
T (2P<w\dH) [ ] (PP<xo\dH) [L ] (2P<y>\d+) = (?P<z>android\d+) - (?P<k>\d+) . *$
Example: 5.4.42-androidl12-0-something

o MIRGkiComplianceV2#1GkiComplianceV2_kernelifzis: FHfFEFGoogleE S Releasefy
boot.imgiR{&(GKI Release boot.img)



https://source.android.com/docs/core/architecture/kernel/gki-release-builds
https://source.android.com/docs/core/architecture/kernel/gki-release-builds

vts gki compliance test
GkiComplianceTest#GkiComplianceV2
GkiComplianceTest#GkiComplianceV2 kernel

KernelVersionTest#AgainstPlatformRelease

{58 The GKI image descriptor is not signed by an official key.

o MiKIRVtsHalSensorsV1 OTargetTestiR{B SR GRS (EENEESE)

VtsHalSensorsVl OTargetTest
PerInstance/SensorsHidlTest#AccelerometerStreamingOperationSlow/0 default

PerInstance/SensorsHidlTest#AccelerometerStreamingOperationNormal/0 default

WEEZ R Value of: checker. check (sensorEvents, &s)

Actual: false

Expected: true

Event @ 49513760914252 (8.6287, -0.603339, 1.13006) has norm 8.72328, which is beyond
range [8.80665, 10.8067]
itk J519:: echo 1 > /sys/class/sensor class/accel calibration

o MiKIvts kernel net tests#fzis: FTPERSSE84MNT/GMS-Test-Suite/Exp+/vts_kernel net tests

vts kernel net tests

vts_kernel net tests#vts kernel net tests

WEMEE: testVtiRekey IPv4 in IPv4 (xfrm tunnel test.XfrmVtiTest) ... ERROR

testVtiRekey IPv4 in IPv6 (xfrm tunnel test.XfrmVtiTest) ... ERROR
testVtiRekey IPv6 in IPv4 (xfrm tunnel test.XfrmVtiTest) ... ERROR
testVtiRekey IPv6 in IPv6 (xfrm tunnel test.XfrmVtiTest) ... ERROR

o MiXTEnabledffivts virtual ab_testiRfs: EERMELA/BHIEREIA/B, RIEH

ro.virtual ab.userspace. snapshots. enabled=true

vts libsnapshot test
SnapshotUpdateTest#Ful lUpdateFlow
SnapshotUpdateTest#MergeCannotRemoveCow

vts ota config test
VAB#Enabled

vts virtual ab test

VirtualAbRequirementTest#EnabledOnLaunchT



build/make/target/product/virtual ab ota/compression. mk:
PRODUCT _VENDOR_PROPERTIES += ro.virtual ab.userspace. snapshots. enabled=true

build/make/target/product/virtual ab ota/compression with xor.mk:

$(call inherit-product, $(SRC TARGET DIR)/product/virtual ab ota/compression. mk)

BOARD ROCKCHIP_ VIRTUAL AB ENABLE := true

BOARD_ROCKCHIP_VIRTUAL_AB_COMPRESSION := true

BOARD BOOT HEADER VERSION := 4 #4
BOARD BUILD GKI := true

o MixImvts treble vintf vendor testiZis: RIEIRIE(ERhas an empty hash&EZFrozen current

vts treble vintf vendor test

DeviceManifest/SingleManifestTest#InterfacesAreReleased/0

MR FR 4 : rockchip. hardware. tv. input@l. 0: :ITvInput has an empty hash. This is because it was

compiled without being frozen in a corresponding current. txt file.

iR 75 hidl-gen -L hash

-1 rockchip. hardware:vendor/rockchip/hardware/interfaces #

B
s
-
B

hidl package rootiE X fJname:path

-r android. hardware:hardware/interfaces

-1 android. hidl:system/libhidl/transport

rockchip. hardware. tv. input@l. 0:: ITvInput # AR AE R
R AT

¥ EIR A SPATEE RAINFN"1d]l package root”[dZ% HFcurrent. txt, MAFFRE
+&/vendor/rockchip/hardware/interfaces/current. txt
MRS, MRIEHREE B D DL R R dr &S current. txt

17.14 ChecklistERfaillaghie

e M13 - Default Home Screen Display

e M14 - Placement of Google Collections Folderflif{Tin: FEEERNH
GmsSamplelntegration.apk

vendor/partner gms/apps/GmsSamplelntegration/res dhs full/xml/partner default layout. xml
{folder title=...... {/folder>

iF&: Duo.apkflMeet.apkflZ&BEpackage="com.google.android.apps.tachyon"{BErARRE, &
HRBEEN— R AE NS HIARA R BER

Android SDK/vendor/partner gms$ git diff products/gms. mk
PRODUCT _PACKAGES += \
Chrome \
Drive \
Gmail2 \
= Duo \
1 Meet \


af://n1769

R GoogleXHFEEML S "Google TV'EFR(BEFR"Play Movies"), BIRFIVideos.apk

package:/product/app/Videos/Videos. apk=com. google. android. videos

Android SDK/vendor/partner gms$ git diff
apps/GmsSampleIntegration/res dhs full/xml/partner default layout. xml
= {favorite packageName="com. google. android. videos”
className="com. google. android. youtube. videos. EntryPoint”/>
o {favorite packageName="com. google. android. videos”
className="com. google. android. videos. GoogleTvEntryPoint”/>

{favorite packageName="com. google. android. apps. tachyon”

className="com. google. android. apps. tachyon. MainActivity”/>

e M30 - Restore Experience in the Setup Wizardilif{Ii: /GMS-Test-
Suite/Exp+/M30_A13_USB Data

e M33 - Location PrivacyUifIi: EH188i&BGPSNIBkD N

e M43 - Enterprise Setup Experience - QR Code provisioningillif{Ii: /GMS-Test-
Suite/Exp+/M58 Code scanner

Android_SDK/frameworks/base$ git diff core/res/res/values/config. xml
{!=— Default component for QR code scanner ——>
= {string name="config defaultQrCodeComponent”></string>
T {string
name="config defaul tQrCodeComponent”>com. google. android. gms/. mlkit. barcode. ui.PlatformBarcodeScann

ingActivityProxy</string>

Android SDK/frameworks/base$ git diff packages/SystemUI/res/values/config. xml
{!-—= The default tiles to display in QuickSettings ——>
{string name="quick settings tiles default” translatable="false”>
= wifi, bt, dnd, flashlight, rotation, battery, cell, airplane, night, screenrecord
:
wifi, bt, dnd, flashlight, rotation, battery, cell, qr code scanner, airplane, night, screenrecord

{/string>

ASHEER"Scan QR Code"g;"QR code scanner" Blfr=EAS8HE
feature:android. hardware. camera , %m&%ﬂﬁ‘aﬁ%ﬁmb CameramU{l’/}ESZ

Android SDK/frameworks/base$ git diff
packages/SystemUI/src/. .. /qrcodescanner/controller/QRCodeScannerController. java
@@ -237,7 +237,7 @@ public class QRCodeScannerController implements
public boolean isCameraAvailable() {
if (mIsCameraAvailable == null) {
mIsCameraAvailable = mContext. getPackageManager (). hasSystemFeature (
PackageManager. FEATURE CAMERA) ;

+ PackageManager. FEATURE CAMERA FRONT) ;

}

return mIsCameraAvailable;

HERE: MIRSEREE A€ Bix, #HER~RE"RESET"

console:/ $ logcat —v time | grep QSTileHost
D/QSTileHost (1256) :Destroying not available tile: qr code scanner



e M53 - Safety and Emergency settingsillittIi: /GMS-Test-Suite/Exp+/M53 Emergency
e M56 - Monochrome app iconsflif{Iii: /GMS-Test-Suite/Exp+/M56 _A13 0828.zip

Android SDK/vendor/partner gms$ git diff products/gms. mk
PRODUCT PACKAGES += \
GmsSamplelIntegration \
- SearchLauncherQuickStep
+ SearchLauncherQuickStep \

T+ WallpaperGoogle

Android SDK/vendor/partner gms$ git diff etc/permissions/privapp—permissions—google—system—ext.xml

+ <privapp—permissions package="com. google. android. apps. wallpaper”>

f <{permission name="android. permission. READ WALLPAPER INTERNAL”/>
+ {permission name="android.permission. SET WALLPAPER COMPONENT”/>
+ <{permission name="android. permission. CHANGE OVERLAY PACKAGES”/>
f <{permission name="android. permission. WRITE SECURE SETTINGS”/>

+ {permission name="android. permission. MODIFY DAY NIGHT MODE”/>

+ <{permission name="android. permission. BIND WALLPAPER”/>

f {/privapp-permissions>

e M60 - Long press on power to Assistant Educationfilif{Iii: /GMS-Test-
Suite/Exp+/M60_Assistant Education
o EEA-V2[E/{4SearchSelectorilif{Iii: SearchSelector app has no icon and cannot be

disabled(EEAE

Android SDK/packages/apps/Settings$ git diff
src/com/android/settings/applications/ApplicationFeatureProviderImpl. java

keepEnabledPackages. add (euicc. packageName) ;
1

+ keepEnabledPackages. add (“com. google. android. apps. setupwizard. searchselector”) ;

keepEnabledPackages. addA11 (getEnabledPackageAllowlist()) ;

17.15 userdebug@E{#illiztfailli

THEEXfallIRFEEERuserEHFIE, mABEFERuserdebugE4

CtsDrmTestCases
android. drm. cts. DRMTest#testForwardLockAccess

WES{5E: FAILURE: java. lang. RuntimeException: setDataSource failed: status = 0x80000000

CtsOsHostTestCases
android. os. cts. BuildHostTests#testIsSecureUserBuild
WA S E: FAILURE: org. junit.ComparisonFailure: Must be a user build expected:<user[debug]> but

was: <user[]>

CtsOsTestCases

android. os. cts. BuildVersionTest#testBuildFingerprint

WEE(S B FAILURE: junit. framework. ComparisonFailure: Variant expected:<user[]> but was:
<user[debug]>

CtsPermission2TestCases


https://docs.partner.android.com/gms/policies/regional/eea-builds?hl=en#v2-build-reqs
af://n1804

android. permission2. cts. PrivappPermissionsTest#privappPermissionsMustBeEnforced
WAEEE R java. lang. AssertionError: ro.control privapp permissions is not set to enforce expected:

{enforce> but was:<null>

CtsPermissionPolicyTestCases
android. permissionpolicy. cts. PrivappPermissionsTest#privappPermissionsMustBeEnforced
{5 B java. lang. AssertionError: ro.control privapp permissions is not set to enforce expected:

{enforce> but was:<null>

18. @AikAiE

LA I sEER AE B e lEsdpilEE X, XA eI AT 18Sd pi{Eak IHaE S it
wm density sk #t YA 28 dpi

settings get system user rotation

settings put system user rotation I ## user rotationfE N0/1/2/3

GtsPermissionControllerHostTestCases
android. permissioncontroller. gts. PermissionControllerHostTest#testDenyAppPermissionFragment

R4S B FAILURE: java. lang. AssertionBrror: Expected four atoms reported

CTSIEEISFEEIR EH88 9" Personal "F1"Work "Fifh T/EtED,, Z<i=/5i%: Personal->Settings-
>Passwords & accounts->Work->Remove work profile

19. EAGBERIS

BT RS ARER N BRI EEEGoogleBiEAR, HIBFFARMAEXMENT
o BUEAMail RSN AGI, FRAtBNIRS resultsflogs

o @< adb bugreport MBS EFHIRMIRSbuUgreport-rk3399 Android12-SQ3A.220705.003.A1-
2023-05-10-04-58-08.zip

o BEF@***.corp-partner.google.comlcSmGoogleEAf ERiE[IssueTracker]

AR SL(ANAR: RERRIEEAGMRTE 2CDDRE "MUST IRSIERENZEMEN T S&afailllitmm, 5
CDDAFHIRILAERISEA%,; {ECDDE"MUST ' BRERINTERISEHA, MMIFEaHEEIFEATLMN
ARk GoogleiRH, TNEZIL,

20. [IFRA

o BERIBIMADA/EDLAINIERELS


af://n1807
af://n1811
https://issuetracker.google.com/
af://n1821

Modules

Camera

WiFi

Sensors
AR0230 / &EEIMS 179

AP6275P(PCIE) / ap6275S(sdio)

21. =B

o TEIHIECS

Miste

GMS

Mainline

CTS/CTSV

VTS/GSI

STS

GTS

GTSV

GKI

APTS

GOATS

PAB

Checklist

TET

Tkttt

https://docs.partner.android.com/gms/building/integrati
ng/gms-download

https://drive.google.com/drive/folders/1gxxMalTC99Y2S
vyRDUfiDFvY_k40zjO5

https://source.android.com/docs/compatibility/cts/down
loads

https://docs.partner.android.com/gms/testing/vts

https://drive.google.com/drive/folders/1xgPTtC6MWiQiz
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