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15.8 B2 &R Siro.product. ***JE 14
15.9 {BEXZRSiFingerprintfF4L
15.10 f&2X 2 Sidata sy X 4% X
15.11 {EMUsb Camerat]] sl ni 15/ 5 1%
15.12 &2k Usb Mick] N EMic
15.13 A8 R 4T/ T
15.14 FEBTEF2E 44/ Apex ¥ 44 IHIA
16. M WA R
16.1 protobuffi £
16.2 VTSTRZmodule/Nifl
16.3  JFHLIA S Wi-Fils B IC iskip
16.4 JEISINIEG, JoEBRCIANIERR
16.5 JEREIIRE(AIE N S E)
16.6 Hl#SremountZ i
16.7 YR fail AL FE
16.8 L& H; Ul fail AL HE
16.9 CTST Ulfail IALFE
16.10 GTSH U fail HiAb s
16.11 STS Ulfail HALHE
16.12  VTSH U fail AL HE
16.13 Checklist? W fail WiAb 35
16.14 userdebug|& A1 fail i
17. VA%
18. HATLFEIS
19. Fffs%A
20. Fff%B

1. TR ke

¢ GMS (Google Mobile Service)
Googlef5 5% 8 ARSS, 75 GoogleiRSSHEL, Playi)k, ChromelX|E a5 — RN o

¢ MADA (Mobile Application Distribution Agreement)

FEE XS PRSI, W THReCPRIR &R ANATHCDDE R, AR E3.34% )
~1839E~} H & AT L ith,

e EDLA (Enterprise Device Licensing Agreement)
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FIMADABEAR—F, JRGE T 0 b AR, AT DA 895~ ~70 4 ~T pf R/ JC it AV % &, {H
WERAIRT2G, Hr= M ARREERE ATH A,

3PL

F=REE, E2REGoogle CDDE K LA GMS Requirments, 1rGooglefE £ ERAN[E] X 15
HIGMSHL & SR = I TIAUE, & WA & L F/e 2/ XA, —BoRE TR,
Al DAL 55517,

Google Partner

ZBMADAWMUEDLAWMY A A Google partnerfm, A GE%1/7FlGoogle Partner>(#%, A REUSEL
Z3PLIHTGMSHY R E KM,

EEA

AR E R A 75 EIEIT EEARIGMSIATE, RS e B R EEAR TR 224 X A RIS
AT Y EMADA (European Mobile Application Distribution Agreement)i#{THAC &, HX
EEAMIHECHERH, 1523 Google Partner (Y :

xTS

PATH M H % RHbinary/5, =HEAXTS-tradefed@i 17, IEHAT NFIIMIR a2 Sretry @i 2>
BpAl,

BAKR[ 2% Google® /7 Wi https://source.android.com/compatibility/cts/run

retry

BB A RIFEA_EARESIA (Fingerprint A 5AHR), i Atradefedf5, BT 1 r BIAJEEZ
BRI EE R, £—50 session id, PUTretryl 2% run retry —retry session_id
BURT&2iitg EmEs R, retryMlIAN AZRMZ RSEL, HlUI: -retry-type

BT

FEEASRIEELEMNATA, FH T debug, MG =AM R Klog, 735If T results & logs
Hx T,

#£: android-
cts/109s/2023.05.04_14.13.15/inv_17873629097171453434/host_log_***.txt
H&: android-
cts/109s/2023.05.04_14.13.15/inv_17873629097171453434/device_logcat_test
_PHOBEXGDPG_*** ., txt
ERPIRH: FMNAEE RN " ASSUMPTION_FAILURE " FoRBhid i, BHAZE ZMiIiPass,
Google R4 "FAILURE "I

2. MR ER

FEHDIE B RTC(ARE R B IRTC) EL17AE 11 5i/sys/class/rtc/rtc0/

ML 2§75 Microphone, AJ PAE P EMicE{Usb Mic(# 45 Usb Miclll i)k EMic), i
Hi T ERIEV SRS B

M8 2540 BLEYIfE(Bluetooth Low Energy): Android 115 PA_ERRAZ K Nearby Share, ZIIRE
KHIBLE

N84 Type-C M| Type-C 1A ZFFOTGYIRE, A NIGTS Interactive<> i fail Wi, {15
THINIE S5 D HRINTE 18

WLESAE Kefeature 5 A2 B, WA B Fise B4 GMSIAIE, 1 5EGMSIATERY[E 8 AN ZE B

feature



https://support.google.com/androidpartners_gms/answer/9071728?hl=en
https://source.android.com/compatibility/cts/run
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https://docs.partner.android.com/gms/policies/domains/reqs?authuser=2#nearby-share

3. FiRAN LR

3.1 Android 13/t 2R

e Android 13+ AHT % DDRNTEN UK T TF2Gb, 2GbLA RDDRAGEII GMSIAE(FLHEGokR
ZA)(Android Gofit # %K)
 Android 13+iRAHTHERKP(Remote key Provisioning) % 3K

3.2 Android 14hA T 23K

e Android 14+hxA<3Gb DDRINTEREN & GolR AN GMSIATE
e Android 14+iRAF T Device ID AttestationZ2 5K
o Android 14-+hRAHT %4 GMS/EDLAIAIE - 7 F564Bit, Sl B %

device/rockchip/rk3588/rk3588s_u/BoardConfig.mk: DEVICE_IS_64BIT_ONLY :=
true

4. TFGHR

BRI EIEH GoogleBHNIRSS, WHEITGMS/EDLAIAIE, JEITIMIEGREN =2 GooglefIF5 5 IR
%, WM N IRA MRS ERRIIRIE, FHELNEGMS/EDLAINIE, WA RR, —MRbi
A 2875 BRI EIT GMSIALE, fHIR& RAREBIEEGMSARS

o HCOHEMADA/EDLAY R
XFMIERT, 2T11H—GooglefWIER N, T J<Partnerf SRS FR A8 DA K 25 F k-5 7] R TS
REMS M, AHEEIY GMSIAIER T BBk R Googlelt 2 NBUB B FRIPLKRHITE, I A SRS
PEARCE A B @ A XTSRS, MAEEIEEIGMSIRSS T,

o HCOIXEMADA/EDLAY R
HAEBEABMADA/EDLAY A REHIEHIEIEGMSIAIE, EMADAR G, BAHERESR
ODM MADA% BRI AF], RILABATERRBIEI S R [

o SIREHHAKER UM RS, BT EMADA/EDLARRA AT LAV A,

o HRi2GK LA RAEMDDR, - #ELAAndroid Gold IAIE, Android 13%% PA_ERRAS R 7214F2G PA
TARDDRIFIAIE, (KBI/ES RIS lunch *go, HI4N:

lunch rk3326_rgo-user

o XTPX30/RK3568iF GMSIAIE
PX30NRK33260) TAVARA, IHEEKREAHR], HGooglets ZAMNARK3326, AT DAUN AR
PX30ZEITIAILE, 1 HRK3326; RK3568[FERK356x7R%, f#HRK35668(RK3568551];
RK3562fIRK356x A2 [l — RANMLG T, EEAZEPARK356xHIE, PAPX30 4

1. [MISEEG =223 sub-license FIE M, SRK3326{RHFF—E,

2. YmIFTE H R FIRK3326, flU1PX30-2GB DDRARAS, lunch rk3326_rgo-user


af://n111
af://n112
https://docs.partner.android.com/gms/policies/domains/reqs?authuser=3#10_android_go
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https://docs.partner.android.com/gms/policies/domains/reqs?authuser=3#64-bit-gms
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3. B A —BESRI%( a0 . /build.sh -UCA), 1HFEIEMmakefilerH [
PRODUCT_UBOOT_CONFIG

device/rockchip/rk3326/BoardConfig.mk
PRODUCT_UBOOT_CONFIG := px30

» EDLAMHKUIH
EDLAKE KZEfEH Usb Camera, TMIEmipiiX 22N B Camera, XFE N R, 3PLIAR A
SPeER —FfhCamera™ S, TCTSHIMIEARN LLET™H:, HuiEH L@ iAIE ) sensor® 5
AIAEB A,

5. PRl I

T IRGMSIAIENIR e, TEREATINIAATIE SR I LT A

1. MI3PL A iHsub-license, HHXANBEIHESH Keymaster & Optee il 141 15 1

2. [A3PL HiiEkeybox, MHRXANAEIESH Attestation key i 7 IEAH 1]

3. MIBPLHIEGTSIMIAAPE_API_KEY, MHRXARIESHEGTSITELN 0]

4. [AGoogle M Eandroid-partner-api@company.comM- 5 HHIERKP, tHXNEFIESHRKPH 771
4H 1R

6. INUEET [

o Rockchip#:th i F & Android it &K GMS/EDL AIAIE Z 7 M E W R HEGMS Express/GO Ready
Chipset

* Google™ &% H Xid GMS/EDLAIAUE ™ fhff Androidhfi A, £ Androidhfii 48 GMS/EDLAIA
UER AR HEARI3EGMS approval windows

Bilan: Android12LARAAOSPREY H #H20224E3 H7H, ITGMSIAIERE H#k 1k H 202342 H28H, i
EDLAAUEE O#UE 20235812 H31H

7. AL 3]

GMS—Bh PR ss, BEAFROTHRONfIR, —BARBRRERASDK, HERPLIBHK, Hlassam
ERBEHLRIES, AbRER R 5 23-4E

Android 13} PA FRRAZRMEHGKI, N VI TR ERINTE, WRA BB abidl &R~
HMIREC, WIFREHR A FGoogleIIRSS 2%, HtZ+EHIEH TE3-4 K, Googlefs H 155 28K 24 H ARk
ABATINR, BEREEZIR boot . img NGEHEEF AR AR, FiHt, WMRIRIIERZEISS )G, RIRFE
FAAOKRA GEE EreleasehiA, Ftt, FTEBIMTEN R, AR BRGNS 8 Google f H 4!
PABiRboot.img,

Android 13/ DA ERRATZEERIRKP, ¥ RPERIEE T, HFEEGooglelmt), HRERHIS,
PLRBE A H A, 2756 KRKP A 1Y TEATRH T,



af://n152
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EDLARFIBHE IR LR E A, WRBINIKENE 2, GKIERZ N HRA Al REZEAL K 4-6 8 A
Ho, S RGKIEL IR,

N E RTINS, EDLARS IR EZ MR, NIRRT R TINA, JEHET
ARG IR R AT BB TCIENF A, SREEAREMIATE Ko NA XA R R 2%

WAL BB R RS R
CTS 3+ 2-4K
CTS-ON-GSI 2 2

VTS 1 1
CTS-Verifier 1 1

GTS 1 2
GTS-Verifier 1 1

APTS 1 1

STS 1 1

8. 7R AR

GMSIMEFREEM L F=ME: GMS, mainlinefd, prebuiltsfd

e PiE H
GMSstl vendor/partner_gms
mainlinefd vendor/partner_modules

prebuiltsfd prebuilts/module_sdk(¥&4> H 5% 2447 [ 2535 ffemainline L LAY S R,  BIMHIER B &)

o Hlimainlinetdif, 1555 VHiiAmainlinetd XA R R T LHAESDKHTETE, &5 NI Zw 1R
o

o Hfmainlinefd NEHNE: https:/releasetracker.partner.android.com/

o HfTmainlinefd SZSDKAN T REHMIME : https://docs.partner.android.com/mainline/release/release-not
es

o GMSHRRAE AL ML
https://docs.partner.android.com/gms/building/integrating/gms-download

o GMSHAIEEIREL: getprop | grep ro.com.google.gmsversion

/vendor/partner_gms/products/gms_package_version.mk: GMS_PACKAGE_VERSION_ID
1= 13_202310

/vendor/partner_gms/products/gms.mk:
ro.com.google.gmsversion=$(GMS_PACKAGE_VERSION_ID)

1. EMADA/EDLAR IR P ANGEH & NEL, FRAI LA R MiGoogletl, FHEHR3PLIIE EIK
HY


af://n213
https://releasetracker.partner.android.com/
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2. I EMADA/EDLA R IR DU F BAT I Express 7032, A2 RRIIGMSEHZFFEGMS
Express PlusflE K], R 7775 WETTGMS Express
3. T EMADA/EDLAR R P AR E H & FEGMSHL, TEIZIRDA N R E:

o FHIGMSHL RN E#IE 5 vendor /partner_gms HX%:
https://docs.partner.android.com/gms/building/integrating/gms-download /

o mainlinefliEF| & FE, Android 11 PA EIRARE BB ES T, REWHHEN, FE
H O HrepoiH TR, L/ AR SRS IR A R :

https://drive.google.com/drive/folders/1gxxMalTC99Y2SvyRDUfiDFvY_k40zj05
Bign:

# THimanifestff

repo init -u https://partner-android.googlesource.com/platform/manifest
-b

r-aml-prebuilt-release

# SRR, RIAT, 1556k . repo/manifests/default . xmlFF 2 EENA

repo sync -c -j8

NEFEERA (— R ER T 5 /i ApprovediRAS) |, A& Yl Happroved ) STA4H
Release Summary, Xt git tag, #lan:

git tag mainline_m_2020_dec_preload_5
UEI, FEF3N manifest-P HYERIA R 73 BB I Htag :

diff --git a/default.xml b/default.xml
index 7belf37..0l1lcchba9 100644
--- a/default.xml
+++ b/default.xml
@@ -4,7 +4,7 @@
<remote name="ohd"
fetch=".."

review="https://partner-android-review.googlesource.com/" />
- <default revision="r-aml-prebuilt-release"

+ <default revision="refs/tags/mainline_m_2020_dec_preload_ 5"
remote="ohd" />

<!-- Google-signed Mainline prebuilt module projects !-->

e Android 12 A FRRAIETE Zprebuiltstl, 15554 T EMImainlinetUHREIRIRA, &N IFE2R
o Bilan:

vendor/partner_modules
T1003604/mainline_m_2022_feb_preload_5

prebuilts/module_sdk
T1003604/mainline_m_2022_feb_preload_5



IR R

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/IPsec/current/hiddenapi/all-flags.csv
> out/soong/hiddenapi/hiddenapi-flags.csv

ERROR: Hidden API flags are inconsistent;
< prebuilts/module sdk/Media/current/hiddenapi/stub-flags.csv
> out/soong/hiddenapi/hiddenapi-stub-flags.txt

ERROR: Hidden API flags are inconsistent:
< prebuilts/module sdk/Media/current/hiddenapi/stub-flags.csv
> out/soong/hiddenapi/hiddenapi-stub-flags.txt

ERROR: Hidden API flags are inconsistent;
< prebuilts/module_sdk/Connectivity/current/hiddenapi/all-flags.csv
> out/soong/hiddenapi/hiddenapi-flags.csv

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/Media/current/hiddenapi/all-flags.csv
> out/soong/hiddenapi/hiddenapi-flags.csv

ERROR: Hidden API flags are inconsistent:
< prebuilts/module_sdk/Wifi/current/hiddenapi/stub-flags.csv
> out/soong/hiddenapi/hiddenapi-stub-flags.txt

9. MIA IR

MR ERRARZ R — MR FH Google B 77 & A BBl B (L i A 2R {E 26 27 14)),  Google
R EH—IR(B12/5/8/11H)
A FEBEREA BB, SMRockchipZs 24 | FTPAZSS 25 H 5% 6MS-Test-Suite/xTS FREUHATHEAR
SEBROHT

MADA/EDLATATEM G145 DA RS
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i 1] 4 N B

CTS user[#|

CTS-ON-GSI user[&E| £ J5¢H Google* 4 system.img

GTS user[&] £

STS userdebug|&] {4 A EL A A S 1R =8

VTS user|&| £ 1545 Google*s 4 system.img 1 [ f:vendor_boot-debug.img
CTS-Verifier user[#|

GTS-Verifier user[&E ¥ Android 13fRANTHE

GTS Interactive user[& {4 Android 13+iRAFTHEE 3K (android-gts-11-R2DA_EEH)
Checklist user[# £ EDLAJNIIE R Zi{ Checklist

BTS userl&] {4

GOATS userdebug|&] {4 {¥Android 115 PA N Gohlt AR 75 %2

APTS userdebug|&| {4 X Android 12 A FGolft A 722

o PABHE: BHMEMAG] FEAREMMIALE, MATHAERE ilGoogleZ G EAEE)

10. GMS[E{H-fc B

10.1 [EIPHAC E A A AR

Android 12+ ¥ MGMSEIFFACE — KA A, 16 7E Lunch I H 5 68 A IZRIA G 2 [E AFC
B, FORIEMARTE IR AL R A2 Pass

source build/envsetup.sh
lunch rk3588s_t-user

source device/rockchip/common/scripts/check_gms_env.sh

Hrp: BOARD_WIDEVINE_OEMCRYPTO_LEVEL “EZRR#E™ 75 ZMCE, PRODUCT_HAVE_RKAPPS fff
INAPKAXBRERSF & B AT,
Hru-bootM X ZZ E AL I RS E, (HiHI A check_gms_env.shi &4t Ty AFailed, T 25C4m 1% u-boot
AR

Android_SDK$ source device/rockchip/common/scripts/check_gms_env.sh
grep: u-boot/.config: No such file or directory
[Failed] "CONFIG_ANDROID_AB=y" Check Failed! Expect "CONFIG_ANDROID_AB=y"
"Android 11+ MUST enable A/B update."
grep: u-boot/.config: No such file or directory
[Failed] "CONFIG_ANDROID_WRITE_KEYBOX=y" Check Failed! Expect
"CONFIG_ANDROID_WRITE_KEYBOX=y"
"Attestation key MUST be enabled."


af://n320
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grep: u-boot/.config: No such file or directory

[Failed] "CONFIG_ANDROID_KEYMASTER_CA=y" Check Failed! Expect
"CONFIG_ANDROID_KEYMASTER_CA=y"

"Keymaster in uboot MUST be enabled."
grep: u-boot/.config: No such file or directory

[Failed] "CONFIG_OPTEE_CLIENT=y" Check Failed! Expect
"CONFIG_OPTEE_CLIENT=y"

"Optee MUST be enabled."

Y7715 Android_SDK/u-boot$ ./make.sh rk3588

EIRAAKSE AL R Failed IR ZARME NIRRT TGMSEIMFILE, ERIARTE IRk A4S
R 2 Pass FEE TGMSIAIE IR

10.2 NS i%

1E9m1Fkernel iy, TEFMIAE A Clang 1 T9m1% (—#ZWiFEM< . /build.sh -ck) , HNVTSIIAE
FEAEUN R fail:

vts_kernel_toolchain
KernelVersionTest#IsClang

2% : Android_SDK/build.sh

if [ "$BUILD_KERNEL_WITH_CLANG" = true ] ; then

if [ "$KERNEL_ARCH" = "armé64" ]; then
ADDON_ARGS="CROSS_COMPILE=aarch64-1linux-gnu- LLVM=1 LLVM_IAS=1"

else

ADDON_ARGS="CC=clang LD=1d.11d"

U SR 2 %1% Android GofltAs, 1#{# Flandroid-10-go.configfX 3 android-10.config, Android 11iRANIEIE
1058467911, Android 13| 5 #t Jyandroid-13.configfil 4l :

make ARCH=arm64 rockchip_defconfig android-10-go.config rk3326.config
make ARCH=arm64 rockchip_defconfig android-11-go.config rk3326.config

NS4 Rrkxxxx.config NMELE, A] LA,

PARERS# M Android4ii¥, 11 Fdevice H 3tHKi# device/rockchip/rkxxxx/BoardConfig.mkJfiL
B

10.3 EEA

EEN IR BRI, HAMEEANRS A TELE, HMEERET, EEABTILE V)

BUILD_WITH_EEA := true
BUILD_WITH_EEA_TYPE := typel (iR4EHCHIEEARAINIE)

10.4 GMSHfiifig


af://n327
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https://docs.partner.android.com/gms/policies/regional/eea-builds
af://n337

device/rockchip/rk3588/BoardConfig.mk

BUILD_WITH_GOOGLE_MARKET := true

# SradiofVi# (B A4GHEITIIAE) THACED MLE, HRE&ERRfalse
BUILD_WITH_GOOGLE_MARKET_ALL := true

# fwiFuser[EHR, EIE TEHMZE XK False, RKIYENMIR T EKBSHEER, SNTEIELER ),
PRODUCT_HAVE_RKAPPS := false

QR TS F Android Gof2GHRA, FRINAN FEEL: (Android 135 DA R ADDR 2GbPA R ARGET
GMS/EDLAIAIIF)

Android_SDK/device/rockchip/common$ git diff modules/gms.mk
TMP_GMS_VAR := gms
TMP_MAINLINE_VAR := mainline_modules
ifeq ($(strip $(BUILD_WITH_GO_OPT)), true)
# 2G A Go
- #TMP_GMS_VAR := $(TMP_GMS_VAR)_go_2gb
+ TMP_GMS_VAR := $(TMP_GMS_VAR)_go_2gb

T #EsourcefIlunch/5 vl &I @72 2 E GMS H M mk AL & 1

Android_SDK$ get_build_var TMP_GMS_VAR
gms-mandatory #t
vendor/partner_gms/products/gms-mandatory.mk

A HTRAIGMS Express/r 2 HIRECE 2 ' BUILD_WITH_GOOGLE_GMS_EXPRESS := true' MIBRIAfE
A 'gms.mk'

10.5 Hardware Features

B ARIRE ST S IX BRI ERRIA B B I SCRAAVRE SR, ANSRAEEM AR (NFeI8MY, BLESE) , @+ L
—EEBRR, 1R : Android 1152 PA EiRA T K Nearby Share, ZIIGEARIBLE, ik 55 067F
B!l PuE DA R EH], A ER), 152 frameworks/native/data/etc/ REAT N i feature.xml
TR -

BOARD_GRAVITY_SENSOR_SUPPORT := true

BOARD_COMPASS_SENSOR_SUPPORT :

true

fian, MFRBLE:

BOARD_BLUETOOTH_LE_SUPPORT := false

Usb CameraFfr{ii Y Featurefil & :

android.hardware.camera.any
android.hardware.camera.external

ANlas A GPSIIRE, HARERSER I Meature(W£5 & i F5 2 ()

android.hardware.location
android.hardware.location.network


af://n343

EN R A AL RES, Bl pm list features | grep sensor &WNZE, MM FEREERERK
i e

device/rockchip/common/device.mk:

-# Sensor HAL

-PRODUCT_PACKAGES += \

- android.hardware.sensors@l.0-service \
- android.hardware.sensors@1.0-impl \

- sensors.$(TARGET_BOARD_HARDWARE )

device/rockchip/common/manifests/manifest_level 33.xml:
- <hal format="hidl">

- <name>android.hardware.sensors</name>

- <transport>hwbinder</transport>

- <version>1.0</version>

- <interface>

= <name>ISensors</name>

- <instance>default</instance>

- </interface>

- </hal>

i EifmanifestsElE X HER HF/vendor/etc/vintf/manifest . xml

10.6 FRP (Factory Reset Protection)

GMSTE G HFRP, AXRILINRERITEAINA, 162 FIRERTHISDKIAY:
RKDocs/android/Rockchip_Introduction_Android_Factory_Reset_Protection_CN&EN.pdf

BUILD_WITH_GOOGLE_FRP := true

10.7 AVB (Android Verified Boot), A/Bf}-4

GMSHZGHAVB, HRILIRERIEHNG, 1HS R FISDKSIRY:
RKDocs/android/Rockchip_Introduction_Android_Verify_Boot_CN&EN.pdf

BOARD_AVB_ENABLE := true ## 1% 5 FAVBIUIARGERE
HiEs, B SEHESTEIETL

HTEFR S, SDKEUARIEREFEAVB, %A B Ebootloader, X2 FHOEIT INIEGHIT
FEEREINIE, EFIAE R AifEuboot HRAT ELATAN T,  DAWhERNIkey N RERS RN B bootloader, IE
HE/REINE, B BEEBGEAI T, SRS ANER—EREFEN, 2IEE,

RKDocs/android/patches/gms/0001-1ibavb-Lock-the-device-when-the-device-init-or-
write.patch

o f£Android 115 DA ERRAH TR S FHEIIA/B, HilU:


af://n354
af://n357

BOARD_USES_AB_IMAGE := true
BOARD_ROCKCHIP_VIRTUAL_AB_ENABLE := true

# NHEXERAERC EINNEREA, E—ERM
ifeq ($(strip $(BOARD_USES_AB_IMAGE)), true)

include device/rockchip/common/BoardConfig_AB.mk

TARGET_RECOVERY_FSTAB := device/rockchip/rk356x/rk3566_rgo/recovery.fstab_AB
endif

o TEAndroid 13 FIGKIfE 5, FHEGHIEZERBIIAMB, Hln:

BOARD_ROCKCHIP_VIRTUAL_AB_COMPRESSION := true

QRGN ERBOAR 73 XRNANGS,  ATDAFSILE :

Android_SDK/device/rockchip/rk3588$ git diff rk3588_s/BoardConfig.mk
ifeq ($(strip $(BOARD_USES_AB_IMAGE)), true)

include device/rockchip/common/BoardConfig_AB.mk

TARGET_RECOVERY_FSTAB := device/rockchip/rk356x/rk3566_rgo/recovery.fstab_AB
endif

+ # PARNIXEroverlay Wi ##| include device/rockchip/common/BoardConfig AB.mk  ZJ5
+BOARD_SUPER_PARTITION_SIZE := 4294967296
+BOARD_ROCKCHIP_DYNAMIC_PARTITIONS_SIZE := $(shell expr
$(BOARD_SUPER_PARTITION_SIZE) - 4194304)

o JF/EA/BI, ubootthZE—EITHA/BRIBLE, FU1: RK3566/RK3568

Android_SDK/u-boot$ git diff configs/rk3568_defconfig
+CONFIG_ANDROID_AB=y

CONFIG_OPTEE_CLIENT=y

CONFIG_OPTEE_V2=y

FE: BEVHNESE/EHAVBAS pn list features | grep
android.software.verified_boot

CtsSecurityTestCases
android.security.cts.VerifiedBootTest#testVerifiedBootSupport

MR : java.lang.AssertionError: Verified boot must be supported on the device

R BEVISREE/EHAABMS 1s -1 /dev/block/by-name/

R HREEHAVBEBIEN |23 fastboot oem at-lock-vboot ), &SHNEICIEIH, AT
TH PR 75 125 AT R BT



KSR Hit key to stop autoboot('CTRL+C'): ©
ANDROID: reboot reason: "(none)"
Vboot=0, AVB images, AVB verify
read_is_device_unlocked() ops returned that device is LOCKED
avb_slot_verify.c:763: ERROR: vbmeta: Error verifying vbmeta image:
OK_NOT_SIGNED
AVB verify failed ## AVBIZIG RN
Android boot failed, error -1.

gkl BB T.H (RKDevTool . exe) - - R INEE - - HERATE - - HLESE B
R TiE2: FFNLEEOF% ' CTRL+C " # Acmd1linefEs, B O#iA'fastboot usb 0'# Afastboottk,
adbO%i A\ 'fastboot oem at-unlock-vboot'

10.8 SELinux

GMSH A FSELinux, JT/ASELinux/5 AJRER FECLLENREAIEY, BB IRESH
BRI SDKSZARY :
RKDocs/android/Rockchip_Developer_Guide_Android_SELinux(Sepolicy)_CN.pdf

device/rockchip/common/BoardConfig.mk:
BOARD_SELINUX_ENFORCING ?= true

A F Android 128 PA_ERRA, FATHR AL T — D T H AT DAACHEEE WAYA I,  TEFF 4GRS 55 A 1E
userdebugl&E i iz T B R EHFESELinux AR, BARMFEH 7 IAIESR T AHSR R README.md, T
HAF:

RKTools/linux/Android_Devices_SELinux_Tool

console:/ $ chmod +x ./data/local/rockchip_selinux_tools

console:/ $ ./data/local/rockchip_selinux_tools

Please USE the following cmd to confirm which files need to be update!
get_build_var BOARD_SEPOLICY_DIRS ## T FEsourceflllunch/gi
T

Add the following result to file: [genfs_contexts]
----------------------------------------------------- w4 FF RS SRS
genfs_contexts

genfscon sysfs /devices/platform/avid-master/wakeup
u:object_r:sysfs_wakeup:s0

genfscon sysfs /devices/platform/es8388-sound/extcon
u:object_r:sysfs_extcon:so

B A4S RN %% BOARD_SEPOLICY_DIRS & X AR RR SZA4-(filn

device/rockchip/rk3399/sepolicy_vendor/genfs_contexts)

Android_SDK$ get_build_var BOARD_SEPOLICY_DIRS
device/rockchip/common/sepolicy/vendor device/rockchip/rk3399/sepolicy_vendor

o A& FIMEK BB cat /vendor/etc/selinux/vendor_sepolicy.cil
o GMS/EDLAINIEAREIE M /system/sepolicy H 5% FEFIAR, SELinuxtRAHEEEIE
Fl|/device/rockchip H 3%


af://n381

o GMS/EDLAINEAREE R userEl {12\ adb rooti R (/& 14:ro.debuggable), M AIHES S8 adbd
HEFEHESERE ZE M AR &/ H A& E K

I init : starting service 'adbd'...

I init : Created socket '/dev/socket/adbd', mode 660, user 1000, group 1000
W adbd : type=1400 audit(0.0:27602): avc: denied { setcurrent } for
scontext=u:r:adbd:s0® tcontext=u:r:adbd:s®@ tclass=process permissive=0

F adbd : main.cpp:162] Could not set SELinux context

I init : Service 'adbd' (pid 10075) received signal 6

I init : Sending signal 9 to service 'adbd' (pid 10075) process group...

E init : process with updatable components 'adbd' exited 4 times in 4 minutes

N fail A FRFE ZE A T BAT#SELinux AR

netd_integration_test
NetdSELinuxTest#CheckProperMTULabels

SuspendSepolicyTests
SuspendSepolicyTests#SuspendSepolicyTests

CtsSecurityHostTestCases
android.security.cts.SELinuxHostTest#testNoBugreportDenials ## THEFTIR
BOARD_SELINUX_ENFORCING ?= true

10.9 [& %€ Fingerprint(1] %)

TEMIRIT R A T AE A S VA ., RPN 2 PR DA R T T AL, AR ST Tk
Siretryilliz,

Android_SDK/device/rockchip/common$ git diff prebuild.mk
-include $(TARGET_DEVICE_DIR)/prebuild.mk
+ROCKCHIP_BUILD_NUMBER := 202001 (5 —&#=FHA], HOE)

10.10 L4 #b T 54 Security Patch level

T T TEMUL: Partner Security Bulletin 8% RockchipZZ 2% T FTPAR S 2%
BERINTHEHEI: getprop | grep ro.build.version.security_patch
LR TS XA FTPARSS %% /6MS-Test-
Suite/xTS/tools/Rockchip_Android_Security_Patch_Guide.pdf
M T EMA—ZINA, ENNEFNZ 2T AL H, 158 EGMSINIER OREK,

GtsOsTestCases
com.google.android.os.gts.SecurityPatchTest#testSecurityPatchDate

5 E: ro.build.version.security_patch should be "2023-03" or later. Found
"'2022-07-05"


af://n399
af://n402
https://drive.google.com/drive/u/0/folders/0B85mEDAGzAbsckRrZFhhV3YwTEk?resourcekey=0-6zNsbY0nWUmYsJO2TF-RZQ

AndroidftA< GoogleZ&#h T 7 X&)

Android 12(f2fAndroid 12L) android12-security-release
Android 13 android13-security-release
Android 14 android14-security-release

TEIF WIS T 5222 A T 5 T ZARE SRR R DL R 2 T R E 1

build/make/core/version_defaults.mk
PLATFORM_SECURITY_PATCH := 2020-03-05

TR T HERNIE R E-H-H "X, ENSE--rollback_index N2 S8 vbmeta.imgd 1% 1R

[ 99% 8801/8803] Target vbmeta image: out/target/product/rk3588_t/vbmeta.img
FAILED: out/target/product/rk3588_t/vbmeta.img
usage: avbtool make_vbmeta_image [-h] [--output OUTPUT]

[--padding_size NUMBER]

[--algorithm ALGORITHM] [--key KEY]
[--signing_helper APP]
[--signing_helper_with_files APP]
[--public_key _metadata KEY_METADATA]
[--rollback_index ROLLBACK_INDEX]
[--rollback_index_location
ROLLBACK_INDEX_LOCATION]
[--append_to_release_string STR]
[--prop KEY:VALUE]
[--prop_from_file KEY:PATH]
[--kernel_cmdline CMDLINE]
[--setup_rootfs_from_kernel IMAGE]
[--include_descriptors_from_image IMAGE]
[--print_required_libavb_version]
[--chain_partition

PART_NAME : ROLLBACK_SLOT:KEY_PATH]
[--flags FLAGS]
[--set_hashtree_disabled_flag]
avbtool make_vbmeta_image: error: argument --rollback_index: expected one
argument

build/make/core/version_util.mk:
ifndef PLATFORM_SECURITY_PATCH_TIMESTAMP

# Used to indicate the matching timestamp for the security patch string in
PLATFORM_SECURITY_PATCH.

PLATFORM_SECURITY_PATCH_TIMESTAMP := $(shell date -d 'TzZ="GMT"
$(PLATFORM_SECURITY_PATCH)' +%s)
endif

device/rockchip/common/modules/avb.mk:
BOARD_AVB_ROLLBACK_INDEX ?= $(PLATFORM_SECURITY_PATCH_TIMESTAMP)

build/make/core/Makefile:

ifdef BOARD_AVB_ROLLBACK_INDEX
BOARD_AVB_MAKE_VBMETA_IMAGE_ARGS += --rollback_index

$(BOARD_AVB_ROLLBACK_INDEX)

endif


https://cs.android.com/android/platform/superproject/+/android12-security-release:
https://cs.android.com/android/platform/superproject/+/android13-security-release:
https://cs.android.com/android/platform/superproject/+/android14-security-release:

define build-vbmetaimage-target
$(call pretty,"Target vbmeta image: $(INSTALLED_VBMETAIMAGE_TARGET)")
$(hide) mkdir -p $(AVB_CHAIN_KEY_DIR)
$(call extract-avb-chain-public-keys, $(AVB_CHAIN_KEY_DIR))
$(hide) $(AVBTOOL) make_vbmeta_image \
$(INTERNAL_AVB_MAKE_VBMETA_IMAGE_ARGS) \
$(PRIVATE_AVB_VBMETA_SIGNING_ARGS) \
$(BOARD_AVB_MAKE_VBMETA_IMAGE_ARGS) \
--output $@
$(hide) rm -rf $(AVB_CHAIN_KEY_DIR)
endef

10.11 Widevine

EE HARK3588/RK3399/RK356x 2.4 ¥ Widevine L1, M AR — MR L3ENAT T 22k, G1RE
FUEALL, 15 RAIRARRBEHL IR E N ALK T,

BOARD_WIDEVINE_OEMCRYPTO_LEVEL := 3

TERE: Widevine key¥ Tt T E.: FTPARZS %% GMS-Test-Suite/xTS/tools/rkpacker2

10.12 Keymaster & Optee

Hi&sub-licensefsf, 5 Trust OSHf, ZEFE H A RK3326/RK3562/RK356x/RK3588°F- 415 Optee
V2, HAMEEHNVL,

PRODUCT_HAVE_OPTEE := true

10.13 Attestation key (Google keybox)

HATGMSTIARTIE KRS Attestation key, i SEilII3PLIA A B Google keybox, ZZlkeybox /i #i H
B OV AR BEHHT B T Hrkpackerf TR R T MRS, FEH TRARE 2RSS, HXHNTEAETLREH
Sk
RKTools/linux/Linux_AttestationKeyboxPack_Tool.rar
RKTools/windows/KeyBoxWrite_vi1.53.zip (FJMFTPARSS%S GMS-Test-
Suite/xTS/tools/KeyBoxWrite_v1.53.zip)
TEARHRE D BRI 25 B Y SDK SRS :
RKDocs/common/RKTools manuals/Rockchip_User_Guide_Keybox_Burning_EN.pdf
G FRT, 1E KA ubootH R E Attestation key(UZHREA R ATIIT, HIUN1E3566/3568-F] 0t Tk :

Android_SDK/u-boot$ git diff configs/rk3568_defconfig
CONFIG_OPTEE_CLIENT=y
CONFIG_OPTEE_V2=y
+CONFIG_ANDROID_WRITE_KEYBOX=Yy
+CONFIG_ANDROID_KEYMASTER_CA=y
+CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION=y ## RK3399MNALE %7


af://n423
af://n427
af://n430

o Attestation keyke 5 £l 3 emmcisecurity 73X, EEHTHEE & Attestation key N2 FEK, FHIEFR
Flash/l| 35 L EH b S

FEERUN{A I Attestation key5$5 i) : u-boot R¥T#MT /GMS-Test-Suite/Exp+/Attestation
key IREUZEE{E ro.boot . deviceid

DK B Attestation keyl@ A (B4 Androidhik A F1Soc 28 RY), (H &I 75 2R 5 T H SR H i
fTkeybox

T HSE Skeyl), %&EZTbootloadertKZS, TERGEE 5EG N EEEWHE, FE%ERFS
WAL RS AR TIE R AT DUBI 5B 4T EN & B 5 TRAS (75 i fRu-boot { VRS B 3 2

2022-03),
write_key key_ file=PrivateKey.RSA ret=0 ## OFREE SER
write_key key file=PrivateKey.EC ret=0

ak

write attestation key: RSA ret_rsa=0

o Android 14+hRAA] DUE FFALER Ologeat & BN 28 /2 & 555 Attestation keyFlDevice ID
Attestation

Provision google keybox:no,ID attestation:no ## yesTIRCEE, noFRALE

o SHINR L ERALAS LS Attestation keyAllDevice ID Attestation, 5 NUICTS/GTSIMIRA g RS
B, SERREEEARTE EEGooglelk %5 3%

W/ApkInstrumentationPreparer: Target preparation step
com.android.compatibility.common.deviceinfo.KeystoreAttestationDeviceInfo#testCo
llectDevicelInfo failed.

junit.framework.AssertionFailedError: KeystoreAttestationDeviceInfo collection
completed. expected:<COMPLETED> but was:<FAILED>

GRIRE B keybox, THTEMELA PAFRICRIATR RIGHIBpIIN): 28 Googlelii ik &I DevicelDEEE —
aflas

1. —kE (—%kcaselln], BUERISCASEE R, MEGtsEdiHostTestCases)
2. ¥HEE (RI8plEER)
3. —/NtxtxfF (—fi—"1device id¥N—/ %)

Google Request to use Device ID to apply the key:
Device ID within the file should meet the following properties:
1. Unique and cannot be duplicate of another Device IDs within the file
2. Must be between 1-32 characters in length
3. Only following characters allowed [a-z][A-Z][0-9][_1[-1[.1]
4. No whitespaces allowed

Device ID files have the following requirements:

1. ASCII text file in unix format.

2. File name should be created with the following characters [a-z][A-Z][0-9]
[_1[-1[.] in a meaningful way (e.g. Make_Model_Date_Quantity.txt)

3. Must only contain Device IDs. No comments, headers, or other information
One Device ID per line
No duplicate Device IDs within file
No blank lines
No white spaces

~N o 0o oA~



HER: &IMGoogleH %107 TNkeybox f T Hrkpacker#*.outputf] £ X . kdbi A] RE 21 £ "out of

memory at line 1"

$ chmod +x rkpacker

$ ./rkpacker attest_keyboxes.output -o keybox.kdb
55488 Data File Type : KEYBOX

Output File : keybox.kdb

Data File Num : 1

Total Key Num : 100000

out of memory at line 1

RO

1.gzip -cdk 2023-01-01_***.output.gz > attest_keyboxes.output

2.split -n 4 attest_keyboxes.output --additional-suffix=.xml

3.cat xaa.xml | grep -w "</Keybox>" | wc -1 ## xaa.xmIAYEIFHE—NL
1

4 ¥ _EiRKeybox BB & 45 FIE H<NumberO0fKeyboxes>100</Number 0fKeyboxes>

5. % &5 —"</Certificate></CertificateChain></Key></Keybox>"/GHEIN &M, HiFERE
—{T"</AndroidAttestation>"

6.rkpacker xaa.xml -o keybox.kdb

Hrfixaa. xm15EREEEMUTTR

<?xml version="1.0"?>

<AndroidAttestation>

<Number0fKeyboxes>4</Number0fKeyboxes> ## NumberOfKeyboxes{HR
JB"</Keybox>"$&EHE

<Keybox DeviceID="BW10RS23090001"><Key algorithm="ecdsa"><PrivateKey
format="pem">......

</Certificate></CertificateChain></Key></Keybox>
</AndroidAttestation>

R A T Hrkpackert* output] fL K. kdbI ik 481 /D FEliberypto.so.1.0.0

RH#EEE: error while loading shared libraries: libcrypto.so.1.0.0: cannot open
shared object file: No such file or directory

AT FTPARSS#8/GMS-Test-Suite/xTS/tools/libecrypto.so.1.0.0fi&EF|Ubuntus®
#l"/usr/1ib/x86_64-1inux-gnu/libcrypto.so0.1.0.0"

NHEMAIE ZEA 25 S Attestation key HL {7 ( fastboot oem at-lock-vboot ), #{/53RMIIK fail ]
DAERRHL A5 P E T S Bl

CtsAppSecurityHostTestCases
CtsDevicePolicyManagerTestCases
CtsKeystorePerformanceTestCases
CtsKeystoreTestCases

VtsAidlKeyMintTargetTest

10.14 Android 13¥iRKPZE R


af://n459

RKP(Remote key Provisioning)/&Android 13+ 2K, FEEMIARTHEBAEHME B @it android-pa
riner-api@company.comM=_E{E#|Googlek 55 #ifio

A8 S R E AR S BET R SDK SIS :
RKDocs/android/Rockchip_Android_Remote_key Provisioning_Guide.pdf

AHEFRKP_EEH23E B FGooglek %5 28I GTSIIA S A N Hi2ifail

GtsGmscoreHostTestCases
com.google.android.gts.security.AttestationRootHostTest#testEcAttestationChainRe
mProvLength
com.google.android.gts.security.AttestationRootHostTest#testRsaAttestationChainR
emProvLength

57

GtsGmscoreHostTestCases
com.google.android.gts.security.AttestationRootHostTest#testEcAttestationChainRe
mProvLengthTee
com.google.android.gts.security.AttestationRootHostTest#testRsaAttestationChainR

emProvLengthTee
FE: RKPLEWNEFHR /vendor/bin/rockchip_rkp_factory_extraction_tool
HEE: BHSSNILRE BRI AFEEIIZIRKP CSRIEE, RBRKPH|LHHIMLE CLRE

SNHY

HEE: R FERREE Attestation key HAZERKP CSRIE R 1# f# F T B
RKTools/windows/KeyboxWriter-v1l.55.7z

R RIS Attestation keyFIFEE(RKP CSRE B 1H {# FIFTPARSS 28 T HLGMS-Test-
Suite/xTS/tools/KeyBoxWrite_v1.53.zip

HEE: RKPIKEandroid-partner-api@company.com H I JE BAE K GELAD 22— R &) ) IE 2 Al HH 1

10.15 Android 14315 Device ID Attestation’£3R

Android 14+ AR TR Z[F N 5E 5 Device ID Attestation, RALVFHRE —IR B AREBIKX, i BENRE
N Z SR BR A3 E RKDevToo0l . exe)

B BIEZSZ RE A SDK SRS :
RKDocs/android/Rockchip_User_Guide_Android_Device_ID_Attestation_Flash_CN.pdf

Device ID Attestations¢5 T E.: FTPARSS %% /GMS-Test-Suite/xTS/tools/RKDevInfowriteTool-
vVi.2.1.7z

F T EL¢’5 Attestation keyfl1Device ID Attestationf, T BRIEHLASRESE SNAY, HWIRKPHEHIRIK
10:54:48:013 ReadRkp[15]: reading sn from device fail
Device ID AttestationHJBEFE L FFIE N HE F1Meatures:

pm list features | grep android.software.device_id_attestation
pm list features | grep android.hardware.device_unique_attestation

FIHE K5 Device ID Attestationfg 8, A NHE) L Mfaillil


mailto:android-partner-api@company.com
mailto:android-partner-api@company.com
af://n468

CtsKeystoreTestCases

android.keystore.cts.KeyAttestationTest#testRsaAttestation
android.keystore.cts.KeyAttestationTest#testEcAttestation
android.keystore.cts.DeviceOwnerKeyManagementTest#testAllVariationsOfDeviceIdAtt
estation

#4655 E: java.lang.UnsupportedOperationException: Device does not support Device
ID attestation.

10.16 GKIZELR

Android 125 PA_ERRASH, AR Linux WAZIRAR K T2 5.4, N2650{# FIGKI(Generic Kernel
Image), f8K1%, RK3588 Android 12PAN Android 13f17H - & &R 7 B # FIGKI,

BOARD_BUILD_GKI := true

RN E Tk, TEHMIN B SHRIEIEB D AL Y:
https://blog.csdn.net/weixin_43245753/article/details/1293083647
spm=1001.2014.3001.5502
SZ R SDK XY : RKDocs/android/Rockchip_Developer_Guide_GKI_CN.pdf

Google'H /7 Releaseifi F NAZIUG (GKI) R &M EF [ LB

GKIE 32 # F GoogleE /7 ReleasellJboot.img#i{%, boot7r X K/INEIE 64Mb

device/rockchip/common/build/rockchip/Partitions.mk:
ifeq ($(BOARD_BUILD_GKI), true)
BOARD_BOOTIMAGE_PARTITION_SIZE ?= 67108864
BOARD_VENDOR_BOOTIMAGE_PARTITION_SIZE ?= 41943040

HE: BEEVISREE/BHGKIMZ 1s -1 /dev/block/by-name/vendor_boot*

GKIFH S M 1:I0

CtsHardwareTestCases
android.hardware.input.cts.tests.SonyDualSenseBluetoothTest#testAllKeys

vts_fs_test
fs#ErofsSupported

VtsBootconfigTest
VtsBootconfigTest#ProcCmdlineAndroidbootTest

10.17 5 X Android 12/ PR A {5 FH 56 HH

Android 12[R]N X #FRK3588, (HNMA T HMFEEHIAR. PEIRASE R RER:


af://n477
af://n487

FEa kernel-4.19 kernel-5.10

RK3326 Y N
RK356x Y N
RK3399 Y N
RK3588 N Y
RK3288 Y N

G, ERPVLIRIY, XS, TEERARZEE . Android 13/94%13 kernel-5.10,

10.18 f§ Xincrementalfsf¥J i HH

Android 12kRAH(E HAUE Android 12iRATFEI S ), GMSIAMEZEKZEF incrementalfs
v2, XFENERE S AMRIEREA 6, WEARV2RTEH T GH 2 kernel-4.19 AYFLL,
M2 incrementalfs_v2 ZmiEAk Tko, FAELATHR:

vendor/rockchip/common/modular_kernel/4.19$% tree user*
user

“-- incrementalfs.ko

userdebug

‘-- incrementalfs.ko

0 directories, 2 files

NAZRRAS B 3T, ko AIREEHT AN, SBOCIEIEFBIINE, 7T PAH AR A AN & 5 #2 B il
&, FNEAE incrementalfs RINE IS

$ adb shell lsmod

Module Size Used by
bcmdhd 1150976 0O
incrementalfs 77824 0

MR EBAERME, WFRZEFSHER, A V2HANT * . patch DA T H TR S
base.txt, #PA]DALELA RAZEHE:

vendor/rockchip/common/modular_kernel/4.19/incrementalfs_patch
kernel-4.19H 5% NHAIA base 182 Sl 14!
git log fs/incfs/

FIAN T BB RS HI% H AR S EAN T 1 base . txt 2585,  WIRIEARE EFH A H M Android 122
AR, BRI IX RN TBRIA S HEI B S FELD, M built-in ik, HOIAGERNZEMT
built-in FY5IEATE, R is not set BIARM built-in, B/R =y M T built-in, XEA]DARTE
BYRIE ko :


af://n515

cat kernel-4.19/.config | grep CONFIG_INCREMENTAL_FS
# CONFIG_INCREMENTAL_FS is not set

EEinctsYIRER G IEH . HIWr /sys/fs/incremental-fs/features/v2 Ti BB AEEESE pm
list features |

grep incremental

feature:android.software.incremental delivery=2
LEESIIE NI

GtsIncrementalInstallProxyHostTestCases
com.google.android.packageinstallerv2proxy.host.gts.ConcurrentInstallationHostTe
st#testConcurrentInstallwithOneFailure

k45158 java.lang.AssertionError: expected:<SUCCESS> but was:<FAILURE>
KEEFTEN: [incfs] Feature is not enabled

I InstallationHelper: Commit

I IncrementalService: createStorage: /data/app/vmdl1270450043.tmp | 5

W incfs : [incfs] Feature is not enabled

E IncrementalService: Vold::mountIncFs() failed: Status(-8,
EX_SERVICE_SPECIFIC): '-95: '

E InstallationHelper: Installation Failed. Error Code: 6, message:
INSTALL_FAILED_MEDIA_ UNAVAILABLE: Couldn't create incremental storage at
/data/app/vmd11270450043. tmp

10.19 B AR, BTk

&l /apk A4 L RRTTTE, SEWT R, (SE1E BT HE
build/target/product/security/README
fign:

development/tools/make_key testkey
'/C=CN/ST=Fujian/L=Fuzhou/0=Rockchip/0U=Rockchip/CN=Rockchip/emailAddress=gms@ro
ck-chips.com'

£ testkey.pk8 testkey.x509.pem ## XHFERER N

openssl pkcs8 -inform DER -nocrypt -in testkey.pk8 -out testkey.pem
4K testkey.pem

— T H RS DL N 44 key(2 52 media platform shared testkey), HHE3INH:
(7 HIJE pem/pk8/x509. pem), Fit1292fF,

X HFHZ ' OTA_KEY_DIR' E X
device/rockchip/common/mkimage.sh: OTA_KEY_DIR=device/rockchip/common/security

# Android 11%#eRan R~ H %
build/target/product/security/

# Android 12%F#eEIaN R H
build/target/product/security/


af://n530

# Android 13%#eE|UITRHZ
device/rockchip/common/security/

# Android 14F#:E|WITRHF
build/target/product/security/

R B4 pk8HF1.x509.pemN NE L BN, 7 NWopensslan >4 *. pem I 2 fiF 55 S

Enter password for 'testkey' (blank for none; password will be visible):
## NEEWERE R ZEnter

REEEE: Error decrypting key

139:error:0DO68OA8:asnl encoding routines:asnl_check_tlen:wrong
tag:../crypto/asnl/tasn_dec.c:1149:

139:error:0DO6CO3A:asnl encoding routines:asnl_d2i_ex_primitive:nested asnil
error:../crypto/asnl/tasn_dec.c:713:

139:error:0D08303A:asnl encoding routines:asnl_template_noexp_d2i:nested asnl
error:../crypto/asnl/tasn_dec.c:646:Field=version, Type=PKCS8_PRIV_KEY_INFO

TR AR HE A NBTSINAR 274200 M ail T, 72 platform. pk8 1
platform.x509.pem

Blocked app /system/framework/framework-res.apk

R#5(5E: This build contains pre-installed "android" at
/system/framework/framework-res.apk which has been signed by a certificate that
is known to be compromised and should be replaced.

ER: HOAME, EERERA T84 Elapk Hx, SNARES SECR T IIRETCIARA !
B, XL

device/rockchip/common/security/bluetooth.x509.pem
packages/modules/Bluetooth/android/app/certs/com.android.bluetooth.x509.pem
vendor/partner_modules/build/certificates/bluetooth.x509.pem

10.20 ApexZ AR, BTk

— Mk, ffiRegular GMSI% %%, B EMApex%s, BN~ 40 Fail:

CtsAppSecurityHostTestCases
android.appsecurity.cts.ApexSignatureVerificationTest#testApexPubKeyIsNotWellKno
wnKey
REE(EE: java.lang.AssertionError: must not use well known pubkey

Expected: must not match well known key

but: was

</tmp/ApexSignatureVerificationTest13030241211815479418/tests-
apex_com.android.btservices874024/apex_pubkey>

GtsApexSignatureVerificationTest
android.appsecurity.cts.ApexSignatureVerificationTest#testApexPubKeyIsNotWellKno
wnKey

REEfEE: 1. com.rockchip.hardware.sensors must not use well known pubkey


af://n543

expected to be false
7. com.android.rkpd must not use well known pubkey
expected to be false
RO YRR S BB ftapex_com.android.btservices®44 (SDKH
packages/modules/Bluetooth/apex)

GtsPackageSignatureTest
android.security.cts.PackageSignatureTest#testPackageSignatures
4558 These packages should not be signed with a well known key:
[com.android.bluetooth, com.android.btservices, com.android.il8n,
com.android.rkpd, com.android.runtime, com.android.uwb,
com.android.uwb.resources, com.android.virt, com.android.vndk.v34,
com.rockchip.hardware.sensors]

IXHEE com.android.i18n AR A IEGER . BUTRTIE YosourceMlunchiZ H4miE Hin), 4
JRTTIEAT AIEGoogle H M EH

cd libcore/apex/

rm com.android.il8n.pem com.android.il8n.avbpubkey

openssl genrsa -out com.android.il8n.pem 4096 #H FEHAT
avbtool extract_public_key --key com.android.il8n.pem --output
com.android.il8n.avbpubkey

EHTREBRLIT =1 Apex, BAART DAL R0 N, log = EHESTENEMIIALE v

. Path- Path-
Apex module name Path-Android 13.0
Android 12.0 Android 11.0
apex_com.android.i18n packages/modules/Runtimel18n/apex F134HE libcore/apex
apex_com.android.runtime bionic/apex 134 F13tHME
apex_com.android.art RNEEG R RNEES R art/build/apex

apex_com.android.btservices
TR BtApexB R EHIFMTE, T%make clean/o ik

B avbtool: Adding hashtree_footer failed: Key is wrong size for algorithm
SHA256_RSA4096.

R BitApexB A 2RI ail, 34 Ubuntu EAE0 T (Apex®44 2% 17 H
3% /tmp/ApexSignatureverificationTest***)

10.21 f X App BRI LR

faiFuser[EEN, ERINSBEREAppNIRVIER, RAECE 7 BUILD_WITH_GOOGLE_GMS_EXPRESS
true, 2HWIFMRES:

error: Please note that all your apps MUST be able to get permissions, Otherwise
android cannot boot!


https://source.android.com/docs/core/ota/apex?authuser=2#vbmeta-signing
af://n578

FuseriALAUHIA H CHappBl AT S bR ifEapi, HAERBOS MR, SIS AR, BIRIHIAT
BRI, wIDMEIR AN B TR,

Android_SDK/device/rockchip/common$ git diff modules/gms.mk
ifeq ($(strip $(TARGET_BUILD_VARIANT)), user)
ifneq ($(strip $(BUILD_WITH_GOOGLE_GMS_EXPRESS)), true)

B(WAPNING **¥* %% K%k X kXK kKA KA R AKX KA KK KK R KRR XK AKX )
- $(error Please note that all your apps MUST be able to get permissions,
Otherwise android cannot boot!)

$(warning After confirming your apps, please remove the above error
linet)

1 EE R R I R R R
$(warning )

BEEHTHRSEH, TR Nlog, FHLIWIERlogeatd TEN, FRIFIXLEA A AT app/HIER
BIIAR, userEHFERINARERE Hadb, FTLAKEE boot-debug.img E boot 73X (A/BIH 5
boot_a/boot_b, GKINE vendor_boot-debug.img £ vendor_boot_a/vendor_boot_b):

device/rockchip/common/modules/gms.mK:

# Enforce privapp-permissions whitelist only for user build.

PRODUCT_PROPERTY_OVERRIDES += \
ro.control_privapp_permissions=enforce --> KA

ro.control_privapp_permissions=1log

HRlogX#F not in privapp-permissions allowlist, AJPABEZIZR{AN Rlog:

W PackageManager: Privileged permission
android.permission.READ_WALLPAPER_INTERNAL for package
com.google.android.apps.wallpaper (/system_ext/priv-app/WallpaperGoogle) not in
privapp-permissions allowlist

W PackageManager: Privileged permission
android.permission.SET_WALLPAPER_COMPONENT for package
com.google.android.apps.wallpaper (/system_ext/priv-app/WallpaperGoogle) not in
privapp-permissions allowlist

W PackageManager: Privileged permission
android.permission.CHANGE_OVERLAY_PACKAGES for package
com.google.android.apps.wallpaper (/system_ext/priv-app/WallpaperGoogle) not in
privapp-permissions allowlist

W PackageManager: Privileged permission android.permission.WRITE_SECURE_SETTINGS
for package com.google.android.apps.wallpaper (/system_ext/priv-
app/WallpaperGoogle) not in privapp-permissions allowlist

A apk Y Z A B, I RAXBR, B0 GMSHLH Y system_ext HJwallpaper:

Android_SDK/vendor/partner_gms$ git diff etc/permissions/privapp-permissions-

google-system-ext.xml

<privapp-permissions package="com.google.android.apps.wallpaper">
<permission name="android.permission.READ_WALLPAPER_INTERNAL"/>
<permission name="android.permission.SET_WALLPAPER_COMPONENT"/>
<permission name="android.permission.CHANGE_OVERLAY_PACKAGES"/>
<permission name="android.permission.WRITE_SECURE_SETTINGS"/>

</privapp-permissions>

+ + + + + +

</permissions>



T IBAERIFRKE /1 apk (RKDeviceTest/Lightning/StressTest/RKUpdateService),
GMSINIEA SR,

10.22 IR i T B A A

BRI IEAIIRZ /i, —EZEMRIEGMS Requirements{FEIZAT, PATTLIMR], X0 EREA
HREE 7k
o I
TEFHBNE M B E S 8- B ERMRAEEER,, IR AZ 2,
o Lockdown =

)| e

T RE

. MBS R ZefihiE

AR LA T R B meE
. i B R1lockdowni&Ii

U A WN

o WEELIN®/SCAEIN% Full Disk Encryption/File Base Encryption
WEBNEERMEIRA: Settings->Security->More security settings->Encryption
& credentials->Encrypt tablet

11. GMS Express

N RUF Android R, 1S T _LATE B Androidif &3 HE M i B F 2 Google s A releasefl %7
2FH, GoogleffiH T'GMS Express Programs
Rockchip#%:th AF- & Androidfif 4 S £ GMS Express{B It N A& TR, SLFRIE PLGoogleMiEGMS.
Express/GO Ready ChipsetZ N M,

OhYE Android 12 (Regular/Go) Android 13 (RegularGo/) Android 14 (RegularGo/)

RK3288 Y/N */N N/N
RK3326 Y'Y *Y 3

RK3399 Y/N */N */N
RK3562 N/N Y'Y Y'Y
RK3566 Y'Y Y'Y Y'Y
RK3576 N/N N/N */N
RK3588 Y/N Y/N Y/N

11.1 SR

* ffifiRockchip GMS Express Baslinef)% ', 1555 MR 5 Google AR EMADAMY, HZEMNK
Android Gol& &5 LR A% B GoJ#h EMADA; #KEDLA, &R ZEDLAMMY, A%
PRI FH 5 28 Finid A — U X 7 B A T4,


af://n590
af://n611
https://docs.google.com/spreadsheets/d/18cNgkWAlt6mYtZIgXS9yHflhMbE8pFB9CgYniqUsWR4/edit#gid=227777885
af://n654

 Rockchip GMS Express baseline, <14GoogleZ2:kKi H#i2Rsi i (UL 2EH . GMSH
HIBERT. GooglefR iEFYAOSPEEZAN T4F) |, B HHbaselinelE A e 2 EZUER], 15554
PRBEEEHT, R HTR o)y RIERB LR P, AR NI BT EIE A TR AEGMSHE R EOR
XFE,

o GMS ExpressfJSDKNERKHFAMAIISDK, WFHFFFIE NEMAR, EPHARKILS XA H
5, BRI - RESSUEIAMADA/EDLA B R

11.2 T P AL E

Android 105 PA_EfkAH, FTEFEE185t—, #15Rockchip SDKJE, B3 % Express baselinef 77
R, ARER NE:

repo init -m Androidl10_Express.xml

# Android 11iEM#fAndroid 11fJxml
repo init -m Androidl1l_Express.xml

# Android 12iFffifHAndroid 12fxml
repo init -m Androidi12_express.xml

# Android 13i5{ffAndroid 13fxml
repo init -m Android13_Express.xml

# Android 14i5{f#HAndroid 14fxml
repo init -m Androidi14_Express.xml

o H1%ZIKEExpress baselinef) /7 1AM T :

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u
ssh://git@www.rockchip.com.cn:2222/Android_Qt/manifests.git -m
Android10_Express.xml

# Android 11

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u
ssh://git@www.rockchip.com.cn:2222/Android_R/manifests.git -m
Androidl1l_Express.xml

# Android 12

repo init --repo-url=ssh://git@www.rockchip.com.cn:2222/repo-
release/tools/repo.git -u
ssh://git@www.rockchip.com.cn:2222/Android_S/manifests.git -m
Androidl2_express.xml

# Android 13

repo init --repo-url https://gerrit.rock-chips.com:8443/repo-release/tools/repo
-u https://gerrit.rock-chips.com:8443/Android_T/manifests.git -m
Android13_Express.xml

# Android 14

repo init --repo-url https://gerrit.rock-chips.com:8443/repo-release/tools/repo
-u https://gerrit.rock-chips.com:8443/Android_U/manifests.git -m
Androidl14_Express.xml


af://n662

o IBHALRT i H FMakefile AN NECE :
BUILD_WITH_GOOGLE_GMS_EXPRESS := true

ENEEETH G, BANAMEEMRKEMH, GREATERM, MEERE, BRASE
com.google.android.feature.GMSEXPRESS_BUILD [Kflag, Fk{i1f'/baselinei# f&Express Plusf &K,
ARG Express PlusH™ i, I GMSIAUER AT DA RIAE AN SRR CREAEEDLAIAIE), HEIEE
3PL, TEEMATNH —UIFRIGE, TES% Google Exp+ % RN Z 75 /£ Express PlusfJ 2K, {2,
B AR S

Android_SDK/vendor/rockchip/common$ git diff gms-express.xml

<!-- These are configurations that should exist on GMS Express devices. -->
<config>

- <feature name="com.google.android.feature.GMSEXPRESS_BUILD " />

+ <feature name="com.google.android.feature.GMSEXPRESS_PLUS_BUILD" />
</config>

EDLAK FICIAMFAGMS Express, {HA] DIESAFHECEN & H CF S feature, RITEEACE R
BUILD_WITH_GOOGLE_GMS_EXPRESS := true

Android_SDK/vendor/rockchip/common$ git diff gms-express.xml

<!-- These are configurations that should exist on GMS Express devices. -->
<config>

- <feature name="com.google.android.feature.GMSEXPRESS_BUILD " />

T <feature name='"com.google.android.feature.ENTERPRISE_DEVICE" />

+ <feature name="com.google.android.feature.batteryless_device"/>
</config>

EDLAZRRI AR IE L R = P ASEC B A K features: EDLA 2SI features 1 0 1

Device type Features definition to be included

device lacks a b com.google.android.feature.other_form_factor
evice lacks a batter
y com.google.android.feature.batteryless_device

device has a battery but the screen size is greater than com.google.android.feature.other_form_factor

18 inches com.google.android.feature.large_display

. L com.google.android.feature.other_form_factor
device lacks a battery and the screen size is greater than

} com.google.android.feature.batteryless_device
18 inches

com.google.android.feature.large_display

. . o com.google.android.feature.other_form_factor
device lacks a battery and is a headless unit with a ] ]
. . com.google.android.feature.batteryless_device
separate display unit . ]
com.google.android.feature.headless_device

EDLARE RZ A M, FHEFFTPARSS 254N ] GMS-Test-Suite/Exp+/batteryless.diff

12. FHLACE


https://docs.google.com/document/d/1SK2LvrqvTQDEvK8WlB-EujCVvyEogiz4O83gtNkd_sU/edit
https://docs.partner.android.com/gms/policies/edla/edla-other-form
af://n695

12.1 Ubuntu P ENE &

i 2 Ubuntu EHL(ASGERE FH WindowsHLIN) 7 B 1 7HC B 4fjava, Python, adb, fastboot, aaptPk
%,

RockchipZZ 44 T FTPARSS 25 :

ik K Y
ftp://ftp.rock-chips.com Xzj-guest V3qTwMQ4YV

X Android 125 PA_ERRA, BATEEFTPH RS E Hi & P B 25 UL T A, 7] DAMFTPHIRA R
A EAREL:

GMS-Test-Suite/Exp+
A FIRK-FTPAH Y Android_O_cts_env.tar.gz, fi#t/E/GHECEINRA & :

Ubuntu AT DAINEZEI~/ . bashrcBiE 4 DL ABEIScilenv, MiXATsource env:

export JAVA_HOME=/home/Your_Name/Software/jdk1.8.0_77 ## R HYour_Name
export JRE_HOME=${JAVA_HOME}/jre

export CLASSPATH=.:${JAVA_HOME}/lib:${JRE_HOME}/1ib

export PATH=${JAVA_HOME}/bin:$PATH

export PATH=/home/Your_Name/Software/android-sdk-1linux/tools:$PATH

export PATH=/home/Your_Name/Software/android-sdk-linux/platform-tools:$PATH
export PATH=/home/Your_Name/Software/android-sdk-1linux/build-to00ls/19.0.0:$PATH

FLE)G, W PHQ&AT T it fkadb, aaptfifastboot TR, WA RERMARAZER, Wik
I Re 2 A A Rl !

$ aapt version

$ adb --version

$ fastboot --version
$ java --version

1 Androidhit A 2 3K [ adb/aapt/fastboot iR A 4N :

Androidhit A& adbhfi A AR ER fastboothR A S AR EE K
Android 10.0 29.0.6+ 29.0.6+

Android 11.0 30 30

Android 12.0 31 31

Android 12.1 (Android 12L) 31 31

Android 13 33 33

R PaaptANATH, 5L H+IRAE: (aaptINA] S F 8 CtsDegpTestCasesill i 5 140)

$ sudo apt-get install 1ib32stdc++6 1ib32z1


af://n696

1. Z¥EPython T &
$ sudo apt-get install python-dev
2. %% Protocol Buffer I H.:

$ sudo apt-get install python-protobuf
$ sudo apt-get install protobuf-compiler

3. 2% Python REAUFASIAHSC T A

$ sudo apt-get install python-virtualenv
$ sudo apt-get install python-pip

4, WNERAYREpython3, FIREFE B HAIHIE FHIIXA:

$ sudo apt install virtualenv

12.2 EHUABEH WL 8 R 1 5 I

1 HIRTCIE A RIS
VTSI FCrE QI REAEAST, AT DA DU a9 fillH5E pip A pip2 il pip 224

virtualenv:

$ sudo apt autoremove python-virtualenv

$ sudo apt autoremove virtualenv

$ sudo 1n -sf ~/.local/bin/pip2 /usr/bin/pip
$ pip install --user virtualenv

2. F+%%adb. aaptMfastboot
i FISDK 2 tfadb, aaptfiifastboot TLHEE L, SH RN ISDK IR
Rockchip_Android_*_development_guide_V*_CN.pdf

Q: Fiftadb/fastboot

A: Dladbifil, TELURBEN:

$ whereis adb

adb: /home/rockchip/Software/android-sdk-1linux/platform-tools/adb

$ adb kill-server

S4Nadb/aapt/fastboot i E)G, Bi#ftadb/aapt/fastbootffbinary, binaryrlfEFTPARSS#SGMS -
Test-Suite/sdk_tools.tar.gz3KHL

#ifastboot THIkAILH, 7EGSIMREIFEIITAS ' fastboot reboot fastboot ' <HzEs
REE(5E: fastboot: usage: unknown reboot target fastboot

3. #rii 0 7 2 F aapt2

545 HE1: java.io.IOException: Cannot run program "aapt2": error=2, No such file
or directory

(582 E/AaptParser: aapt2 dump badging stderr: W/ziparchive(2284292): Unable
to open 'badging': No such file or directory


af://n758

fROTT I

$ which aapt

/home/rockchip/Software/sdk_tools/aapt
#SDKHFout/host/1inux-x86/bin/aapt2 X H#NEUbuntu®
Hl/home/rockchip/Software/sdk_tools/aapt23-4HXFR ' chmod 775 aapt2'

SDKY BFIZ 4 -
prebuilts/sdk/tools/Android.bp
cc_prebuilt_binary {
name: "aapt2",
host_supported: true,
prefer: true,

target: {
linux: {
srcs: ["linux/bin/aapt2"],
+
darwin: {
srcs: ["darwin/bin/aapt2"],
+

windows: {
srcs: ["windows/bin/aapt2.exe"],
3
+

4. adb devices?: 11575 IR7AS42 Rno permissions

$ adb devices

List of devices attached

CKPOKUIQQ1 no permissions(missing udev rules? user is in the plugdev group);
see http://developer.android.com/tools/device.html

FRERTT IR B

$ lsusb

Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub
Bus 001 Device 070: ID 1f3a:1001 Onda (unverified)

## FKEadbiZ&EIRHIE1f3a: 1001

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

fROT IR IR2:

$ sudo vim /etc/udev/rules.d/android.rules

SUBSYSTEM=="usb", ATTRS{idVendor}=="1f3a", ATTRS{idProduct}=="1001", MODE="0666"
# I MadbIZ &R #1f3a: 1001

fRIRTT IR B3 Hitkadb&/EEiR
$ adb devices

List of devices attached
CKPOKUIQQ1 device

5. fastboot devices# 1% £ IRZS 2 "no permissions

$ fastboot devices
no permissions(missing udev rules? user is in the plugdev group); see [......
Android Fastboot

AR T7 ik fEfastboot iz FHUUT ' 1sush ' H s fastboot &R AR, FEfastbootiHX NIZE
vid/pidfladbiEzRE]



6. MIAMEELCtsUsesNativeLibraryTestfiR%f: A JNI error has occurred

545 E: java.lang.RuntimeException: Error: A JNI error has occurred, please
check your installation and try again

Exception in thread "main" java.lang.UnsupportedClassVersionError:
com/android/signapk/SignApk has been compiled by a more recent version of the
Java Runtime (class file version 55.0), this version of the Java Runtime only
recognizes class file versions up to 52.0

fRO TR BT dk TEARA (FTPARSS %8 /GMS-Test -Suite/openjdk-11+28_linux-
X64_bin.tar.gz)

$ java --version

openjdk 11 2018-09-25

OpenJDK Runtime Environment 18.9 (build 11+28)

OpenJDK 64-Bit Server VM 18.9 (build 11+28, mixed mode)

$ whereis java
java: /usr/share/java /home/Rockchip/Software/jdk-11/bin/java

7. Ubuntu ENIHENFEAE

54158 E/CommandScheduler: Java heap space

java.lang.OutOfMemoryError: Java heap space
BEEEE: ${IAVA_BINARY} $RDBG_FLAG -Xmx16g -XX:+HeapDumpOnOutOfMemoryError -cp
${JAR_PATH} -DCTS_ROOT=${CTS_ROOT}

fRIRTTI: UbuntuFENLTREENTAFL66BI PA L, W] DAEE 5 Hfivi /o i

12.3 fi - DockerZF 45 & GMSIAUEMAIA 52

MEA LR EIR AR E Ubuntu EHUIAEE, A MFTPARSS &% GMS-Test-

DaN— STy

13. GMSIATEN

13.1 MR HERE

1. i§+4Rockchip Android SDKA A B BHH RN %, AN S B4

2. HTEK TGMSH, REEHRGE—RESEE, BOERr, HHUS8NETRGMS
Setup WizardHi% &, R EEAIAIES A United States English, wifiifiECES, N XIEEE
EE, FREBERKS, ¥ AHomed: FHH;

3. FR 2814 DA RBCE, Settings->Wi-FiilEfwifi, EHvpnMZ8IAEE, FHIHLEEEvpn(Ubuntu
FHEEZEVPN, AREHSSRITIEREVPN);

4. FHEMRRCTS/GTS 2 /i, VHICABEERGMSIKE, T Hfail; WHEEEEA GolliH, Hr
GtsRegulationComplianceTestCases IR, MIAATEHEEATIAIKS, FFEZRIE
Googlef & 5% (g0 DuckDuckGo) . EAKIEPAEEAE /7 XA A HE:


af://n787
af://n789
af://n790

https://docs.partner.android.com/gms/policies/restricted/eea-builds?
hl=en#choice-screen

5. Settings->Security->Screenlocki#%#¥None;

6. a5~ (Nlaptop2r= i) T IHEE#ELL, Languages & input->Physical keyboard->Show virtual
keyboard, AJiEIXIEIT;

7. %% 15 i Settings->About tablet (phone) ->Build Number, {##%5&j#Developer Options!Z
x;

8. Settings->Developeroptions->Stayawake, 4Ji%1ZI%ETi;

9. Settings->Locationf] FFEN RS (BRIAZITHM, REXMA]) ;

10. Settings->Display->Sleepl% B HUR K I H], KR EVETRIRE XN ERE, DPEHSE
®) ;

11. Settings->Display->Adaptive brightness] - E i& IV 5% & (Android 1 3R AN EE3K) ;

12. T Fandroid-cts-media-versions#T il FRI AR T i EL (B AR E & F C TS AR G150,

13, U IR BRIE S, PUTEIAR R RAYIHNZA source copy_media.sh && source
copy_image.sh ¥R HERHGAREREI DL R E:  /tmp/android-cts-
media/android-cts-media-1.4 ), android 11 DA FRAT 2 media-1.5,

14. 575 SensorfIEIRAS, R AGRL, RIS RN R TR Z BRI 2
HPRE), MIAVTSHIS LIRS
{2 B8 T H A A Sensor KA,  ARBMERINLAS KT 5% 1L E (user EfHbévendor_boot-
debug.img)

$ adb root

adbd is already running as root

$ adb shell

console:/ $ cat /sys/class/sensor_class/accel_calibration

read error ## R
console:/ $ echo 1 > /sys/class/sensor_class/accel_calibration ## HlEs/K P IEE
console:/ $

console:/ $ cat /sys/class/sensor_class/accel _calibration

accel calibration: 166, -309, -177 ## R

15. VB S R AONL AR S S BNCE, V)RR SRR B B

16. MIARTHLAF ARE L EPINS SR 2 S (IR 5515 5 Device must have screen lock disabled)

17. PR AT T EHIENLI A SNIS E IR Ak, HIHLASSNISREIEN, SNBSS 23 (HL25SNY
B2 SAREN)

18. FREFTIIK, ERERHLAS AT LA E,

13.2 A2k A 4>

Rockchip@Rockchip-pc:~/android-cts/tools$ ./cts-tradefed ## CTSIIIR L
Rockchip@Rockchip-pc:~/android-vts/tools$ ./vts-tradefed ## VTSIIIAZ
Rockchip@Rockchip-pc:~/android-gts/tools$ ./gts-tradefed ## GTSIIIAZ
Rockchip@Rockchip-pc:~/android-sts/tools$ ./sts-tradefed ## STSIIAL Ui

Rockchip@Rockchip-pc:~/android-apts-go/tools$ ./apts-tradefed — ## APTSllI{Z

13.3 Z GO HMENIRX


af://n831
af://n833

NEMIAKRZ 2 G IMEK, A SUMSE: --shard-count

run cts --shard-count 3 -s SN1 -s SN2 -s SN3 ## 3ENLERFEIIH
CTS

ER: Z AL ENNKR, QR — B8 BB LNNZ A LIRS R 2R R K, M
PBEENBBERFE ! BUCHYISRIRE G, - aPasi, otk 4l — e ik
&, HETRMREZ A dRrery il

13.4 Bk A AR

BRI FE N S SR i LI

run cts --exclude-filter "CtsViewTestCases"

run cts --exclude-filter "CtsViewTestCases
android.view.cts.SurfaceViewSyncTests#testEmptySurfaceView"

13.5 GSIEE W )51k

WAV EEBE, HE Afastbootd, RFFEE GSIH [Fsystem.img X B FImisc.img, #5523
Arecovery TR E H % E, TNHH EBEMES FE:

1. EEJ3 S bootloader, ARFEBI->HL 2SR

adb reboot bootloader
fastboot oem at-unlock-vboot ## XITJeE idavh NHNE T, 1HZ 26 W I SO i,

2. IRE R E, 5 Efastbootd:
fastboot reboot fastboot ## IR A fastbootd
3. FFUEHE GST

## (I ) N T SR R okAIE R, AT DUEHIT A S e S MBRproduct 73 X G F4# 5 GST
fastboot delete-logical-partition product

## NTEMA/B, BRIA/BRIKE, TERINMFRproduct_a/product_b

fastboot delete-logical-partition product_a

fastboot delete-logical-partition product_b

fastboot flash system system.img

## JEmisc. imgPRE I E (G RIHLESTTHLATRE-RTEINZSRAE ), miscr Bl fE—ittsmi kY

fastboot flash misc misc.img

## VTSR : GKI[EfFkiS vendor_boot-debug.imgFlvendor_boot/3[X; AEGKIEFFiEboot -
debug.img#lboot 7 [X

fastboot flash vendor_boot vendor_boot-debug.img

# BRERYE, BB

fastboot reboot


af://n837
af://n840

o F1: HWAJPAf IDSU(Dynamic System Updates)%¢5 GSI, HHiiRockchipF-& B4 ERIA S EE
DSU, HITIZIBEFREIMFERENTE, AEIN2G DDRM DA RHR&EE A, A <DSURIAAA
i, 1EZ% Android 5 ;

o 7E2: VTSR, FFEFRINESSE %M boot-debug. img Flboot73[X; NFZEGKI, Mk
vendor_boot-debug.img £llvendor_boot7}[X; (HLEFAREBIE)

o {¥3: CTS-ON-GSHMIXMIAFEE R boot-debug. img 8¢ vendor_boot-debug.img ;

o F4: MIAMEHFGoogle® 77 & fill, LA signed- JF3kHIGSIE % HIRelease buildift A HIGKI
boot5i(4:;

o {¥5: MISEGSILIER SN, 1Elboot-debugBlvendor_boot-debug, il 5 G adbHlEf IR AT DA
A, A PMogcatZ 41 /8 81 R MR AL

Androidhi A< NEtE

aosp-android11-gsi Android11 PABIRGSIE (G [ 2L #"aosp_arm64-img"
aosp-android12-gsi Android12 PABRRGSIFE T #itilil # aosp_arm64-img"
aosp-android13-gsi Android13 PABIRGSIHE(G [ 20 AL " aosp_arm64-img"
aosp-android13-gsi Android14 PABhRGSIE# % R £t #"aosp_arm64-img"

13.6 M VTS/CTS-ON-GSI

MRHEGoogle GMS A ZER, AN TR AL FHIIE LB TE/fEl,

o CTS/GTS: JRBMOEMEE:, BIIER i HTEEE M, BIEH2RliA(d< fastboot oem
at-lock-vboot ),

o CTS-on-GSI: fR@it/les, WIS GSI, BENLAEHEHEITCTS-on-GSIHIIIA, (M Googletn i
3R, Android 13+5¢GSUR AR EHBIE)

o VTS: f@8HL2S, M5 boot-debugfIGSI, F#HATVISHIMNK (REEBIENIE)
R fECTS-on-GSIFVIEIN, SN EHRGSINZ % (signed- T3k AR, HGSIZ &/ T4
REET & TSDKIZ A THL, BNRE EHIERE, KRB ILiER)!

R K5 GSIEE {45 Security Patch BRI ZGSITRAAN L 24N TEE4K, ARG EAF 2 4
TR,

12 Android 11/12RAMIKCTSEYCTS-on-GSIN, 55005 1% 844 i T aiE, )
S 400 Ffaillll, Android 13+HJCTS-ON-GSIN AT EHUE

CtsKeystoreTestCases
android.keystore.cts.KeyAttestationTest#testEcAttestation
android.keystore.cts.KeyAttestationTest#testRsaAttestation
android.keystore.cts.KeyAttestationTest#testEcAttestation DevicelLocked
android.keystore.cts.KeyAttestationTest#testRsaAttestation DevicelLocked

o HlERBUE/MEBTIRZSHIT -


https://ci.android.com/builds/branches/aosp-android11-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
https://ci.android.com/builds/branches/aosp-android12-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
https://ci.android.com/builds/branches/aosp-android13-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
https://ci.android.com/builds/branches/aosp-android14-gsi/grid?legacy=1&selected-targets=aosp_arm64-userdebug
http://https//source.android.com/devices/tech/ota/dynamic-system-updates
af://n881
https://docs.partner.android.com/gms/testing/vts/treble-compliance?hl=en#sample-test-flor-without-dsu

console:/ $ getprop | grep ro.boot.verifiedbootstate
[ro.boot.verifiedbootstate]: [orange] ## JBME(EorangeRRIIARAPIE
[ro.boot.verifiedbootstate]: [green] ## JEIEEgreen® RN EBE

console:/ $ getprop | grep ro.boot.vbmeta.device_state

[ro.boot.vbmeta.device_state]: [unlocked] ## JEIMEEunlocked FRHLESARBIE
[ro.boot.vbmeta.device_state]: [locked] ## JBM(ELlockedERES CHIE

13.7 VIS

T ERIMRE GSI(HTAOSPHYsystem-xxx-signed.img, ] MGoogle’E M/3PLE{RockchipZZ4#h T FTP3R
HY, ZfifiHsigned$%4) A Kboot-debug.img (FF/EAVB/EHT IE A =47 {25 rockdev/Image-xxxH1) o

; Wi .
ik N retryi LR
54
android-vts-xxx- run run retry -- run vts -m module_name -t
arm_64.zip vts retry 0 case_name

13.8 CTS-ON-GSI

TR RIMGE GSI(BAOSPHYsystem-xxx-signed.img, AJ MGoogle’E M/3PLE{RockchipZZ 4 #h T FTPZR
By, 2 HsignedV5i15), WET7TER L.

A A2 retryii %> <R[ R0y
android-cts-xxx- run cts- run retry -- run cts-on-gsi -m module_name -
arm_64.zip on-gsi retry 0 t case_name

£ Android 1052 ARGRRAH, %A RH&K:

TR A Wik retrymi Ll
android-vts-xxx- run cts- run retry -- run cts-on-gsi -m module_name -
arm_64.zip on-gsi retry 0 t case_name

13.9 CTS

{5 P e B g 15 tH B user B AFREA TN, (& PRGBS OO AT AT AR BRI RC A4

WiAan

A e A retryin % L: b RO

<3
android-cts-_xxx- run run retry -- run cts -m module_name -t
linux_x86-arm.zip cts retry 0 case_name

13.10 CTS-Verifier


af://n897
af://n910
af://n935
af://n948

{5 e B g 15 L B user B PFREA TN, B0 F 0 B I T2 SO A A it A R BC AR 4 (R 0 5
AE)

TR A W< retryii % e
android-cts-verifier-xx_xx-linux_x86-arm.zip FahA FahIi Fahik

1. IBTEZEECts Verifier AT A1 T LA R @2
adb shell settings put global hidden_api_policy 1

2. Z¥CusVerifier, HF5LERX M 2EE, BE E—FHITZE
adb install -r -g CtsVerifier.apk

3. Android 10+hRA TR ZHYT N2

adb shell appops set com.android.cts.verifier android:read_device_identifiers
allow

4. Android 11+RAFEHRIT FEIGS

adb shell appops set com.android.cts.verifier MANAGE_EXTERNAL_STORAGE 0
5. Android 13} A7 BT F A2

adb shell am compat enable ALLOW_TEST_API_ACCESS com.android.cts.verifier
6. Android 14+iRAFEHAIT NEMS

adb shell appops set com.android.cts.verifier TURN_SCREEN_ON 0

7. B RG]

8. CTS-VerifierlIR N 152 52 B - E AN S EIZ B PINGER, & NMNIE I Notification Listener Test
KEAFZL HiMifail

9. MR & #E12: /storage/emulated/0/VerifierReports/

Controls Panel testsilll i i 75 225 1% B PING 5505

13.11 GTS

il 52 B G 1 A user B MR, - ARG B AR B OSOR <GMS A PEIC B> K & AIBCH G . FFAILIR) SN 5 2
HEHEVPN-Wifi, FEEkEGooglelk .

MR AG S5 DHIAG EAURSE, B EE B gts key, FIIEIS echo $APE_API_KEY &H,

o GTS keyfLE /7i%: MIPLIREUG ¥ key.jsonNNE AR &, 4:


https://source.android.com/docs/compatibility/cts/verifier?authuser=2#setup
af://n993

$ vi .bashrc
export APE_API_KEY=/path/to/key.json ## FEEH/path/to

AR ES : Test failed due to failed service account authentication, please ensure
service account key is installed and try again.

o EDIH&HHIE: ¥ FHEHEHNIAI 5 android-gts/results/2023.01.01_01.01.01.zip R £33PL _L A&
R HR S HRE R R

run gts -m GtsEdiHostTestCases

HIE$iREE : This device isn't Play Protect certified

MiA#z4E: Test failed due to unrecognized service account for this product, please
submit an initial GTS report for this product with full EDI (run gts -m
GtsEdiHostTestCases) at https://partner.android.com/approvals/upload-report and
try again.

Wi

i L I retryfi % Lt R

<
android-gts- run run retry --retry run gts -m module_name -t
XX.ZIp gts 0 case_name

Mg AR B Attestation key FFH LA S VPN-Wifilh il RESHR 4 -

E/DynamitelLoaderV2Impl( 4625): gzh: Can't load code for GoogleCertificates.apk
E/GoogleCertificates( 4625): Failed to get Google certificates from remote
E/GoogleCertificates( 4625): amh: Remote load failed. No local fallback found.
D/AndroidRuntime( 4813): Shutting down VM

E/AndroidRuntime( 4813): FATAL EXCEPTION: main

E/AndroidRuntime( 4813): Process: com.google.android.apps.restore, PID: 4813
E/AndroidRuntime( 4813): java.lang.SecurityException: GoogleCertificatesRslt:
module init: Remote load failed. No local fallback found. (go/gsrlt)

13.12 GTS-Verifier

MR : https:/docs.partner.android.com/gms/testing/gts/gts-verifier?hl=en, Android 14+kRAANEE ]
IRGTS-Verifier

13.13 GTS Interactive

Android 13+/RASHIE R, BRGTS-Verifier PRI, M FARIEN L2 A R R B IRME

RN a2 retryfii % a2
android- run gts- run retry -- run gts-interactive -m
gts-xx.zip interactive retry 0 module_name -t case_name

13.14 STS


https://partner.android.com/approvals/builds?a=1991659975&pli=1
af://n1017
https://docs.partner.android.com/gms/testing/gts/gts-verifier?hl=en
af://n1019
af://n1032

168 FH 522845 7% H i userdebug B A HEA TIUNR,  EA-EC BG4 ORI R TH P biAS ZFNECHIEF, B e fail il
RIALEE, TESEREMT A SDK SRS AndroidZe £ T BB Ay

At A< retryfin % HlaE %

android-sts- ] run retry -- run sts -m module_name -t
. sts-dynamic-full

XX.Zip retry 0 case_name

TE: STSIMIA android-sts-xx.zip fEEHRY: sts
T HAMail TR 2224 T &L
https://source.android.com/docs/security/bulletin/asb-overview

13.15 GOATS (Performance Test)

PEREMIA, B8 528841 tH Y userdebug B FFHEFTINNIA, & FHHC B B4 SRR I A A A AN EC I 4T o
Gk NI U Clangfi % (iiETTIE TR TR SCH)
kernel FFT AUIR AT

diff --git a/drivers/video/rockchip/rga2/Kconfig
b/drivers/video/rockchip/rga2/Kconfig
index efclef6..3458051 100644
--- a/drivers/video/rockchip/rga2/Kconfig
+++ b/drivers/video/rockchip/rga2/Kconfig
@@ -1,5 +1,5 @@
# SPDX-License-Identifier: GPL-2.0
-menu "RGA2"
+menu "RGA2G"
depends on ARCH_ROCKCHIP

config ROCKCHIP_RGA2

13.16 APTS

PEREDIA, (0 52 418 th ¥ userdebug B R IEA TN, - [ FHHC B IS SR AT I Al AR B AT BCHITAT
Android 125 DA ERRAEIGolf AL a8, 7 ZMIXHRITEREMIL, AEIKGOATS,

ikt Wi 2 (EE N M user [ #fingerprint) W, AZffrery
android- . . run test/approval-go -
run test/approval-go --fingerprint-swap
apts- -test-case app-start-
. google/wembley/wembley:12/SP1A.210712.001/7539480:user/release
g0.zip cold-3p

H2018F4H1HEE, A IINIERR T Android BTS (Build Test Suite) ik, 1EZ# Google
Partner 3%

B4 Googlel, AH FEFTHGH) update. img , TS HFGoogle oI AT B4 A0 )@, B
RATT1E BT EE SASFTIARI3pl,


af://n1046
af://n1049
af://n1060
https://support.google.com/androidpartners_gms/answer/9027630?hl=en

Rockchip I AIBTSFT R 7574 H PR HIR A * img B GTRE S 3% H i< 7" Fingerprint"{H (F
FITA R R E O ~"), SRS R AR ) ziphd Ko

rockchip~rk3326_ggo~rk3326_qgo~10~QD1A.190821.014.C2~201911~user~release-keys$
1s

boot-debug.img boot.img dtbo.img misc.img recovery.img super.img
vbmeta.img

F1: GMSEFEHERIA/B, FIE 7% Arecovery.img
2 GKIEHFHE#YMT Evendor_boot.img/init_boot.img, _Fifboot-debug.imgds &4t A vendor_boot-
debug.img

KTPHA: ARFEAKLIEGMSINIA 2@, [HEBTSHRNEPHA (BFEMNA) #HE4H1E
M, HRIEGoogleF il 2T, A ASCIF T E M E Mapp_EF£E|Google Play#Hf 7k, HEAK
BWIH3PLELTAM, 5 BTSHILRIRIF .,

14. AR A

14.1 CTSAH A AL I3

o (HFAH A SR LR R GF AL R R RES HERR I ZS [,  SEEASTRD .
o CTSIRA{EFAARGARE, BT DA RIGoogle bt I MM B MFTPARSS 2% N# GMS-Test-
Suite/xTS/CTS_local_media_package

1. FEmedialif A £11.5 R IELILEE AR
2. pushfEZIIX 1A f1 ) #188sdcard
3. fiftEmediafE (A 82 1.5/ 2 Ubuntu 34/l E 5%/tmp/android-cts-media/android-cts-media-1.5

$ adb push CtsMediaTestCases /sdcard/
4. BEYLEAN AR 2 (8 12 DASE PR B 9 ) -

run cts -m CtsMediaTestCases \

--module-arg CtsMediaTestCases:config-
url:https://storage.googleapis.com/cts_media/DynamicConfig_local.json \
--module-arg CtsMediaTestCases:local-media-path:/tmp/android-cts-media-1.5

14.2 GTSASHUEEAA L3¢

o fERIAATBIAERRIIFAERRERSHERR 48 A1, SR 1%,
o GTSIMIAH AR, ATLAIF Google bl ]I HIIE BUMFTPARSS &5 T %k GMS-Test-
Suite/xTS/GTS_local_media_package

1. F#GtsExoPlayerTestCases. GtsYouTubeTestCases A GtsMediaTestCases
2. push A 1A £ 1 #¥ sdcard

$ adb push gts test wvmedia /sdcard/


af://n1067
af://n1068
https://source.android.com/docs/compatibility/cts/run-locally#sd-setup
https://dl.google.com/dl/android/cts/android-cts-media-1.5.zip
https://storage.googleapis.com/cts_media/CtsMediaTestCases.zip
af://n1086
https://docs.partner.android.com/gms/testing/gts/running-gts?hl=en#run-media-tests
https://storage.googleapis.com/exoplayer-test-media-1/gen-4/exoplayer-gts-media.zip
https://storage.googleapis.com/youtube-test-media/gts/GtsYouTubeTestCases-media-1.2.zip
https://storage.googleapis.com/gts_media/wvmedia-gts-media.zip

3. a0

run gts \

--module-arg GtsExoPlayerTestCases:config-
url:https://storage.googleapis.com/exoplayer-test-media-1/gen-4/dynamic-config-
sdcard-1.0.json \

--module-arg "GtsYouTubeTestCases:skip-media-download:true" \

--module-arg "GtsYouTubeTestCases:instrumentation-arg:media-path:=/sdcard/test"
\

--module-arg "GtsMediaTestCases:instrumentation-arg:media-
path:=file:///sdcard/wvmedia"

4. PN AR 2 (E R B 44 wvt sDeviceTestCases )

run gts -m WvtsDeviceTestCases \

--module-arg WvtsDeviceTestCases:config-
url:https://storage.googleapis.com/exoplayer-test-media-1/gen-4/dynamic-config-
sdcard-1.0.json \

--module-arg "WvtsDeviceTestCases:instrumentation-arg:media-
path:=file:///sdcard/wvmedia"

B LG TSR fail 10 75 22 F A< i3 A £ 0158

WvtsDeviceTestCases
com.google.android.wvts.WidevineH264PlaybackTests#testL3WithUHD6O
com.google.android.wvts.WidevineH264PlaybackTests#testClearwWwithUHD60O
com.google.android.wvts.wWidevineVP9WebMPlaybackTests#testVPOWebMCencSuperFramesL
3WithUHD30
com.google.android.wvts.WidevineVP9WebMPlaybackTests#testVPOWebMProfile210bitCen
cSuperFramesL3With1080P30
com.google.android.wvts.WidevineVP9WebMPlaybackTests#testVP9WebMCencSubSamplel 3w
ithUHD60

15. H P& iliss

15.1 HIFGMSHIA

Android_SDK$ unzip -0 gms-oem-U-14-202403.zip -d vendor/
Android_SDK/vendor/partner_gms$ find . -name "*x86*apk" | xargs rm -rf ## [l
32BitMH

Android_SDK/vendor/partner_gms$ find . -name "*.apk" | xargs git add
Android_SDK/vendor/partner_gms$ git status ./ ## EIR
M ES, FMEIHEEA

15.2 &5 B RS E I

FTPAR %% 2%/GMS-Test-Suite/xTS/tools/Overlay Tools.apk F] 257 Z2 4t/ FAH G AL B I (7 =& Data
Type)


af://n1108
af://n1109
af://n1111

am start -n cn.jcassistant.overlaytools/.MainActivity --es pkg android --es cfg
config_automatic_brightness_available

15.3 HAHERKSDKIRA

FREUE M getprop | grep ro.rksdk.version

device/rockchip/common/device.mk:
ro.rksdk.version=ANDROID$(PLATFORM_VERSION)_RKR5

15.4 PLEESNIS M 44 TG

15 SN AL ESZ 3 A bootloaderIR %S, F 5 T HESDKHZ
RKTools/windows/RKDevInfowWriteTool-1.3.0.7z

GMSIANFZE R SNAS AT REFF Sk B £ J97-bit ASCII, RKFRHIKEIE6~14 DT AN, SNALHE A B
SRUCHEE E N FIA R A[A-Za-20-91+$", HAREME """ "S55

hardware/rockchip/drmservice/Android.mk:
# Verify sn with pattern "A[A-Za-z0-9]+$"
ifeq ($(BUILD_WITH_GOOGLE_MARKET), true)
LOCAL_CFLAGS += -DENABLE_SN_VERIFY

endif

hardware/rockchip/drmservice/drmservice.c:

#define SERIALNO_PATTERN "A[A-Za-z0-9]+$"
#define SERIALNO_BUF_LEN 33

CtsAppSecurityHostTestCases
android.appsecurity.cts.AccessSerialNumberTest#testGetSerialReturnsExpectedForma
t

CtsUsbTests
com.android.cts.usb.TestUsbhTest#testUsbSerialReadOnDeviceMatches

15.5 B R GEAPIH

JEILJE M getprop | grep first_api_level ZREUHHTRFAPIELR, HFEBRSITH


af://n1114
af://n1117
https://source.android.com/docs/compatibility/13/android-13-cdd#32_soft_api_compatibility
af://n1123

device/rockchip/rk3588/rk3588_t/rk3588_t.mk: PRODUCT_SHIPPING_API_LEVEL :=
34
build/make/core/main.mk:
ifdef PRODUCT_SHIPPING_API_LEVEL
ADDITIONAL_VENDOR_PROPERTIES +=
ro.product.first_api_level=$(PRODUCT_SHIPPING_API_LEVEL)
endif

device/rockchip/rk3588/BoardConfig.mk: BOARD_SHIPPING_API_LEVEL :
build/make/core/main.mk:
ifdef BOARD_SHIPPING_API_LEVEL
ADDITIONAL_VENDOR_PROPERTIES +=
ro.board.first_api_level=%$(BOARD_SHIPPING_API_LEVEL)
endif

34

Android 14+-iRARKE G FEEEIMGREDAE, FHEALE FIAZBOARD_SHIPPING_API_LEVEL,
HNZE N Hifail I

GtsOsTestCases
com.google.android.os.gts.GoogleRequirementFreezeTest#testChipsetInfo

15.6 B A GidpifllaaptVLAL

U RGidpifllaapt RULHCI 272440 Rfail i, FFZEARIE ro.sf.lcd_density Fll
PRODUCT_AAPT_PREF_CONFIG VUL H4F A Googlebrifk

CtsThemeHostTestCases
android.theme.cts.ThemeHostTest#testThemes

R#E(5E: FAILURE: junit.framework.AssertionFailedError: 36 failures in theme test

MR SRR R SR PR wn size HHE ARG RBAENdpifE: dpifeskil g
FrifEdpifE A & GoogleTELE XY 1 dpifllaapt/LL ¢ H
flan it H dpi=200 LT 7E4%213 dpi(tvdpi)#& M8 FHEIACE, HFRZIRILRIE PRODUCT_AAPT_CONFIG 4|
2 Etvdpi

device/rockchip/rk3588/rk3588_t/rk3588_t.mk: PRODUCT_PROPERTY_OVERRIDES +=
ro.sf.lcd_density=213

device/rockchip/rk3588/rk3588_t/rk3588_t.mk: PRODUCT_AAPT_PREF_CONFIG :=
tvdpi

device/rockchip/common/device.mk: PRODUCT_AAPT_CONFIG ?= normal

large xlarge hdpi tvdpi xhdpi xxhdpi

15.7 Bt R Giclientidbase)& I

HIEMADA/EDLA R JFif& 4 ro.com.google.clientidbase)& £, 5 ASL i FH 3% A] i " android-
rockchip”


https://docs.partner.android.com/gms/policies/domains/reqs?authuser=3#updates_in_android_requirements_release
af://n1128
https://ppi.ihei5.com/
https://source.android.com/docs/compatibility/12/android-12-cdd#37_runtime_compatibility
af://n1133

Android_SDK/vendor/rockchip/common$ git diff gms/gms.prop
+ro.com.google.clientidbase=android-rockchip

miELEH: out/target/product/rk3588s_t/system/build.prop

device/rockchip/common/modules/gms.mk:
ifeq ($(strip $(BUILD_WITH_GOOGLE_MARKET)), true)

$(warning Please set client id with your own MADA ID!)
TARGET_SYSTEM_PROP += vendor/rockchip/common/gms/gms.prop

15.8 B &R Giro.product.***)& Pk

[ro.product.
[ro.product
[ro.product
[ro.product
[ro.product.

brand]:
.device]:
.manufacturer]:
.model]:
name] :

[rockchip]
[rk3588_t]

build/make/core/product.mk:
_product_single_value_vars += \

PRODUCT_SYSTEM_NAME \
PRODUCT_SYSTEM_MODEL \

[rockchip]
[rk3588_t]
[rk3588_t]

PRODUCT_SYSTEM_DEVICE \

PRODUCT_SYSTEM_BRAND \

PRODUCT_SYSTEM_MANUFACTURER \

build/make/core/sysprop.mk:
$(if $(filter system,$(1)),\

echo
echo
echo
$(2);\
echo
echo
A\
echo
echo
echo
echo
echo
Llunchi&Iigs #

"ro.
"ro.
"ro.

"ro.
"ro.

product
product
product

product
product

.product
.product
.product
.product
.product

L$(1)
L$(1).
.$(1)

L$(1)
L$(1).

$(1).
L$(1).
L$(1)
.$(1)
$(1).

.brand=$(PRODUCT_SYSTEM_BRAND)" >> $(2);\

device=$(PRODUCT_SYSTEM_DEVICE)" >> $(2);\

.manufacturer=$(PRODUCT_SYSTEM_MANUFACTURER)" >>

.model=$(PRODUCT_SYSTEM_MODEL)" >> $(2);\

name=$(PRODUCT_SYSTEM_NAME)" >> $(2);\

brand=$(PRODUCT_BRAND)" >> $(2);\
device=$(TARGET_DEVICE)" >> $(2);\

.manufacturer=$(PRODUCT_MANUFACTURER)" >> $(2);\
.model=$(PRODUCT_MODEL)" >> $(2);\

name=$(TARGET_PRODUCT)" >> $(2);\ ## 112

build/make/core/product_config.mk:
:= $(PRODUCT_DEVICE) ## T2

TARGET_DEVICE

LlunchiZEligh 5

ifndef PRODUCT_SYSTEM_NAME
PRODUCT_SYSTEM_NAME

endif

:= $(PRODUCT_NAME)

ifndef PRODUCT_SYSTEM_DEVICE

endif

PRODUCT_SYSTEM_DEVICE :

$(PRODUCT_DEVICE)

ifndef PRODUCT_SYSTEM_BRAND


af://n1137

PRODUCT_SYSTEM_BRAND := $(PRODUCT_BRAND)
endif
ifndef PRODUCT_SYSTEM_MODEL
PRODUCT_SYSTEM_MODEL := $(PRODUCT_MODEL)
endif
ifndef PRODUCT_SYSTEM_MANUFACTURER
PRODUCT_SYSTEM_MANUFACTURER := $(PRODUCT_MANUFACTURER)
endif

device/rockchip/rk3588/rk3588_t/rk3588_t.mk:

PRODUCT_NAME := rk3588_t

PRODUCT_DEVICE := rk3588_t

PRODUCT_BRAND := rockchip ## BN
PRODUCT_BRAND{H

PRODUCT_MODEL := rk3588_t

PRODUCT_MANUFACTURER := rockchip

GRIEEEIR
out/target/product/rk3588s_t/system/build.prop
out/target/product/rk3588s_t/vendor/build.prop

15.9 B R FiFingerprintfG£{

build/make/core/sysprop.mk:
ifeq (,$(strip $(BUILD_FINGERPRINT)))
ifdef ROCKCHIP_BUILD_NUMBER
BF_BUILD_NUMBER := $(ROCKCHIP_BUILD_NUMBER)
else
ifeq ($(strip $(HAS_BUILD_NUMBER)), false)
BF_BUILD_NUMBER := $(BUILD_USERNAME)$$($(DATE_FROM_FILE) +%m%d%H%M )
else
BF_BUILD_NUMBER := $(file <$(BUILD_NUMBER_FILE))
endif
endif
BUILD_FINGERPRINT :=
$(PRODUCT_BRAND)/$(TARGET_PRODUCT)/$(TARGET_DEVICE):$(PLATFORM_VERSION)/$(BUILD_
ID)/$(BF_BUILD_NUMBER):$(TARGET_BUILD_VARIANT)/$(BUILD_VERSION_TAGS)
endif

A GiFingerprint §S0E XN b, #5 T BB 7 BOUIE I N HESAE R E X

device/rockchip/rk3588/rk3588_t/rk3588_t.mk: PRODUCT_BRAND := rockchip
build/make/envsetup.sh: TARGET_PRODUCT=$product \
build/make/core/product_config.mk: TARGET_DEVICE :=
$(PRODUCT_DEVICE)

device/rockchip/rk3588/rk3588_t/rk3588_t.mk: PRODUCT_DEVICE := rk3588_t
build/make/core/version_util.mk: PLATFORM_VERSION :=
$(PLATFORM_VERSION_LAST_STABLE)

build/make/core/version_defaults.mk: PLATFORM_VERSION_LAST_STABLE

= 13


af://n1139

build/make/core/build_id.mk: BUILD_ID=TQ3C.230805.001.B2
build/make/envsetup.sh:
TARGET_BUILD_VARIANT=$variant \

14AH: HA"TARGET_PRODUCT"FI"TARGET_BUILD_VARIANT"Z 2 TFElunchiEWEE R, B1"lunch
<product_name>-<build_variant>"

o GoogleZRiTGMS/EDLAIAIEFZ S Fingerprint AU ME— I (DS A HE), HEFRAIEG
Fingerprint NAEEEK

» GoogleZ KFingerprintt £ 4 7-bit ASCII, AREEE" "25% HE— P FEEPRODUCT_BRANDA
BEfLS_"RRIZk, AN Google Play StoreiRFl 4

CtsOsTestCases
android.os.cts.BuildVersionTest#testBuildFingerprint

MHiFingerprint{d:
Rockchip_Worship_Player/rk3399_t/rk3399_t:13/TQ2B.230505.005.A1/202303:user/rele
ase-keys

RS junit. framework.ComparisonFailure: expected:<Rockchip[ Worship ]Player>
but was:<Rockchip[_Worship_]Player>

R 5 — B "PRODUCT_BRAND := Rockchip_Worship_Player"REEEE" "TFXI&k

15.10 B &R Fidata sy X X IFH#

o GMS/EDLAINEARSZH; exta XM, FERIEuserdata7? X AN F2Fs H oy XNE
$ adb shell cat vendor/etc/fstab.rk30board | grep userdata

o Android 14hRA H A #kernel-5.15PA_I 23K /metadatay [X f1/data3 X (Buserdata) 27 fifi FH f2fs SC
AR (G X8 U K)

CtsSecurityHostTestCases
android.security.cts.MetadataEncryptionTest#testMetadataEncryptionIsEnabled

kE#EfEE: java.lang.AssertionError: Metadata encryption must be enabled

R ik GMSIAIEE KRuserdataz X AERIINEIRR, Biluserdatazn XigF2fsELNN%
fileencryption=aes-256-xts:aes-256-

cts:v2+inlinecrypt_optimized, keydirectory=/metadata/vold/metadata_encryption, che
ckpoint=fs

FRIRE X

fileencryption=aes-256-xts:aes-256-cts:v2+inlinecrypt_optimized FRMNBEFEFMNL
EIRIHE

keydirectory=/metadata/vold/metadata_encryption FREHHMEHEEHR
checkpoint=fs F/RUDCHLH(User Data Checkpoint)Blszfidatas X [El&

ER: JTEEPABIERGTICEII, #ZE RiEuserdatasy DA% —5


https://docs.partner.android.com/gms/building/integrating/gms-build#creating
af://n1149
https://docs.partner.android.com/gms/policies/vsr/vsr-14#device-partition-requirements

R45(5 8 DEBUG: Cmdline: /system/bin/credstore /data/misc/credstore

DEBUG: pid: 720, tid: 720, name: credstore >>> /system/bin/credstore <<<
DEBUG: uid: 1076

DEBUG: tagged_addr_ctrl: 0000000000000001 (PR_TAGGED_ADDR_ENABLE)

DEBUG: signal 6 (SIGABRT), code -1 (SI_QUEUE), fault addr --------

DEBUG: Abort message: 'Check failed: chdir(data_dir.c_str()) != -1 chdir:
/data/misc/credstore: No such file or directory'

fRERTT I FRERIE N3 AL B — B (RN A f2fsEiext4)
device/rockchip/rk3588/device.mk:
BOARD_USERDATAIMAGE_FILE_SYSTEM_TYPE := f2fs

device/rockchip/rk3588/rk3588_t/recovery.fstab_AB:
/dev/block/by-name/userdata /data f2fs defaults defaults

device/rockchip/common/scripts/fstab_tools/fstab.in:
/dev/block/by-name/userdata /data f2fs
noatime, nosuid, nodev, discard, reserve_root=32768, resgid=1065

15.11 B2 Usb CameraV]khik/ G

HFEE Usb CamerafiL AR ELE 1R, %R N HEHIER

Android_SDK/hardware/interfaces/camera$ git diff
device/3.4/default/ExternalCameraDevice.cpp
- const uint8_t facing = ANDROID_LENS_FACING_EXTERNAL;
+ const uint8_t facing = ANDROID_LENS_FACING_FRONT; ## JatelilE
ANDROID_LENS_FACING_BACK

UPDATE(ANDROID_LENS_FACING, &facing, 1);

15.12 &% Usb Micllk P B Mic

W8 254176 Microphone, A] UEN BMicE{Usb Mic, #5 H A Usb Miclll 2] 5k A B Mic

15.13 Hlas s TR BT AN T

o EDLARERZ AT HIM, HHLE A LT ZS T4 T /GMS-Test-Suite/Exp+/batteryless.diff,
FEE A4 BASupporting Batteryless Devices
o FT5E RIRRN T i kernel J5 GKIIE 1 F5 220 T8 UL e i &

mv kernel-5.10/drivers/power/supply/test_power.ko
mkcombinedroot/vendor_ramdisk/lib/modules/test_power.ko


af://n1161
af://n1164
af://n1166
https://source.android.com/docs/core/power/batteryless

CtsStatsdAtomHostTestCases
android.cts.statsdatom.statsd.HostAtomTests#testFullBatteryCapacity

REE(SE: FAILURE: expected to be greater than: 0 but was: 0

RV 12 (I MEREN T fi/sys/class/power_supply/***battery/charge_full{fEkTF0e, RIE
H"battery_present=0"

CtsStatsdAtomHostTestCases
android.cts.statsdatom.statsd.HostAtomTests#testRemainingBatteryCapacity
R5EZE: FAILURE: expected to be greater than: 0 but was: 0

AR 775 RIEFE ARSI s/ sys/class/power_supply/test_battery/charge_counter{E KT0

VtsHalHealthv2_1TargetTest
PerInstance/HealthHidlTest#getHealthInfo 2 1/0 default

iS5 E: Expected: ((long)value.batteryFullChargeDesignCapacityUah) > (((long)100
* 1000)), actual: 100 vs 100000

batteryFullChargeDesignCapacityUah should be greater than 100 mAh, or 0
if unknown

fRRF57%: Android_SDK/kernel-5.10/drivers/power/supply$ git diff test_power.c

-static int battery_status = POWER_SUPPLY_STATUS_DISCHARGING;

+static int battery_status = POWER_SUPPLY_STATUS_UNKNOWN
static int battery_health = POWER_SUPPLY_HEALTH_GOOD;
-static int battery_present =1; /* true */

+static int battery_present =0; /* true */

case POWER_SUPPLY_PROP_CHARGE_FULL_DESIGN:
case POWER_SUPPLY_PROP_CHARGE_FULL:

- val->intval = 100;

+ val->intval = 0;

VtsHalHealthTargetTest
Health/HealthAidl#getChargeCounterUah/0_android_hardware_health_IHealth_default
45158 FAILURE:
hardware/interfaces/health/aidl/vts/functional/VtsHalHealthTargetTest.cpp:170:
Failure

Value of: value

Expected: is >= 0

Actual: -1000

Health/HealthAidl#getHealthInfo/0_android_hardware_health_IHealth_default
4558 FAILURE:
hardware/interfaces/health/aidl/vts/functional/VtsHalHealthTargetTest.cpp:413:
Failure

Value of: value

Expected: is valid health info

Actual: 200-byte object <01-01 00-00 A0-25 26-00 40-4B 4C-00 03-00 00-

00 02-00 00-00 01-00 00-00

Health/BatteryTest#ConnectedAgainstStatusFromHal/®_android_hardware_health_IHeal
th_default
45158 FAILURE:
hardware/interfaces/health/aidl/vts/functional/VtsHalHealthTargetTest.cpp:592:
Failure

Value of: SucceedOnce(gBatteryTestTimeout, testOnce)



Actual: false (BatteryStatus is DISCHARGING and power source is
connected: ac=1, usb=1, wireless=0)
Expected: true
You may want to try again later when battery_status becomes stable.

Health/BatteryTest#ConnectedAgainstStatusInHealthInfo/0_android_hardware_health_
IHealth_default
45158 FAILURE:
hardware/interfaces/health/aidl/vts/functional/VtsHalHealthTargetTest.cpp:604:
Failure

Value of: SucceedOnce(gBatteryTestTimeout, testOnce)

Actual: false (BatteryStatus is DISCHARGING and power source is

connected: ac=1, usb=1, wireless=0)

Expected: true

You may want to try again later when getHealthInfo becomes stable.

15.14 i EE25 44/ Apex B 4 THIAS

Rockchipte (I A B HT [E %5 44/ Apex¥%5 44 :  /GMS-Test-
Suite/xTS/tools/gms_certificate_tools.zip

Android_SDK/vendor$ unzip gms_certificate_tools.zip
Android_SDK/vendor$ cd gms_tools/

Android_SDK/vendor/gms_tools$ export PLATFORM_VERSION=14 ## HRIESBR
Androidfi AR E

Android_SDK/vendor/gms_tools$ ./apex_sig_gen.sh ## TR E
f3"Enter password for"WfE#EEnterit

Android_SDK/vendor/gms_tools$ ./firmware_sig_gen.sh ## PERHIANE

fE"Enter password for"WEfZEnter
GEES e

GtsApexSignatureVerificationTest
android.appsecurity.cts.ApexSignatureVerificationTest#testApexPubKeyIsNotWellKno
wnKey

GtsPackageSignatureTest
android.security.cts.PackageSignatureTest#testPackageSignatures

GtsPermissionTestCases
com.google.android.permission.gts.DefaultPermissionGrantPolicyTest#testDefaultGr
antswWithRemoteExceptions

16. A W8

16.1 protobuffit &

o {Rfflog:


af://n1177
af://n1182
af://n1183

java.lang.NoSuchMethodError: 'com.google.protobuf.Parser
com.android.os.StatsLog$ConfigMetricsReportList.parser ()"

at
android.media.mediaparser.cts.MediaParserHostSideTest.getAndClearReportList(Medi
aParserHostSideTest.java:294)

at
android.media.mediaparser.cts.MediaParserHostSideTest.setUp(MediaParserHostSideT
est.java:79)

at junit.framework.TestCase.runBare(TestCase.java:140)

o RO
ZIEM KR EE >, HILE & ] DB SSHIZRIIRSS i, BRI A BB FIR
15

env | grep LC_ALL
WA, THRMIE B EEXTSI L, Flgn:

unset LC_ALL
./cts-tradefed

16.2 VISTRZ module /Sl

o {RHlog:
xxx.config syntax error: unexpected 'newline'’

o fRRTTIE
Al AR B WindowsH8 TNImid BSOS RAT. 18 B A Ubuntuli, N
WSL(Windows Subsystem Linux)SB AT BRI, WA A EEE Ubuntu i lunzipin &
R, ANEMEFHELNR (chmod 777) TERNBMEMI#AIE,

16.3 PN S Wi-Fiik B2 Jiskip

PEREZ SEL, ATDMTRR MM T

patch/frameworks/base/increase_waiting_time_for_setup_wizard.diff

16.4 EIINIEIG, Joikis EiME W3

EENEHAIEIRZ: Play Store -> Settings -> About -> Play Protect certification
AREEREINIE, —A FRE O

1. MlZsASekey
2. MBS ARBUE
FFHEFR SR, BRSNS, IXBERME—DMT, BROATERE S key N 141


af://n1194
af://n1202
af://n1205

AE
FRAEF=HE, 1B _EXNT PABRIE Héattestation keyHS RES BIUE M A%

RKDocs/android/patches/gms/0001-1ibavb-Lock-the-device-when-the-device-init-or-
write.patch

16.5 SEEIIHE(H IG5 FE)

CtsDisplayTestCases
android.display.cts.BrightnessTest#testGetDefaultCurve

CtsDisplayTestCases
android.display.cts.BrightnessTest#testSetAndGetPerDisplay

MIAIREE: java.lang.AssertionError: Failed to fetch first slider event. Is the
ambient brightness sensor working?

GtsFeaturesTestCases
com.google.android.features.gts.GoogleFeaturesTest#testFeatureTurboPreload
B4E{5H1: Device Health Services was missing but the
"com.google.android.feature.TURBO_PRELOAD" feature was found.

expected to be false
B4E{EH2: Device Health Services was found but the
"com.google.android.feature.TURBO_PRELOAD" feature was not, please reach out to
your Google contact

fRp I % RIS HTurbo. apkfiTurbooverlay.apk, BRFEIR AR FHTurbo.apkfl
TurboOverlay.apk, FEREHLTFER

R AR FHTurbo . apkfTurboOverlay . apk, WIFFERMNG &M
k"com.google.android.feature.TURBO_PRELOAD"
Android_SDK/vendor/partner_gms$ git diff etc/sysconfig/Android.bp
-prebuilt_etc {

- name: '"sysconfig_turbo",

- product_specific: true,

- sub_dir: "sysconfig",

- src: "turbo.xml",

- filename_from_src: true,

FITFEIEMN S Settings->Display->Adaptive brightness(Android13kRASEL K ) --

config_automatic_brightness_available

e dumpsys display | grep mAutoBrightnessAvailable &5 HEEE Hirue

e dumpsys display | grep MappingStrategy ZiH4ERZESN
PhysicalMappingStrategy , £ f&5R A2 T E MR L2 TurboOverlay.apk

e pm list package -f | grep turbo ZHIHEEZLEEMNF: Turbo.apk, TurboOverlay.apk

package:/product/priv-app/Turbo/Turbo.apk=com.google.android.apps.turbo
package:/product/overlay/TurboOverlay.apk=com.rockchip.android.overlay. turbo

e pm list features | grep com.google.android.feature.TURBO_PRELOAD & ififeature/&
|

o FE{iFconfig_autoBrightnessLevelsfliconfig_autoBrightnessDisplay ValuesNits % ZH +: & AH ] (T
HOverlayTools.apk)


af://n1214

am start -n cn.jcassistant.overlaytools/.MainActivity --es pkg android --es cfg
config_autoBrightnessLevels

am start -n cn.jcassistant.overlaytools/.MainActivity --es pkg android --es cfg
config_autoBrightnessbDisplayValuesNits

4
cmd overlay lookup android android:array/config_autoBrightnessLevels
cmd overlay lookup android android:array/config_autoBrightnessDisplayValuesNits

## NHE6 N FailWiFRE: Sel TIRBDEESEMK, A WHEDERE ret ryfliA
armé4-v8a CtsDisplayTestCases
android.display.cts.BrightnessTest#testNoColorSampleData
android.display.cts.BrightnessTest#testSliderEventsReflectCurves

armeabi-v7a CtsDisplayTestCases
android.display.cts.BrightnessTest#testSetAndGetPerDisplay
android.display.cts.BrightnessTest#testBrightnessSliderTracking
android.display.cts.BrightnessTest#testNoColorSampleData
android.display.cts.BrightnessTest#testSliderEventsReflectCurves

LA ML ES, W7 ZE M+ ¢ Efeature:android.hardware.sensor.light, B[IEC & 7%
BOARD_LIGHT_SENSOR_SUPPORT := false

FR: M HTurbo.apk/& T Google Device Health ServicesHJGE, 2GMS Requirementsf AJ IEDIRE,

16.6 Pl 2§ remountF Iy

ANLESBUE IR FremountM AR FHIFAIR, FFEICHEBINLERFremount

$ adb root

restarting adbd as root

$ adb remount

Skipping /system for remount
Skipping /vendor for remount
Skipping /product for remount
No partitions to remount
remount failed

19
$ adb remount
Device must be bootloader unlocked

16.7 i PEi F fail AL P

o JFAGIEASHCE BUILD_WITH_GOOGLE_MARKET_ALL := false ZmidiREs: &AM FHRKAIGMS
Express73 32 it/ gms-mandatory.mk


https://docs.partner.android.com/gms/policies/domains/reqs?authuser=2&hl=zh-cn#app-standby-buckets
af://n1237
af://n1240

K455 E: device/rockchip/common/modules/gms.mk:100: error:
..."vendor/partner_gms/products/gms-mandatory.mk" does not exist.

R 7151 AR check_gms_env. shiGEEEIR{E{SABLE BUILD_WITH _GOOGLE MARKET_ALL :=
true’

gt i1%2: Android_SDK/vendor/partner_gms/products$ cp gms.mk gms-mandatory.mk
Android_SDK/vendor/partner_gms/products$ git diff gms-mandatory.mk

-# GMS comms suite

-$(call inherit-product,

$(ANDROID_PARTNER_GMS_HOME)/products/google_comms_suite.mk)

o 4IFIRE5BOARD_SUPER_PARTITION_WARN_LIMIT: {&i&supers) X A/NAFUEAMbIEEEYL

&)
HEE(SE: RuntimeError: sum of sizes of ['system', 'system_dlkm', 'system_ext',
'vendor', 'vendor_dlkm', 'odm', 'odm_dlkm', ‘'product'] is greater than

BOARD_SUPER_PARTITION_SIZE:
977747968+15765504+207147008+251867136+8318976+897024+348160+2484719616 ==
3946811392 > 3932160000 == 3932160000

[ 99% 40908/40909] Target super fs image for debug:
out/target/product/rk3588s_s/super.img

il 7715 Android_SDK/device/rockchip/common$ git diff BoardConfig_AB.mk
ifeq ($(PRODUCT_USE_DYNAMIC_PARTITIONS), true)
ifneq ($(PRODUCT_RETROFIT_DYNAMIC_PARTITIONS), true)
ifeq ($(BOARD_ROCKCHIP_VIRTUAL_AB_ENABLE), true)
ifeq ($(BUILD_WITH_GO_OPT), true)
ifeq ($(strip $(TARGET_ARCH)), arm64) # armé64 go
BOARD_SUPER_PARTITION_SIZE := 2390753280
else # arm go
BOARD_SUPER_PARTITION_SIZE := 1971322880
endif
else # non-go
- BOARD_SUPER_PARTITION_SIZE
+ BOARD_SUPER_PARTITION_SIZE
endif
BOARD_ROCKCHIP_DYNAMIC_PARTITIONS_SIZE := $(shell expr
$(BOARD_SUPER_PARTITION_SIZE) - 4194304)

3932160000
3963617280

o JiFE4E mismatch in the <uses-library> tags between the build system and the
manifest



4558 vendor/partner_gms/apps_go/FilesGoogle/FilesGoogle_armé64.apk )"
error: mismatch in the <uses-library> tags between the build system and the
manifest:
- required libraries in build system: []
vs. in the manifest: []
- optional libraries in build system: [org.apache.http.legacy]
vs. in the manifest: [org.apache.http.legacy,
androidx.window.extensions, androidx.window.sidecar]
- tags in the manifest
(vendor/partner_gms/apps_go/FilesGoogle/FilesGoogle_armé4.apk):
uses-library-not-required: 'org.apache.http.legacy'
uses-library-not-required: 'androidx.window.extensions'
uses-library-not-required: 'androidx.window.sidecar'

fRRF57%1: Android_SDK/vendor/partner_gms$ git diff apps_go/FilesGoogle/Android.mk
-LOCAL_OPTIONAL_USES_LIBRARIES := org.apache.http.legacy
+LOCAL_OPTIONAL_USES_LIBRARIES := org.apache.http.legacy
androidx.window.extensions androidx.window.sidecar

7152 Android_SDK/vendor/partner_gms$ git diff apps_go/FilesGoogle/Android.mk
-LOCAL_OPTIONAL_USES_LIBRARIES := org.apache.http.legacy
+LOCAL_ENFORCE_USES_LIBRARIES := false

o ZiFREE manifest_level 32.xml

REE(5E: FAILED: ninja: 'device/rockchip/common/manifests/manifest_level 32.xml',
needed by
'out/target/product/rk3588_s/gen/ETC/vendor_manifest.xml_intermediates/manifest.
xml', missing and no known rule to make it

fRRT: first_api level=31;2Android12.0 first_api_level=32/2Android12.1
Android_SDK/device/rockchip/common/manifests$ cp manifest_level 31.xml
manifest_level 32.xml

o EiMainlinefl 54w 1EHRES : Target of symlink is not executable

HE4(5E1: warning: Missing compilation artifacts. Dexpreopting is not working

for some system server jars

REE{5HE2: out/host/1linux-x86/0bj/EXECUTABLES/dexdump_intermediates/dexdump:

error: Target of symlink is not executable
out/host/linux-x86/0bj/EXECUTABLES/hiddenapi_intermediates/hiddenapi:

error: Target of symlink is not executable

fRRTF57%: chmod a+x prebuilts/module_sdk/art/current/host-exports/x86_64/bin/*
chmod a+x prebuilts/module_sdk/art/go/current/host-exports/x86_64/bin/*

16.8 2% & Wl fail ik B

o LRERSEINIRN: MR I EVPN/IPv6I 25 A5 (Ubuntu EHLE HIEVPN, ARREFISSRITIN
HEHEVPN)

## VPN


af://n1264

CtsNetTestCases
android.net.cts.MultinetworkApiTest#testResNApi

libcore.java.net.InetAddressTest#test_getByName_invalid
android.net.cts.MultinetworkApiTest#testNativeDatagramTransmission
NativeDnsAsyncTest#Async_NXDOMAIN

GtsExoPlayerTestCases

com.google.android.exoplayer.gts.DashDownloadTest#download ## LTI
R FH A SR L

java.lang.ClassCastException: sun.net.www.protocol.file.FileURLConnection cannot
be cast to java.net.HttpURLConnection

## IPV6
CtsNetTestCases
android.net.cts.DnsTest#testDnsWorks

CtsLibcoreTestCases
libcore.java.net.InetAddressTest#test_getByName_invalid[1]
libcore.java.net.SocketTest#testSocketTestAllAddresses

16.9 CTSH WfailJiiib il

 ConfigurationContainerProtoff £ : M RRAICEL

(5 E: java.lang.NullPointerException: Attempt to read from field
'com.android.server.wm.nano.ConfigurationContainerProto
com.android.server.wm.nano.WindowContainerProto.configurationContainer' on a
null object reference

U2 HANNREIARAS RS Eff, Bla0Android12LARAS (ro.build.version.sdk=32) &%
12.1_rafinfEm A 212 raiida

o X IMtestGetMemoryClass# % : LA 7 dalvik.vm.heapgrowthlimit A /& 24 B4/l #%dpi=640
B 75 B NN

CtsAppTestCases
android.app.cts.ActivityManagerMemoryClassTest#testGetMemoryClass

REE(SE: AssertionFailedError: Expected to have at least 512mb of memory for
screen density 640

R IRIBIRE B ERININTEdalvik . vm. heapgrowthlimit=512m, EX/EHleRHEOE
E"getprop | grep dalvik.vm.heap"

Android_SDK/frameworks/native/build$ git diff tablet-10in-xhdpi-2048-dalvik-
heap.mk
PRODUCT_VENDOR_PROPERTIES += \
dalvik.vm.heapstartsize?=16m \
- dalvik.vm.heapgrowthlimit?=192m \
T dalvik.vm.heapgrowthlimit?=512m \

o MiXTMtestSensorFeaturesfR4E: Accelerometer sensorfX {4-/f{/feature NDLHD 2L


af://n1269

CtsAppTestCases
android.app.cts.SystemFeaturesTest#testSensorFeatures

R4 java.lang.AssertionError:
PackageManager#hasSystemFeature(android.hardware.sensor.accelerometer) returns
false but SensorManager#getSensorList(1) shows sensors [Accelerometer sensor]
expected:<false> but was:<true>
RV 1% EREFE "Accelerometer sensor"{EREESNIATIN
feature:android.hardware.sensor.accelerometer
R "Accelerometer sensor"fZESFNIEK 3<% "BOARD_GRAVITY_SENSOR_SUPPORT
:= false"
HHRIZHE:
hardware/rockchip/sensor/st/Android.mk
ifeq ($(BOARD_GRAVITY_SENSOR_SUPPORT), true)
LOCAL_CFLAGS += -DGRAVITY_SENSOR_SUPPORT
endif

hardware/rockchip/sensor/st/sensors.c
static const struct sensor_t sSensorList[] = {
#ifdef GRAVITY_SENSOR_SUPPORT

{ .name = "Accelerometer sensor",

.vendor = "The Android Open Source Project",

.version =1,

.handle = SENSORS_HANDLE_BASE+ID_A,

.type = SENSOR_TYPE_ACCELEROMETER,
R AR A e il
BOARD_GRAVITY_SENSOR_SUPPORT := false
BOARD_COMPASS_SENSOR_SUPPORT := false

BOARD_GYROSCOPE_SENSOR_SUPPORT := false
BOARD_PROXIMITY_SENSOR_SUPPORT := false
BOARD_LIGHT_SENSOR_SUPPORT := false
BOARD_PRESSURE_SENSOR_SUPPORT := false
BOARD_TEMPERATURE_SENSOR_SUPPORT := false

o X TitestGenerateKeyWhenCredential AndBiometricEnrolledfiR 45 : MR A7 B AR IEH A5 PINE 57
DIReIEH:, BIIEH B A g

CtsBiometricsTestCases
android.server.biometrics.BiometricCryptoTests#testGenerateKeyWhenCredentialAndB
iometricEnrolled

(= H: java.lang.IllegalStateException: Secure lock screen must be enabled to
create keys requiring user authentication

fRIRTT T ARESEFHRAURIIEE, BIFREACE <bool
name="def_lockscreen_disabled">false</bool>{#EERINE

o Mk WWitestManagedProfileSupportedifR 5 : 2GHIGohRA T Efeature, {H1.5GK DA RGohiiA
AHENE

CtsContentTestCases
android.content.pm.cts.FeatureTest#testManagedProfileSupported

R4 E: Device should support managed profiles, but
android.software.managed_users is not enabled



Android_SDK/device/rockchip/common$ git diff device.mk
ifneq ($(strip $(BUILD_WITH_GO_OPT)), true)
PRODUCT_COPY_FILES += \

frameworks/native/data/etc/tablet_core_hardware.xml:$(TARGET_COPY_OUT_VENDOR)/et
c/permissions/tablet_core_hardware.xml

+else

+ PRODUCT_COPY_FILES += \

+
frameworks/native/data/etc/android.software.managed_users.xml:$(TARGET_COPY_OUT_
VENDOR)/etc/permissions/android.software.managed_users.xml

o AT CtsDeqpTestCasesii: Abort: Test cannot be executed

CtsDeqpTestCases
dEQP-EGL.info#version

REE(SE: Abort: Test cannot be executed

dEQP : Writing test log into /sdcard/TestLog.qpa

dEQP : ERROR: Unable to open test log output file
'/sdcard/TestLog.qgpa'.

dEQP : Failed to create activity: Failed to open test log file
'/sdcard/TestLog.qgpa'

RO IR YA E " =l Baapt/aapt2 TR
CtsDeqpTestCasestEHHEIR B/ LEEMalifERA: getprop | grep sys.gmali.version

o X TfisetDefaultSmsApplication_notSmsCapable_unchangedfz %5 : overlayfi & Il
config_defaultSms

CtsDevicePolicyTestCases
android.devicepolicy.cts.DefaultSmsApplicationTest#setDefaultSmsApplication_notS
msCapable_unchanged[IncludeRunOnDeviceOwneruUser]

RE5E(5E: expected: com.android.messaging
but was : com.android.bedstead.testapp.SmsApp

iR 757%: Android_SDK/device/rockchip/common$ git diff
overlay/frameworks/base/core/res/res/values/config.xml

<resources>

+ <!-- The name of the package that will hold the SMS role by default. -->
+ <!-- Set it empty here -->

+ <string name="config_defaultSms" translatable="false"></string>

o i TitestOpenGlEsDeqgpLevelfiz fii : TR #E {5 E B #randroid.software.opengles.degp.level



CtsGraphicsTestCases
android.graphics.cts.OpenGlEsDeqpLevelTest#testOpenGlEsDeqgplLevel

(5 E: Feature android.software.opengles.deqgp.level must be present and have at
least version 132383489.
fRg 7% pm list features | grep android.software.opengles.deqgp.level

Android_SDK/frameworks/native/data/etc$ cat
android.software.opengles.deqp.level-2022-03-01.xml
<permissions>

<feature name="android.software.opengles.deqp.level" version="132514561" />
</permissions>

Android_SDK/device/rockchip/common$ git diff modules/gms.mk
ifneq ($(filter true yes, $(BUILD_WITH_GOOGLE_MARKET)
$(PRODUCT_USE_PREBUILT_GTVS)), )
PRODUCT_COPY_FILES += \

- frameworks/native/data/etc/android.software.opengles.deqgp.level-2021-03-
01.xml:$(TARGET_COPY_OUT_VENDOR)/etc/permissions/android.software.opengles.deqp.
level-2020-03-01.xml

+ frameworks/native/data/etc/android.software.opengles.deqp.level-2022-03-
01.xml:$(TARGET_COPY_OUT_VENDOR)/etc/permissions/android.software.opengles.deqp.
level-2022-03-01.xml

o A TitestAllKeysti#: Android13*F- & JHGKI

CtsHardwareTestCases
android.hardware.input.cts.tests.SonyDualSenseBluetoothTest#testAllKeys
android.hardware.input.cts.tests.SonyDualSenseBluetoothTest#testVibrator
android.hardware.input.cts.tests.SonyDualSenseBluetoothTest#testAllMotions
android.hardware.input.cts.tests.SonyDualSenseUsbTest#testAllKeys
android.hardware.input.cts.tests.SonybDualSenseUsbTest#testVibrator
android.hardware.input.cts.tests.SonyDualSenseUsbTest#testAllMotions

(5 E: java.lang.RuntimeException: Did not receive device added notification in
time

RO WEITBCKIMHRE FH =12

kernel-5.10/arch/armé64/configs/gki_defconfig

CONFIG_HID_SONY=y

CONFIG_LEDS_CLASS=y

CONFIG_NEW_LEDS=y

o AT CtsMediaDecoderTestCasestiR 4t : HRIBHREE (S BB M frame ratellfiZR S im iz i 2
Measured frame rate

CtsMediaDecoderTestCases
android.media.decoder.cts.VideoDecoderPerfTest#testPerf[0(c2.rk.avc.decoder:qvga

)]

RE4(5E: java.lang.AssertionError: Expected achievable frame rates for
c2.rk.avc.decoder video/avc 320x240: [600.0, 650.0].

Measured frame rate: [134.16529367461462, 129.51021865979183].
R 7T HEIREE SR c2. rk.avc. decoder "f1"320x240 " EA IR, Mz "125- 140" EE &5
RMiE[134.16, 129.51]



Android_SDK/vendor/rockchip/common/vpu/etc$ git diff
media_codecs_performance_rk3588.xml

<MediaCodec name="c2.rk.avc.decoder" type="video/avc" update="true">
= <Limit name="measured-frame-rate-320x240" range="600-650" />
+ <Limit name="measured-frame-rate-320x240" range="125-140" />
¥ BBCFAE R H 3R /vendor /etc/media_codecs_performance. xml

o A TfiSingleLayer DepthTest_DepthAffectsDrawAcrossContexts_D32_FLOAT{R%5: /GMS-Test-
Suite/Exp+/AHardwareBufferNativeTests

CtsNativeHardwareTestCases
android.hardware.nativehardware.cts.AHardwareBufferNativeTests#SinglelLayer_Depth
Test_DepthAffectsDrawAcrossContexts_D32_FLOAT
android.hardware.nativehardware.cts.AHardwareBufferNativeTests#SinglelLayer_Depth
Test_DepthCanBeSampled_D32_ FLOAT
android.hardware.nativehardware.cts.AHardwareBufferNativeTests#MultipleLayers De
pthTest_DepthCanBeSampled_D32_FLOAT

o X TWtestSocketKeepaliveUnprivilegedff #8 : % T /GMS-Test-
Suite/Exp+/DisableKeepAliveMainlineBuild

CtsNetTestCases
android.net.cts.ConnectivityManagerTest#testSocketKeepaliveUnprivileged
android.net.cts.ConnectivityManagerTest#testCreateTcpKeepalive
android.net.cts.ConnectivityManagerTest#testSocketKeepalivelLimitwWifi

CtsHostsideNetworkTests
com.android.cts.net.HostsideVpnTests#testAutomaticOn0ffKeepaliveModeNoClose

device/rockchip/common/device.mk:

PRODUCT_PACKAGES += \
RockchipTetheringNoKeepAliveOverlay \
RockchipTetheringNoKeepAliveMainlineOverlay

o MR itestPruneUnusedStaticSharedLibraries_reboot_fullModedR%E : AR IUEREA-RTCIHREE

CtsOsHostTestCases
android.os.cts.StaticSharedLibsHostTests#testPruneUnusedStaticSharedLibraries re
boot_fullMode
android.os.cts.StaticSharedLibsHostTests#testPruneUnusedStaticSharedLibraries re
boot_instantMode

BH#EEE: java.lang.AssertionError: Library foo.bar.lib.recursive should be
uninstalled

o i TftestProfilesFltestRequestNotificationsii £ : HUBLEME 1% & (W1 F72) 5 B K AT & BRI
3



CtsOsTestCases
android.os.cts.CompanionDeviceManagerTest#testProfiles
android.os.cts.CompanionDeviceManagerTest#testRequestNotifications

AR %S : FAILURE: java.lang.AssertionError: Test requires a discoverable
bluetooth device nearby

o MAIASELinuxNeverallowRulesTestfiR% : GMS/EDLAIANIEARREE K /system/sepolicy H 5% N
R, HAREHuserdebuglEl £

CtsSecurityHostTestCases
android.security.cts.SELinuxNeverallowRulesTest#testNeverallowRules199

REEfER: junit. framework.AssertionFailedError: The following errors were

encountered when validating the SELinuxneverallow rule:
libsepol.report_failure: neverallow violated by allow

hal_keymint_default serialno_prop:file { read getattr map open };
libsepol.check_assertions: 1 neverallow failures occurred

o MiXTftestNoRemovedCertificatesfi £ : HRARCAIEY, GoogleZ 24T 5[ A

CtsSecurityTestCases
android.security.cts.CertificateTest#testNoRemovedCertificates

BEEEE: junit. framework.AssertionFailedError: Missing CA certificates expected:
<[]> but was:<[B8:BE:6D:CB:56:F1...]>

7% [AiBGoogleZ 24 Thulletin 2023 08 preview/.../0001-Drop-TrustCor-
certificates.bulletin.patch

o T testSystemMemory Atom#f £

CtsStatsdAtomHostTestCases
android.cts.statsdatom.memory.SystemMemoryStatsTests#testSystemMemoryAtom

R#E(5H: FAILURE: expected to be at least: 0 but was: -1

Ry Fhkernel-4. 190> fidmabuf (Android 13K DA ERRARIER)
Android_SDK/kernel-4.19% git diff arch/armé64/configs/rockchip_defconfig
-CONFIG_DMABUF_HEAPS=y

-CONFIG_DMABUF_HEAPS_SYSTEM=y

-CONFIG_DMABUF_HEAPS_CMA=y

o M TitestRestartAltestMultipleActivationsfi £t :  EARNAE B RTCAGER BIIRTC) HF1E
4 si/sys/class/rtc/rtc0/



CtsStatsdHostTestCases
android.cts.statsd.metric.MetricActivationTests#testRestart
android.cts.statsd.metric.MetricActivationTests#testMultipleActivations

R IRIBEIRT RURASTINSELinux AR (B T B Android_Devices_SELinux_Toolfdf), HHE
FEE"date -u"Ff1"hwclock -r"Z I H—%
console:/ $ 1ls -laz /sys/class/rtc/

total 0

drwxr-xr-x 2 root root u:object_r:sysfs_rtc:s@ 0 2023-08-12 18:19
drwxr-xr-x 82 root root u:object_r:sysfs:s0O 0 2023-08-12 18:19
Irwxrwxrwx 1 root root u:object_r:sysfs:s0O 0 2023-08-12 18:53 rtco ->

../../devices/platform/feaa®000.i2c/i2c-2/2-0051/rtc/rtco

Android_SDK/device/rockchip/rk3588% git diff sepolicy_vendor/genfs_contexts
genfscon sysfs /devices/platform/fe2e0000.mmc/mmc_host/mmcoO
u:object_r:sysfs_mmc:s0O

+genfscon sysfs /devices/platform/feaa000.i2c/i2c-2/2-0051/rtc/rtco
u:object_r:sysfs_rtc:s0

o X itestRefreshRatefi %5 : MR AL S fail

CtsViewTestCases
android.view.cts.DisplayRefreshRateTest#testRefreshRate

5= E: D DisplayRefreshRateTest: claimed 75.0 fps, achieved 65.0 fps
D DisplayRefreshRateTest: claimed 75.0 fps, achieved 60.63158 fps
D DisplayRefreshRateTest: claimed 75.0 fps, achieved 61.125 fps
E TestRunner: failed:
testRefreshRate(android.view.cts.DisplayRefreshRateTest)

o MKW An TeststiR 5 : NRERMARGIANRIHERELANRIK A

CtswindowManagerDeviceTestCases
android.server.wm.AnrTests#slowUiThreadWithKeyEventTriggersAnr
android.server.wm.AnrTests#slowOnCreateWithKeyEventTriggersAnr
android.server.wm.AnrTests#slowOnTouchEventHandleTriggersAnr
android.server.wm.AnrTests#slowOnKeyEventHandleTriggersAnr
android.server.wm.AnrTests#embeddedWindowTriggersAnr

RE4(5E: FAILURE: java.lang.AssertionError: Could not find anr dialog

o I WitestSystemUiVisibilityCallbackCausedByInsets{ £ : /GMS-Test-
Suite/Exp+/12.1_CtsWindowManagerDeviceTestCases

CtswindowManagerDeviceTestCases
android.server.wm.WindowInsetsControllerTests#testSystemUiVisibilityCallbackCaus
edByInsets

o AT CtsWindowManagerDeviceTestCases £ iR : T2 lE M windowsEH 2N 1.0



CtswWindowManagerDeviceTestCases
android.server.wm.ActivityTransitionTests#testTaskTransitionOverride
android.server.wm.ActivityTransitionTests#testActivityTransitionDurationNoShorte
nAsExpected
android.server.wm.ActivityTransitionTests#testTaskTransitionOverrideDisabled

(=R java.lang.AssertionError: Actual transition duration should be in the
range &l1t;1900, 2900&gt; ms, actual=1012

i 757%: Android_SDK/device/rockchip/rk3588% git diff ./
--- a/overlay/frameworks/base/packages/SettingsProvider/res/values/defaults.xml
+++ b/overlay/frameworks/base/packages/SettingsProvider/res/values/defaults.xml
@@ -36,6 +36,6 @@

<integer name="def_wifi_sleep_policy">2</integer>

<!-- Decrease animation duration. -->
- <fraction name="def_window_animation_scale">50%</fraction>
- <fraction name="def_window_transition_scale">50%</fraction>
<fraction name="def_window_animation_scale">100%</fraction>
+ <fraction name="def_window_transition_scale">100%</fraction>

o i TitestMaxAspectRatioPreOActivity R 55 : 4 0 =i LLANTH R 22k, ) He 5 He (i i /)
Sif~ = ¥ navigation_bar_height

CtsWindowManagerSdk25TestCases
android.server.wm.AspectRatioSdk25Tests#testMaxAspectRatioPreOActivity

K55 E: Expected: a value less than or equal to <1.87F>
but: <1.9047619F> was greater than <1.87F>
fROVATE: 1.9047619 = 1920/(1080-72) 1.87 = 1920/(1080-53)
console:/ $ wm size
Physical size: 1920x1080
console:/ $ dumpsys SurfaceFlinger | grep NavigationBar
0xb400007eeedbd600: unknown | 1080 ( 0) X 72 | 1 | 1
0x40000000000b0O | NavigationBar0#0

Android_SDK/frameworks/base$ git diff core/res/res/values/dimens.xml
<!-- Height of the bottom navigation / system bar. -->

- <dimen name="navigation_bar_height">72dp</dimen>

T <dimen name="navigation_bar_height">53dp</dimen>

o JIAIIBYOD Managed Provisioning - Camera support cross profile video capture (with extra output

path)#f2t: ZSHEEHHESE

7572 Android_SDK/packages/apps/Camera2$ git diff
src/com/android/camera/VideoModule. java
if (mIsVideoCaptureIntent) {
// if no file save is needed, we can show the post capture UI now
showCaptureResult();
- }
- if (mvideoFileDescriptor != null) {
+ }else if (mvideoFileDescriptor != null) {
saveVideo();



o JIXITBYOD Managed Provisioning - Camera support cross profile video capture (without extra
output path)fi £

7% Android_SDK/packages/apps/Camera2$ git diff
src/com/android/camera/VideoModule. java
if (shouldAddToMediaStoreNow && !fail) {
- if (mIsVideoCapturelIntent) {
if (mIsvVideoCaptureIntent && mActivity.getIntent().getExtras() != null)

~ +

// if no file save is needed, we can show the post capture UI now

H: EHlgs% A CcamerallicTS-Verifier ERANAEH L R w3 MR I

Camera support cross profile image capture

Camera support cross profile video capture (with extra output path)
Camera support cross profile video capture (without extra output path)

fRRTF57%: Android_SDK/build/make$ git diff target/product/handheld_product.mk
- Camera2 \

o AT Companion Device Service TestfiR4f: BLEW % £ (U1 F-72) 5 B A T ZBUIRASHG: 14

com.android.cts.verifier.companion.CompanionDeviceServiceTestActivity

iR % FTPARSS#8/GMS-Test -Suite/xTS/tools/nrfconnect_v4.24.3_itmop.com.apk
1. EHBIL B %% Finrfconnect_v4.24.3_itmop.com.apk

2. ®di"nRF Connect" A EFRH#E AFIADVERTISERIEIN

3. A FA+ G INTE Fi%4%: "Display name"FEfEIHE, %4%"ADD RECORD"Fi%fFeH—
Ii"Complete Local Name", 4Ji%&"Connectable" /5" OK" &4

4., B AIBHREFF S, 7E"Advertisement duration"HHE R B %% OK"

5. FEMAN B A TR " Companion Device Service Test"

6 . MR RS R I 2F 1R 25 TH K P RE R B 243 BT [a)

PR MR AR JEEREBMAE "Device appeared"fl"Device disappeared"

o JIATiDevice Suspend Testsfiiiti: HlawZE N IR E IRAR2FD H RE AL MAEE AN A HZadbsk)

com.android.cts.verifier.sensors.DeviceSuspendTestActivity#testTimestampClockSou
rce

RE&EE: SensorTest: [TestExecution] Delta between clock sources too small (6mS),
device must sleep more than 2 seconds

o JIXTiANotification Listener Testbz 5 : FHLIAFIZ EPINE TS B X EPINE S /5 System-
>Reset options-> Reset app preferences

CTS-VerifierMlRIHpesg@E EE LA SEILEPINGM, SNMIRAiNotification Listener Test
KPARBIZFHMfail

o JIATHUSB Accessory Testifefti: B H GoogleFHLIE B



MIXITUSB Accessory Test

1. B di"Start accessory test companion", MIAMLsSdi"USB Accessory Test"
2 . FHBIMLYEHOST (#2016 H ), TUiAALIENDEVICE (#USBI)

3. SHBIMLBAE ISR 0K "

MIAIMUSB Device Test

1. 4BIMsSE"Start device test companion", MiX#NLA £ "USB Device Test"
2. HHBINIENDEVICE (#2USBH ), MIAHLIENHOST (#20TGH)

3. M BEAHE IR " OK"

16.10 GTSH; Weail it

o AT GtsAssistantHostTestCasestiifti: H4E ™ fhCameralf 41 2 2 camera feature 254 (i
HIJEFT I CamerafZBUHNE G IR H EK)

GtsAssistantHostTestCases
com.google.android.assistant.gts.AssistantTest#testAssistantTakePhotowWithVoiceIn
teraction
com.google.android.assistant.gts.AssistantTest#testAssistantOpenRearCamerawWithou
tVoiceInteraction
com.google.android.assistant.gts.AssistantTest#testAssistantTakePhotowWithoutVoic
eInteraction
com.google.android.assistant.gts.AssistantTest#testAssistantOpenRearCamerawithVo
iceInteraction

console:/ $ pm list features | grep camera

feature:android.hardware.camera ## J5fCamera
feature:android.hardware.camera.any ## I

feature:android.hardware.camera.external ## Usb Camera
feature:android.hardware.camera.front ## HitkCamera

o MixTfisoundDoseReached_showsWarning#Z 5 : /)
android.permission. MODIFY_AUDIO_SETTINGS_PRIVILEGEDK(

GtsAudioTestCases
com.google.android.audio.gts.SoundDoseTest#soundDoseReached showsWarning
com.google.android.audio.gts.SoundDoseTest#momentaryExposure_showsWarning

4558 com.android.bedstead.nene.exceptions.NeneException: Can not get required
permission

Running On User: User{id=0, name=0wner}

Permission: android.permission.MODIFY_AUDIO_SETTINGS_PRIVILEGED
Permission protection level: Permission not found

Permission state: -1

Instrumented Package: com.google.android.audio.gts

Requested Permissions:

[android.permission.QUERY_ALL_PACKAGES,
com.google.android.audio.gts.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION,
android.permission.REORDER_TASKS, android.permission.READ_EXTERNAL_STORAGE]

Can adopt shell permissions: true


af://n1397

Shell permissions:[android.permission.REQUEST_DELETE_PACKAGES,
android.permission.MANAGE_ROLLBACKS, ......

R 7575 S%https://android-

review.googlesource.com/c/platform/frameworks/base/+/1261388

Android_SDK/frameworks/base$ git diff data/etc/privapp-permissions-platform.xml
<privapp-permissions package="com.android.shell">

+ <permission
name="android.permission.MODIFY_AUDIO_SETTINGS_PRIVILEGED"/>
<!-- Needed for test only -->

<permission name="android.permission.MODIFY_DAY_NIGHT_MODE"/>
Android_SDK/frameworks/base$ git diff packages/Shell/AndroidManifest.xml
<!-- Permission required for testing system audio effect APIs. -->
<uses-permission
android:name="android.permission.MODIFY_DEFAULT_AUDIO_EFFECTS"/>
+ <uses-permission
android:name="android.permission.MODIFY_AUDIO_SETTINGS_PRIVILEGED"/>

o i TftestTelephonyAudioAvailablefli 5 : Al AN IETEIIREAE4G), FEETHHM L

GtsGmscoreHostTestCases
com.google.android.gts.audio.AudioHostTest#testTelephonyAudioAvailable

GtsNmgiarcTestCases
com.google.android.comms.MessagesTests#testMessagesVersionCheck
45 java.lang.RuntimeException: AM should be a privileged system app #Hit

M fIMessages . apk

fRR 75 Android_SDK/vendor/partner_gms$ git diff products/gms.mk
-# GMS comms suite

-$(call inherit-product,
$(ANDROID_PARTNER_GMS_HOME)/products/google_comms_suite.mk)

o X IftestDisablingDeviceProvisioningPackage#fz i : Android12 A FRRANANGESE BN
OobConfig.apk

GtsGmscoreHostTestCases
com.google.android.gts.provisioning.ProvisioningHostTest#testDisablingDeviceProv
isioningPackage

RE4(5E: android.content.pm.PackageManager$NameNotFoundException:
com.google.android.apps.work.oobconfig

o i TitestSerialNumberAttestationflR 55 : 25 2420 k¢ Attestation key %€ ( fastboot oem at-
lock-vboot )

GtsGmscoreHostTestCases
com.google.android.gts.security.DeviceldAttestationHostTest#testSerialNumberAtte
station

REE(EE: junit.framework.AssertionFailedError: The verified boot key must be non-
trivial, at least 32 bytes long.


https://docs.partner.android.com/gms/building/enterprise/zero-touch/implementing?hl=en#remove-oobconfig

o i TitestMbaPrivilegedPermissionf £ : 7 F AndroidManifest.xmIANRE HE AF
android:debuggable="true"

GtsMbaPrivilegedPermissionTestCases
com.google.android.mbaprivilegedpermission.gts.GtsDebugCertificateTest#testMbaPr
ivilegedPermission

R#E(5E: java.lang.RuntimeException: Violation of the Debug certificate policy
[com.rockchip.mirror] is debuggable.

o MiItestPolicydie i : HRABIR S B ESN A E4

GtsMbaPrivilegedPermissionTestCases
com.google.android.mbaprivilegedpermission.gts.GtsPackageNamespaceTest#testPolic
y

RS H: java.lang.RuntimeException: Violation of the Package Namespace
[Package Name: com.google.android.apps.customization.pixel,

Certificates:

[3cc6e5f27cOb54F96507c2a5b31c404b3dbf065a2edb093eacd41147f2480f30]] contains

Google, but not owned by Google.

Ry i BN M4 "com. google.android.apps.customization.pixe" -->

""com.rockchip.android.apps.customization.pixel"

o MK ItestNetworkStackfR 4 :

GtsNetworkStackHostTestCases
com.google.android.gts.networkstack.NetworkStackHostTest#testNetworkStack

WEEER:
com.google.android.networkstack.gts.NetworkStackTest#testCaptivePortalAppInstall
edAndHasPostNotificationsPermission:

java.lang.AssertionError: com.google.android.go.captiveportallogin does not have
android.permission.POST_NOTIFICATIONS permission. Check that its package name
was configured in config_defaultCaptivePortallLoginPackageName (typically via
overlay). expected:<0> but was:<-1>

iR 771 #CaptivePortalloginFrameworkOverlayGo.apki foOverlayfl &
i"config_defaultCaptivePortallLoginPackageName"
Android_SDK/vendor/rockchip/common/gms/CaptivePortalLoginFrameworkOverlayGo$ cat
res/values/config.xml

<string name="config_defaultCaptivePortallLoginPackageName"
translatable="false">com.google.android.go.captiveportallogin</string>

R T2 BRINFZ T M com.google.android.go.captiveportalloginfX{fR
Android_SDK/vendor/partner_gms$ git diff etc/default-permissions/default-
permissions-google.xml

+

+ <exception

+ package="com.google.android.go.captiveportallogin"

+ sha256-cert-
digest="5F:A4:22:12:AD:40:3E:22:DD:6E:FE:75:F3:F3:11:84:05:1F:EF:74:4C:0B:05:BE:
5C:73:ED:F6:0B:F6:2C:1E">

+ <!-- Notifications -->

+ <permission name="android.permission.POST_NOTIFICATIONS" fixed="false"/>



+ </exception>
</exceptions>

o M TtestDefaultGrantsWithRemoteExceptions#z £ :  fRIEHREE (S B MMER B X RZAX R

GtsPermissionTestCases
com.google.android.permission.gts.DefaultPermissionGrantPolicyTest#testDefaultGr
antswWithRemoteExceptions

455 E: java.lang.AssertionError: packageName: com.google.android.contacts {
priv app: false
targetSDK: 33
uid: 10101
persistent: false
signature: 917F8719D4C2C892DBF26BBE2BDB179FFFOEODDBEB8FFOF31A4DD98BB4A4D25D
on system image: true
has platform signature: false
message: cannot be granted by default to package {
permission: android.permission.POST_NOTIFICATIONS

o ik itestPreloaded AppsTargetSdkVersionfi £t : MR B FE (5 B B0
android:targetSdkVersion

GtsPermissionTestCases
com.google.android.permission.gts.PreloadAppsTargetSdkVersionTest#testPreloadedA
ppsTargetSdkVersion

REE{5E: All apps preloaded on DEVICEs launching with Android 11 MUST target API
level 29 or higher.

All apps preloaded on DEVICEs launching with Android 12 or 12L MUST
target API level 30 or higher.

All apps preloaded on DEVICEs launching with Android 13 MUST target API
level 31 or higher.

com.android.launcher3 must target 30 or higher, but targets 29

#1EM 'android: targetSdkversion' HAFEMIRIUAfail, AMfEK ' compileSdkVersion' &
¥'ro.product.first_api_level'|EM(E

A EFKZA: minSdkVersion(lowest possible) <= targetSdkVersion <=
compileSdkVversion(latest SDK)

AR5 Android_SDK/vendor/partner_gms$ git diff
apps/SearchLauncher/AndroidManifest.xml

- <uses-sdk android:targetSdkVersion="29" android:minSdkVersion="28"/>
+ <uses-sdk android:targetSdkVersion="30" android:minSdkVersion="28"/>

o KT testSystemAppsInstalledf £ : JF4GIZ B ANEE AN F AndroidAutoStub.apk



GtsPlacementTestCases
com.google.android.placement.gts.InstalledAppsTest#testSystemAppsInstalled

(5 E: java.lang.RuntimeException: Test failed for cases: [0]

Reasons include:

Message [0]: com.google.android.projection.gearhead should not be
installed on devices without Telephony

Yt 7ii%: Android_SDK/vendor/partner_gms$ git diff products/gms.mk
# GMS mandatory core packages

PRODUCT_PACKAGES := \

- AndroidAutoStub \

o DA TitestWidgetPresenceff 55 : ANHEMNFH M Google Search widgetZH

GtsSearchHostTestCases
com.google.android.search.gts.GoogleSearchwidgetTest#testWidgetPresence

R4#5(5E: FAILURE: java.lang.AssertionError: Launcher from package
com.android.launcher3 does not contain search widget provided by
com.google.android.googlequicksearchbox (Google App).

fROUTIR: MHRBSRE

& /packages/apps/Launcher3/src_build_config/com/android/launcher3/BuildConfig. jav
a --> QSB_ON_FIRST_SCREEN

y

o MixTitestZeroTouch_zeroTouchWrapperLaunchedf £t : FFALIA SN T EERE VPN-Wifi, ANEE
ffiGoogleltk 5 (55 L AR A 25 b Attestation key)

GtsSetupwWizardHostTestCases
com.google.android.gts.setupwizard.SetupWizardZeroTouchTest#testZeroTouch_zeroTo
uchWrapperLaunched

BEEEE: FAILURE: junit.framework.AssertionFailedError: SetupWizard didn't launch
ZeroTouchWrapper .

On Android R+ or when com.google.android.apps.work.oobconfig is installed,
SetupWizard MUST launch ZeroTouchWrapper with intent action
com.google.android.setupwizard.ZERO_TOUCH_SETUP during normal SetupWizard flow
when WIFI/mobile data is connected.

o MAIitestWidevineVersion#fi 5 : FTPARSS 25 4h T /GMS-Test-Suite/Exp+/WvtsDeviceTestCases

WvtsDeviceTestCases
com.google.android.wvts.wWidevineBusinessLogicTests#testWidevineVersion

(S E FAILURE: java.lang.AssertionError: Unknown build number with cdm version
16.1.0

16.11 STSH Wfail Wb B

o JUIAWitestPocBug 258188673 %H: FTPARSS 2R T /GMS-Test-
Suite/Exp+/testPocBug_258188673
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StsHostTestCases
android.security.sts.Bug_258188673#testPocBug 258188673

455 E: java.lang.AssertionError: PoC exited with bad exit code.. Actual: 113

16.12 VTS Wfail At P

* AT ProcCmdlineAndroidbootTestii 5 : 7% JHGKI(ZBOARD_BUILD_GKI), ANF{#H]
androidboot.***

VtsBootconfigTest
VtsBootconfigTest#ProcCmdlineAndroidbootTest

55 E: Expected equality of these values:
cmdline.find("androidboot")
Which is: 18
cmdline.npos
Which is: 18446744073709551615
"androidboot" parameters are not allowed in the kernel cmdline for
devices using kernel version 5.10 or greater with Android S and beyond. These
parameters are to be placed in bootconfig.

o A WiaudioPolicyConfigurationValidationfi & : ARIERE S B B4
audio_policy_configuration.xml

VtsHalAudioV7_1TargetTest
CheckConfig#audioPolicyConfigurationvalidation

(SR 1 error occurred during xml validation:
XML is not valid according to the xsd
While validating: xmlFilePath
Which is: /vendor/etc/audio_policy_configuration.xml
Against the schema: xsd
Which is: /data/local/tmp/audio_policy_configuration_V7_0.xsd
Libxml2 errors:
Error: Element 'devicePort',6 attribute 'type': 'AUDIO_DEVICE_OUT_HDMI_1'
is not a valid value of the union type 'extendableAudioDevice'.

iR 77i%: BB % "BOARD_SUPPORT_MULTIAUDIO ?= false"XMZE R, RERK
audio_policy configuration_multiaudio.xml

o JIATiKernelReleaseFormatift 4 : (¥ F Google ® /7 ReleasefJboot.imgfif4(GKI Release.

boot.img)


af://n1464
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vts_generic_boot_image_test
GenericBootImageTest#KernelReleaseFormat
GenericBootImageTest#GenericRamdisk

R#E(EE: Value of: KernelRelease::Parse(release, true ).has_value()
Actual: false

Expected: true
Kernel release '5.10.168-maybe-dirty' does not have generic kernel image

(GKI) release format. It must match this regex:
A(?P<w>\d+) [. J(?P<x>\d+)[.](?P<y>\d+) - (?P<z>android\d+)- (?P<k>\d+).*$

Example: 5.4.42-android12-0-something

o MHAITGkiComplianceV2F1GkiComplianceV2_kerneliiR %5 : 7 i Google’E 77 ReleaseflJboot.img
5(GKI Release boot.img)

vts_gki_compliance_test
GkiComplianceTest#GkiComplianceV2
GkiComplianceTest#GkiComplianceV2 kernel
KernelVersionTest#AgainstPlatformRelease

5EZHE: The GKI image descriptor is not signed by an official key.
o XTI VitsHalSensorsV1_OTargetTestiREH1E 5 : FBIEML RS (Z=F AT HERS)

VtsHalSensorsVl _OTargetTest
PerInstance/SensorsHidlTest#AccelerometerStreamingOperationSlow/0_default
PerInstance/SensorsHidlTest#AccelerometerStreamingOperationNormal/0_default

4558 value of: checker.check(sensorEvents, &s)
Actual: false
Expected: true
Event @ 49513760914252 (8.6287, -0.603339, 1.13006) has norm 8.72328,

which is beyond range [8.80665, 10.8067]
il 7715 echo 1 > /sys/class/sensor_class/accel_calibration

o JIAWivts_kernel_net_tests#fzfi: FTPARSS#5#b T /GMS-Test-Suite/Exp+/vts_kernel_net_tests

vts_kernel_net_tests
vts_kernel_net_tests#vts_kernel_net_tests

(SR testVtiRekey_IPv4_in_IPv4 (xfrm_tunnel_test.XfrmvtiTest) ... ERROR
testVtiRekey_ IPv4_in_IPv6 (xfrm_tunnel_test.XfrmVtiTest) ... ERROR
testVtiRekey IPv6_in_IPv4 (xfrm_tunnel_test.XfrmVtiTest) ... ERROR
testVtiRekey IPv6_in_IPv6 (xfrm_tunnel_test.XfrmVtiTest) ... ERROR

o MATAEnabledfllvts_virtual_ab_testfii#8: 752 /o FH REIA/BRIE46EHIA/B, RIUEE T

ro.virtual_ab.userspace.snapshots.enabled=true


https://source.android.com/docs/core/architecture/kernel/gki-release-builds

vts_libsnapshot_test
SnapshotUpdateTest#FullUpdateFlow
SnapshotUpdateTest#MergeCannotRemoveCow

vts_ota_config_test
VAB#Enabled

vts_virtual_ab_test
VirtualAbRequirementTest#EnabledOnLaunchT

build/make/target/product/virtual_ab_ota/compression.mk:
PRODUCT_VENDOR_PROPERTIES += ro.virtual_ab.userspace.snapshots.enabled=true

build/make/target/product/virtual_ab_ota/compression_with_xor.mk:
$(call inherit-product, $(SRC_TARGET_DIR)/product/virtual_ab_ota/compression.mk)

BOARD_ROCKCHIP_VIRTUAL_AB_ENABLE := true
BOARD_ROCKCHIP_VIRTUAL_AB_COMPRESSION := true

BOARD_BOOT_HEADER_VERSION := 4 #it
BOARD_BUILD_GKI := true

o A Ifivts_treble_vintf_vendor_testfi%f: #R#E 4 1S Ehas an empty hash ZFrozen current

vts_treble_vintf_vendor_test
DeviceManifest/SingleManifestTest#InterfacesAreReleased/0

MK : rockchip.hardware.tv.input@1.0::ITvInput has an empty hash. This is
because it was compiled without being frozen in a corresponding current.txt
file.

i@t 7i%:: hidl-gen -L hash

-r rockchip.hardware:vendor/rockchip/hardware/interfaces ## Fi
hidl_package_root/& X fname:path

-r android.hardware:hardware/interfaces

-r android.hidl:system/libhidl/transport

rockchip.hardware.tv.input@1.0::ITvInput ## AR
AR AT

B ERGSPATEE R FME"id1_package_root"[AZHFEcurrent. txt, XA
s&/vendor/rockchip/hardware/interfaces/current.txt
HIREREE, RIEREE B D IHZIR EiAar ST Mcurrent . txt

16.13 Checklist W fail ALY

e M13 - Default Home Screen Display
e M14 - Placement of Google Collections Folderili{Jii: 7524 s% M Fl GmsSamplelntegration.apk

vendor/partner_gms/apps/GmsSampleIntegration/res_dhs_full/xml/partner_default_la
yout.xml <folder title=...... </folder>

Y

{ER: Duo.apkflIMeet.apkfl 44 #l /& package="com.google.android.apps.tachyon"{HE bR ANE], FRFLH
REBR RS — 1> B FH 75 U] 2 B 1 B FH B A
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Android_SDK/vendor/partner_gms$ git diff products/gms.mk
PRODUCT_PACKAGES += \
Chrome \
Drive \
Gmail2 \
- Duo \
+ Meet \

Google XX RFTFEALE "Google TV"EIFR(IHAFR Play Movies"), I/ Videos.apk

package:/product/app/Videos/Videos.apk=com.google.android.videos

Android_SDK/vendor/partner_gms$ git diff
apps/GmsSampleIntegration/res_dhs_full/xml/partner_default_layout.xml

- <favorite
className="com
+ <favorite
className="com.

<favorite
className="com

M30 - Restore Experience in the Setup Wizard i :
M33 - Location PrivacyiliJii: # #4856 GPSM Bk M
MB53 - Safety and Emergency settingsillf i :
M56 - Monochrome app iconsillli{Ji: /GMS-Test-Suite/Exp+/M56_A13_0828.zip

packageName="com.google.android.videos"
.google.android.youtube.videos.EntryPoint"/>
packageName="com.google.android.videos"
google.android.videos.GoogleTvEntryPoint"/>
packageName="com.google.android.apps.tachyon"
.google.android.apps.tachyon.MainActivity"/>

/GMS-Test-Suite/Exp+/M30_A13_USB Data

/GMS-Test-Suite/Exp+/M53_Emergency

Android_SDK/vendor/partner_gms$ git diff products/gms.mk
PRODUCT_PACKAGES += \
GmsSampleIntegration \
- SearchLauncherQuickStep
SearchLauncherQuickStep \
+ WallpaperGoogle

Android_SDK/vendor/partner_gms$ git diff etc/permissions/privapp-permissions-

google-system-ext.xml
<privapp-permissions package="com.google.

+ + + + + + + +

<permission
<permission
<permission
<permission
<permission
<permission

name="android.
name="android.
name="android.
name="android.
name="android.
name="android.

</privapp-permissions>

permission.
.SET_WALLPAPER_COMPONENT" />
.CHANGE_OVERLAY_PACKAGES" />

permission
permission

permission.
permission.
permission.

android.apps.wallpaper">
READ_WALLPAPER_INTERNAL"/>

WRITE_SECURE_SETTINGS"/>
MODIFY_DAY_NIGHT_MODE"/>
BIND_WALLPAPER" />

o MB58 - Code scannerfl[if{Ji: /GMS-Test-Suite/Exp+/M58_Code scanner



Android_SDK/frameworks/base$ git diff core/res/res/values/config.xml

<!-- Default component for QR code scanner -->
- <string name="config_defaultQrCodeComponent"></string>
+ <string
name="config_defaultQrCodeComponent">com.google.android.gms/.mlkit.barcode.ui.Pl
atformBarcodeScanningActivityProxy</string>

Android_SDK/frameworks/base$ git diff packages/SystemUI/res/values/config.xml
<!-- The default tiles to display in QuickSettings -->
<string name="quick_settings_tiles_default" translatable="false">
wifi, bt,dnd, flashlight, rotation, battery,cell,airplane,night, screenrecord
+
wifi, bt,dnd, flashlight, rotation, battery, cell, qr_code_scanner,airplane,night, scre
enrecord
</string>

e MB60 - Long press on power to Assistant Educationli{Ji: /GMS-Test-Suite/Exp+/M60_Assistant

Education
o EEA-V2[dffSearchSelectorilliXTii: SearchSelector app has no icon and cannot be disabled(EEA i
HHE B )

Android_SDK/packages/apps/Settings$ git diff
src/com/android/settings/applications/ApplicationFeatureProviderImpl.java
keepEnabledPackages.add(euicc.packageName);

+
keepEnabledPackages.add("com.google.android.apps.setupwizard.searchselector");
keepEnabledPackages.addAll(getEnabledPackageAllowlist());

16.14 userdebuglil{FMiAfail i

N HEAE SR fail T TR 2 Fuser @I, T ASREfE F userdebuglil {4

CtsDrmTestCases

android.drm.cts.DRMTest#testForwardLockAccess

A FAILURE: java.lang.RuntimeException: setDataSource failed: status =
OXx80000000

CtsOsHostTestCases

android.os.cts.BuildHostTests#testIsSecureUserBuild

R4E{ZE: FAILURE: org.junit.ComparisonFailure: Must be a user build expected:
<user[debug]> but was:<user[]>

CtsOsTestCases

android.os.cts.BuildVersionTest#testBuildFingerprint

R#E(5E: FAILURE: junit.framework.ComparisonFailure: Variant expected:<user[]>
but was:<user[debug]>

CtsPermission2TestCases
android.permission2.cts.PrivappPermissionsTest#privappPermissionsMustBeEnforced
REE(SE: java.lang.AssertionError: ro.control_privapp_permissions is not set to
enforce expected:<enforce> but was:<null>


https://docs.partner.android.com/gms/policies/regional/eea-builds?hl=en#v2-build-reqs
af://n1529

CtsPermissionPolicyTestCases
android.permissionpolicy.cts.PrivappPermissionsTest#privappPermissionsMustBeEnfo
rced

4558 java.lang.AssertionError: ro.control_privapp_permissions is not set to
enforce expected:<enforce> but was:<null>

17. P54

FLEMIA I A] RERR DT i A Ry slA L e dpi{E A 5%, TN AT S 1 AL d dpi (E R ) e 8 e Mt

wm density *** # PR dpd

settings get system user_rotation
settings put system user_rotation 1 ## user_rotation{HA
0/1/2/3

GtsPermissionControllerHostTestCases
android.permissioncontroller.gts.PermissionControllerHostTest#testDenyAppPermiss
ionFragment

R4E(5E: FAILURE: java.lang.AssertionError: Expected four atoms reported

CTSIIATI AR S BN AR "Personal "H1"Work " iR T/ERE, Z45771%: Personal->Settings-

>Passwords & accounts->Work->Remove work profile

18. R HiE

ALER T TSN RN B 25 F FT5 E M Google FRIHEAT,  HIBEAAHSCIRARIN T

o BAMSEANfail ARG, 4R AR MR HresultsFTlogs

o % adb bugreport JMEUEEIFHRHIR ibugreport-rk3399_Android12-SQ3A.220705.003.A1-
2023-05-10-04-58-08.zip

o EESR@***.corp-partner.google.comK =M Google#A H H 1 [Issue Tracker]

19. fffsA

o BEHIETGMS/EDLAIAIE AL E

Modules Sensors
Camera ARO0230 / &JEIMS 179

WiFi AP6275P(PCIE) / ap6275S(sdio)


af://n1532
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https://issuetracker.google.com/
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20. fifs%B

o NEBIHCE

At

GMS

Mainline

CTS/CTSV

VTS/GSI

STS

GTS

GTSV

GKI

APTS
GOATS

PAB

Checklist

BT

aosp-android11-tests-release
aosp-android12-tests-release

aosp-android13-tests-release

Sk

https://docs.partner.android.com/gms/building/integrating/gms-downl

oad

https://drive.google.com/drive/folders/1gxxMalTC99Y2SvyRDUfiD
FvY k40zjO5

https://source.android.com/docs/compatibility/cts/downloads

https://docs.partner.android.com/gms/testing/vts

https://drive.google.com/drive/folders/1xqPTtC6MWiQizfFVdG7Ho
0f20GsmHOQe-

https://docs.partner.android.com/gms/testing/gts?hl=en

https://docs.partner.android.com/gms/testing/gts/gts-verifier?hl=en#d

ownload

https://source.android.com/docs/core/architecture/kernel/gki-release-b

uilds

https://docs.partner.android.com/gms/testing/apts?hl=en

https://docs.partner.android.com/gms/testing/goats?hl=en

https://ci.android.com/builds/branches/aosp-master/grid

https://docs.partner.android.com/gms/policies/overview/manual-chec
klist?hl=en#

https://drive.google.com/drive/u/0/folders/0B85SmEDAGzAbsckRrZE
hhV3YwTEk?resourcekey=0-6zNsbYOnWUmYsJO2TF-RZQ

Android11 PABJRCTS/VTSIIR B/ Rk

Android12 PABERCTS/VTSIUIRE A Rk

Android13 PABRCTS/VTSIIRE#E T &k

W

MADA/EDLA

Y


https://docs.partner.android.com/gms/building/integrating/gms-download
https://drive.google.com/drive/folders/1gxxMalTC99Y2SvyRDUfiDFvY_k4OzjO5
https://source.android.com/docs/compatibility/cts/downloads
https://docs.partner.android.com/gms/testing/vts
https://drive.google.com/drive/folders/1xqPTtC6MWiQizfFVdG7Ho0f2oGsmH0e-
https://docs.partner.android.com/gms/testing/gts?hl=en
https://docs.partner.android.com/gms/testing/gts/gts-verifier?hl=en#download
https://source.android.com/docs/core/architecture/kernel/gki-release-builds
https://docs.partner.android.com/gms/testing/apts?hl=en
https://docs.partner.android.com/gms/testing/goats?hl=en
https://ci.android.com/builds/branches/aosp-master/grid
https://docs.partner.android.com/gms/policies/overview/manual-checklist?hl=en#
https://drive.google.com/drive/u/0/folders/0B85mEDAGzAbsckRrZFhhV3YwTEk?resourcekey=0-6zNsbY0nWUmYsJO2TF-RZQ
https://ci.android.com/builds/branches/aosp-android11-tests-release/grid?legacy=1&selected-targets=test_suites_arm64
https://ci.android.com/builds/branches/aosp-android12L-tests-release/grid?legacy=1&selected-targets=test_suites_arm64
https://ci.android.com/builds/branches/aosp-android13-tests-release/grid?legacy=1&selected-targets=test_suites_arm64
af://n1559
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