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Rockchip RK3588 HDCP FF&iS5E
HDCP #EA
HDCP TEi5AA
HDCP XIFARMIREE
HDCP WA RESEAIX 5]
DIZREEE libhdcp.so #20
HDCP 1.4 KEY RNZ%i50RA
HDCP 2.3 E{4+TE5EE
Firmware &1 RX KEY fINZ; (B1EI, JFH4R)
HDCP1.4 BL& Ri5iRH
HDMIRX
dts ie&
Key 15
RK TEES
EFBRITHRIERS
HDMITX
DPTX
dts Bt &
Key RS
HDCP2.3 BL& KitRH
HDMIRX
dts fo &
$18 Firmware 1 )Ba0ARSS
HDMITX
dts Bt &
78 Firmware 1 EsIRS
DPTX
dts Bc&
¥18 Firmware 1 Ba0fRSS
HDCP REEE
HDMIRX
HDMITX
DPTX
BT
hdcp2_tx_rx BaEm
HDMIRX RS EFRIKTTAKE
BEIRFFIFF HDMITX + HDMIRX A9 HDCP2.3, i RX B9BHE TX £IA— TR

HDCP &

e RK3588 3£&, HDMITX, HDMIRX, DPTX 958Isz#F HDCP1.4 1 HDCP2.3.
* RK3588 FEBRMHEIZAY HDCP2.3 #5488 (hdcp0 #1 hdcp1), &4~ HDCP2.3 #=HI28E8E 3
Port:
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hdcpO: DPTXO0 #0 DPTX1

hdcp1: HDMIRX, HDMITX0 1 HDMITX1

Port0 DPTXO0

HDCPO | poyi1 DPTXI1

Port0 '{ HDMIRX
HDCP1 | Portl -{ HDMITXO0
Port2 '{ HDMITX1

e HDCP1.4 82 HDCP2.3 KEY EPEEZFH1TE HDCP BMMISE, RK3588 ;8B HE HDCP KEY.

HDCP T EiiHAB
HDCP ZIFARINRSIEI

1. RK 1RHIIRAY KEY 3R T EARS TR, AILAM SDK MIREX:

Key iFOHIEERT A

RKTooTs/windows/Rockchip_HdcpKey_writer_v1.0.1.7z L EA T4 KeyConvertor
key IR/ M T H, #H#H% KeyConvertor-v2.0.5 A LLRAFA—binfk A — /1 key.

Key IRETHE:
RKTooTs/windows/Rockchip_HdcpKey_Wwriter_v1.0.1.7z

2. RK IRINZIRE R libhdcp.so, ZEFAILURIEE CHIRKANNATRETR, XINAY
libhdcp.so FEE4R redmine 3KEX,

HDCP MR RRSRIARIX A

1. RKIBHRIRE TR, £ KEY B9 SEED INZEM_FSEBFHIT AES II%, #AFEA Vendor
Storage,
2. INZ5SEE libhdcp.so R37#F SEED Hn%,

NNEERRSEE libhdcp.so $#0

enum HDCP_KEY_ID {
HDCP1X_KEY_HDMITX_RK33 = O,
HDCP1X_KEY_HDMITX_RK3588,
HDCP1X_KEY_HDMIRX_RK3588,
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HDCP1X_KEY_HDMIRX_RK628,
HDCP1X_KEY_DP_RK3588,
HDCP2X_KEY_HDMIRX_RK3588,
HDCP2X_KEY_RKIV_RK3588,

* Encrypt the key, but is not written to vendor

* id: HDCP KEY type

* keyin: HDCPl.x 308 Byte raw Key, HDCP2.x 1000 Byte Key

* keyin_size: HDCP1l.x 308, HDCP2.x 1000

* keyout: The encrypted key

* keyout_size: HDCPl.x 314, HDCP2.x 1000

i
int hdcp_key_process(enum HDCP_KEY_ID id, uint8_t *keyin, int keyin_size,
uint8_t *keyout, int keyout_size);

/7‘:

* Encrypt key and write it to vendor

* id: HDCP KEY type

* keyin: HDCPl.x 308 Byte raw Key, HDCP2.x 1000 Byte Key

* keyin_size: HDCPl.x 308, HDCP2.x 1000

*/
int hdcp_key_process_and_write(enum HDCP_KEY_ID id, uint8_t *keyin, int
keyin_size);

/7':

write key to vendor

* id: HDCP KEY type

* key: HDCP1l.x 308 Byte raw Key, HDCP2.x 1000 Byte Key
-,‘:/
int hdcp_key_write(enum HDCP_KEY_ID id, uint8_t *key, int size);

size: key size

/:‘:

*

Read key from vendor

* id: HDCP KEY type

* key: HDCPl.x 314 Byte Key, HDCP2.x 1000 Byte Key

* Ten: key length

5
int hdcp_key_read(enum HDCP_KEY_ID id, uint8_t *key, int *1len);

/%

* Write rkiv to vendor
* rkiv: rkiv

* Ten: must be 16

7‘:/

int hdcp_rkiv_write(uint8_t *rkiv, int len);

HDCP 1.4 KEY BYiN2Z2i5i0E
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—AHDCP 1.4 KEY#5308 Bytes, 43l F:

8 Bytes KSV: 5 Bytes KSV + 3 Bytes OxO04ljk;
280 Bytes DPK;

20 Bytes SHA.

SEED /iN%5, KX 280 Bytes HY DPK#H4TINZ,

HDCP 2.3 El{43T &858

DWC_HDCP2_BASE_ESM_Firmware E{43TE TE;SEM SDK &%, FILAEE redmine s 24
RK 3REX,

1. a3k HDMIRX E{4F0 KEY
RX KEY AR TE TEAEB R toolsBRT:

DWC_HDCP2_BASE_ESM_Firmware$
cp ../hdcp_receivers.bin .
cp ../hdcp_receivers.bin tools/

H47build_rockchip_fw.sh fIA, % 1 -build firmware for both HDMIRX and HDMITX, 4
B% /firmware/hdpc2_hdmi.fw &4 :

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only

3 -build firmware for DP

Choose the fw type: 1

2. HDMIRX + HDMITX E{4#01 KEY
RX + TX KEY EFTE TERRBE R toolsBRT:

DWC_HDCP2_BASE_ESM_Firmware$

cp ../hdcp_receivers.bin .

cp ../hdcp_receivers.bin tools/
cp ../hdcp_transmitter.bin .

cp ../hdcp_transmitter.bin tools/

H47build_rockchip_fw.sh fIA, % 1 -build firmware for both HDMIRX and HDMITX, 4
B% /firmware/hdpc2_dp.fw &5 :

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only

3 -build firmware for DP

Choose the fw type: 1

3. By HDMITX B4
TX KEY FEATE T ERRBE R toolsBRT:

DWC_HDCP2_BASE_ESM_Firmware$
cp ../hdcp_transmitter.bin .
cp ../hdcp_transmitter.bin tools/
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H47build_rockchip_fw.sh fiIA, 5 2 -build firmware for HDMITX only, 4ER%
Jfirmware/hdpc2_hdmi.fw &4 :

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only

3 -build firmware for DP

Choose the fw type: 2

4. DPTX Elft
TX KEY BEFTETERRB R toolsBRT:

DWC_HDCP2_BASE_ESM_Firmware$
cp ../hdcp_transmitter.bin .
cp ../hdcp_transmitter.bin tools/

#47build_rockchip_fw.sh i, %% 3 -build firmware for DP, 45,
Jfirmware/hdpc2_hdmi.fw [E{4:

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only

3 -build firmware for DP

Choose the fw type: 3

Firmware #1 RX KEY BIN32 (v]iklR, JE450)

Firmware 1 RX KEY ERMASE PKf/ DUK 0%, JAIGTE HDCP 54128 load Firmware 1 RX KEY Zf5
F3 PKf / DUK #{7f#%, PKf/DUK &GS HH BIRHREEERE OTP

ATHRENER Firmware #1 RX KEY BE—E, ATLAXS Firmware 71 RX KEY 7Ef TEAIBHERAE
RKIV Z2—2 AES I02®, #AfF HDCP2 RS load Firmware ] RX KEY Z[525cii{T AES fiR2R, REE
&4 HDCP #=428i347Kf / DUK 2%, BEECEWNT:

1. firmware.aic.nouart Bt& 16 bytes Y RKIV, RKIV AINZZHE, TJEITEN, EBRKEVRE16
bytes:

--- a/DWC_HDCP2_BASE_ESM_Firmware/firmware/firmware.aic.nouart
+++ b/DWC_HDCP2_BASE_ESM_Firmware/firmware/firmware.aic.nouart

@@ -2,6 +2,7 @@ pkf = 0x00112233445566778899%9aabbccddeeff
DUK = Oxffeeddccbbaa99887766554433221100
IK = Oxffeeddcchbbaa99887766554433221100
IVc = Oxdeadbeeffedcba9876543210

+RKIV = 0x00112233445566778899aabbccddeeff

BBRcode = 6144
BBRdwb = 3072
CLL = 64

2. &H libhdcp.so FE#EO, 18 RKIV %25Z vendor storage:
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int main(void)

{
uint8_t rkiv[] = {0x00, 0Ox11l, 0x22, 0x33, O0x44, 0x55, 0x66, 0x77,
0x88, 0x99, Oxaa, Oxbb, Oxcc, Oxdd, Oxee, Oxff};
hdcp_rkiv_write(rkiv, 16);
return 0;
}

3. ANERIRFE HDCP2x RX KEY, EEEFEIRIES RKIV.
4. hdcp2_tx_rx HFEEFHE V3.4 REAEIRA,

rk3588_t:/ # logcat | grep HDCP2

03-16 07:36:03.988 347 347 D HDCP2 : hdcp2 version v3.4
03-16 07:36:03.988 347 347 D HDCP2 : HDCP Port: 1
03-16 07:36:03.991 347 347 D HDCP2 : Firmware: [1]
$
HDCP1.4 BeE AzixBH
HDMIRX
dts ficE

o HAJSTIE HDCP1.4:

&hdmirx_ctrler {
status = "okay";
hdcplx-enable;

I

o WNER{FHHEE HDCP2.3, tHEBKIAEREHDCP1.4:

&hdmirx_ctrler {
status = "okay";
hdcp2x-enable;

I

Key (5
RK TERS

Key $r3F0%EHa T E M SDKIREY :

RKTools/windows/Rockchip_Hdcpkey_writer_v1.0.1.7z T.HAL NH1 KeyConvertor key [¥
oA T H, T3 KeyConvertor-v2.0.5 AJLMFD—binxtk R —key.

Key 525 T E M SDK3REX :
RKTools/windows/Rockchip_HdcpKey_Writer_v1.0.1.7z

o JoR Key ifRDTNEEHRT R, MIRIART Key SUEPiFHERS Key, PAISHEIZ Key 380K .skf [RERATNR
SKey.
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o MEAFARKEHNIERS, FEEKeyIFA— I HRBE—Key, AILIERBIRIGKeylY &
MAKEYNEEN 1, RIBENRI AR ERIRAIKey 3L, ANEERRERL skf 18,

i KeyConvertor v2.05 14
12E [E 18 Key
[Fi5Eey: HiE
1EEEE: ) {01, 10000
B {FRET-1- 3 {hni00, MIETiE100--EEY)
HilLKey: 1280
R IEKey
[ ifKey: iE
HibEey: i
Rt Eey (SR IdAT ) 4R (] 4nes
Y EiAKevET 281 -0 FHARR AR O ey, BHTIER - [] romer e

o HEE#H N\Loadert&Es,, 1RETHA%A% "hdcp1.4Hdmirx" 1 "RK3588" 1%L, RK3588 HDCP1.4
Key 180T AES %, ALA "Do AES" ARNENN, AEAIIERSE SEED IN&, % EAYESTE SEED
INEROER _ EBEHIT AES 0%, B, ARSALER skf X4, REBEABIEITEK Key AIG
—'%‘o
WEE: TEB%— Key ZIgBHIEBEEIT— Key,

#h ETEHDCP keyi2STE _ .
e [am] o= ==
HDCP1. 4_HD]|[ H:Yrock-chip_data'working_data‘rockchip\RK3588YHDC! (... o/10 O ) _
HDCP1,4_HDMIRX H:Yrodk-chip_data‘\werking_data‘rockchip\RK3538\HDCI| |,,, 0/10 |:| 1
HDCP1.4 DP ... oo D
HDCP2¥_HDMIRX H:yodk-chip_data'working_datayockchip\RK3588'HDCI| |...| of10 [
HDCP2.X WED | .. nfo [l
= *
B AR
MEREs (@5, Hexs, Ouems Oxieosits E—
Lmafady O@s#dz ool
hdecp1.4 Hdmirx *

[Loader: |

Enable

HDCP 3
I hdcp 1.4 Hdmirx I [ hdep1. 4 Hdmitx Do AES

[hdep 2.% wfd 2 I m{3533|

OK

BEFRBTHRIRRS
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BILABC SR, A libhdep.so 0, 33 KEY #ATIIEFHFEEXT Vendor Storage.
HDMITX

e HDMITX HDCP 1.4 A"EE4AIECE dts, IeNEAIEM.
o EIFEFEABSHESE. ®iRKEY, FANIASSES HDMIRX—5, &% 3.1.2.1 &5,

S BEEHDCP key2STH V105 = 32

| BE EIT =T

HDCP1.4_HDMI E] /o

HDCP1.4 HDMIRX B /o = R

HDCP1.4 DP E] 0/ [

HDCP2%_HDMIRX B /0 [

HDCP2.X_WFD E] /o [ o

L=
(&= =5
it
NERER | VEEHE) AN | IEERE [ a0sinE
M= | CusiEs  [Cocrcig
[ Loader: 2
L4 HDCP
[ hdep1.4 Hdmix hdcp 1.4 Hdmitx [ hdep 2% hdmirx [[hdep1.4 dp
| Flhdep 2.x wid RK3588

o X5 KEY FREETEtES RX—&, #l28#H \Loadert®s,, IRETEAHIRE, 4% "hdcpl.4
Hdmitx" . "RK3588". "&HIBN". "BERBNIEIR, RESA key HEHREHY .skf 34, Mt
SA\BIA 726k Key BIRE,

o 5B TEBZ— Key ZI5BmIEHEIT— Key,

DPTX

dts fic&

BRIA DPTX FYIKENERIASISF HDCP1.4, AR ERRIMNY dts FLE.
Key 1R5

Key 3IROFIEERTE, 5 HDMIRX —X, &% 3.1.2.1 &7,

®E KEY FTABTEtS HDMIRX —5. #l2&HEA Loader 12x,, RETAREHIRE, 4% "hdcpl.4
dp". "RK3588", "EHBAN". "BIRBN"EM. RESN key FiRFHY skf X, REBARIAT
B% Key B9%S. 535N RK3588 HDCP1.4 Key, IBANT AES iN%E, FRLA "Do AES" NRJIEIR, AIEAJE
B SEED 1%, 1% EANESRTE SEED INEAYER_EFHHIT AES INE,
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Jm

A ETAHDCP keyEES T

# ®WE H=E =T

G

HDCP1.4_HDMI
HDCP1.4_HDMIRX

HDQ

X

0 EpmE

O [(EREs  ME#s, Messh  [#Ems
Ogpastt  wmas |

[JLoader:

Enable

HDCP [ 1o ags

[ Thdcp1.4 Hdmirx L oK

[Jhdep 2.X wid RK3588

. oo ] :\';
. 0fo O -\“llli!
[1Ea0BinE
>

L]

[#]hdep1.4 dp

OK

HIN—-ADEIZE

i

HDCP2.3 fig & Min g

HDMIRX
dts fieE&

o {#8E HDCP2.3, tB&BAIAEREHDCP1.4:

T

&hdcpl {
status = "okay";

e

&hdmirx_ctrler {
status = "okay";
hdcp2x-enable;

I

378 Firmware 1 IBEBRSS

e DWC_HDCP2_BASE_ESM_Firmware f#/EZ| Linux FME T, ARSI hdcp_receivers.bin #INEIHR
B tools/ BRT, WNRESHFHDMITXAYE, ALARRHE hdcp_transmitter.bin tB## N E]

HENERT.

DWC_HDCP2_BASE_ESM_Firmware$
cp ../hdcp_receivers.bin .
cp ../hdcp_receivers.bin tools/

—— T I e T

AT T

e T8 Firmware #]1 RX KEY, #4T build_rockchip_fw.sh fI7Z

DWC_HDCP2_BASE_ESM_Firmware$ ./build_rockchip_fw.sh

TEERESE N ETRERTEAN:
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1. BRI TR ENEZERY, %82 1 -build firmware for both HDMIRX and HDMITX, &k
Jfirmware/hdpc2_hdmi.fw &4,

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only

3 -build firmware for DP

Choose the fw type: 1

2. FEQE RXKEY Y&, HRIEFRKEOIE, LLaN1082100%, ERERIRRT KEY FHE!
Jrxkeys/hdcpkeys?-?/ BRTH fw_hdcp_receivers_*.bin 314, IIREZFHEECHIERS
#9IE, TTLAEIERES fw_hdcp_receivers_*.bin 3714,

Create Rx Key Number:
10

Create 10 keys to tools/rxkeys/hdcpkeysl-10/

3. WNERFEER RK RN T EIRS KEY, FTEFEAK skf XX, F5E!./rxkeys/hdcpkeys?-?2/HF
T, MRFFZERKNITERS, XHOATLUEE n.

Do want to pack these keys to .skf file? [y/n]:
y

10 file packed to ./rxkeys/hdcpkeysl-10/hdcprxkeysl-10.skf

e HDCP2.3 RX KEY f9iE5

. 38 hdcp2_hdmi.fw 5%l device/rockchip/rk3588/ TI2EHR T, miFHIRHESIZNE]
vendor/firmware/hdcp2_hdmi.fw,
2. FA RKDevInfoTool.exe TH, %% HDCP2X_HDMIRX S\ _EE&ERAY hdcprxkeys1-10.skf, i#
A Loader #ziHTIRE, B5— Key, TESBEmET— Key HHRE,
3. HDCP2.3 Key NEEAESHIE, FrlAXIARFE AL "RK3588" #1 "hdcp2x hdmirx",

—_

_ﬁ ETRHDCP keyE2EETE V1.0.5 — b4
= |EE | BE F=T
HDCP1.4_HDMI H:Yrock-chip_datalworking_data‘rockchip\RK3588'HDCI || of10 | N ;
HDCF1.4 HOMIRX  H:Vock-chip_dataworking_data‘rockchip\RK3588\HDCI| || of10 | b
HDCP1.4 DP .| 0fO |
HDCP2%_HDMIRX H:Yrock-chip_datalworking_data‘rockchip\RK3588\HDC! |,,,| 0/10 ]
HDCP2.X WFD l..l o [
e s
AT o -
. . cp 2x hdmirx W
MERER ClERSs MEs5Eh OHems 0er
OmzEs s Oorcts Enable 3
[ Loader: ‘ oo aEs
HDCP
[ Thdcp1.4 Hdmirx [ hdep1.4 Hdmitx hdcp 2 hdmirx [hdep1.4dp
[Ihdep 2.5 wid RK3583
oK (____




e hdcp2_rx_tx fRSS
FNBEshnEpRSS, MRHIMAIERE, BJlhogcat | grep HDCP2 EEXIMAYIog.

HDMITX
dts fit&

e HDMITX 5 HDMIRX #F— HDCP &k, {§gE HDCP2.3, BB AFREHDCP1.4:

&hdcpl {
status = "okay";

e

HDMI BYfEREIES % (Rockchip_Developer_Guide_HDMI_CN) ,

¥18 Firmware 1 BEIES

e DWC_HDCP2_BASE_ESM_Firmware f#/EZ| Linux TMET, #AEIE hdcp_transmitter.bin 3£ NE|
REFH tools/ BRT, WNRERTSZIEF HDMIRX B9iE, TTLAEIRTE hdcp_receivers.bin t#£ N E]
HENERT.

DWC_HDCP2_BASE_ESM_Firmware$
cp ../hdcp_receivers.bin .
cp ../hdcp_receivers.bin tools/

e ¥T8 Firmware 1 TX KEY, #4T build_rockchip_fw.sh [z

DWC_HDCP2_BASE_ESM_Firmware$ ./build_rockchip_fw.sh

TEERESE/ N TRARTEAN:

EEEFTEEGEE, WNRRERTSZIF HDMI TX/RX #&#E: 1 -build firmware for both HDMIRX and
HDMITX, #NERRZHF HDMITX, 1%&#%: 2 -build firmware for HDMITX only, E#R4RL
Jfirmware/hdpc2_hdmi.fw Elft,

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only

3 -build firmware for DP

Choose the fw type: 2

o hdcp2_rx_tx IR
FIEEIIEIRSS, WMRHIVAESE, ATllogcat | grep HDCP2 BEEXIRIATI0g,
DPTX
dts ficE

DPTX {&F3 HDCPO #&itk, (&R HDCP2.3 THRE:

&hdcp0 {
status = "okay";

e
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e {FEE HDCP2.3, tB&ERA(FEREHDCP1.4:

$18 Firmware 1 BEIARSS

e DWC_HDCP2_BASE_ESM_Firmware f#/EZ| Linux TMET, AFIE hdcp_transmitter.bin $#£1E|
TRBZH0 tools/ BRT.

DWC_HDCP2_BASE_ESM_Firmware$
cp ../hdcp_receivers.bin .
cp ../hdcp_receivers.bin tools/

o ¥J8 Firmware 1 TX KEY, #4T build_rockchip_fw.sh 7

DWC_HDCP2_BASE_ESM_Firmware$ ./build_rockchip_fw.sh

FTEERERETRAN:

EIERFTEEASEEY, 15%4%: 3 -build firmware for DP, 45Y, ./firmware/hdpc2_dp.fw Ef4,

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only

3 -build firmware for DP

Choose the fw type: 3

X$F android &4, EH8 hdcp2_dp.fw #0Z] /vendor/firmware/hdcp2_dp.fw, BILATE
hardware/rockchip/hdcp2 FAIAZIT4hT:

diff --git a/device.mk b/device.mk
index 6d6c328..d7ba0a2 100644
--- a/device.mk
+++ b/device.mk
@@ -82,6 +82,12 @@ ifeq ($(strip $(USE_PRODUCT_HDCP2_HDMI_FW)), true)
$ (LOCAL_PATH) /hdcp2_hdmi . fw:vendor/firmware/hdcp2_hdmi. fw
endif

+USE_PRODUCT_HDCP2_DP_FW := $(shell test -f $(LOCAL_PATH) /hdcp2_dp.fw && echo
true)

+ifeq ($(strip $(USE_PRODUCT_HDCP2_DP_FW)), true)

+ PRODUCT_COPY_FILES += \

+ $ (LOCAL_PATH) /hdcp2_dp.fw:vendor/firmware/hdcp2_dp. fw
+endif

+

#

# add Rockchip properties here

#

FB hdcp2_dp.fw 58& device/rockchip/rk3588/ TIZERT, mEAHESE N
/vendor/firmware/hdcp2_dp.fw,

T linux &%, EIE hdcp2_dp.fw #IZ /system/etc/firmware/hdcp2_dp.fw,
e hdcp2_rx_tx fgs%

XJF android &%, 1E hardware/rockchip/hdcp2 IO T#MT
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diff --git a/init.hdcp2-host.rc b/init.hdcp2-host.rc
index 5a9bee8..57eef7e 100644
--- a/init.hdcp2-host.rc
+++ b/init.hdcp2-host.rc
@ -1,7 +1,14 @@
#on early-boot
on post-fs
+ start hdcp2_dp
start hdcp2_hdmi

+service hdcp2_dp /vendor/bin/hdcp2_tx_rx 0

+ class core

+ oneshot

+ disabled

+ group root system net_admin net_bt
+ capabilities DAC_OVERRIDE

service hdcp2_hdmi /vendor/bin/hdcp2_tx_rx 1
class core

AR RS ESIIEIRSS, IBHIVAIERA, Ailogeat | grep HDCP2 EFERIMIAIIog,
HDCP IRSEE

HDMIRX

cat /sys/class/misc/hdmirx_hdcp/status

HDCP Disable: HDCP ¥fiifig

HDCP1.4: Authenticated start: AIEEFEA
HDCP1.4: Authenticated success: AIEA&I)
HDCP1.4: Authenticated failed: AiFZEIK
HDCP1.4: Unknown status: RAVRE

HDCP Disable: HDCP ¥f#ifiE

HDCP2.3: Authenticated success: AIELS
HDCP2.3: Authenticated failed: iAiEZN
HDCP2.3: No dectypted: J§imi I JHHDCP2 . x

Source ;jRBFE HDCP &, EBEiIRBENESIR:

HDCP2.3: No dectypted
HDCP1.4: Unknown status

HDMITX

HDMITX JRZASEEIEIT DRM PROPERTY #17&%E, LA modetest -c ipSEERBMZI:

content Protection:
flags: enum
enums: Undesired=0 Desired=1 Enabled=2
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value: 2

Undesired: X[lhdcp.

Desired: JFjghdcp.

Enabled: hdcpB&JF /a8 FFINIEKIN.

HDCP Content Type:
flags: enum
enums: HDCP TypeO=0 HDCP Typel=1
value: 0

HDCP TypeO:HDCP1.4 Y HDCP2.3 fF—Z5Z% )\ iFRLTl, #FFaVr  IE 5 i .
HDCP Typel: WAZIHDCP2.3 AIERRI, A REMSHTH IE 7 i .

e ZIIRE H AT ISR LR SR, BRUME M SR JOME I HRE St 1E W, TR E .

hdcp_encrypted:
flags: range
values: 0 2
value: 2

hdchwE"“‘]‘“i&
0: hdcpAiliE.

1: hdcpl.4.
2: hdcp2.3.

DPTX

EEIRE HDMITX

w DS
hdcp2_tx_rx [Fal&M
&BE log:

Togcat | grep HDCP

Failed to open firmware file [vendor/firmware/hdcp2_hdmi.fw] //WBifirmwarei&f S
N

Failed to open firmware driver /dev/h1_devl //Ui#H hdcp IRzh%AINEk, dts &HEMHAEXS
M) hdcpl™i
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07-14 10:53:17.033 2042 2042 D HDCP2 : hdcp2 version v3.0

07-14 10:53:17.033 2042 2042 D HDCP2 : HDCP Port: 1

07-14 10:53:17.034 2042 2042 D HDCP2 : Firmware: [1]

07-14 10:53:17.034 2042 2042 D HDCP2 : 223664 bytes

07-14 10:53:17.034 2042 2042 D HDCP2 : check rx key ok

07-14 10:53:17.034 2042 2042 D HDCP2 : rxkey read from vendor success,
rxkey_len = 1000

07-14 10:53:17.034 2042 2042 D HDCP2 : Host Library version v0201
07-14 10:53:17.035 2042 2042 D HDCP2 : Exiting with err=1

NRHI EEIXFRERE, ERRHAER, FJUFHIT, B FRINARE:

console:/ # ./vendor/bin/hdcp2_tx_rx 1 &

[1] 2799

console:/ # device name = /dev/hl_devl

<INFO> [external/hdcp/host_library/core_lib/host_Tib_core.c:1199] [PID:2799]
h1Inst->driver->instance [0xee2401d0]

<INFO> [external/hdcp/host_library/core_lib/host_Tib_core.c:1200] [PID:2799]
hTInst->driver [0xff8088f0:223664]

<WARN> [external/hdcp/host_library/core_lib/host_Tib_core.c:1206] [PID:2799]
Error in file:external/hdcp/host_library/core_lib/host_lib_core.c, functio]

<ERROR> [external/hdcp/host_library/core_lib/host_Tib_core.c:137] [PID:2799]
host1lib_init_mem failed
Failed HLC_Initialize, error -6

Wik BT X R log, RTINS, WEEE KEY AXokZ DUK/PKFRLE AN, a7 A%,
%2 [HDCP 2.3 [T iiH]

HLC_HDCPRX_LoadrRxDwb failed //#iH]/&RX KEY A%}

HDMIRX ERHNERFFEHRTEIRE

o STHIA dts B9 hdcp2x-enable 2&FF, AILA cat /sys/class/misc/hdmirx_hdcp/enable BEZ
BA2,

Y05 hdcp2x-enable ¥JTFHHYE, BB hdcp2_tx_rx XMIRSZLMEME, AR EHIMEFE
B%55, AL logcat | grep HDCP2 #4TH&IA.

e WNR hdcp2_tx_rx BENNE, IPEEMAREREERY, B logcat | grep HDCP2 i,

e echo 0 > /sys/class/misc/hdmirx_hdcp/enable Z /SR EIEE, TLRER EEFMRAEE,

BFHIFF HDMITX + HDMIRX {9 HDCP2.3, & RX fi9BHRE TX &
N—T1ER
E79 HDMIRX #1 HDMITX #£FH HDCP2.3 #2488, RX EFUSHIRHRIKE, SEMHzHI2E, S5

HDCP2.3 #Z=#887 &, hdcp2_tx_rx #NEREHISEREZ G, SEMVIBN, E=HHOALE, FRLASIR—
TR, I TX + RX#Y HDCP2.3 AERAFIFF.
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