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1. HDCP #iR

e RK3588 ‘F4&, HDMITX. HDMIRX. DPTX 43537 £ HDCP1.4 1 HDCP2.3.
o RK3588 ‘& H H AL HDCP2.3 £ %8 (hdep0 Al hdepl), £ HDCP2.3 5 8 #4 3 4
Port:

hdep0: DPTXO0 Al DPTX1

hdepl: HDMIRX. HDMITXO0 #! HDMITX1

Port0 DPTX0
HDCPO | pogi] DPTXI1
Port0 »{ HDMIRX
HDCP1| Portl »{ HDMITX0
Port2 -{ HDMITX1

o HDCP1.4 5i/2 HDCP2.3 KEY #B7% E %} H 4T 3] HDCP B M IEL, RK3588 i%7H W & HDCP KEY.

2. HDCP T Ei}i8f

2.1 HDCP 2R F R B

1. RK 32X R KEY ## THARE T H, wLL SDK MIREL:
Key #f0 flE#H T .

RKTools/windows/Rockchip HdcpKey Writer V1.0.1.7z THEBFHA KeyConvertor
key KPR AIEEH T H, ¥H%| KeyConvertor-v2.0.5 A UIHFRSH— bin X RHE— 1 key.

Key B¢5 T A:

RKTools/windows/Rockchip HdcpKey Writer V1.0.1.7z
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2. RK #4585 B libhdep.so, 2/ Al LURTE H LRI 75 R KX R RIS T E, %R libhdep.so

Z B redmine FREL.

2.2 HDCP BFh A [F] 5 5 #E 2XH X 5

1. RK #2415 s T2, 7& KEY [ SEED Jn# &4t - & 37T AES %, %55 A Vendor

2.

Storage.
JIN%E e 5 [ libhdep.so R 3 5 SEED I .

2.3 % %585 FE libhdep.so £ 1

enum HDCP_KEY ID ({

*

*

HDCP1X KEY HDMITX RK33 = 0,
HDCP1X KEY HDMITX RK3588,
HDCP1X KEY HDMIRX RK3588,
HDCP1X_KEY HDMIRX RK628,
HDCP1X KEY DP RK3588,
HDCP2X KEY HDMIRX RK3588,
HDCP2X_KEY RKIV RK3588,

Encrypt the key, but is not written to vendor

id: HDCP KEY type

keyin: HDCPl.x 308 Byte raw Key, HDCP2.x 1000 Byte Key
keyin size: HDCPl.x 308, HDCP2.x 1000

keyout: The encrypted key

keyout size: HDCPl.x 314, HDCP2.x 1000

=y
int hdcp key process(enum HDCP KEY ID id, uint8 t *keyin,

uint8 t *keyout, int keyout_size);

/*
*
*
*
*

*

Encrypt key and write it to vendor

id: HDCP KEY type
keyin: HDCPl.x 308 Byte raw Key, HDCP2.x 1000 Byte Key
keyin size: HDCPl.x 308, HDCP2.x 1000

*/
int hdcp_key process_and write(enum HDCP_KEY ID id, uint8 t *keyin, int

keyin_size);

/*
*
*
*
*

*

Write key to vendor

id: HDCP KEY type
key: HDCPl.x 308 Byte raw Key, HDCP2.x 1000 Byte Key

size: key size

*/
int hdcp key write(enum HDCP _KEY ID id, uint8 t *key, int

/*

int keyin size,

size);


af://n77
af://n83

* Read key from vendor

* id: HDCP KEY type
* key: HDCPl.x 314 Byte Key, HDCP2.x 1000 Byte Key
* len: key length
*/
int hdcp key read(enum HDCP KEY ID id, uint8 t *key, int *len);

/*
* Write rkiv to vendor

*

* rkiv: rkiv

* len: must be 16
%/

int hdcp rkiv write(uint8 t *rkiv, int len);

2.4 HDCP 1.4 KEY 1035 13 85

—/MHDCP 1.4 KEYH 308 Bytes, ZJlUF:

8 Bytes KSV: 5 Bytes KSV + 3 Bytes OxO0ZHJ;
280 Bytes DPK;

20 Bytes SHA.

SEED fn#, WX} 280 Bytes [{] DPK#HT N .

2.5 HDCP 2.3 E 43783 8

DWC_HDCP2_BASE_ESM_Firmware [H /47 T B & A B SDK KAf, FrLA# 2 redmine BUZ BB M RK
IR

1. Bt HDMIRX [ 41 KEY
RX KEY JEHTH T E AR H F A0 tools H & F:

DWC_HDCP2 BASE ESM Firmware$
cp ../hdcp _receivers.bin .

cp ../hdcp receivers.bin tools/

#4Tbuild_rockchip_fw.sh JHIA, i%F% 1 -build firmware for both HDMIRX and HDMITX, *EJ&
Jfirmware/hdpc2_hdmi.fw [& 1}

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only
3 -build firmware for DP

Choose the fw type: 1

2. HDMIRX + HDMITX [& #4 f1 KEY
RX + TX KEY /i 2$] 4 T B B 3 H1 tools H3% T -
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DWC_HDCP2 BASE ESM Firmware$

cp ../hdcp _receivers.bin .

cp ../hdcp receivers.bin tools/
cp ../hdcp transmitter.bin .

cp ../hdcp transmitter.bin tools/

P 4Tbuild_rockchip_fw.sh A, %% 1 -build firmware for both HDMIRX and HDMITX, =i
Jfirmware/hdpc2_dp.fw [& 44

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only
3 -build firmware for DP

Choose the fw type: 1

3. B HDMITX [& 44
TX KEY 28 T HEKAR B A tools H3& T+

DWC HDCP2 BASE ESM Firmware$
cp ../hdcp_transmitter.bin .
cp ../hdcp transmitter.bin tools/

#4Tbuild_rockchip_fw.sh JHIA, i%F% 2 -build firmware for HDMITX only, 4%
Jfirmware/hdpc2_hdmi.fw [& 1}

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only
3 -build firmware for DP

Choose the fw type: 2

4. DPTX [ 4
TX KEY #E T8 L HER B XM tools H3& T+

DWC_HDCP2 BASE_ESM Firmware$
cp ../hdcp transmitter.bin .
cp ../hdcp transmitter.bin tools/

47 build_rockchip_fw.sh fiiA, %£F% 3 -build firmware for DP, 42/% ./firmware/hdpc2_hdmi.fw
G

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only
3 -build firmware for DP

Choose the fw type: 3

2.6 Firmware fl RX KEY Hn% (FJiE5, JEAIN)

Firmware fl RX KEY ¥RiA&4 PKf/DUK I%, #RJ57E HDCP #5423 load Firmware Il RX KEY 2 J5 H
PKf/DUK #4725, PKf/DUK 8 A B BRHEEs 3] OTP .
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N T HaREEAN% 7 Firmware F1 RX KEY FME—1E, B LA Firmware A1 RX KEY 7EF7 5 B F 25 4H
RKIV % — 2 AES N2, 4RJ5 HDCP2 k%% load Firmware 1 RX KEY 2 J5435EHET AES %5, RI5H
1L45 HDCP 5|88 347K/ DUK ff%5, BEAREmT:

1. firmware.aic.nouart fit & 16 bytes 1] RKIV, RKIV AMNEHEH, THITE X, HEKELIZL6
bytes:

--- a/DWC_HDCP2 BASE ESM Firmware/firmware/firmware.aic.nouart

+++ b/DWC_ HDCP2 BASE ESM Firmware/firmware/firmware.aic.nouart
2,6 +2,7 Q@ PKf = 0x0011223344556677889%aabbccddeeff

= Oxffeeddccbbaa99887766554433221100

= Oxffeeddccbbaa99887766554433221100

= Oxdeadbeeffedcba%876543210
v = 0x00112233445566778899%aabbccddeeff

ee -
DUK
IK
IVe
+RKT
BBR
BBR:
CLL

code = 6144
dwb = 3072
= 64

2. Y libhdep.so FE#2 I, 8 RKIV %¢3% 2 vendor storage:

int

{

main (void)

uint8 t rkiv[] = {0x00, Ox11,
0x88, 0x99,

hdcp rkiv write(rkiv, 16);

return 0;

0x22, 0x33, 0x44, 0x55, Ox660, 0x77,
Oxaa, 0Oxbb, Oxcc, 0Oxdd, Oxee, 0xff};

3. W KEE HDCP2x RX KEY, 35 % # 3 F /5% RKIV.
4. hdep2_tx_rx 5 B HEHTE] V3.4 UL FRRA

rk35
B3=il
03-1
03-1

88 t:/ # logcat | grep HDCP2

6 07:36:03.988 347 347 D HDCP2 : hdcp2 version v3.4
6 07:36:03.988 347 347 D HDCP2 : HDCP Port: 1

6 07:36:03.991 347 347 D HDCP2 : Firmware: [1]

3. HDCP1.4 fic & % Vi B

3.1 HDMIRX

3.1.1dts iR B

o UL ¥ HDCP1.4:
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&hdmirx ctrler {
status = "okay";

hdcplx-enable;

o WNHAHAE HDCP2.3, HERIN#REHDCP1 .4:

&hdmirx ctrler {
status = "okay";

hdcp2x-enable;

3.02Key R E
3021 RK TEEE

Key #ff 73 Ml 4 T. 5 N SDK SR :

RKTools/windows/Rockchip HdcpKey Writer v1.0.1.7z LEATFMHA KeyConvertor key [
YoM T E, ®H3] KeyConvertor-v2.0.5 PR E—ANoin B RHE —key.

Key %¢5 T.H MSDK3REL :
RKTools/windows/Rockchip HdcpKey Writer V1.0.1.7z

o B Key #rr M TR, MIRIEH Key ST IF A 7> Key, SR Key B4 skf Ja 27 142
EKey.

o WERAHRKERB TARES, HEICKeyHFl— MR WE —MKey, W ESRIUR HKey K" &
MAFKEY MU EN 1, R ETA] A BB I K ey SCIF, ANTE B A sk 1 2
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Eﬁl-—:_'_':' ertor v2.05

2 E ifEey

[FifKey: e A

1EEEE: E (h0: 1, 1000)

S FEET-1-#1 (hplon, M E100-EEY)

it ey 128
{4 B i Eey

[EifKey: iE

HitKey: )

HiitH Eey (B IdST {4 Wi [ 1=
SRRy B i3 -0 1EHIRR AR T ey, BHTIER - [ ] Mo e

HLEsHE N Loaderti 30, %¢5 T.H2Ji% "hdepl.4Hdmirx" F1 "RK3588" #£1ji, RK3588 HDCP1.4 Key 1
Y AES N, FTLL "Do AES" ARIIET, AL R SEED INE, ik L5 4L SEED N
(2Rl AT AES %, W4, SRS BHER) sk X, S S ARIA] B Key (55 .

U THE5%—A Key 25 B2 BE] F—1 Key.

# ETHEHDCP keyl2STE -
s A= =T
HDCP1.4_HD11 H:yodk-chip_data‘working_datarockchip\RK3588'HDC!| |...| of10 | . .
HDCP1.4 HDMIRY | H:Yyock-chip_data‘working_datayrockchipiRK3588'HDC! || of10 ] I\d
HDCP1.4_DP .| 0fo [
HDCP2%_HDMIRX H:yock-chip_data'working_data'rockchip\RK3588YHDC!| |...| of10 O o
HDCP2.X \WED | Ll om [] -
AAES
ERER [EhEA gREN [#efin =g b
Oz UEgEs: ookl
[JLoader: | hdcp1.4 Hdmirx »

Enable

HDCP 3
Ihdq31.4 Hdmier [Jhdep1.4 Hdmitx [0 AES

[Chdep 2. wfd 2 I R.K.3588|

OK

BA22FFPFEHITARILARSE

"L EHCEMA, YA libhdep.so ¥, X KEY #H17 1% 3685 %] Vendor Storage.
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3.2 HDMITX

e HDMITX HDCP 1.4 A7 EUEHIE E dts, IXshBERAF M
o TIEWMAE T ESE. ik KBY, FTHNITRS7:S HDMIRX —3, &% 3.1.2.1 &7,

S BEEHDCP key2STH V105 = 32
s ey EIT =T

HDCP1.4_HDMI /o

0/o

8

HDCP1.4_HDMIRX
HDCP1.4 DP /o

HDCP2Z¥_HDMIRX 0/0

Ooo O

HDCP2.X_WFD 0/o

) &) ) &) ]

[a= (=3
BEEE
(ERER | VEEHEN gErEn  |HEmE [ EiHe0slE
[(zaEEsty | [(JazE=  [Corchilg
[ Loader: 2

L4 HDCP
[ hdep1.4 Hdmix hdcp 1.4 Hdmitx [ hdep 2x hdmirx [Thdcp1.4 dp

Il

[T hdep 2.% wid RK3588

o RS KEY FTH THMWS RX —#. #Hlagdk NLoadertiz, $'5 THSHWE, 2% "hdepl.4
Hdmitx" . "RK3588" . "S&H|E A" . "HIREN"IET. R5FAN key #5111 skf XA, SHE
NBNATSE K Key IFES .

o UiHl: TAER— Key ZJa HILBEE N —1 Key-.

3.3 DPTX

3.3.1dts it B
RN DPTX FIUKENERIA 4 HDCP1.4, AN EHAMNE dts B E .
332Key 5

Key #f 0 A T H, 5 HDMIRX —%(, &% 3.1.2.1 =i,

$e5 KEY FiH LHEALE HDMIRX —#(. HLAHEN Loader #230, be'5 TH &1 E, 4Ji% "hdepl.4
dp" . "RK3588" . "HEHIEHA". "HLIRKEAN"ET. RIETFN key FE N sk SCfF, pd S AR 5E
i Key HIbeS . 734MA RK3588 HDCP1.4 Key, 34117 AES %, FrLh "Do AES" N R[iETH, ALk
WA SEED %, ik 1G4 /E SEED I (L ht - 1T AES .
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K &

k]
Ha
[mf
I

}

{

HDCP1.4_HDMI .. 0f0 ]
HDCP1.4 HDMIRX | 00 ] \‘4 !
1
HDQ . - !
HDG . |
BASE

oG [IERER SIS A, grEh  [premeE [ 13i#0einE
Lzt [I#EEd2

[JLoader: Enable - |

HDCP [ 1o ags
[ Thdcp1.4 Hdmirx L oK hdcp1.4 dp
[Jhdep 2.X wid RK3588

OK i

=IN—-ADBIG &

—w i T e —— T I e T AT T

4. HDCP2.3 it B }% i B

4.1 HDMIRX

4.1.1dts Bic B

o flifE HDCP2.3, th&ERAHAEHDCP1 .4:

&hdcpl |

status = "okay";

}i

&hdmirx ctrler {
status = "okay";

hdcp2x-enable;

4.1.2 3T Firmware 1 3 31 iR &

e« DWC HDCP2 BASE ESM Firmware fi# /% Linux 3% ~, #RJ5# hdep_receivers.bin # I 4R H
KA tools/ BN, MR AR ZHFFHDMITXF G, B LAFEHE hdep_transmitter.bin tH3% D1 F| 4 [H] 1)

Hx T

DWC_HDCP2 BASE ESM Firmware$
cp ../hdcp receivers.bin .

cp ../hdcp receivers.bin tools/
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o FJfl Firmware fl RX KEY, 41T build_rockchip_fw.sh 4

DWC_HDCP2_BASE_ESM_Firmware$ ./build_rockchip fw.sh

TOEBRESA VNP RS RRAR:

1R BEIT AR, 1%6F%: 1 -build firmware for both HDMIRX and HDMITX, ER%
Jfirmware/hdpc2_hdmi.fw [& 1.

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only
3 -build firmware for DP

Choose the fw type: 1

2. T EAIE RXKBY H8cE, RIEFHRAIE, 1080210055, A KBY f778 3]
Jrxkeys/hdcpkeys?-?/ H3& N fw_hdcp_receivers *.bin X1, 5%/ i H S T HBEE 14E,
Al LLE#EKES fw_hdep_receivers_*.bin S {f.

Create Rx Key Number:
10

Create 10 keys to tools/rxkeys/hdcpkeysl-10/

3. AR TR EA RK 4L THEES KEY, EFTAK skf SCHF, f78E]./rxkeys/hdepkeys?-2/ H 5%
T, WRATERK W TAERS, X PUESE n.

Do want to pack these keys to .skf file? [y/n]:
y

10 file packed to ./rxkeys/hdcpkeysl-10/hdcprxkeysl-10.skf

e HDCP2.3 RX KEY HIEeE

1. 3% hdep2_hdmi.fw HF] device/rockchip/rk3588/ T AL H 3 R, S i MK £ 2 DL 5]
vendor/firmware/hdcp2_hdmi.fw.

2. i RKDevInfoTool.exe . £, i#%# HDCP2X HDMIRX S A A A hdeprxkeysl1-10.skf, #EA
Loader fizli#H TS . B — Key, LEZHBIER T —4> Key Sf555 .

3. HDCP2.3 Key A ZAESHIZ, Fr LAIX 4 R 5 241 "RK3588" H1 "hdep2x hdmirx".



&) EEHDCP keyiESTE
M |EE | B =T
HDCP1.4_HDI:‘III H:Yrock-chip_dataworking_datarodkchip\RK3583\HOCI 0/10 | . :
HDCP1.4 HOMIRX | H:Vrock-chip_dataworking_data'\rockchip\RK3588\HDCI 0f10 Ll -.'\4
HDCP1.4_DP 0/a |
HDECP2X_HDMIRX H:Yrock-chip_dataworking_datarockchip\RK3588\HDCI 0f10 O -
HDCP2.X VUFD L.l om [l -
L2a= hesd
BRBE .
ASEEs  Omws) DS Deemg (oo o X
OmEEzt  UmEEdz Uoccil Enable 3
[Loader: ‘ (lpo AES
HDCP
[ hdcp1.4 Hdmirx [ hdcp1.4 Hdmitx hdcp 2x hdmirx [Jhdep1.4dp
[(hdep 2.5 wid RK3538

o hdcp2 rx_tx R4

FEHLEZME RS, WREBLGER S, B Bllogeat | grep HDCP2 £ X} M flog.

4.2 HDMITX

421 dts i B

oK

e HDMITX 5 HDMIRX :H—/~ HDCP #Ht, fiifg HDCP2.3, tHoERIMEFEHDCP.4:

&hdcpl |
status = "okay";

}i

HDMI {1 iEi%Z% (Rockchip Developer Guide HDMI_CN) .

4.2.2 #TH Firmware # 3 3R %

e DWC _HDCP2 BASE ESM Firmware fi# & 2| Linux 3% T, #A/53 hdcp_transmitter.bin % D1 2R H
S tools/ B3 T, WIER RIS SCKF HDMIRX 1%, A] LA[RIBS 4 hdep_receivers.bin 4.#% D1 EIAH [ 1)

T

DWC_HDCP2 BASE_ESM Firmware$
cp ../hdcp receivers.bin .

cp ../hdcp receivers.bin tools/

o T4l Firmware fl TX KEY, #47 build_rockchip_fw.sh 4
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DWC HDCP2 BASE ESM Firmware$ ./build rockchip fw.sh

TTEERESA VPR SERmAR:

BT AL ZRAL,  dn B [H S HDMI TX/RX i%4%: 1 -build firmware for both HDMIRX and
HDMITX, #i5 R 7k HDMITX, #%#: 2 -build firmware for HDMITX only. 24k
Jfirmware/hdpc2_hdmi.fw [&14 .

1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only
3 -pbuild firmware for DP

Choose the fw type: 2

e hdcp2 rx_tx R4

FEHLE B mE RS, SR EIAUER S, 7l Lllogeat | grep HDCP2 £ 5 %) M [flog.

4.3 DPTX

4.3.1dts Bic B

DPTX f# § HDCPO #xbk, >R H HDCP2.3 Thik:

&hdcp0 {
status = "okay";

}i

o fliff HDCP2.3, tH&ERINHFEHDCPI 4:

4.3.2 3T & Firmware 1 3 31 iR &

e DWC HDCP2 BASE ESM Firmware fi#J% % Linux 345 F, X5 hdcp_transmitter.bin #% Ul F#E H
A tools/ H3 .

DWC_HDCP2 BASE_ESM Firmware$
cp ../hdcp receivers.bin .

cp ../hdcp receivers.bin tools/
e T4 Firmware fl TX KEY, #4T build_rockchip_fw.sh i 4
DWC HDCP2 BASE ESM Firmware$ ./build rockchip fw.sh

TENESRRRA

AT EFRAY, 3%F%: 3 -build firmware for DP, “EJ{ /firmware/hdpc2_dp.fw [&1F.
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1 -build firmware for both HDMIRX and HDMITX
2 -build firmware for HDMITX only
3 -build firmware for DP

Choose the fw type: 3

X}F android &4t, ZE hdep2 dp.fw ¥ V1 E] /vendor/firmware/hdep2 dp.fw, A LATE
hardware/rockchip/hdep2 FAIAGA F4h T

diff --git a/device.mk b/device.mk

index 6d6c328..d7bala2 100644

-—-- a/device.mk

+++ b/device.mk

@@ -82,6 +82,12 @@ ifeg ($(strip $(USE_PRODUCT HDCP2 HDMI FW)), true)
$ (LOCAL_PATH) /hdcp2_hdmi. fw:vendor/firmware/hdcp2 hdmi.fw

endif
+USE_PRODUCT HDCP2 DP_FW := $(shell test -f $(LOCAL PATH) /hdcp2 dp.fw && echo
true)
+ifeq ($(strip $(USE_PRODUCT HDCP2 DP FW)), true)
+ PRODUCT COPY FILES += \
+ $ (LOCAL_PATH) /hdcp2_ dp.fw:vendor/firmware/hdcp2 dp.fw
+endif

+

#

# add Rockchip properties here

#

FEHE hdep2_dp.fw i E device/rockchip/rk3588/ TFEH R, FwiFAIm i & I3
/vendor/firmware/hdcp2_dp.fwo

XTT linux R&48, ZE hdep2_dp.fw #5 13 /system/etc/firmware/hdep2_dp.fw.
e hdcp2 rx_tx IR%5

*t+ android &%, 7F hardware/rockchip/hdep2 FHIANGI F4h T

diff --git a/init.hdcp2-host.rc b/init.hdcp2-host.rc
index 5a9%bee8..57eef7e 100644

--— a/init.hdcp2-host.rc
+++ b/init.hdcp2-host.rc

@@ -1,7 +1,14 @@

#on early-boot

on post-fs

+ start hdcp2 dp

start hdcp2 hdmi

t+service hdcp2 dp /vendor/bin/hdcp2 tx rx O

+ class core

+ oneshot

+ disabled

* group root system net admin net bt
+ capabilities DAC OVERRIDE

service hdcp2_hdmi /vendor/bin/hdcp2_tx rx 1

class core



HIRTAE R GUTHLN B S E RS, AR IGESRH, W Lllogeat | grep HDCP2 275 X ¥ flog.

5.HDCP 'R&EEBF

5.1 HDMIRX

cat /sys/class/misc/hdmirx hdcp/status

HDCP Disable: HDCP ¥{fifi§

HDCP1.4: Authenticated start: AEEFEAF
HDCP1.4: Authenticated success: IAUEAI
HDCP1.4: Authenticated failed: AIERIK
HDCP1.4: Unknown status: ARHVIRZE

HDCP Disable: HDCP {fifE

HDCP2.3: Authenticated success: TAUEALIS
HDCP2.3: Authenticated failed: INIERIK
HDCP2.3: No dectypted: %A F/EHDCP2.x

Source %A F /8 HDCP %, SE&ABANETIH:

HDCP2.3: No dectypted
HDCP1.4: Unknown status

5.2 HDMITX

HDMITX IRAS 7 Ei# it DRM PROPERTY #4T# %, Pl modetest -c #y 2 & & J& 254 :

Content Protection:
flags: enum
enums: Undesired=0 Desired=1 Enabled=2

value: 2

Undesired: *XMhdcp.
Desired: Ff/ahdcp.
Enabled: hdcpZ&H)E HINERI.
HDCP Content Type:
flags: enum
enums: HDCP TypeO=0 HDCP Typel=l

value: 0

HDCP TypeO:HDCP1.4 BX HDCP2.3 AT %ALY, &R VEfH IE & m .
HDCP Typel: MAZAHDCP2.3 AIERET, A BEWSH Hl 1E ) mi .
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e ZIIRE H AT ISR LR SR, BRUMEM GO R AR R 1R, TR E .

hdcp_encrypted:
flags: range
values: 0 2

value: 2

hdcp\IEZE4
0: hdcpARiliE.
1: hdcpl.4.
2: hdcp2.3.

5.3 DPTX

& E 52 E HDMITX

6. F JL IR &L A

6.1 hdcp2_tx_rx a3 R

HE log:

logcat | grep HDCP

Failed to open firmware file [vendor/firmware/hdcp2 hdmi.fw]

A

Failed to open firmware driver
M) hdcpl™i A

07-14 10:53:17.033 2042 2042
07-14 10:53:17.033 2042 2042
07-14 10:53:17.034 2042 2042
07-14 10:53:17.034 2042 2042
07-14 10:53:17.034 2042 2042
07-14 10:53:17.034 2042 2042
rxkey len = 1000

07-14 10:53:17.034 2042 2042
07-14 10:53:17.035 2042 2042

/dev/hl devl //UiBH hdcp WA INE, dts WHEMEREX

O U U o o o

@)

HDCP2
HDCP2
HDCP2
HDCP2
HDCP2
HDCP2

HDCP2

D HDCP2

hdcp2 version v3.0
HDCP Port: 1
Firmware: [1]

223664 bytes
check rx key ok

rxkey read from vendor success,

Host Library version V0201

Exiting with err=1

GRS L B A A IR, EARIR SO, ATCAFENAT, B O L AR

/ /W firmwarel% B §
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console:/ # ./vendor/bin/hdcp2_tx rx 1 &

[1] 2799

console:/ # device name = /dev/hl devl

<INFO> [external/hdcp/host library/core lib/host 1lib core.c:1199] [PID:2799]
hlInst->driver->instance [0xee2401d0]

<INFO> [external/hdcp/host library/core lib/host 1lib core.c:1200] [PID:2799]
hlInst->driver [0xff8088f0:223664]

<WARN> [external/hdcp/host library/core lib/host lib core.c:1206] [PID:2799]

Error in file:external/hdcp/host library/core lib/host lib core.c, functio]

<ERROR> [external/hdcp/host library/core lib/host 1lib core.c:137] [PID:2799]
hostlib init mem failed

Failed HLC Initialize, error -6

Wl _EiXFlog, BT ERE, WHiE KEY AN DUK/PREBLE AN, N EEITHEHTT AR,
% upCcP 2.3 [FEFT B

HLC_HDCPRX LoadRxDwb failed //UtHI/ZRX KEY A%}

6.2 HDMIRX R R 82 &R HIK LERE

o JLHfiil dts [ hdcp2x-enable A& 7341 FF, W] LA cat /sys/class/misc/hdmirx_hdcp/enable B 1E & 75N 2.

o 1R hdep2x-enable FTH HIi&, #B hdep2 tx_rx X AR L ZUEINEL, ASRHE AT BE 2 H I 2 bf B 4%
B, WILA logeat | grep HDCP2 #EATHAA .

o R hdep2 tx_rx & INE, MFHEMIAZ T HIRUE, [F#FE logeat | grep HDCP2 itk

e echo 0 > /sys/class/misc/hdmirx_hdcp/enable 2 J5 Pk 5 1E4, A DABf s & b TH i 1) )t

6.3 [ FTJF HDMITX + HDMIRX [ HDCP2.3, $k H} RX KB % TX
SIN— TR

& HDMIRX #1 HDMITX F% ] HDCP2.3 #5#i %%, RX EFGHIFHMER , SEAEH S, S5
HDCP2.3 =il % 5%, hdep2 tx_rx FMB3EHI28 7w 2 )5, SEFVIGN, FEHMHOAME, Frblen—
THEHE, B TX + RX ) HDCP2.3 AEFBT I,
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