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1. Chapter-1 ZAH & A

1.1 Feature

v2017(next-dev) /& RK M U-Boot B /7] v2017.09 1ER A H U) HRIEATIF R ICA,  H AT 4 SR RK

P ERAEE )T SRR LA

e ¥ FF RK Android [E14)53);

o ¥ Android AOSP & {F 5 5h;

e S #F Linux Distro [E1f /3 3);

o SZHF Rockchip miniloader 1 SPL/TPL ##f Pre-loader 5| F;

e #F LVDS. EDP. MIPI. HDMI. CVBS. RGB % i x4

o ¥ eMMC. Nand Flash. SPINand flash. SPINOR flash. SD . U %4715 % J5 505

o UFF FAT. EXT2. EXT4 X1 R %

o FF GPT. RK parameter 7 [X % ;

o XFFJFHLLOGO. 7rLzhE . fICHE T, AEH,

e ¥¥rI2C. PMIC. CHARGE. FUEL GUAGE. USB. GPIO. PWM. GMAC. eMMC. NAND.
Interrupt %5;

o FF Vendor storage RA7H P IR AL & ;

o 37¥F RockUSB 1 Google Fastboot i USB gadget %25 eMMC;

o FF Mass storage. ethernet. HID % USB %

o XFRE IR BN A IEFE kernel DTB;

1.2 Version

RK [ U-Boot — A WMERA: v20141HRAFIV201 TH A, P #B4F5 7 5l NrkdevelopAllnext-dev.
FAE AN T A 24 BTU-Boot/& 15 v201 7THUA

FR1: FHIAE H FEMakefileFI A5 2 1592017,

#
## Chapter-1 SPDX-License-Identifier: GPL-2.0+
#

VERSION = 2017
PATCHLEVEL = 09

SUBLEVEL =
EXTRAVERSION =

F2: HAFHLEE — 47 IEXFTEI 2T N U-Boot 2017.09.

U-Boot 2017.09-01818-g11818ff-dirty (Nov 14 2019 - 11:11:47 +0800)

Wi H AU v2017 295 H e B B8 3 Github:  https:/github.com/rockchip-linux/u-boot
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WAZIR A : v201 78 RRKNZ IR A >= 4.4

1.3 DM

DM (Driver Model) /& U-Boot #r#E ) device-driver JT &M, R kernel ) device-driver Y {EH 4Bl
V201 7R A BE(E DM HESETT A % DhRedbi . UG SE I EEDM SRS, T A# DMLY [ B AT LB .

README:

./doc/driver-model /README. txt

Terminology

Uclass - a group of devices which operate in the same way. A uclass provides
a way of accessing individual devices within the group, but always
using the same interface. For example a GPIO uclass provides
operations for get/set value. An I2C uclass may have 10 I2C ports,

4 with one driver, and 6 with another.

Driver - some code which talks to a peripheral and presents a higher-level

interface to it.

Device - an instance of a driver, tied to a particular port or peripheral.

] EEHEAE -

o uclass: W& IRBNIEAY
e driver: UKzl
e device: 4%

AR :
./drivers/core/
1.4 Security

U-BootfE ARM TrustZonel) % 414 & 71 J& T Non-Secure World, JoiZ B WAL 2 &M 7R (Wl %4
memory. %4 otp. efuse...) , i EAEH) trust (M4 V5 . RKFH FU-BootJCPUIEATHL A :

32fi*F4: Non-Secure PL1
64/ F4: EL2 (Always be Non-Secure)

1.5 Boot-order

RK-F 5 MR T e Loader U2 BT, H A& R 31775
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// WiZkloader Yk

BOOTROM => ddr bin => Miniloader => TRUST => U-BOOT => KERNEL
// HiZkloader

BOOTROM => TPL => SPL => TRUST => U-BOOT => KERNEL

TPL #834F ddr bin, SPL #H34F miniloader. TPL+SPL [JZH-& 528 T IR RK FY§ ddr.bin+miniloader —£
HIThae, WIAHH &,

1.6 Driver-probe

U-BootE 2R 5| N\ T device-driver/F KA5 Y, (HATIHEALI BEA 215 kernel HEFE H 3l & 233 M device-driverf)
probe. driverffJprobesZi tHH - E A K. FETWF

int uclass get device(enum uclass id id, int index, struct udevice **devp);
int uclass_get device by name(enum uclass_id id, const char *name,
struct udevice **devp);
int uclass _get device by seg(enum uclass id id, int seq, struct udevice **devp);
int uclass get device by of offset(enum uclass id id, int node, struct udevice
**devp) ;
int uclass _get device by ofnode(enum uclass_id id, ofnode node, struct udevice
**devp) ;
int uclass get device by phandle id(enum uclass id id,
int phandle id, struct udevice **devp);
int uclass _get device by phandle(enum uclass_id id,
struct udevice *parent, struct udevice **devp);
int uclass get device by driver (enum uclass_id id,
const struct driver *drv, struct udevice
**devp) ;

int uclass get device tail(struct udevice *dev, int ret, struct udevice **devp);

Mnbut MmNl QN EER

int device probe (struct udevice *dev); // EWHP @ [ EAHEII!

1.7 Shell

U-BootHJShelllYCLI(cmdline line interface), By 174K, P AT LURYE B %K H & X CMD., CMD
% 7 i3 Shellifl H , iﬂﬁ%ﬁﬁiirun_command&) *Drun_command_list() PIARHG ) T A

int run command(const char *cmd, int flag)

int run_command list (const char *cmd, int len, int flag)

1.8 Boot-Command

U-Boot #z#ii#id coNFIG_BOOTCOMMAND & X [¥])& Bl 4 5] Fkernel. fEHAT CONFIG_BOOTCMD Z HiiE 4%
AT conrFIc PREBOOT TU/HZN M4, M IXAT 4 E XN
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1.9 TPL/SPL/U-Boot-proper

U-Boot i i 15 A B B 4 13 2% 4F 77 U R — B2 ARSI =M AN [ B BE A Loader:  TPL/SPL/U-Boot-

proper-
TPL(Tiny Program Loader)#! SPL(Secondary Program Loader)#& tt U-Boot ¥ 5-ffi B ) Loader:

e TPL: iZ{T/E stam ', 375K ddr FI461k;
o SPL: IEATTE ddr ', MTISERARRN lowlevel FIEG1L SR ELF N (trust.img F1 uboot.img) ;
e U-Boot proper: 1zfTfEddrH, RIFRATIE Frijiff)"U-Boot", & %1757 5] Fkernel;

AH: U-Boot proper IX— ik L ¥ RN T f SPL X4 HF. HFIM, FEEZ= TR EIA U-
Boot proper FAI# &% U-Boot.

JA SRR :
BOOTROM => TPL(ddr bin) => SPL(miniloader) => TRUST => U-BOOT => KERNEL

H % %% . doc/README.TPL ! doc/README.SPL

1.10 Build-Output

U-Bootdw T il G S TEMR B N AN S E B (SZRFTPL/SPLYR I 744 TPL/SPLIY A A S0 -

// U-BootfirEk

./u-boot .map // MAPR A

./u-boot.sym // SYMBOLFE A

./u-boot // ELFXMH, KFRIHWZFvmlinux (EE
./u-boot.dtb // u-boot H At

./u-boot.bin // AIHAT RS, SRFT B uboot . imgH TS

// SPLIIE

./spl/u-boot-spl.map // MAPERILAF
./spl/u-boot-spl.sym // SYMBOLF A
./spl/u-boot-spl // ELEXAM, KEWZAvmlinux (FEEH

./spl/u-boot-spl.dtb // splHCKdtbX
./spl/u-boot-spl.bin /7 ATPAT RSO, ST A lcader HH TS

// TPLMrE
./tpl/u-boot-tpl.map // MAPR A

./tpl/u-boot-tpl.sym // SYMBOLFE A
./tpl/u-boot-tpl // ELFXAH, KEWZRvmlinux (HEE!
./tpl/u-boot-tpl.dtb // tplHCKdtbX

./tpl/u-boot-tpl.bin // AIPAT THERISCA, ST loader I TR E

1.11 Environment-Variables

ENV(Environment-Variables) #&U-Boot>Z £ 11— 4= Jm Bt & BEAME 3 7 50, SR B S M — 5K HA SH
2, R P DL - AR R U AT B
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EVN @HHATESCTFERESE: B4 mEMbt. WA E (ipaddr. serverip) . bootemd. bootargs
&, R ATRAME AT 24T TMEM printenv T 9T EIHISK.

o FH AR B IEENVEGE R A7 2 A M 7%
o ENVEHEALIR T U-Bootff i, ToikBHEAL L WX WIZ I TCIE BT
o HFEW LLE T U-Booti& it Ifw_printenv TH 17 M ENVE#5

RK & b ENV s FIAF AU/ N E SCInR (AL 79D -

if ARCH ROCKCHIP

config ENV_OFFSET
hex
depends on !ENV_IS IN UBI
depends on !ENV_ IS NOWHERE
default 0x3f8000
help

Offset from the start of the device (or partition)

config ENV_SIZE
hex
default 0x8000
help
Size of the environment storage area

endif

1.12 U-Boot DTS

U-Bootf] H CHIDTSICA, 4wy 3 B 3 A SAH R IDTB LA, 78 I #Eu-boot.bin K B . S H 3%
arch/arm/dts/

BT & HAREHMADTS SO, i@iddefconfigh [ CONFIG DEFAULT DEVICE TREE 18 7€ .

1.13 Relocation

EHEEFHLUN B, U-BootH il — 2% Hbootloader IN 3 ZIDRAMFI{K Hutik . U-Boot5E fiiboard f.c HIFESS
20 H CEE A B N AR B IEANTUE Pk B (BR Nrelocation, X ANEAR #5U-Boot N A7 AR /I &)
52 ilirelocation i 4% 42 58 iliboard_r.c JifE. A LLEHHUE BRI

U-Boot 2017.09-gabfdlc5e3d-210202-dirty #cjh (Mar 08 2021 - 16:57:31 +0800)

Model: Rockchip RK3568 Evaluation Board

PreSerial: 2, raw, 0xfe660000

DRAM: 2 GiB

Sysmem: init

// relocateFlddrE MW 0x7d304000/ bE. A0, MEFHMrelocation,
Relocation Offset: 7d304000, fdt: 7b9f8ed8

Using default environment
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2. Chapter-2 RKZEH)
AT AERK T b S B  IER R . feature.

21805

AT F T R E R B SR /O HICONFIG_BL B I, 32 48181d make menuconfig 77 I E/%
2P

Bl sg— SR p) . B AR WA FICONFIG g & 1,

6 ) B4 AE defeonfigH T 5 /58 FICONFIG_PCE T, 38 5 K K config HH & S L B AR A0 5 111 5
#H.config M ERL

F Frdefconfighf & f# H make savedefconfig M7 .

2.2 FE X

T H

./arch/arm/include/asm/arch-rockchip/
./arch/arm/mach-rockchip/
./board/rockchip/

./include/configs/
defconfig H 3% :
./configs/
Bl > FAR AT

./arch/arm/mach-rockchip/board.c

23 FEEE

i & S
Fr G EILEN . SHEE AT JLMLE
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[/ HEFERAIM OFREIBFEATEZEEO
./arch/arm/mach-rockchip/Kconfig

./include/configs/rockchip-common.h

/] BFEMA, LRK3399MF
./include/configs/rk3399 common.h
./include/configs/evb rk3399.h
./configs/rk3399 defconfig

Aic B 1 9 -
W R &R Xt rockchip-common.h. rkxxx_common.h. evb rkxxx.h 7€ S ) 5 ZHAL & 45 H A .

e RKIMG_DET BOOTDEV: f#iZSR KM a4, LA 4 1 77 R 24 11 1) 77 i e 4 S AL

e RKIMG BOOTCOMMAND: kernel &3I4 ;

e ENV_MEM_LAYOUT SETTINGS: [&#fin#tihl, 4% ramdisk/fdt/kernel;

o PARTS DEFAULT: #RIAI¥ GPT 73 [X3K, FERLLFHT, 1440608 RIVE 21 GPT 45 X R

e fE A

e ROCKCHIP_DEVICE SETTINGS: #MiAHRMr4, EIERIRE stdio (— RS RS shdr
/\),
~ H

e BOOTENV: distro 77203 30 linux 14 J5 3 5 4 2R iy 25

¢ CONFIG_SYS MALLOC LEN: malloc PJ7Eit /s

o CONFIG_SYS _TEXT BASE: U-Boot i&fTHjicdfbl

¢ CONFIG_BOOTCOMMAND: Ja#ffir4, —fE X RKIMG_ BOOTCOMMAND:

e CONFIG_PREBOOT: fiJizhfiz4, 7E CONFIG_ BOOTCOMMAND Hi #4447 ;

e CONFIG SYS MMC_ENV _DEV: MMC fEN ENV {7/ Bl ) dev num, — A2 0;

1R BL RK3399 J9fl 47 38 B -

Jinclude/configs/rockchip-common.h:

#define RKIMG DET BOOTDEV \ // BASEIN 2T AR
"rkimg bootdev=" \
"if mmc dev 1 && rkimgtest mmc 1; then " \
"setenv devtype mmc; setenv devnum 1; echo Boot from SDcard;" \

"elif mmc dev 0; then " \
"setenv devtype mmc; setenv devnum 0;" \
"elif rknand dev 0; then " \
"setenv devtype rknand; setenv devnum 0;" \
"elif rksfc dev 0; then " \
"setenv devtype rksfc; setenv devnum 0;" \
"fi; \O"

#define RKIMG BOOTCOMMAND \

"boot_android ${devtype} ${devnum};" \ // Jazandroid#g & 4
"bootrkp;" \ // A BReAE 2L 4
"run distro bootcmd;" // JAEILinux[FE

#ifndef CONFIG_SPL_BUILD
#define ENV_MEM LAYOUT SETTINGS \ // TR bk
"scriptaddr=0x00500000\0" \



"pxefile addr r=0x00600000\0" \
"fdt_addr r=0x01£00000\0" \
"kernel addr r=0x02080000\0" \
"ramdisk addr r=0x0a200000\0"

#include <config distro bootcmd.h>
#define CONFIG EXTRA ENV_SETTINGS \
ENV_MEM LAYOUT SETTINGS \
"partitions=" PARTS DEFAULT \ // BOAMIGPT X £
ROCKCHIP DEVICE SETTINGS \
RKIMG DET BOOTDEV \

BOOTENV // JRENLinuxBf )8 3 & BRI A 4
#endif
#define CONFIG PREBOOT // {ECONFIG BOOTCOMMANDZ Hi#% $4AT T g s i
A
~

#ifndef CONFIG SPL BUILD

#undef CONFIG BOOTCOMMAND

#define CONFIG BOOTCOMMAND RKIMG BOOTCOMMAND // &S JAZIi4 (BEN

RKIMG BOOTCOMMAND)

#endif

#define ROCKCHIP DEVICE SETTINGS \ // fERE R R
"stdout=serial,vidconsole\0" \

"stderr=serial,vidconsole\0O"

2.4 JRBIRIE

RK-F & HJU-Boot JAZNAZIN T, X F i — L ZOP IR

start.s
JARIB E2N:
=> IRQ/FIQ/lowlevel/vbar/errata/cpl5/gic // BRMZEFIFHREI Llowlevel WU
=> main
=> stack // HERIFCIIE TR B I
/7 UMY cHEawimni, Kikd— R 500 e 0 A
=> board init f: init sequence f[]

initf malloc

arch cpu init // [soCHilowlevel#IUHit]

serial init /7 H ORI

dram_init // [BadrBEEEE]

reserve mmu // MddrREIF Kbl reserve W47

reserve video
reserve uboot
reserve malloc
reserve_global data
reserve fdt

reserve stacks
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dram init banksize

sysmem init

setup_reloc // WiEU-Boot H B Frelocliiihl
VAR BN
=> relocate code // LGEHU-Boot i) relocation

/7 CEZBrBEY CHIEAIaatE, Kl — R 51 sk 20M i

=> board init r: init sequence r[]
initr caches // fHHEMMUMII/Dcache
initr malloc
bidram initr

sysmem_initr

initr of live // WEof live
initr dm // WA amiESE
board init // PReEviatt, S0l
board debug uart init // HiHiomux. clkPtE
init_kernel dtb // [Y)#lkernel dtb] !
clks_probe // VIEA RGN
regulators enable boot on /] VIR R G
io domain init // io-domain¥lthik
set_armclk_rate // __weak, ARMIRHN (*T-HH T RA L)
dvfs_init /7 SRS R AR
rk board init /] weak, HIEANBMTEHITII
console init r
board late init // P& latedlthit]
rockchip set ethaddr // WEmacHil
rockchip set serialno // WHEserialno
setup_boot_mode // FEHT"reboot xxx"fHA .
// RAFEEM Ll cader RS, recovery
charge display // U-Boot7tH
rockchip show logo // BaRHHllogo
soc_clk dump // 4THlclk tree
rk board late init /) weak, HI&ANFARTGBHATLI
run main_ loop /7 LA AT, BT R4 ]

2.5 NAEAR R

U-Boot M A% Loader 3 F| conr1c sys TExT Bask Hullk, #IEALES SR LRI RS MR NIEE
B, 3200°FE EWARKRAGBITH (HEAEm A A=A , 6400°F & B KITA WA TS
H. RJFiEE— R Flreserve_xxx() # N MHNAFR B PR T NAE, RIGHLHE Crelocate | H: B

reserveff) 7 0] b WAREARE AR W, LAARM64 NI CHBASSL -
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Name

ATF

SHM

OP-TEE

FDT

KERNEL

RAMDISK

Sp

FDT

GD

Board

MALLOC

U-Boot

Video FB

TLB Table

F#RH ) start Addr Offset

FastbootHi ik A1 K /NHEC B ¥ 52 : CONFIG_FASTBOOT BUF ADDR,
CONFIG_FASTBOOT BUF_SIZE.

Start Addr
Offset

0x00000000

0x00100000

0x08400000

fdt addr r
kernel addr r

ramdisk addr r

RAM_TOP-
64K

Size

IM

IM

2M~30M

sizeof(dtb)

sizeof(gd)

sizeof(bd_t)
CONFIG _SYS MALLOC LEN
sizeof(mon)

b size

32K

2% RFEET DDR base [l wFS ;

Usage

ARM Trusted

Firmware
SHM, Pstore

%% TEE 7 &
Fit

kernel dtb
kernel 451%

ramdisk 5515

Fastboot buffer

stack

U-Boot dtb

ARG HIHE S ]
u-boot £14

32M

MMU J %

Secure

Yes

No

€S



e Video FB/U-Boot/Malloc/Board/Gd/Fdt/Sp H1Th[a] T R4 Sz F 75 >R K/ R/ s
o 64 fi°Ff: ATF & ARMv8 &1, OP-TEE s&n[iEmi; 32 fiF &
o kernel fdt/kernel/ramdisk & U-Boot 7 22 %% B FEl {4 Hudk, H ENV MEM LAYOUT SETTINGS JE ;
o Fastboot I HE 7 1) buffer Huhk Al K/NE defconfig H5E X s
o OP-TEE (548 (173 [A) 75 ZEARYE L bR KM€, AN 30M; o RK1808/RK3308 | OP-TEE Ji¥( £

kb, ASFE 0x8400000;

2.6 FHEA R

A4 OP-TEE;

RK linux 7 EHIEMERBIT, Android 7 ZE % T boot/rootfs ) E X iRlinux F &6 Z 57, HEEA—I,

CIREES
Partition Start Sector Number of Sectors Partition Size Requirements

MBR 0 00000000 |1 00000001 | 512 0.5KB

Primary GPT 1 00000001 |63 D000003F | 32256 31.5KB

loader1 684 00000040 |7104 00001bcO | 4096000 |2.5MB |preloader (miniloader or U-Boot SPL)
Vendor Storage 7168 00001c00 | 512 00000200 | 262144 256KB | SN, MAC and etc.

Reserved Space 7680 00001e00 | 384 00000180 | 196608 192KB | Not used

reservedi 8064 00001180 128 00000080 | 65536 64KB | legacy DRM key

U-Boot ENV 8128 00001fc0 |64 00000040 | 32768 32KB

reservedz2 8192 00002000 |8192 00002000 |4194304 |4MB legacy parameter

loader2 16384 00004000 |8192 00002000 |4194304 |4MB |U-Boot or UEFI

trust 24576 00006000 |8192 00002000 |4194304 |4MB |trusted-os like ATF, OP-TEE

boot ( bootable must be set)

32768 00008000

229376 | 00038000

117440512 | 112MB

kernel, dtb, extlinux.conf, ramdisk

rootfs

262144 00040000

-MB

Linux system

Secondary GPT

16777183 | 0OFFFFDF

33 00000021

16896 16.5KB

R 51 H: http://opensource.rock-chips.com/wiki_Partitions

2.7 Aliases

U-Boot 45 L4555k faliasesH A1) T-kernel DTS B 158 X .

eMMC/SD7EU-BootH 4t # A mme 34, %S0, 1EX 5 SDHIJESNME L = TFeMMC.

mmcl: Fixsd

mmc0: F7Nemmc

2.8 AMP

RK-F & [fJU-Boot > £ AMP(Asymmetric Multi-Processing) &£ 5] 5.

HE % BT,

2.9 Atags

RK-V- & FA SR
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BOOTROM => ddr-bin => Miniloader => TRUST => U-BOOT => KERNEL

RKF- 65 % 2 [ 11 2 ] 7] DLl ATAGSHL A% i — LE e B AS B

e J&EMJEHE: ddr-bin. miniloader. trust. U-Boot, A fl%&Kernel.
o fEHENZ: BONE. 5%, ATF M OP-TEE SHKAIE. ddr BEL.

ARG SEIL -

./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk _atags.c

2.10 Bidram/sysmem

U-Boot "] LME I RS AT WA, H AR b TS R G075 N AE, TR 58 Ja il B ) e K
FINAEZS 8], U-Boot¥ B HLHI R B M X1, FILRK & 5] Abidram. sysmem P77 HAL % IX He
AT B,

Hitk, 1 EU-Boott A imallocE BEALE], RK- & #E R4 A M A7 it sysmem + bidram + malloc &
PSR T, B Ak B P A o A ) S

low-addr
high-addr
L i |semsmmme e |

| no management | system used

e bidram: % HMu-boot. kernelffr B AP H . FHFEZIRIKI AL, #iltn: ATF. OP-TEE /5 FHH) 4 [A];
o sysmem: ‘F¥kernel A WL AT HFIAAFEL. Flln: fdt. ramdisk. kernel. fastboot (5 F )= (1],

FHRARHD «
./lib/sysmemn.c
./lib/bidram.c

./include/memblk.h

./arch/arm/mach-rockchip/memblk.c

R A& bidram 1 sysmem A FEEEER, X H B NARBTIE0 804 e 57 8 B S 87 dump HR. 20F
A TR A 41
bidram N f7{5 B %

bidram dump all:

// <1> XHEEIRTU-Boot NiTZiloader KB Hddr M BB EE R, —ILH26B
memory.rgn[0] .addr = 0x00000000 - 0x80000000 (size: 0x80000000)
memory.total = 0x80000000 (2048 MiB. 0 KiB)

[/ <2> XBEIRTHIHLRRNEEMHNGFER, XEESkerne I AT I

reserved.rgn[0] .name = "ATEF"


af://n719

.addr = 0x00000000 - 0x00100000 (size: 0x00100000)

reserved.rgn[l] .name = "SHM"

.addr = 0x00100000 - 0x00200000 (size: 0x00100000)
reserved.rgn[2] .name = "QOP-TEE"

.addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.total = 0x02000000 (32 MiB. 0 KiB)
[/ <3> XHERZOEEN EiR<2>#ATHIREE BB, fla. X AELYuE T &I
LMB.reserved[0] .addr = 0x00000000 - 0x00200000 (size: 0x00200000)
LMB.reserved[1l] .addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.core.total = 0x02000000 (32 MiB. 0 KiB)

sysmem W5 B&:

sysmem dump all:
/] <1> XHBEEsysmemA EHLNERE, Mlbidram<3>Z AP HddrEE, Sfkerneld] I,
memory.rgn[0] .addr = 0x00200000 - 0x08400000 (size: 0x08200000)
0x0a200000 - 0x80000000 (size: 0x75e00000)

memory.rgn[l].addr

memory.total = 0x7e000000 (2016 MiB. 0 KiB)

/7 <2> RBERTHANEMFallocE INAFRIE R

allocated.rgn[0] .name = "U-Boot"

.addr = 0x71dd6140 - 0x80000000 (size: 0x0e229ecO)
allocated.rgn([1l] .name = "STACK" <Overflow!> // FIIFE L

.addr = 0x71bd6140 - 0x71dd6140 (size: 0x00200000)
allocated.rgn[2] .name = "EDT"

.addr = 0x08300000 - 0x08316204 (size: 0x00016204)
allocated.rgn[3] .name = "KERNEL" <Overflow!> // FHAWAFEHGEH

.addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
allocated.rgn[4] .name = "RAMDISK"

.addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)

// <3> malloc_r/f%ﬁkd\
malloc r: 192 MiB, malloc f: 16 KiB

allocated.total = 0x0f874acc (248 MiB. 466 KiB)

/7 <4> RERZOFEER B <2>HTRE BB, BoRh FER ARG B

LMB.reserved[0] .addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
LMB.reserved[1l] .addr = 0x08300000 - 0x08316204 (size: 0x00016204)
LMB.reserved[2] .addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)
LMB.reserved[3] .addr = 0x71bd6140 - 0x80000000 (size: 0x0e4d429ec0)
reserved.core.total = 0x0f874acc (248 MiB. 466 KiB)

IR & — S WA R FTED, ¥ PIX s R, 1454 Lk bidram F1 sysmem dump P75 B iE4T 5

e



/7 WIS N O HARE M S T, FAENFES. XUl AT RS A A SE LRI A
Sysmem Error: "KERNEL" (0x00200000 - 0x02200000) alloc is overlap with existence
"RAMDISK" (0x00100000 - 0x01200000)

[/ HE A N AR R — SRR SR R TGV R B (O HT sy smemMlbidranfE RD
Sysmem Error: Failed to alloc "KERNEL" expect at 0x00200000 - 0x02200000 but at
0x00400000 - 0x0420000

// sysmemi B A A AR A HIHE 0200000, FAFLAREASHIIEAE]0x1 00000 LA I 2 6]
Sysmem Error: Failed to alloc "KERNEL" at 0x00100000 - 0x02200000

// BB RAMDISK" N AFHL

Sysmem Error: Failed to double alloc for existence "RAMDISK"

2.11 Fuse/OTP

RKV-6 4 1 75 8 iksecure-boot DI, A 7 ZExT [l {25 44 i e T J secure-boot i . (AT AGES
efuse/otp) - Miniloader 231 id U-Boot 1] kernel B fill cmdline 2% B 24711 efuse/otp fHHE 2 S H RS

e "fuse.programmed=1": FFJ3 T secure-boot, efuse/otpTEMFES .

e "fuse.programmed=0": )i T secure-boot, efuse/otpi& B HHES .

o cmdlinet ¥ fuse.programmed : %A I Jdsecure-boot (MiniloaderMEi#:) , & Miniloader X
ENEEFEST SR

U-Boot FF BRI T :

83c9bd4 board: rockchip: pass fuse programmed state to kernel

2.12 Hotkey

RKT G4t DAL ar A — L8R T RS (RTEEME, 2 2L A fsecure-boot
WO o FFHLR

o ctrl+c: #EA U-Boot iy 24745

o ctri+d: HEA loader FEE R ;

o ctrl+b: #E A maskrom K5

o ctrl+f: BN fastboot Ex;

o ctrl+m: FTE[ bidram/system 15 & ;

o ctrl+i: fFHENHZ initcall debug;

o ctrl+p: 3TEN cmdline 18 & ;

e ctrl+s: "Starting kernel..." 2 J5 3 X\ U-Boot iy 217

2.13 Image Decompress

o 64 fF B IALESIEH S Tmage, HU-Boot MM#EE] HFrizi7Hibk. {H)2 RKF &1 U-Boot i& A 32
FEXT 641 LZaMs s R 48 WAZ AT AR R o (H2 FH P L 23U R«

CONFIG LZ4=y
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64RILZAE A WAL IR T 5 bbb € LAE ST 6 1 rkxxx_common.h M AFH1:

#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt addr r=0x01£00000\0" \
"kernel addr no bl32 r=0x00280000\0" \
"kernel addr r=0x00680000\0" \ // LZAfRE WAL HE
"kernel addr c=0x02480000\0" \ // LzAJEAF NI AL
"ramdisk addr r=0x04000000\0"

o 32 fFHRMNLESIE R S zlmage, HU-Boothl#(#| kernel addr r Hulik b, P ER A
JE. {HAZERKY & HIU-Bootid 1] 37 FfImage# 30, HU-Boothn#k 2l H briz 47 Mtk .

Hur & Fam rkxxx_common.k1jC##EQiE)Z—T kernel addr r A E X kernel addr c Ho
e HERMPATEENAE, U-Bootz HIK Ml /&zlmageid & Image, BN/ MbE. {H2
FI b 2R A «

CONFIG SKIP RELOCATE UBOOT
3247 N AZ I bk 5E

#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x60000000\0" \
"pxefile addr r=0x60100000\0" \
"fdt addr r=0x68300000\0" \
"kernel addr r=0x62008000\0" \ // zImageE4E N AZ L
"ramdisk addr r=0x6a200000\0"

2.14 Image kernel

RKF 5 ) U-Boot 327 = Ffrg s A% [ 51 3«

o RKH%
B35 SO ) magic H”KRNL”:

00000000 4B 52 4E 4C 42 97 OF 00 1F 8B 08 00 00 00 00 0O
KRNL. .V.ouoennn..
00000010 00 03 A4 BC 0B 78 53 55 D6 37 BE 4F 4E D2 A4 69
..... xSU.7.0N. .1

kernel.img = kernel;
resource.img = dtb + logo.bmp + logo_kernel.bmp;
boot.img = ramdisk;
recovery.img = ramdisk(for recovery) ;
e Android#% =\

A% CE ) magic N”ANDROID!”:
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00000000 41 4FE 44 52 4F 49 44 21 24 10 74 00 00 80 40 60
ANDROID!S.t...@"
00000010 F9 31 CD 00 00 00 00 62 00 00 00 00O 00 00 FO 60

boot.img = kernel + ramdisk+ resource + <dtb>;

recovery.img = kernel + ramdisk(for recovery) + resource + <recovery_dtbo> + <dtb>;
Vi recovery dtbo: MAndroid-9.074 FFEHT I 45 1%; dtb: M Android-10.07 FF UG5 145
%
o Distrof% =\

H i Linux B9—FbE A BT a0 K ramdisk. dtb. kernel ¥ — Mg . XAMEGIE
DA R SO Rk IRAELE, BlA0 ext2. ext4. fat ZF, U-BootTs Bl S R A Bevi b 3w i
K. BLHH.

./doc/README.distro
./include/config distro defaults.h

./include/config distro bootcmd.h

o 513t android > rk > distro, & —KEFHAXNKIH BN ML, = A2 ZIRSELHIE NI
17, BEHEREES SRR WERPTA S #RMG  WEEU-Boot i AT 5.

Ja st e e -
#define RKIMG BOOTCOMMAND \
"boot android ${devtype} ${devnum};" \

"bootrkp;" \

"run distro bootcmd;"

2.15 Image U-Boot

RKT- &5 (I U-Bootfltrust 4 ¥ [l 44445 3 :  RKAIFITHE 204 %1 FiMiniloaderfISPL % 37 5| 5. H AiRockchip
RATISDKLARV1126 453 5t 21, RVI26HF UG HIE & RAFITH A, 2 3T HIF & R FHRK R 2.

+ RK #%3
Rockchip F %& SCHIE A%, U-BootAltrust437F] 11 Huboot.img Mltrust.img. #1F :

uboot.img F13247 trust.img Hi1% 3 A imagic y“LOADER”

00000000 4c 4f 41 44 45 52 20 20 00 00 00O 00 00 OO 0O 00 |LOADER
00000010 00 00 20 00 78 d0O 0f 00 06 99 c2 a8 20 00 00 00 .. .X.......

-
00000020 09 8a b0 el 89 7a c2 89 0d e8 da ef 86 3e f2 24

6417 trust.img B4 3 AFfimagic y“BL3X”
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00000000 42 4c 33 58 00 01 00 00 23 00 00 00 £8 00 04 00
|IBL3X....#....... |
00000010 00 0O 00 00 OO OO 0O 00O 00 OO OO 0O 00 00 0O 0O

e FIT#R
U-Boot mainline 37 5 [ —Ff R P A% =5 A [ F 4% 3. U-Boot. trustPh & meuZs [E 44— K

uboot.img.

uboot.img 1% A fimagic 29"d0 0d fe ed", 4 fdtdump uboot.img AJ LAEEF [l #k.

00000000 dO Od fe ed 00 00 06 00 00 00 00 58 00 00 04 c4
lccoococococooo Xooool
00000010 00 0O 00 28 00 00 0O 11 00 00 OO 10 00 00 OO OO |...

EZFITNHIESHFITHT
o HHITH

HH N T BN OTATHR I RE K v 45 1] RE 3 B A 408 F 5 0L, uboot.img Mitrust.img#i i 1 2 #4347
(T

I8 1 LN NN EARCNGE
RK uboot.img IMB 4
RK 32fitrust.img IMB 4
RK 641 trust.img 2MB 2
FIT uboot.img 2MB 2

MR R ATHT, uboot.img F trust.img F)K/NERINER /E4MB.
Bty KN BB T

o RKH#=: HMmikar2iEinsH. Hli: --sz-uboot 2048 1 Ml —sz-trust 4096 1, FHi~
uboot.img F432M, T4} trust.imgHraM, FTE14.

o FIT #%: XA ES%: CONFIG SPL FIT IMAGE KB Al
CONFIG_SPL_FIT IMAGE MULTIPLE. 437 A K/NCRAL: KB)RIHT 4L,

2.16 Interrupt

U-Bootf JR A ACHG %A e B b, RKFG5%E TiZIh6E, %HFGIC-V2. GIC-V3.

HE2%, IREhiiE T,
2.17 Kernel-DTB
J52E ) U-Boot A 2 £ FHHU-Boot H ©HIDTB, RKF &80 T kernel DTBHLHI I £F, Bl f# Hkernel DTB

EVIEAINE . EEHBIRNT HRINEREZER:, U: power. clock. display 5.
ZHEIIEH:
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e U-Boot DTB: st #Jibfbfrfti. FTEIER NS5 & &
o Kernel DTB: T si#IUaILAZ it FTENE O LA 4%

U-Boot#J4 LI 55 FU-Boot DTBIE HUfAAi# . F1ENER DHI4A1L, SRJE MAF# L n#Kernel DTB J-# i i
XA DTBLkSEHI A H R A1 . Kerne DTB HIARIBSCIA/ERREL: init kernel dtb() o

TR E—BRAFEBH U-Boot DTB (FRIAEFEHATENER ) , £T & KA ISDK B A# F 11 defconfig #2
J& Fkernel DTBAL# . BT LLE S 4T AMEIDTSIE88, H P R iZ & Hikernel DTB.

<FU-Boot DTB:

DTS H 3%:
./arch/arm/dts/

Ji Flkernel DTBHL#I )G : 4miEM Bt 28 U-Boot DTS B u-boot, dm-pre-reloc #l u-boot, dm-spl &
(7T s e ok, 7R LIRS [ 5 B defeonfigh CONFIG OF sPL_REMOVE PROPS 183E [fproperty, %%
A Biu-boot.dtb S {43 HIE N 7Eu-boot.bin I A .

A P 93 52 U-Boot)a ] LLIE T fdtdump fir 2 f & DTB A 2
fdtdump ./u-boot.dtb | less

HE 2. R &,

2.18 MMU Cache

RKF & ERINEBHEMMU. Dcache. Icache, MMUXH 1: 146}, Dcachei H write-backSElg . FHICHE
[

// Icachef#[l:
void icache enable (void):;
void icache disable (void);

void invalidate icache all (void);

// Dcache$z:

void dcache disable (void);

void dcache enable(void);

void flush dcache range(unsigned long start, unsigned long stop);

void flush cache(unsigned long start, unsigned long size);

void flush dcache all(void);

void invalidate dcache range (unsigned long start, unsigned long stop);
void invalidate dcache all(void);

// BRI SER AE X ] ) Dcache J& P

void mmu set region dcache behaviour (phys addr t start, size t size,

enum dcache option option)

2.19 Make.sh

make.shBE /& — MRFEHA, W2 —MTE. K THE. ATHTRICH. T,
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./make.sh --help

/7 FTELIE A p Thag

./make.sh trust // T ftrust

./make.sh loader // #flloader

./make.sh trust <ini-file> // B trustif8Eini X1
./make.sh loader <ini-file> // f[floaderW{§Eini I

./make.sh spl // Ftpl+spl&EHftddrfiiminiloader, It loader
./make.sh spl-s // Hspl¥#miniloader, fJflifiloader

./make.sh itb // #Tflu-boot.itb (644 F & R HHTHATFMU-Boot, OP-TEE
AT

./make.sh env // HRifw printenvH

/7 RIS DI RE

./make.sh elf-[x] [type] [/ RiCH: HH- 12158, [typel MIEFZEA RICHMSPLELTPL
./make.sh elf // RICHiu-boot A, BRIMEM-DS%L
./make.sh elf-S // RiICHiu-boot XA, HH-sSH
./make.sh elf-d // RiICHiu-boot XA, fHH-dS%
./make.sh elf spl // RIC%itpl/u-boot-tpl XM, ERINEH-DSEL
./make.sh elf tpl // RIC%ispl/u-boot-tpl3ff, BRIMEH-DSH
./make.sh <addr> // s Eaddrht B ek A RS 7 B
. /make.sh map // $THu-boot .map
./make.sh sym // $THu-boot.sym
2.20 HW-ID DTB

RKF 5 U-Boot 7] LIFR#E GPIOE # ADCHIBEIRES, M Z A DTB A H ik 5 iR A& ILEC D TB#E
1TIn#.

HL2%. RGHPET.

2.21 Partition Table

RKF 15 JU-Boot L FEHIFli 73 [X 2. RK paramtertf s (IH) F FR#EGPTHS A ), UMl L [FIB A7 7E
PPy X R, RAEMHGPT /XK. Lit/& GPT it RK parameter, 585 F 143 X 38 SCAH-# Y
parameter.txto )7 0] LLUE"TYPE: GPT")E HHiil & &N GPT.

FIRMWARE VER:8.1

MACHINE MODEL:RK3399

MACHINE ID:007

MANUFACTURER: RK3399

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3399

CHECK_MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT /7 HETRGPTIE AN 7 XK, HBMARK paramter
CMDLINE:mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot),0x00002000@0x00006000 (t
rust), 0

x00002000@0x00008000 (misc), 0x00008000@0x0000a000 (resource) ,0x00010000@0x00012000
(kernel

), 0x00010000@0x00022000 (boot),0x00020000@0x00032000 (recovery) ,0x00038000@0x00052
000 (bac
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kup) , 0x00002000@0x0008a000 (security), 0x00100000@0x0008c000 (cache) ,0x00500000@0x0
018c000

(system) ,0x00008000@0x0068c000 (metadata), 0x00100000@0x00694000 (vendor), 0x0010000
0@0x007

96000 (oem) , 0x00000400@Q0x00896000 (frp) ,-@0x00896400 (userdata:grow)

2.22 Relocation

U-Boot£x7E 5¢ fitboard_f.cHIiIE 518 H CrelocateE N A7 K BHIFEA ML ., B AAMHIEALU-Boot A 774 J&j
M€ . RKHKIU-BootBhiA:

o 32fi°*F'4: CONFIG SKIP RELOCATE UBOOT=y I A fifrelocation, 75 NI .
o 64477 & fftrelocation.

2.23 Reset

o U-Bootl) & A fllkernel —Ff, B2 B[ A trust 521K
e U-Boot #2471 20 7] L3 i fRkernel—FF ff)reboot xxx#ir 4 (fK i Tkernel dtsH [ & )

2.24 Sd/Udisk

RK-V- £ [¥1U-Boot 3 5 SD/UAE (1 [ 14 5 Zh el 2. Herh

e SDJB FN/FF 2 & Mbootromix — & T A =7 FF
o U B BN/TH2 2 MU-Bootix — 2% T 14 S #

2.25 Stacktrace

JF A A U-Boot AN STRF A AR BT, RSP G380 1 iZ2hfe. H Al 35007 2 & 8 F AT EN -

o RGN ABhbA
o A/ XA dump_stack () ;
o ffiff CONFTG_ROCKCHIP DEBUGGER ;

1141 & Stabort:

"Synchronous Abort" handler, esr 0x96000010

// abortMJEH. pc. 1r. sp

* Reason: Exception from a Data abort, from current exception level
w 12C = 000000000028£430
* LR = 00000000002608d0
w SE = 00000000£3dceb30

// BEEFEHPCHILR

Call trace:
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2Cs [< 0028£430 >]
LR: [< 002608d0 >]

// BRHORH KR

Stack:
[< 0028£430
[< 0028da24
[< 00211600
[< 002117b0O
[< 00202910
[< 00202aa8
[< 0027698c
[< 002151ec
[< 00201b2c

V V. V V V V V V V

/7 FRSH A B AR S
Copy info from "Call trace..." to a file(eg. dump.txt), and run

command in your U-Boot project: ./scripts/stacktrace.sh dump.txt

PR B, SRR AR S B S B EE o CHefndump.txt) JEHAAT IR fir 4

cjh@Ubuntu:~/u-boot$ ./scripts/stacktrace.sh dump.txt

/] FESERRKIR
SYMBOL File: ./u-boot.sym

// EE A PCHILRN B AR A7 B
Call trace:

PC: [< 0028£430 >] strncpy+0xc/0x20 ./1lib/string.c:98

LR: [< 002608d0 >] on serialno+0x10/0xlc ./drivers/usb/gadget/g dnl.c:217

AR 2 JEE RN €

Stack:

[< 0028f430 >] strncpy+0xc/0x20
[< 0028da24 >] hdelete r+0xcc/0xf0
[< 00211600 >] do env set.isra.0+0x70/0x1b8
[< 00211700 >] env_set+0x3c/0x58
[< 00202910 >] rockchip set serialno+0x54/0x140
[< 00202aa8 >] Dboard late init+0x5c/0xa0
[< 0027698c >] initcall run 1list+0x58/0x94
[< 00215lec >] board init r+0x20/0x24
[< 00201b2c >] relocation return+0x4/0x0

VR

o Bl O =R, FARFITE R AR R P ARIT B 2 5 4R S U .

./scripts/stacktrace.sh ./dump.txt // FENTREU-Boot KA ARG B
./scripts/stacktrace.sh ./dump.txt tpl // fEFTRE cpl KT AR G B
./scripts/stacktrace.sh ./dump.txt spl // FENTRE spl ARG S

PATZAT2W, ZETHL A b B AR UM LA ARSI A A & L B335
IOEES /8

2.26 TimeCost
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U-Boot HI4A 45 AR N 24T ENA Y BLH AR «

### Booting Android Image at 0x02007800
Kernel load addr 0x02008000 size 8062 KiB
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' dma-unusable@fe000000: addr=£fe000000 size=1000000
'reserved-memory' ramoops@00000000: addr=8000000 size=£0000
Using Device Tree in place at 08300000, end 08316edl
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
Total: 812.613 ms // U-Boot MBIt s FERT

Starting kernel

FHP AT LAFTIF 1ib/initcall.c M) debug () 1 DERUG 3R1GUT N HIIRAZFER, & EHuHE AT B /make.sh
BT R34

U-Boot 2017.09-00019-g9%b55ed0-dirty (Dec 26 2019 - 14:45:33 +0800)

# 5212 us # 137.868 ms
initcall: 0020delf

# 1 us # 142.636 ms
initcall: 0020e015
Model: Evb-RK3288

# 1646 us # 149. 48 ms
initcall: 0020dd6l
PreSerial: 2

# 1213 us # 155. 28 ms
initcall: 0020ddecd
DRAM: # 606 us # 160.401 ms
initcall: 00203719

// WF 187 us /& initcall: 00203719 VAFHFERS
// WI'F 165.355 ms & initcall: 00203719 NIEMU-Boot)dZh#ENT

# 187 us # 165.355 ms
initcall: 0020de81

# 2 us # 169.938 ms
initcall: 0020dc29

# 1 us # 174.703 ms
initcall: 0020dc3d

# 1 us # 179.469 ms
initcall: 0020ddad

# 2 us # 184.237 ms
initcall: 0020de27

# 1 us # 189 2 ms

2.27 Timestamp

Kernel (4T EME BRI H AT I (818K, 758 1 7 SGUERF (] . U-Boot H3T ENE BBRABCA Wi AL, A

B RVE R LA RERC & CONFIG BOOTSTAGE PRINTF TIMESTAMP . Ul FR:
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[ 0.324987] U-Boot 2017.09-00019-g9%055ed0-dirty (Dec 26 2019 - 14:31:44
+0800)

[ 0.327215] Model: Evb-RK3288

[ 0.330039] PreSerial: 2

[ 0.332526] DRAM: 2 GiB

[ 0.330454] Relocation Offset: 00000000, fdt: 7be22c38
[ 0.346981] Using default environment

[ 0.351075] dwmmc@ff0c0000: 1, dwmmc@ff0£0000: O
[ 0.394136] Bootdev (atags): mmc 0O

[ 0.394272] MMCO: High Speed, 52Mhz

[ 0.395276] PartType: EFI

[ 0.400347] Android 9.0, Build 2019.6

[ 0.402070] boot mode: None

[ 0.405213] Found DTB in boot part

[ 0.407833] DTB: rk-kernel.dtb

[ 0.418211] ANDROID: fdt overlay OK

[ 0.432128] I2c0 speed: 400000Hz

[ 0.435916] PMIC: RK808

[ 0.439113] vdd _arm 1100000 uv

[ 0.444148] vdd gpu 1100000 uv

1.005018] ## Booting Android Image at 0x02007800
1.009917] Kernel load addr 0x02008000 size 8062 KiB
1.014981] ## Flattened Device Tree blob at 08300000
1

1

]
]
]
.019970] Booting using the fdt blob at 0x8300000
]
]

.025185 XIP Kernel Image ... OK

1.035469 'reserved-memory' dma-unusable@fe000000: addr=£fe000000
size=1000000
[ 1.037448] 'reserved-memory' ramoops@00000000: addr=8000000 size=£f0000
[ 1.044412] Using Device Tree in place at 08300000, end 0831l6edl
[ 1.064363] Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
[ 1.064976] Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
[ 1.075259] Total: 812.613 ms

[ 1.075279] Starting kernel

VERG: I TRVBET BN AH XS IR IR], 17 AR 28560 1 7]

2.28 Vendor storage

RK- & JU-Boot$g fit | Vendor storage X345 H F' fRAESN. MACEE B fAfifife i~ (I

vendor.c) :

#define EMMC VENDOR PART OFFSET (1024 * 7)

/* —-- Spi Nand/SLC/MLC large capacity case define --- */
#define NAND VENDOR PART OFFSET 0

/* —--— Spi/Spi Nand/SLC/MLC small capacity case define --- */
#define FLASH VENDOR PART OFFSET 8

P — AN EOEAE SAE il i is, R Z oGRS SN
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int vendor storage read(ulé id, void *pbuf, ulé size)

int vendor storage write(ulé id, void *pbuf, ulé6 size)



3. Chapter-3 HiFRE

3.1 AT HAME R

T #irkbin
KRN TEAEE, HTABRKAFIE bin, HA. TR TR, U-Boot Jrikhf 2 MiZ G EZR T
FHRICHE, 7604 iloader. trust. ubootfilff. rkbinflU-Boot T.F2 AR FFFIZ H %K R .
CETH: HSERFRE.
e TF#HGCC

GCCHiiF #3# Fgcc-linaro-6.3.1, & Tprebuilts H %2 . prebuiltsfTU-Boot RHF F L H R KA.
T

// 32fi:
prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-
gnueabihf

// 64fi:
prebuilts/gcc/linux-x86/aarch64/gcc-linaro-6.3.1-2017.05-x86 64 aarch64-

linux-gnu/

GCC F#: WE&H M=

o iffdefconfig: ESELELGENEY.

M

* config fragment/ 44

BT8NP E B mERTER, —Adefconfig L TLIEME L. ATLAMRV 1126745 37 FEconfig
fragment, BX}defconfigif{Toverlay.

#40: rv1126-emme-tb.config®l #8 %€ T CONFIG BASE DEFCONFIG="rv1126 defconfig", 4
4T ./make.sh rvil26-emmc-tb iy 2Bt<4eHrvl 126_defconﬁg§£ﬁ§i.conﬁg, AR5 FHrv1126-
emmc-tb.config L (1L & Xt .configilf fToverlay. 1% 4 W 230N

make rv1126 defconfig rvll26-emmc-tb.config && make
W E% config fragment AR FEAT R, RFEEER) . /scripts/sync-fragment.sh » f#ll:

./scripts/sync-fragment.sh configs/rvll26-emmc-tb.config

AR 2417 .configflrv1126_defconfig L & 7 5 Il diffErv1126-emme-tb.config LA H1

3.2 [E 9%

i
B

I AN
FID/Q‘\:

./make.sh [board] // [board]: configs/[board] defconfigXff.
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BHIRGmFE: LR32MLE640 &, HH— KB EHT 1R Edefeonfig, WIZmBEar 4 42T 2 [board]. 5140:

./make.sh rk3399 // build for rk3399 defconfig
./make.sh evb-rk3399 // build for evb-rk3399 defconfig
./make.sh firefly-rk3288 // build for firefly-rk3288 defconfig

ZWRGE: TLw3faedf TG, R EIET ME" config" "R, W14 AN 5 E [board]:
./make.sh

VER: DSR4 T I A B S B PRI, 1 2 make distclean 5 BTSN

Bl R : R e A 2 /EU-BootiE H 3 N E: trust. uboot. loader. 1T & 44 B AOME
B

/] .

// ubootiTHILFE

load addr is 0x60000000!

pack input u-boot.bin

pack file size: 478737

crc = 0x840£f163c

uboot version: v2017.12 Dec 11 2017
pack uboot.img success!

pack uboot okay! Input: u-boot.bin

// loaderf[ B 8 A 5l A ini SCAF

out:rk3126 loader v2.09.247.bin

fix opt:rk3126 loader v2.09.247.bin

merge success (rk3126 loader v2.09.247.bin)

pack loader okay! Input: /home/cjh/rkbin/RKBOOT/RK3126MINIALL.ini

// trustiT ARG A ini X
load addr is 0x68400000'!
pack file size: 602104
crc = 0x9c178803
trustos version: Trust os
pack ./trust.img success!
trust.img with ta is ready
pack trust okay! Input: /home/cjh/rkbin/RKTRUST/RK3126TOS.ini

/) PORGRER . R B ER M trust floader T AR 2 HoRIXA)TE, U E D AR T
uboot.img

Platform RK3126 is build OK, with new .config(make rk3126 defconfig)

IRAAEAR H 3T AT A [ 1«

. /uboot.img

./trust.img [/ R MR EL, WEAtrust . img. trust YT EE
uboot.imgH,

./rk3126 loader v2.09.247.bin

FEHTRTHE: S% THET.

W



3.3 EMFRE

RETH:
Windows/Linux (4[5 158 5 T E 2 18U f FH SDK A A ) T H i A B 7 A -
ZACE S
RK V& — 3G WA SRR Maskromfiz . Loadert(U-Boot).
(1) #t NLoader)st 55 211757 -

o JEHLE, FlfsKizHE+
o JEHLEF, AN FZctrl+d2H A b
o U-Bootfii & 17#ii\: download B{# rockusb 0 $devtype $devnum

(2) #HEAMaskrom/ S5 A ) 7774k

o FFHLE, _EAIHLKFZctrl+bi &
o U-Bootfii 2 17#ii\: rbrom

ERED:

 HHT U-Boot SLFFMiff 73 [X %: RK parameter 77 XK (IH) A1 GPT 73 [X3& CHr) o WERAEM ZHTH)
Iy KRBT ARy XKL, ) Nand HlLas LAV E B HEBRS . eMMC HLE AT DAUSCHR 5
IE e X

o WRHLE LRI AR SR, WS IRBIGPT X &, WIEIFHLE ShL:

PartType: EFI // METAGPTAIXFE, HIFTEI"PartType: RKPARM"

3.4 [EfF K/

WHEHEN: RKEUHY => U-Boot[fil ff.

3.5 FFERIT &

Jmake.sh B T gAY, LA EMHTOIhRE. 24t BN IT By S BOT R E . EE
il P i P2 ©2 4 Pt — X U-Boot.

JEFITH 3
./make.sh trust // flBtrust
./make.sh loader // 1 loader

./make.sh trust <ini-file> // FTBtrusth $8E ini 3O, BUEH BN ini S
./make.sh loader <ini-file> // Flflloaderif#8Eini XM, EMEFERINini K

FITH
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[/ THIA
./make.sh

./make.sh

/] HEAR
. /make.sh
. /make.sh
. /make.sh

. /make.sh

T8

IR o S5 BT IH AT an A i & £

spl
spl-s

--spl
--tpl
==Epl ==gpl

--spl-new

//
//

//
//
/7

fAtpl+splBH#ftddrfiminiloader, $Jfiloader
fsplE#miniloader, fIfliiloader

fAsplE#miniloader, fIfliiloader

ftplE#ddr, T loader

Htpl. splE#ddr. miniloader, W floader
./make.sh --spl W& RITEERNEEE, LirdSEHHNFEE

make.shilt & #7 A o



4. Chapter-4 KGR

4.1 AArch32

ARMVS 1] 64 £7it5 B 33 A Arch64 1Bk 2] AArch32 BERIEIT (BRARMvT FEE) , AR 32 Hr
o

R AT L IS 2R AN 2 T2 75 N ARMVS ] AArch32 Fiati:

CONFIG_ARM64 BOOT AARCH32=y

4.2 ANDROID AB

B0 A/B System EIHE REEF P4 M8, 427K uslot-a, slotb. REEATLUMER— 1" slot Bz, %
A slot Ji BRI DS A 5h, [T AT LA A DU 5 A slot T BN
KUMKW RIS 25 M R 5

H #iRK P & ¥)pre-loaderf1U-Boot&l i] LA 37 FEA/B R 4 .

4.2.1 fic B I

A/B System s ZAKHHLIBAVB, 41F:

// BB
CONFIG_AVB_LIBAVB=y
CONFIG_AVB LIBAVB AB=y
CONFIG AVB_LIBAVB ATX=y
CONFIG_AVB_LIBAVB USER=y
CONFIG_RK AVB LIBAVB USER=y
// 1#8EA/BINRE
CONFIG_ANDROID AB=y

4.2.2 5 IXF

A/B SystemX} 73 X FZA ER: FTECFF A/B I X BAIEGMES _a Fl_b. parameter.txt ZH U1K
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FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK MASK: 0x80

PWR HLD: 0,0,3,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot a),0x00002000@0x00006000 (uboot b
), 0x00002000@0x00008000 (trust a),0x00002000@0x0000a000 (trust b),0x00001000@0x000
0c000 (misc),0x00001000@0x0000d4000 (vbmeta a), 0x00001000@0x0000e000 (vbmeta b),0x00
020000@0x0000e000 (boot_a),0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (sy
stem_a),OxOO3000OO@OxOO32eOOO(system_b),OxOOlOOOOO@OxOO62eOOO(vendor_a),OxOOlOOO
00@0x0072e000 (vendor b),0x00002000@0x0082e000 (oem_a), 0x00002000@0x00830000 (oem b
), 0x0010000@0x00832000 (factory),0x00008000@0x842000 (factory bootloader),0x000800
00@0x008ca000 (cem) ,-@0x0094a000 (userdata)

423 ERE

IFFU-Boot i BEA/B R GE 2 Ja, HIF MR VT Il wia/b ¥ 53 X, WIfLE4T part_get_info_by_name () 7
X ZAtsslotG 4, FI: "boot_a" B "boot_b" o XFELIGINIRZ ITURARG: /AU KB4 |

RS Mslot, FRATTRTHHHE, MARED XA,
BARRDARAL 1IN  4n R P A AR RRASAE T T X AR A s s W5 I a/bi) 73 X AT AL FTAS
wislotha 2, HEZLZ 2 B SR 2 T RS Pslote Flin: RIS OLAT AL "boot™ »

commit c6666740ee3b51c3el02bfbaflab95b78d£f29246
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Oct 24 15:48:46 2019 +0800

common: android/rkimg: remove/clean android a/b (slot) code

- the partition disk layer takes over the responsibility of slot suffix
appending, we remove relative code to make file clean;
- put android a/b code together and name them to be eary understood,

this makes file esay to read.

Change-Id: Id8c838da682ce6098bd7192d7d7c64269f4e86ba
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

4.3 ANDROID BCB

BCB (Bootloader Control Block) F&Android{Z il &4t 8 shim FE M ¥ it [ —F Flbootloader3s AL . %
P 2589 58 AE misc 7> X wF% 16KB 53 0 7 & .

HlE 4 -

struct android bootloader message {

char command[32];


af://n1041
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char status[32];

char recovery[768];

/* The 'recovery' field used to be 1024 bytes. It has only ever

* been used to store the recovery command line, so 768 bytes

* should be plenty. We carve off the last 256 bytes to store the
* stage string (for multistage packages) and possible future

* expansion. */

char stage[32];

/* The 'reserved' field used to be 224 bytes when it was initially
* carved off from the 1024-byte recovery field. Bump it up to
* 1184-byte so that the entire bootloader message struct rounds up
* to 2048-byte. */
char reserved[1184];
}i

command: JBBNET4, HEISCEU T =/

SH Thee

bootonce-bootloader Ja it N U-Boot fastboot

boot-recovery Ja sk recovery

boot-fastboot Ja 83t N recovery fastboot (&K fastbootd)

recovery: i recovery mode It i 4, 3N "recovery\n", JEIIA LA 2424, DA --"JF
sk, PiMn"45RE, Bl "recovery\n—-wipe ab\n--wipe package size=345\n--

reason=wipePackage\n" :



update package

retry count

wipe_data
wipe_cache
show_text

sideload
sideload_auto_reboot

just_exit

locale

shutdown_after

wipe_all

wipe_ab

wipe_package size

prompt and wipe data

fw_update
factory_mode
pcba_test
resize partition

rk_fwupdate

TR
OTA F1#%

B recovery FRIREL, ELANTHAIN S AME A, RIS ZAE FFTEA
recovery F+&%

erase user data (and cache), then reboot
wipe cache (but not user data), then reboot

show the recovery text menu, used by some bootloader

an option only available in user-debug build, reboot the device without waiting

do nothing, exit and reboot

save the locale to cache, then recovery will load locale from cache when

reboot
return shutdown
HEPRHEAS userdata 73 [X

wipe the current A/B device, with a secure wipe of all the partitions in
RECOVERY_ WIPE

wipe package size

prompt the user that data is corrupt, with their consent erase user data (and

cache), then reboot
SD R [E T+

TR, FEH TS &R, a1 PCBA Wl
HEN PCBA Ml

FHHLRI X KN, android Q HIBHA S X S HF

&tk SD/USBIE 4%, 1B AN R T U-Boot

U-Boothr Bt — A Z U R0 Lk S8, (B e 2%

4.4 AVBZ £ R3]

AVB  Android Verified Boot, i iH ) —& B A RIGFAE, T ZH TR boot system 5[ {1
Rockchip Secure Boot 22515 HH I 7 X% AVB, SEI—& 58811 Secure Boot 46 /7 %o

4.4.1 Feature

o WERK
o SEERMRLS
o PrlERRY
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e persistent partition 37
o chained partitions > £F, Tl boot, system ZEAFAH—E, AT LA oem H CARAFAAEH, (H0
Hi PRK %4

442 LB

JFJ5 AVB 752 trust Y HF:

CONFIG_OPTEE CLIENT=y
CONFIG_OPTEE Vl=y
CONFIG_OPTEE ALWAYS USE SECURITY PARTITION=y // “4&¥#EfifkHsecuritys[X

e CONFIG OPTEE V1 : GHI“F&HH 312x,322x,3288,3228H,3368,3399.

e CONFIG OPTEE V2 : & T EH 3326,3308.

e CONFIG OPTEE ALWAYS USE SECURITY PARTITION: eMMC [ rpmb ANREMM 4 H XA %, BRIk
AT

i AVB HHKHELE

CONFIG AVB LIBAVB=y

CONFIG AVB LIBAVB AB=y
CONFIG AVB LIBAVB ATX=y
CONFIG AVB LIBAVB USER=y

CONFIG RK_AVB LIBAVB USER=y

// BTN NbGE, FHEFE AR ave 5 a/B 85k, PIARHERT LA TR .
CONFIG ANDROID AB=y //IXA%HF A/B
CONFIG_ANDROID AVB=y //IX3(Ff AVB

// THZEMUA efuse W&

CONFIG ROCKCHIP PRELOADER PUB KEY=y

// R ZE TR E PR unl oc kAR BRI R FT

CONFIG RK_AVB LIBAVB ENABLE ATH UNLOCK=y

/] wZERRITE

CONFIG AVB VBMETA PUBLIC KEY VALIDATE=y

// MR FEEcpuidff Nchallenge number, HJHPLTZ%
CONFIG MISC=y

CONFIG ROCKCHIP EFUSE=y

CONFIG ROCKCHIP OTP=y

4.43 5%

FNAVBY KN A LE 2, HRRE., REESHHENEREES.

4.5 Cmdline

cmdline & U-Boot 1] kernel (£ SH ) — N EBEF B, WU EIBEB M, R&RESE. Bl cmdline

A ZAKIE, H U-Boot HEATHHE . 1 IEE B 2 J5 Fi% 45 kernel. U-Boot BB cmdline #fR 77

T'j? bootargs i%’}zi':':'
Bt

U-Boot fx & il &2 i kernel DTBE ] /chosen/bootargs L Hlemdlinef&id: .
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4.5.1 ¥ kIR

e parameter.txt SCfF
W2 RK A&7 X3, 7T LATE parameter.txt BLAF /Y cmdline {5 8., f#il40:

CMDLINE: console=ttyFIQ0 androidboot.baseband=N/A
androidboot.selinux=permissive androidboot.hardware=rk30board
androidboot.console=ttyFIQ0 init=/init
mtdparts=rk29xxnand:0x00002000@0x00002000 (uboot), 0x00002000@0x00004000 (trust
),

R IE GPT #3014 X 3R, 7E parameter.txt 47 illcmdline 15 572 L1 .

e kernel dts ] /chosen/bootargs , lUl:

chosen {
bootargs = "earlyprintk=uart8250,mmio32,0x£f£f30000 swiotlb=1
console=ttyFIQ0
androidboot.baseband=N/A androidboot.veritymode=enforcing
androidboot.hardware=rk30board androidboot.console=ttyFIQ0
init=/init kpti=0";
i

e U-Boot: RIEHFHZITHIIRG, U-Boot BN N A F| cmdline. ELU:
storagemedia=emmc androidboot.mode=emmc ......

* boot/recovery.img [& 4k B (138 % .2 cmdline 7 B (5 2

452 BIEE X

FHFIH RK P65 I emdlinie 2408 . BEZ 0 ZH N : Documentation/admin-guide/kernel-

parameters.txt.

o sdfwupdate: sd FFERIFE, recoveryFEfy %

e 1oot=PARTUUID: #&5E rootfs(system) 3 X [JUUID, 1X GPT 33 ¥

o skip_initramfs: kernel A~ 4 uboot HI#L K ramdisk, Tfi{H rootfs(system) H [Fjramdisk
o storagemedia: 17fiff i BhZAY;

e console: kernel 3T EI R B A5

e earlycon: fEH 117 RURE S ZHT, FE2 O LHAE

e loop.max_part: max_part H K E fEA™ loop 14 BT RESCREI 43 X $ H

o rootwait: T RGEARELEI AT FHIIE DL, B140 emme HIEE AR TER, IXASB R a1 R A B E
root_wait [1J1f, <> mount rootfs failed, MM FIXANSEME, WA LLAERE driver INEERE, 1E
MAFAE LS copy Hi rootfs, T mount [Fi%, BIASHIRRM T

o ro/rw: HN# rootfs K@M, HiL/iLs

o firmware_calss.path: f8EWANAE, 4 wifi. bt. gpu 55
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e dm="Iroot none 0, 0 4096 linear 98:3 0, 4096 4096 linear 98:32" root=/dev/dm-0: Will boot to a rw dm-
linear target of 8192 sectors split across two block devices identified by their major:minor numbers.After
boot, udev will rename this target to /dev/mapper/Iroot (depending on the rules).No uuid was assigned. =

255 #https://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/b

oot.txt
e androidboot.slot_suffix: AB System i}y kernel $ 5 M slot J& )

e androidboot.serialno: A kernel J¢ bJZ4RMLFH5, Hl1 adb ()55 555

* androidboot.verifiedbootstate: % H K, N EFEIRHAE uboot FRIFE MFHPRZS, H=FORE, W

1. green: If in LOCKED state and the key used for verification was not set by the end user
2. yellow: If in LOCKED state and the key used for verification was set by the end user
3. orange: If in the UNLOCKED state

e androidboot.hardware: J3 &4, U1 rk30board

o androidboot.verifymode: 485E 5 iIE 73 X A FL LA AARAS  CRIG UE B4 1 78 B 1D

« androidboot.selinux: SELinux #&—FhJE T 1- K ARIA (domain-type) IS VS 4] (MAC) %
BRG. A=

1. enforcing: I, fAF SELinux iE/EH, HCOLIEMIIHFEERE] domain/type T
2. permissive: % A AR SELinux IB1EH, AL L5 R IHA L T2 PR IR
domain/type (AFHL . X P =Cn] LLIZ K AE 9 SELinux ] debug 2 H
3. disabled: I, SELinux %4 SEbrigfk
e androidboot.mode: % FJE5N/7I, F normal 55 charger.

1. normal: 1E% JFHL)E 3l
2. charger: FHLJE#EHEIEIFHL, androidboot.mode ¥4 B A charger, IXAME H uboot il HL I 78
)5 B 3] bootargs M 528 & N
 androidboot.wificountrycode: 1% & wifi B X5, 1 US, CN

o androidboot.baseband: FACE H:4, RK LHLIIRE, WE N N/A

« androidboot.console: android {5 5.4 H 1 &

* androidboot.vbmeta.device=PARTUUID: f§7E vbmeta 7EA7fifi ' 147 B
e androidboot.vbmeta.hash alg: % & vbmeta hash 57%, Ul sha512

o androidboot.vbmeta.size: i vbmeta ] size

* androidboot.vbmeta.digest: %5 kernel _F1% vbmeta [ digest, kernel %% vbmeta J5 it 5 digest, 5
It digest Xttt

 androidboot.vbmeta.device state: avb2.0 $& i€ &4t lock 5 unlock

4.6 DFU 5 3 [E 44

DFU Rl Device Firmware Update, F T #& &ML, HAfCSXH DFUMNTEESEEEE X ET.
BIFEDFUIRE, 75 EHF 8 1% a4

CONFIG_CMD DFU=y
CONFIG_USB_FUNCTION DFU=y

MRYEAE A REN BTRIAE, AT FHATIF LU R IR R


https://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.txt
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CONFIG DFU MMC
CONFIG DFU MTD
CONFIG_DFU_NAND
CONFIG DFU RAM
CONFIG DFU SF

SCFF DFU [ Gl H 2 AR BT config ML B SCAF, BN ¥4 DFU SCRFAURV 1126 £l i i 04T
LA g i i & AT

./make.sh rvl126-dfu
PR R, F7F OTG #1134 % PC, #EU-Bootiin 21T #U4T
dfu 0 S$devtype $devnum

Hrr, devtype FJ PAs& mme 8¢ mtd, LA 7E PC 2K I— USB download gadget % +%, f# Zadig &
B g WR 5, B Th fa BB IR s

El Zadig — *
Device Cptions Help

1JSB download gadget ~ | [ Edit
Driver |'|.ﬂ.|'ir1USE (v6. 1.7600. 16385) | E? WinUSB (v, 1. 7600, 16385) | = More Information
WinUSE (libush)
USB ID 0107 libush-win32
, Reinstall Driver bl libushi
el EI WinUSE (Microsoft)

5 devices found.

fifi Fl_E AL WU AHAE Windows 7247 HUAT
./dfu-util.exe -1
BB B8 g ARy X 3R, %0y XA E UAE include/configs/evb rv1126.h

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -1
dfu-util 0.9

Copyright 2005-2009 Weston Schmidt, Harald Welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=5,
name="userdata", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=4,
name="rootfs", serial="UNKNOWN"

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=3,
name="boot", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=2,
name="uboot", serial="UNKNOWN"



Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=1,
name="1loader", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1l, intf=0, path="1-12", alt=0,
name="gpt", serial="UNKNOWN"

Windows iy AT AT LA iy &AL f STHFBITT AR, Air & ATH 3008

dfu-utilexe VID:PID -a (77X 4) -DCCHE44) -R(E S 1E 1)

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -d 2207:0107 -a
system b -D rootfs.img -R

Besk I log Ui R

dfu-util 0.9

Copyright 2005-2009 Weston Schmidt, Harald Welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Invalid DFU suffix signature

A valid DFU suffix will be required in a future dfu-util release!!!
Opening DFU capable USB device...

ID 2207:0107

Run-time device DFU version 0110

Claiming USB DFU Interface...

Setting Alternate Setting #8

Determining device status: state = dfuIDLE, status = 0

dfuIDLE, continuing

DFU mode device DFU version 0110

Device returned transfer size 4096

Copying data from PC to DFU device

Download [ ] 100% 49938432 bytes

Download done.

state(7) = dfuMANIFEST, status(0) = No error condition is present
state(2) = dfulIDLE, status(0) = No error condition is present
Done!

can't detach

Resetting USB to switch back to runtime mode

i Bk TN X, HARERERERmS -2 EIUSHD XA -p IS IS4 BT, bty
RJEHNEM -R ZHERBERE )R, TR EE .

4.7 DTBO/DTO

RNTHEFRAANAZT AERBEM, XEARERZEET, A% ARE: DTB, DTBO, DTC, DTO,
DTS, FDT.
AR R AT LR A

o DTS & H THiik FDT iS04
e DTS £id DTC %wi¥ /5 7] 4= ik DTB/DTBO;
o DTB 1 DTBO ifiid DTO #4E 1] & 3 — A~ H i) DTB;
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EEBN T RZ P <D TO“ X AMA FIsh{E & XA“DTBO SR EBAR, 3 EATEH X /M-SR
A, B DTO & —AshiaMis, REMZEAE, DTBO 22— &S, fRIEH T2 dtb.

AREFELHIAASH.: https://source.android.google.cn/devices/architecture/dto .

4.7.1 JREANH

DTO(Devcie Tree Overlay) & Android P /& 3| N H 4 Zis@H S FIRIDIRE, IiEXE & Blob (DTBO) #&
IZEELA WA Blob 1. DTO ] BAES RELEH SoC BAhS, IF s Bt xi 455 vk s
A, AT TRV RS AT R FE X B R B R AR AT B

LR EW Blob (*.dtb) —MZH Vendor | &4t Ri%#&#H Blob (*.dtbo) 1] H ODM/OEM %5 RHifg
fit, #xJ5iEIL bootloader & )5 F{L i %A kernel. 11T K

L,:UBoot_nextdeV_DTO

KA >kH: https:/source.android.google.cn/devices/architecture/dto

TEVER: DTO #/EM 1 DTB 1 DTBO [ 4miR-5 1) DTB 4uid A XA, w5k ARk X 5.

i F dtc gmi.dts B, BN INIET-@ LATE AL fl ) dtbo HHIRIN_symbols i 15. _symbols 7 s A& s
PR ETA T M5, DTO PEr XA FIRAE NS % . W R Rl

1. P dts BIRGlfr 4
dtc -@ -0 dtb -o my main dt.dtb my main dt.dts
2. S MZE DT .ats KIRBla2:

dtc -@ -0 dtb -o my overlay dt.dtbo my overlay dt.dts

472 DTO B H

1. e A e -

CONFIG_CMD DTIMG=y
CONFIG OF LIBFDT OVERLAY=y

2. board_select_fdt_index()ER LML . 1K 42— weak BREL, FI /7 AT DURRHE S 13 0 587 SE L
PRIHUE HZAEZ iy DTBO H3RIUH T#U4T DTO #:A/ERIEr DTBO C(iZ[H] index &5, /M 0 IF
18D, ERIAM weak BREUR [ index N 0.

/*

* Default return index 0.

*/

__weak int board select fdt index(ulong dt table hdr)
{

* User can use "dt for each entry(entry, hdr, idx)" to iterate

* over all dt entry of DT image and pick up which they want.

* Example:

* struct dt table entry *entry;


https://source.android.google.cn/devices/architecture/dto
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https://source.android.google.cn/devices/architecture/dto
af://n1296

* int index;
* dt for each entry(entry, dt table hdr, index) {

* .... (use entry)

* return index;
=Y

return O;

473 DTO &8

1. DTO $AT5E MG, 7E U-Boot HIFFHLIE B H1 AT LA B 45

// LIS AT ER
ANDROID: fdt overlay OK

/7 RGBT ER
ANDROID: fdt overlay failed, ret=-19

T 5] S TR R — RS PR A /K % blob I BAEEA ISR, BTl P e i1m 4
A VER MR E LR TE
2. DTO $#ATHIN G TE 45 kernel 1) emdline BIBEMUN NEE, RIH A0 DTBO #H47 DTO #
1+

androidboot.dtbo_idx=1 // idxMOFF4f, XHERRIEIidx=11FHDTBOREATDTOEIE

3. DTO $hAT B AT EAfEU-Boot i 24T £dt dr & EEDTBAZ, Wik sh2 B4

4.8 ENV

4.8.1 HEZ R

ENV & U-Boot HEZ H E & ELEL ) — PRt A #1750, I3 hash table F G S A " A Sodia b AT R AHE
T, SRR/ A AR R, BANEEE RN BEN BRI y: MR . U-Boot SLEHE ENV
B RAEAE ST A FL: NOWHERE/eMMC/FLASH/EEPROM/NAND/SPI_FLASH/UBIL...

Be & -

// BRABLE: ENVIREE N
CONFIG_ENV_IS NOWHERE

// ENVERFAESFAEREA BT
CONFIG _ENV_IS IN MMC
CONFIG_ENV_IS_ IN NAND
CONFIG_ENV IS IN EEPROM
CONFIG_ENV_IS TN FAT
CONFIG ENV IS IN FLASH


af://n1305
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CONFIG ENV IS IN NVRAM
CONFIG ENV_IS IN ONENAND
CONFIG_ENV_IS IN REMOTE
CONFIG_ENV_IS IN SPI_FLASH
CONFIG ENV_IS IN UBI

/) AERCLBAFIBLKAER R KN (amckRSM) , RRFEHERMEA !
CONFIG_ENV_IS IN BLK DEV

HEZRACHY .

./env/nowhere.c
./env/env_blk.c
./env/mmc.c
./env/nand.c
./env/eeprom.c
./env/embedded.c
./env/extd.c
./env/fat.c
./env/flash.c

4.8.2 MHkEDO

/) IR
char *env_get (const char *varname);
ulong env _get ulong(const char *name, int base, ulong default val);

ulong env _get hex(const char *varname, ulong default val);

// BB EIRIEA R, value NNULLEE [F T M Bk
int env_set(const char *varname, const char *value);
int env_set ulong(const char *varname, ulong value);

int env_set hex(const char *varname, ulong value);

/) AELRAFAEAEAE 5 B ENVAS B A EE 4 ok

int env_load(void);

// AT ENVE B EIFEN BT L

int env_save(void);

e env load(): HPAFREIA, U-Boot HEALSTE GG I A shiii A B 5
o env_save(): AIPERLERINZIFZNRAH, SEFTER ENV E B
CONFIG_ENV_IS NOWHERE XXX #& & IIAE-AE A ;

483 H&EO

RK $2ft 7P gt—Ab B ENV s, RAEIE. 8. Biihae. E2RN 743 bootargs
AR, (HFREEH] T HA A A S e A .

/*k*k
* env_update () - update sub value of an environment variable

*
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* This add/append/replace the sub value of an environment variable.

* @varname: Variable to adjust

* @valude: Value to add/append/replace
* @return 0 if OK, 1 on error

=

int env_update (const char *varname, const char *varvalue);

/**
* env_update filter () - update sub value of an environment variable but

* ignore some key word
* This add/append/replace/igore the sub value of an environment variable.

* @varname: Variable to adjust
* @valude: Value to add/append/replace
* @ignore: Value to be ignored that in varvalue
* @return 0 if OK, 1 on error
*/
int env update filter(const char *varname, const char *varvalue, const char

*ignore) ;

1 env_update()f FHFL :

o GUF: W varname AFFEFE, WEIE varname Al varvalue;

o JBJN: % varname CLAFAE, varvalue ANAELE, MBI varvalue;

o Fff: W varname CAFAE, varvalue CAFAE, W4T varvalue B #E R, . JFORTFAE
“storagemedia=emmc”, HHI{E A varvalue JN“storagemedia=rknand”, Il % & 55T
A"storagemedia=rknand" .

2 env_update_filter()/2 env_update)IH FRARA : 7E T HT env BRI varvalue B[RS SCHE 751 B 5

3RHIE R env_update()F env_update_filter()#2& LAZE A& N “="YE 73 R AT XS ENV N BEAT 800 1),
B AR T2 BANA] "key=value"ZH & A

o HAMA: sdfwupdate. ......

o "key=value"#H%17: storagemedia=emmc. init=/init. androidboot.console=ttyFIQO. ......

o RPN DA KA B, ekt “console=ttyFIQO androidboot.baseband=N/A
androidboot.selinux=permissive*“/E A— MR BT AT HAE

4.8.4 fAfEhr B

env_save()A] LU ENV fRIZZEITFAEN I, RK P& ENV FIEAEAL B AR/ e XnF -

if ARCH ROCKCHIP

config ENV_OFFSET
hex
depends on !ENV_IS IN_UBI
depends on !ENV_IS NOWHERE
default 0x3f8000
help

Offset from the start of the device (or partition)

config ENV SIZE
hex
default 0x8000
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help
Size of the environment storage area

endif

o if%, ENV_OFFSET 1 ENV_SIZE # A& 1E 4.

4.8.5 iE F & T

HaiH H RN B — % E: eMMC/sdmme/Nandflash/Norflash 2. {H U-Boot 542 1Y) Nand. Nor 2§
ENV IKzh#5E MTD HEZL, 1] RK B3 O REIIAAAE 2 & BLK AEZR)ZE, [RIULIX L ENV IKBh ek Al
.

M, RK CNEZA BLK HEZRE (73 conFIc ENV IS IN BLK DEV JiEIEII:

e eMMC/sdmme HJE L, #KIRIEFE CONFIG_ENV_IS IN_MMC;
e Nand. Nor [ffF ¥, 7 LLIEFSE CONFIG_ENV IS IN BLK DEV;

i F P {8 B AT 56 ) 32K configff] CONFIG ENV IS IN BLK DEV & Y.
// BN EL, AHIEBL

CONFIG_ENV_OFFSET
CONFIG_ENV_SIZE

[/ EEAT IR

CONFIG ENV_OFFSET REDUND (optional)
CONFIG_ENV_SIZE REDUND (optional)
CONFIG SYS MMC ENV PART (optional)

W LRIEREES CONFIG_ENV_IS_IN XXX FCH#, 15605 Keonfig H 15 CULEH, HLTHASH T
B

4.8.6 fw_printenv L B

fw_printenv;&U-Boot$& it () — 25 linux{F H env T H . 8T A TR, H P A B Elinux B, &k
envi 2. (8% T B Z Renv X BN T — Nkernel 1] WA/ X B CEBUMAL AR X)), AR L A2iE
Idkernel sys I BAAf 9 s U7 1) Bllenv X 5.

THRZRAO;

./make.sh env

./tools/env/fw _printenv
./tools/env/fw env.config
./tools/env/README

{75751 2 % README 1Y,

4.8.7 ENVF

// envizH T H
// enviit & XL
// envits T E B SRy
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A feature H #{& F T-SDKE A7 fEenv.img ITHOL (EERIPCH™ o) o WERAFAE, ERAIEAR
o

U-Boot i £ IENV I RE R HT A A 54 B # Or A7 B 2 A48 X8, SRR R B2 WIR R GG IAL
BHHREN, WESBRRLELERFRZ. EPCERR L. fli: {EFR3162 bootemd PREREISE
FPEREM RS RUILIATHHIENV FragmentZ)fig: %170 J1U-Boot R Gth Hi AL BEANSI R 1 /7 R854
o M ERTTE L Aenvir X T A & LA AR, FFAEU-Boot i EAf 44 1. U-BootH
FEVF Menv sy X BN/ G HIAE E0A 4 B N I3RS AE B

ENVFifE:

H P Eenv.xt I E NS, 285 FHmkenvimage £ B I55% 5 env.img BIAF 0L . J5 BFT Loader
ATU-Boothl# 3 féEtrenv.img N %5, HRIECONFIG _ENVF LISTHZ SN AVERM SR E, H. 45t
AFRAEERR,  FEREAR K/ env.img.

e -

CONFIG_ENVF
CONFIG_SPL_ENVF
CONFIG ENVF LIST="blkdevparts mtdparts sys bootargs app reserved"

// eMMC:

// ¥8%E Primary env.img W FfigHhht. #47: 775,

CONFIG_ENV_OFFSET=0x0

// 187 Backup env.img HIfFfifHill, TEHRINIRCONFIG_ENV_OFFSETHRFF 2. AL
CONFIG _ENV_OFFSET REDUND=0x0

// Primary Ml Backup env.img HIK/N. BAr: FF5
CONFIG_ENV_SIZE=0x8000

3

1

// spi-nor: VLR L.
CONFIG_ENV_NOR OFFSET=0x0
CONFIG_ENV_NOR OFFSET REDUND=0x0
CONFIG_ENV_NOR SIZE=0x10000

// spi-nand/slc-nand: AR .
CONFIG_ENV_NAND_OFFSET:OXO

CONFIG_ENV_NAND OFFSET REDUND=0x0
CONFIG_ENV_NAND SIZE=0x40000

(AT

./env/envf.c

TH:

// BRINS5U-BootN4iiF I AN tools/mkenvimage, HAFFTfenv.img

./tools/mkenvimage.c

PCHR T KIRAE (FEHD -

1. B &env.txt:



/] WAUENRG XK, SNICEIER R Fln.
blkdevparts=mmcblk0:4M@8M (uboot),4M(trust), 32M (boot) ,32M(recovery) , 32M(backup) , -
(rootfs)

sys_bootargs=rootwait earlycon=uart8250,mmio32,0xf£f570000 console=ttyFIQ0

o FEIER:
(1) KH"key=value"iX Ffi i fE 5 X
(2) BEEXTRER=" EAAET. AMEA BRG]
(3) fE AT RS — DR 45 A

e sys bootargs: RURZEFET WZdtsH [Fbootargs. MR IEE T 1ZFE, NU-Boote{#H
sys_bootargs X} N #dts[Fbootargsfifloverlay, £77EAH R sys bootargs I 5 2 5 & -

o HIXFK: LEWZIRMER mtdpartsFlblkdevparts 73 X FAE I, WELTIER (Zik—) o AFETEMHER
XIS HW T

// eMMC:
blkdevparts=mmcblk0:32K (env),512K@32K (idblock) , 256K (uboot) , 32M (boot) ,2G (rootfs),

1G (oem) , 2G (userdata) , - (media)

// spi-nor:
mtdparts=sfc nor:64K(env),128K@64K (idblock), 128K (uboot), 2M(boot), 4M(rootfs), 6M(o

em) , - (userdata)

// spi-nand/slc-nand:
mtdparts=rk-
nand: 256K (env) , 256K@256K (idblock) , 256K (uboot) , 8M(boot) , 64M(rootfs) , 32M (userdata)

, — (media)
2. 4 filenv.img:

## Chapter-4 eMMC:

./tools/mkenvimage -s 0x8000 -p 0x0 -o env.img env.txt

## Chapter-4 spi-nor:

./tools/mkenvimage -s 0x10000 -p 0x0 -o env.img env.txt

#spi-nand/slc-nand:

./tools/mkenvimage -s 0x40000 -p 0x0 -o env.img env.txt

3. env.imglke s B LE 0L o
U-Boot ¥ /PR iEE (U -

1. R I H%Z T IE Eenv.img

// HEBEENVE

CONFIG_ENVF=y

CONFIG SPL ENVF=y

CONFIG _ENVF LIST="blkdevparts mtdparts sys bootargs app reserved"

// eMMC:
CONFIG_ENV_SIZE=0x8000
CONFIG_ENV_OFFSET=0x0



CONFIG _ENV_OFFSET REDUND=0x0

// spi nor:

CONFIG _ENV_NOR OFFSET=0x0
CONFIG_ENV_NOR OFFSET REDUND=0x0
CONFIG_ENV_NOR SIZE=0x10000

// spi nand/slc nand:

CONFIG _ENV_NAND OFFSET=0x0
CONFIG_ENV_NAND OFFSET REDUND=0x0
CONFIG_ENV_NAND SIZE=0x40000

2. HH Y R 7T 5 S uboot.img..
3. }Fﬁ”ﬁ%ﬂiﬂf\‘:

dwmmc@f£fc50000: 0, dwmmc@ffc60000: 1
Bootdev (atags) : mmc 0

MMCO: HS200, 200Mhz

// BUTNATED

ENVF: Primary 0x00000000 - 0x00008000
ENVF: OK

PartType: ENV

DM: v1

boot mode: normal

FIT: no signed, no conf required

DTB: rk-kernel.dtb

4. U-Bootfir A7 o H AT L an T dr & fRAFeny, BEARIG LA env_save () -

=> env save
Saving Environment to env... // SHIFHRGFALRENIEEE

4.9 Fastboot

Fastboot & Android#2 it i) —Fi i BIUSBAIU-Boot 3t AT 22 LRI 20, — A THIR&E R BEH4F

.
£,

4.9.1 fic B & W

// fERERCE

CONFIG FASTBOOT
CONFIG_FASTBOOT FLASH
CONFIG _USB_FUNCTION FASTBOO

/] ZHRE
CONFIG_FASTBOOT BUF ADDR
CONFIG_FASTBOOT BUF SIZE
CONFIG_FASTBOOT FLASH MMC DEV
CONFIG_FASTBOOT USB DEV
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4.9.2 fh & 5 R

Fastboot #RiA# H Google adb [1) VID/PID, w1~ Ll 775\

e kernel HJfr 2 4THAT: reboot fastboot
o U-BootHJ#r 21T AT: fastboot usb 0
o FFHLKIZAEEEE: ctrl+f

4.9.3 S

fastboot flash < partition [ < filename > ]

fastboot getvar < wvariable | all

>
fastboot erase < partition >
>
fastboot set active < slot >
fastboot reboot

fastboot reboot-bootloader
fastboot flashing unlock
fastboot flashing lock
fastboot stage [ < filename > ]

fastboot get staged [ < filename > ]
fastboot oem fuse at-perm-attr-data
fastboot oem fuse at-perm-attr

fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot oem at-lock-vboot

fastboot ocem at-unlock-vboot

fastboot oem at-disable-unlock-vboot
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format

fastboot oem at-get-vboot-unlock-challenge

fastboot oem at-reset-rollback-index

4.9.4 A VER

e fastboot flash < partition > [ < filename > ]
Dheg: 7rIXkES
2445):  fastboot flash boot boot.img
¢ fastboot erase < partition >
Dheg: #ERTIX
%441: fastboot erase boot
¢ fastboot getvar < variable >
Difg: HFWMKEER
24651 :  fastboot getvar version-bootloader

< variable > 24§

version /* fastboot KA */
version-bootloader /* uboot KA */

version-baseband
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product

serialno

secure

max-download-size
logical-block-size
erase-block-size
partition-type : < partition >
partition-size : < partition >
unlocked

off-mode-charge
battery-voltage

variant

battery-soc-ok

slot-count

has-slot: < partition >
current-slot

slot-suffixes

slot-successful: < a | b >
slot-unbootable: < a |
slot-retry-count: < a | b >
at-attest-dh

at-attest-uuid

at-vboot-state

fastboot getvar all

Thig: REUIA BL& A
fastboot set_active < slot >

Thg: WEEE slot

2445]: fastboot set_active _a
fastboot reboot

Thag: HjF%, 1IEWE)
%445 fastboot reboot

fastboot reboot-bootloader

Difg: BRI, HEA fastboot Bz
Z&45): fastboot reboot-bootloader
fastboot flashing unlock

Thig: MBS, fovrkeE [
2445 : fastboot flashing unlock
fastboot flashing lock

Theg: BUEBLHE, FILRE
2445 : fastboot flashing lock

fastboot stage [ < filename > ]

/*
/*
/*
/*
/*
/*
/*
/*
/*

/*
/*
/*
/*
/~k
/*
/*

FEamfE e x/

FES */

IR AR */

fastboot R IREHIR KT TH */
B */

BRI~/

IrIX M */

IIX RN */

B LockIRAES */

slot HH */
BhEslotNEBHZTIXE */

YT EBIMIslot */

MR EEAE N slot, fTEIH Hname */
BHE S X 2T B R s «/

BE S X RGN E Nunbootable */
BEI X retry-countiX# */

hfg: FEBEERI &N AE, AR GHEE A CONFIG_FASTBOOT BUF _ADDR

254§ fastboot stage permanent_attributes.bin
fastboot get staged [ < filename > ]
Dhfg: B i SRR

Z44]: fastboot get staged raw_unlock challenge.bin



fastboot oem fuse at-perm-attr
DJfE: $E permanent attributes.bin & hash
25451
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
fastboot oem fuse at-perm-attr-data
Difg: HJES permanent attributes.bin F| % 217 X8 (RPMB)
245«
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data
fastboot oem at-get-ca-request
fastboot oem at-set-ca-response
fastboot oem at-lock-vboot
Dhag: BiEiR
254§ fastboot oem at-lock-vboot
fastboot oem at-unlock-vboot
Uifig: AP, ILSCKF authenticated unlock
24451«

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin
/make_unlock.sh (/. make unlock.sh &%)

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot
A L% (how-to-generate-keys-about-avb.md)

fastboot oem fuse at-bootloader-vboot-key
IJRE: $E5 bootloader key hash
245«
fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format
Dheg: #HE AL X, 7 XAE BT $partitions
244 fastboot oem format
fastboot oem at-get-vboot-unlock-challenge
TJRE: authenticated unlock, 5 Z3K7F unlock challenge %i(#f
2461: 2 I 16. fastboot oem at-unlock-vboot
fastboot oem at-reset-rollback-index
ifg: EALR& Y rollback ¥
2441 :  fastboot oem at-reset-rollback-index

fastboot oem at-disable-unlock-vboot



IhRE: ff fastboot oem at-unlock-vboot iy 224K

2445): fastboot oem at-disable-unlock-vboot

4.10 FileSystem

4.10.1 HEZE S #F

FATFIEXT2/42 % PR S 2 Giks . HAFFATRAKZDOS (MBR) 47X 3%, W Wik%4H: SDE. U
.

H A EU-BootH — i Uy M X B Fh SO RAE LR 2«
FAT il &

CONFIG DOS PARTITION=y
CONFIG_FS FAT=y

CONFIG_FAT WRITE=y
CONFIG_FS FAT MAX CLUSTSIZE=65536
CONFIG CMD FAT=y
CONFIG_CMD FS GENERIC=y

FAT fi7 4
fatinfo fatload fatls fatsize fatwrite
EXT2/4 fit & :

CONFIG_CMD EXT2=y
CONFIG CMD EXT4=y
CONFIG CMD FS_GENERIC=y

EXT2/4 4

ext2load ext2ls extd4load extdls extdsize

4.10.2 RO

FAT R0k A Jinclude/fat.h:

int file fat detectfs(void);

int fat exists(const char *filename);

int fat size(const char *filename, loff t *size);

int file fat read at(const char *filename, loff t pos, void *buffer,
loff t maxsize, loff t *actread);

int file fat read(const char *filename, void *buffer, int maxsize);

int fat set blk dev(struct blk desc *rbdd, disk partition t *info);

int fat register device(struct blk desc *dev _desc, int part no);

int file fat write(const char *filename, void *buf, loff t offset, loff t len,

loff t *actwrite);
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int fat read file(const char *filename, void *buf, loff t offset, loff t len,
loff t *actread);

int fat opendir(const char *filename, struct fs dir stream **dirsp);

int fat readdir(struct fs dir stream *dirs, struct fs dirent **dentp);

void fat closedir(struct fs dir stream *dirs);

void fat close(void);
EXT2/4 B2 #3k3CA4F include/ext4fs.h:

struct ext filesystem *get fs(void);
int extd4fs open(const char *filename, loff t *len);
int extd4fs read(char *buf, loff t offset, loff t len, loff t *actread):;
int extd4fs mount (unsigned part length);
void extdfs close(void);
void extdfs reinit global (void);
int extd4fs ls(const char *dirname);
int extd4fs exists(const char *filename);
int extd4fs size(const char *filename, loff t *size);
void extd4fs free node(struct ext2fs node *node, struct ext2fs node *currroot);
int extdfs devread(lbaint t sector, int byte offset, int byte len, char *buf);
void extdfs set blk dev(struct blk desc *rbdd, disk partition t *info);
long int read allocated block(struct ext2 inode *inode, int fileblock);
int extd4fs probe(struct blk desc *fs dev desc,
disk partition t *fs partition);
int ext4 read file(const char *filename, void *buf, loff t offset, loff t len,
loff t *actread);
int ext4 read superblock(char *buffer);

int ext4fs uuid(char *uuid str);

4.10.3 f5 2R Pl

// HAsDRATRG] (iR st W Husbar AT IR, &GS —MR2: usb 0)
=> mmc dev 1
switch to partitions #0, OK

mmcl is current device

[/ BEREE

=> fatinfo mmc 1

Interface: MMC
Device 1: Vendor: Man 000003 Snr e8lec501 Rev: 1.9 Prod: SC1l6G
Type: Removable Hard Disk
Capacity: 15193.5 MB = 14.8 GB (31116288 x 512)

Filesystem: FAT32 "NO NAME "

// BRI
=> fatls mmc 1
System Volume Information/
23 hello.txt
23 linux.txt

2 file(s), 1 dir(s)
// EHhello. txt AR (BERBINYRAF RN BEfilesized)

=> fatsize mmc 1 hello.txt

=> echo $filesize
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0x17

// EHhello. txt3fFF0x2000000HHL:

=> fatload mmc 1 0x2000000 hello.txt

reading hello.txt

23 bytes read in 2 ms (10.7 KiB/s)

// BEERMhello. txt W&

=> md.1l 0x2000000

02000000: 6cbc6568 65682d6f 2d6f6cHCe 6C6C6568 hello-hello-hell
02000010: 65682d6f ffefé6ceoc ffffffff ffffffff o-hello.........

// XA hello-copy.txt. #0x2000000~0x2000017HIHilEN S Ahello-copy. txte
=> fatwrite mmc 1 0x2000000 hello-copy.txt 0x17
writing hello-copy.txt
23 bytes written
// BEHOCM: hello-copy.txt
=> fatls mmc 1
System Volume Information/

23 hello.txt

23 linux.txt

23 hello-copy.txt

3 file(s), 1 dir(s)

VL. ext2/AMfatdy & I TVESRL,  SAMERAR U .

4.11 HW-ID DTB

RKF & IU-Boot 32 =R M AEF F 1 GPIOEE & ADCIR A Z A MNE A F [ Kermel DTB, R NHW-ID
DTB (Hardware id DTB) Iffg.

4.11.1 ¥t R E

IR S W RO — LE e AR, beln: BRRE. wifi AR . A0 SRR M RRACET NS
—BBAE, PR LCEURRG . BTLARR EE HW_ID D)fg SEIL— B8 A AT DUE RS AN [F] AR (1 s«

EEX AN FIREPERRA, P b R R deb SO, [ ZEEE AL ADC/GPIO f A ME— 1 I 3R AE =
AR RRCAS CEedm: [ 2 1 ade B [ 15 GPIO H°F) .

FH P X S R A R A 6T B ) dtb SO 44T f 33k []— > resource.img, U-Boot 5|3 kernel i 2 fa il i 44
ME—1E, M resource.img FL4% H RN 24 AT A A i AS UL EC A dib /545 kernel.

4.11.2 WHS%

H /i 32 FF ADC #1 GPIO #5202 T AF AR
ADC 2% #% it

RK3326-EVB/PX30-EVB F#t A T 43 5 EBH, AR S EEAFF ADC H, X0 DU E A
R A2 R A


af://n1558
af://n1560
af://n1564

S5ADCO_HW_ID PP :
: :

Part F It is reserved for the hardware version of the prc:luct
I‘ it is not needed, it can be removed. :
VCC_1v8
i
U1000F
Vi4 bco o 15 05 -
D] s e — TFIE0 05
ADCTINY [pTE (ADTI_HP_HOOK
ADEINZ ¢ ADCITHET_IN
, . 413 p—
ADC_AVDD_1VS TiEgy OYEC_Ve
| 1o00F
FX30 ¥ER
6.3V
_L coso2

Hote:All the Power filter capacitors. should be
placed close to the power pins of PX30

ADCO_HW_ID Full-up Full-dowm | ADC Value | §
Resistance | Hesistancel
Wezsionl (Default) 51K IHE 1024

AL 1) MIPT B /MR TR 54— 51+ B fH

LCD/TP Adapter Board

1
- ]
S ADCD HW 1D I
S - '
F L - '
BT
S T i
— 1% I
- o FO40E '
- i _ '
OS5 THIMMIF TX - '
L A3 ke '
- LCM+TE| TP '
O BL PN '
= R7=DNP '
=5
= RT=10K[20 s :
e |

._| I | s T
VCCED EYET g R T;:- F —l—;n =
- 100F - COEOE o 15‘ o

18V HER

AR mipi FEBCEANFRIBRE, Bo& EVB AW E —ME—/ ADC Z5UH.

HHl V1 AR ADC 15 75%: ADC S48 KAE N 1024, XA ADC_INO 5| gk B Ed 2t i
J& 1.8V, MIPI bt B —%i 10K ) FHiHfH, #8 EVB #iUS ADC=1024*10K/(10K + 51K) =167.8.

GPIO 2% ¥ it

HAT#AT GPIO WREFF S eit, A AT H el

4.11.3 DTBf &

M FZH5 ADC/GPIO [IRE A FME— (B BARBLAE dtb A . ar BT
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ADC fE25 HW_ID DTB:
o ML 4R
o HW ID #%3(: #[controller] ch[channel]=[adcval], #RA—A5EREHIG
[controller]: dts HL[H] ADC % il 28 0717 £ 4 7
[channel]: ADC i .
[adcval]: ADC M, SEPRAREH 2. adeval+-30.
o FATEHITTLIUEH NG FRE, WHARA T
o AT IR #IEAT MG, R Z SR 10 MR
6.4«

rk3326-evb-1p3-vlO#saradc ch2=11l#saradc_chl1=810.dtb
rk3326-evb-1p3-v10# saradc_ch2=569.dtb

GPIOfE A HW_ID DTB:
o AL SR
o HW ID #2: #gpio[pin]=[level], FxA—A 52K T
[pin]: GPIO i, % 0a2 & gpio0a2
[level]: GPIO 5| il Hi >~
o WA EEPITTBIUEH /NG FBE, WHARA THE
o ZAHITZ BLEEHIAT IR, ®E SR 10 NG

.

rk3326-evb-1p3-v10#gpio0a2=0#gpio0c3=1.dtb

4.11.4 DTBIT &

kernel & : scripts/mkmultidtb.py. BT ZHA A LIIELZ A dtb TR 3R —A> resource.img.

FH P 55 AT H AR SCAH AR EEAT R0 dtb OS5 3] DTBS “F 4 HiTH, IR xR ADC/GPIO L B 15

Lo

DTBS = {}
DTBS['PX30-EVB'] = OrderedDict ([ ('rk3326-evb-1p3-v10', '# saradc chO=166"'),
('"px30-evb-ddr3-1lvds-v10', '# saradc _ch0=512")])

i, $AT scripts/mkmultidtb.py PX30-EVB 5t &4 B & 3 43 dtb ) resource.img:

o rk-kernel.dtb: rk BRI dtb, AAILAE Bk drb. BT dtb #OBILEC RN BRAB AL . FT AL
A2fE ] DTBS HIZE— dib /E BRI dibs

o 1k3326-evb-Ip3-v10# saradc ch0=166.dtb: 7 ADC {5 /5 tk3326 dtb SCF;

o px30-evb-ddr3-lvds-v10# saradc ch0=512.dtb: B % ADC 5 51 px30 dtb ST 44;

4.11.5 ThEe 5 H
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Pic 5 326 i -
CONFIG_ROCKCHIP_HWID DTB=y
BN :
./arch/arm/mach-rockchip/resource img.c // HAESH: rockchip read hwid dtb()

DTS L& :
W R H GPIOYE MREAF RS, 20 fErkxx-u-boot.dtsi - {7 B % b7 [Fpinctrl flgpio 17 s ADCERIN CLAEfE

Bl gpio0Mgpiol FE AR5

&pinctrl {
u-boot,dm-spl; // EBIMZEM, 1EZT S REEU-Boot DTBH. FIH.
}i

&gpio0 {
u-boot,dm-spl;
}i

&gpiol {
u-boot,dm-spl;
}i

4.11.6 INEFLE R

mmcO (part 0) is current device

boot mode: None

DTB: rk3326-evb-1p3-v10# saradc ch0=166.dtb // FIEIICEHIDTR, HNERIA"rk-
kernel.dtb"

Using kernel dtb

4.12 SDAIU#

AREH EENHARKT G _LHISD MUK E MG Tk

4.12.1 AL R 3

FE AN AT R SERUR 52 [ 13k 810 T S A2 R o AT 2 otag, P A i 24 A 0

RiLARTH A . U-Boot A BIXAMRIL)E L2 AL A S BT J0mAE . Hrf
o JABIR: RWRAE eI, U-Boot ELAEAE FIIX 43 56 B & 1 1E % J5 3 R 55
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o Ak RNAWMEMS. FHEAHRE, PCLESREREMMEAA: — i Arecovery b 2
B X% GO NARBE) , —42 5 B update.img [E4F (GE NBELE) . U-Bootf#i AR+ 5]
S ARG Nrecovery®iz, A5 HrecoveryF2 745 B &4 5 e+ 2 TAE

ReHIER

o SDRJEFN/TI 2 MbootromiX — il 1A 3 £
o URLA3N/THBANMNU-Bootix —HK T UG 3T RE, BRI P 2 /D ERIEU-BootRg IE 7 LAE !

4.12.2 [ 14 #11E

RKT & EHISDMUR RS THER IR e & — 5, RSP

o fFHSDKHZRX T RKTools/linux/Linux_ Pack Firmware/rockdev/ T B4 Ak update.img.
o {#i[ISDDiskTool T H{Fupdate.img K FISDEL UL . U1«

o IEFERI R BHLAL

o I&FE EMFTH B spHF)

o sl FFUAAIEE

i BSEREF AT R v1.53 T
B AERR RS SDBoot:2.12
| Generic STORAGE DEVICE USB Device 1486 -
F i EEThEER,
VBl ("I pcBalizt [Isniszh
B iF AR RER =]
E:\RKIPX308RK3326\T & rockdev \update.img SRR

B EAED emo iR (A]3%)

[ 1%3EDemo
LEHEEEE OO (e ]

4123 SD B B

SDJE N/ TF 4 #%°F & SDK K AilfIU-Boot LA BRINE B 1% ThEE, P AT AN E

412.4USB LB

UL a3/ g %7 & SDK R A FIU-Boot BRINEF #HE. B NU-BootlZ A MUSBHH i SR FERT, FirbA
ArEcEFHR:


af://n1644
af://n1659
af://n1661

o MURL: KSR BEERE B AMAAE (eMMC/Nand/...55) , BIAIXERE M IEHE AT H .

o BIE2: i FUMIFHLEE NU-Bootir 21T $T usb start Al usb info a2 HiAREIE & R
Uk, BN R@EUR IR .

o BUR3: K2 R 1 kernel DTB # U1 — 1)y fir 44 flikern.dtb i #|U-Boot] . /dts/ HEK F. X
kern.dtb£> 7E 4 % U-Boott # H 21T tliZfuboot.img .«

kern.dtb Hi&: MAHAEAE 2 X [fkernel dtb F IR E, U-Boot {#i Fkern.dtb #i{#USB fe4% I
ARG

o L¥R4: U-Bootff BEUHL S 5/ T+ T B
CONFIG_ROCKCHIP USB BOOT=y

HHr 4 PSR Suboot.img .

W HAZ I FE S R uboot 1 [ 44 it R TCIEFT B, &R AP I3 I Akern.dtb 51 S 1), T4 Jc#id
— AN U-Boot Bt & -

4.12.5 e

AR AIASD . U R sh sl R Ihse A= 24

P DR A% (eMMC. Nand...) _F[fJkernel. resource. boot. recovery ZI8E X, #filTE L
SD/U%# J& etk Akernel.

4.12.6 FEHET

o URAIAIIS 2] usb start fyd, A ILREHIFER ;

o MR/ HREILFRGPT/r X%, NISDDiskTool LA IARAZR >=v1.59;

o WREINFRREILFFABR S, NISDDiskTool TH AR >= v1.61;

o FUAUSRLE S/ D 6e22019. 114 BN ThRe,  Fir LUAH OGO 75 406 2 B 561
1. U-Boot 5 ZE 58 7 2 1 FHAZ A0 (B0 -

commit 369e944c844£783508b7839%ae86a3418e2f63bc7
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Dec 12 18:07:07 2019 +0800

fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

The dts/kern.dtb is appended after u-boot-dtb.bin for U-disk boot.

Make sure u-boot-dtb.bin is 8-byte aligned to avoid data-abort on
calling: fdt check header (gd->fdt blob kern).

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Id5f2daf0c5446e7ea828cb970d3d4879%e3acda86

B BN LSRN T el it AR D
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369e944 fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

b3b57ac rockchip: board: fix always entering recovery on normal boot U-disk
eOceedl rockchip: resource: add shal/256 verify for kernel dtb

5e817a0 tools: rockchip: resource tool: add shal for file entry

fcd474da lib: sha256: add sha256 csum()

0ed06fl rockchip: support boot from U-disk

01£0422 common: bootm: skip usb stop() if usb is boot device

5704c89 fdtdec: support pack "kern.dtb" to the end of u-boot.bin

3bdef7e gpt: return 1 directly when test the mbr sector

1. rkbin 6 FE B EIXAHEAL

commit £9cO0b0b72673a65865b00a8824908ca6fl2ecc32
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Nov 7 09:21:36 2019 +0800

tools: resource: add shal for file entry

Base on U-Boot next-dev branch:

(5e817a0 tools: rockchip: resource tool: add shal for file entry)

Change-Id: IfeO6lcabacab488dbecf2a3245d58cc660091dbd
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

1. kernel & FEEA XN :

commit 078785057478c789bb033ba06925fa3a07e3130a
Author: Tao Huang <huangtao@rock-chips.com>
Date: Thu Nov 7 17:53:38 2019 +0800

rk: scripts/resource tool: add shal for file entry
From u-boot 5e817al0ead27 ("tools: rockchip: resource tool: add shal for
file entry").

Merge all C files to one resource tool.c

Change-Id: If63ba77d1f5a3660bd6ef877690bb456fal86ae71
Signed-off-by: Tao Huang <huangtao@rock-chips.com>

o WIRHFTF LSDKELEIH, BT SN BRIk T, @R i Sirecovery 1) TREITAfi A& 75
recovery H =4 T o



5. Chapter-5 IRz HE 1R

5.1 AMP

5.1.1 2P B Bk

U-Boot HEZLERIN KA AMP(Asymmetric Multi-Processing) 2 #F, RK H 2528 7 —%F& AMP Wl AR
CPUIBAT AN A [

SIS % -
(D FEATE

A IAMPEM: (A& Linux) #idits -8 ECPUB TGS . iR FEMHE R, SETTERM—FITH R
ffJamp.imghe 5 Flamp 4y X

FEHLIT U-Boot 1 51 % amp.img & £ H 1T sha2 56 58 BEMER S, F HtrustdB /& % CPURIZ AT IR FHIR & 2|
AR T HAE o

(2> A BT
1247U-BootICPURK N A%, TALAE T8 UL E X PR I A B Bk f5,  Boaxt B S b T 8 4E.
(3) BB
U-Boot AN 5TAMP /7 %8 T & [l {2 (M ) ZE R oA CRLFE AZ AR TS 1R 53D, 1R #E B CARIE
(4) Trustfit &
AMPIRE R Etrustfil & . AR 7 45 0E B CPUIZAT IR 2 BRUIRES, WISDK Mtrust 3 HF; Wi 4EERIA
RA, WIFE EtrustBi7 S ((HE5 1 & SDK BRI SCRR)
FIRCPUER VIR R 1) 42«
32028 FBRIAIRAS s arch = "arm", thumb = <0>, hyp = 0;
64070 Fr ERIACIRAS : arch = "arm64", thumb = <0>, hyp = I;
(5) Linux+AMP4&

I FRBEGRAEN, HE77E N W LinuxAH ¢ B 4R FRAE i SMPE R FF— 2, BIALA 7 R E AR
A: LinuxAH 5% [E44 + amp.img.

2. FF R F# ] LA fEamp its B 3G 01" linux "1 fi38 € CPUIZATLinux FPRAS (MR E 2 EUVIRES)

3. R EAZH Linux BRE A fa B AR FTE AR, W E82)5 3) 58 e AMPE 5 21245 S SMPJR 3 77 2,
HH U-Boot /) 8 Linux.

4. MBRAEF M Linux, WAL EZLinux. FEZIHBEAMPES. FE: HEBINNEZLAL
CPUO, i EHFIRIN trust 3 HF

5. Linux S {4 f gt it H HU-Bootfit & Wi, #lin: k3568 common.h.

5.1.2 HEZE T #F

Be & :
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CONFIG AMP
CONFIG ROCKCHIP AMP

HEZR AR «
./drivers/cpu/rockchip amp.c
its BERR :
./drivers/cpu/amp.its
TEITA:
./tools/mkimage // SEEEYMIF—IRU-Boot)ae HBNEK
AR A ri 2D

commit c51cf04095dde2df2dd047e70d2c7£fb0866ea916
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Tue Oct 19 03:16:35 2021 +0000

cpu: amp.its: update amps "arm64" => "arm"

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I99de02c5b6c62f£fdd9025565acdl172801d6e983¢c

5.1.3 DhRe/E H

1. fillfEamp.img 75 BE—rits 3 AF, E2T drivers/cpu/amp.its fEM:

i Fits: CPU1/2/3#IAMP, CPUO¥Linux, E#Z&CPU3. BIIF&: CPUO=>CPU1/2=>
CPU3.

/dts-v1l/;
/A
description = "FIT source file for rockchip AMP";

#address-cells = <1>;

// FrEAMPEMF (A& Linux) WEfEimages™i M NET;

images {
ampl {
description = "bare-mental-corel"; // IR fRE R
data = /incbin/ ("./ampl.bin") ; // WIRT: ampl [E4H
type = "firmware"; // & AMEEksh
compression = "none"; [/ I A LB
arch = "arm"; // WIED: "arm64": 640L, "arm": 321
cpu = <0x100>; // Wik cpulfiffid (mpidr)
thumb = <0>; // WIET: 0: arm or thumb2; 1: Zithumb
hyp = <0>; // WIED: 0: ell/svec; 1: el2/hyp
load = <0x01800000>; // WILI: [EfHINEANZATHIIE
udelay = <1000000>; // WAIET: JEBN5E MR CPUJRAER 5B E B T — A

CPU


af://n1750

hash { [/ IR AMEEE)
algo = "sha256";
}i
}i
amp2 {
description = "bare-mental-core2";
data = /incbin/ ("./amp2.bin") ;
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x200>;
thumb = <0>;
hyp = <0>;
load = <0x03800000>;
udelay = <1000000>;
hash {
algo = "sha256";
}i
bi
amp3 {
description = "bare-mental-core3";
data = /incbin/ ("./amp3.bin");
type = "firmware";
compression = "none";
arch = "arm";
cpu = <0x300>;
thumb = <0>;
hyp = <0>;
load = <0x05800000>;
udelay = <1000000>;
hash {
algo = "sha2b56";
}i
}i
}i
configurations {
default = "conf";
conf {
description = "Rockchip AMP images";
rollback-index = <0x0>;

// FE5E TR MBI E A R R, E R AR I R

loadables = "ampl", "amp2", "amp3";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "loadables";

}i

// Linux CPUMIIBITIREIRE:

// (1) Hfudelay/d 2 nl sk,

/7 (2) BB, HU-Boot [T &L B AR E,
linux {

description = "linux-os";

fil40: rk3568 common.h;



arch = "armo64";

cpu = <0x000>; // CPUOMIlinux
thumb = <0>;

hyp = <0>;

udelay = <1000000>;

}i

NN

o description: FHIA(E S,

o type: BRI "firmware" .

o compression: FRIAfF " "none".

o data: [EfFERIT. ZEEIEETE T amp.itsRAHXT B AT

o arch: CPU32/64f5. ARMv7HAESRE A arm"; ARMVS [ 45 A "arm64" 5 "arm", 43 Bl KR
AArch648{AArch32.

e cpu: CPUREFID, Blmpidr(Multiprocessor Affinity Register), HUE32AZRIT] . f540:

cpus {
#address-cells = <2>;

#size-cells = <0>;

cpul: cpu@RO {

device type = "cpu";
compatible = "arm,cortex-a55";
reg = <0x0 0x0>; // mpidr

cpul: cpu@l00 {
device type = "cpu";
compatible = "arm,cortex-a55";

reg = <0x0 0x100>; // mpidr

o thumb: CPUFRA A . W2 aithumbl$5 & N1, 50O,

e hyp: CPUREIIHIAEER.,

o load: [EfHInEAIE ATk

o udelay: EENFEMIEMER (AL , Hfius. JH 3058 481 CPUJE Mo B ZE I J5 B 3 K —4
CPU.

o loadables: TFEMEAIAMPLEE K MEL. F30T . ECPU—ELH/GHIESIN, A2 AT
2

o linux¥i/&: A TLinuxtAMPAH & T ER. BARESHARZE T pestl BB KN A .

2. [T

// 0xe00 MMM, AWK
./tools/mkimage -f ./drivers/cpu/amp.its -E -p 0xe00 amp.img

B SE A g 1 — X U-Boot 42 H 8l 4 ilimkimage 1 H. .



3. 7 X namp 73 [X

7t parameter.txt 75 X K SCAFHIE N "amp” 43X, SR 5 amp.img.
U-Boot/& HFINE A amp 7 X (N BRI N AE, Eilamps X K/IMESEBR 7 BALE -
4. Bring up

U-Boot HEZLSAEA & I ML E B R EEFTH AMP (1 bring up, 1T &CPU3ME N £ 1% B AMPE 4
CPUO/1/2 3 Linux [ £ (1) 5 55 B

/7 FRZINEE A amp 3 [F 44
### Loading loadables from FIT Image at 7bdbcf80

Trying 'amp3' loadables subimage
Description: rtthread
Type: Firmware
Compression: uncompressed
Data Start: 0x7bdbdd80
Data Size: 311296 Bytes = 304 KiB
Architecture: ARM
Load Address: 0x01800000
Hash algo: sha256

Hash value:
d08db937e4d70bd4125056239154bb30d44a2fcca%e70aa8dead48fabda4838d5
Verifying Hash Integrity sha256+ OK
Loading loadables from 0x7bdbdd80 to 0x01800000
### Booting FIT Image FIT: No fit blob
FIT: No FIT image
ANDROID: reboot reason: " (none)"
2.0
TEEC: Waring: Could not find security partition
Not AVB images, AVB skip

ANDROID: Hash OK

optee api revision:

[/ FERZIELLnux B
Booting IMAGE kernel at 0x03880000 with fdt at 0x0al00000...

Fdt Ramdisk skip relocation
### Booting Android Image at 0x0387£800
Kernel load addr 0x03880000 size 21655 KiB
### Flattened Device Tree blob at 0x0al00000
Booting using the fdt blob at 0x0al100000
XIP Kernel Image from 0x03880000 to 0x03880000 OK
'reserved-memory' ramoops@110000: addr=110000 size=£f0000
Using Device Tree in place at 000000000al00000, end 000000000al2322a
vpl adjust cursor plane from 0 to 1
vp0, plane mask:0x2a, primary-id:5, curser-id:1
vpl adjust cursor plane from 1 to O
vpl, plane mask:0x15, primary-id:4, curser-id:0
vp2, plane mask:0x0, primary-id:0, curser-id:-1

Adding bank(fixed): 0x03880000 - 0x80000000 (size: 0x7c780000)

/7 &k, BT REAEER M e, a0 TR AT T LR N 2 R 345~ C U
// ERBEICPUOMILinux (CPUL/2)58:E I Linux/a3))

AMP: Brought up cpu[0] with state 0x12, entry 0x03880000
// E¥EshAC (cpu3) Hiamp[F 4

.OK



AMP: Brought up cpu[300, self] with state 0x10, entry 0x01800000 ...OK

// LinuxfECPUO FigfT:

[ 0.000000] Booting Linux on physical CPU 0x0000000000 [0x412fd050]

[ 0.000000] Linux version 4.19.193 (stevenliu@stevenliu) (gcc version 6.3.1
20170404 (Linaro GCC 6.3-2017.05), GNU 1ld (Linaro Binutils-2017.05)
2.27.0.20161019) #5 SMP Mon Sep 13 16:22:51 CST 2021

[ 0.000000] Machine model: Rockchip RK3568 EVB1 DDR4 V10 Board

EIRAT ERE EARYE L Wits B B A BT AR, ASEBR .

5.2 Charge

5.2.1 HEZE 7 ¥

U-Boot J# ARSI A HF R LTk, RKHE I T —%&.
TR M IR % . Display. PMIC. HLEil. FeHANE . pwrkey. led. CPUMKINFERAR. Timers:.

R T S HF:
RK809/RK816/RK817/RK818/cw201x.
=R

/7 HER
CONFIG DM CHARGE DISPLAY
CONFIG_CHARGE ANIMATION
CONFIG DM FUEL GAUGE

/7 BRE

CONFIG_POWER FG_CW201X
CONFIG_POWER FG_RK818
CONFIG POWER FG RK817
CONFIG_POWER FG RK816

7o HIAESE
./drivers/power/charge-display-uclass.c
78 L B0 ) 3K )«

/) PGTEEBA TR, EI AR, R, s, KRNI ARIRSE .

./drivers/power/charge animation.c
LA A2
./drivers/power/fuel gauge/fuel gauge uclass.c

R THIRS):


af://n1802
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./drivers/power/fuel gauge/fg rk818.c
./drivers/power/fuel gauge/fg rk8l7.c // rk809E H
./drivers/power/fuel gauge/fg rk8l6.c

charge-display-uclass.c
=> charge animation.c
=> fuel gauge uclass.c

=> fg rkxx.c

S22TEE A

B AT . /tools/images/ HE, #iZ 4T3 resource.img A BEH 78 FAHESR 7R
W% 9 P15 2 Hresource.img BRANEIT AR B E F, FFEAEU-Boot B 5 #MASFT AL,

$ 1ls tools/images/

battery O.bmp battery 1l.bmp battery 2.bmp battery 3.bmp battery 4.bmp
battery bmp battery fail.bmp

EARERGRSE

./pack resource.sh <input resource.img> o,

./scripts/pack resource.sh <input resource.img>
TaELR:

./pack resource.sh /home/cjh/3399/kernel/resource.img

Pack ./tools/images/ & /home/guest/3399/kernel/resource.img to resource.img
Unpacking old image (/home/guest/3399/kernel/resource.img) :

rk-kernel.dtb logo.bmp logo kernel.bmp

Pack to resource.img successed!

Packed resources:

rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp
battery bmp battery fail.bmp logo.bmp logo kernel.bmp battery 0.bmp

resource.img is packed ready
B G 448 U-Boot AR H 3 T~ A2 B &5 & Y resource.img, 83 hd i & BN N2

hd resource.img | less

00000000 52 53 43 45 00 00 00 00 01 01 01 00 Oa 00 0O 00 |RSCE
00000010 00 0O 00 00 OO 0O 00O OO 00 OO 0O 00 00 OO 0O 00 |

00000400 45 4e 54 52 62 61 74 74 65 72 79 5f 31 2e 62 od |[ENTRbattery 1.bm|
// BR1


af://n1820

00000410 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [Pevvueennneennnn.
00000420 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.ueuueeuneennnn.
X

00000500 00 00 00 00 4d 00 00 00 9c 18 00 00 00 00 00 00 [....Mu..uvon.... |
00000510 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.uevueeuneennnn.
.

00000600 45 4e 54 52 62 61 74 74 65 72 79 5f 32 2e 62 6d |ENTRbattery 2.bm|
// B2

00000610 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [Peevueeunneennnn. |
00000620 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.eevueeuneennnn. |

523DTS L E

DTS7E L1 A

charge-animation {

compatible = "rockchip,uboot-charge";

status = "okay";

rockchip, uboot-charge-on = <0>; // RBIFJRU-Boot ;LHL

rockchip, android-charge-on = <1>; // B JEAndroidm

rockchip, uboot-exit-charge-level = <5>; // U-BootFRHLEf, RVFFHLII B H &
rockchip, uboot-exit-charge-voltage = <3650>;// U-BootIRHLF, RVFFFHLHIEALHE
rockchip, screen-on-voltage = <3400>; // U-Boot uHIl, FVFSShrHIR(KH

rockchip, uboot-low-power-voltage = <3350>; // U-Boot ek Fomilih N\ 78 AR =01 E 1K
CERES

rockchip, system-suspend = <1>; /] EKFERNBEAtrustIRIIFEFRFHL (F
ATFCRR)

rockchip, auto-off-screen-interval = <20>; // BENKBEHER, AR, BRik15s

rockchip, auto-wakeup-interval = <10>; // VRER B ZhMe et (a], BAFD. WR{E Mo
303

[/ XA EE, WAEIEIRER B B,
M T
// Ry
rockchip, auto-wakeup-screen-invert = <1>; // PRER B B 2 75 s B / K B
}i

5.2.4 ZREGKRIR

Pwrkey %4 :

o 1% pwrkey DAL/ KGR, KBRS R 48l NIRDFERL
o Ki% pwrkey ] FFHLIEEN RS

RIEAH 25, i rockchip, system-suspend = <VAL> i&EFf:

e VALAO: cpuwfi B, BEBIALISME, UL cpu HEANMKDIFER
e VALNI: system suspend #3%, 7 ZEATF/OPTEE SZ#4 G %0, ZlFlkernel ] RGAE ML, A
SoCHEAFFHL
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ATF/OPTEE 7 fFU-Boot/K INFEFFHL I B AR IA S : ESEFEENET.

525 B E A

1. Bt . /tools/images/ HFE FHIE A CRA 8bit 5 24bitbmp) , fFHMS 1s | sort HHAKE K
HEZ G A B B i i, ) pack resource.sh JIASHE B 3T A3 resource.img;
2. &% ./drivers/power/charge animation.c B R IR R

/*
* IF you want to use your own charge images, please:

*

* 1. Update the following 'image[]' to point to your own images;
* 2. You must set the failed image as last one and soc = -1 !!!
*/
static const struct charge image image[] = {

{ .name = "battery O0.bmp", .soc = 5, .period = 600 },

{ .name = "battery 1l.bmp", .soc = 20, .period = 600 },

{ .name = "battery 2.bmp", .soc = 40, .period = 600 },

{ .name = "battery 3.bmp", .soc = 60, .period = 600 },

{ .name = "battery 4.bmp", .soc = 80, .period = 600 },

{ .name = "battery bmp", .soc = 100, .period = 600 },

{ .name = "battery fail.bmp", .soc = -1, .period = 1000 },

// @name: EF AT,

// @soc: B XTI H &

// @period: B WIFEE (FAAL: ms) ;

/) VER: BEIKRERWIGE fail BA, HYsoc=-1" AR 1!

5.2.6 R HAT

SEBR X led BOFEHI TR S AMIE, ke AR SRR 2 M T . S rS Z1 led 7878 %)
led:

o FUIITZ] led: FEHIN K, MEAZACKIN K, 4S8 led £IR;
o FUIEMIZY led: FLE 100% TN, A4 f5E led 1T

Fid24Led U — demo, HIIEME A ORI RESATS.
Pic 328 it -

CONFIG LED CHARGING NAME
CONFIG_LED CHARGING FULL NAME

XA B IR T8 %2 led [ label J@YE, 1S FLed® .

5.3 Clock

5.3.1 HEZE 7 #F
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clock JX#h# F clk-uclass AEZL bR vERZ O,
fc &

CONFIG CLK
HEZRARAD :
./drivers/clk/clk-uclass.c
T 5 WA

./drivers/clk/rockchip/...

532 HxEEO

/7 FHRER B
int clk get by index(struct udevice *dev, int index, struct clk *clk);

int clk get by name(struct udevice *dev, const char *name, struct clk *clk);

// fdife / R B
int clk enable(struct clk *clk);
int clk disable(struct clk *clk);

// BCE /SREUER
ulong (*get rate) (struct clk *clk);

ulong (*set rate) (struct clk *clk, ulong rate);

// BB /SREUARAT
int (*get phase) (struct clk *clk);

int (*set phase) (struct clk *clk, int degrees);

5.3.3 BT Bh #4640

— I =GR O K B AARAE, IR e e T RINE R, T EESN A .

cru: clock-controller@ff2b0000 {
compatible = "rockchip,px30-cru";
assigned-clocks =
<&pmucru PLL GPLL>, <&pmucru PCLK PMU PRE>,
<&pmucru SCLK WIFI PMU>, <&cru ARMCLK>,
<&cru ACLK BUS PRE>, <&cru ACLK PERI PRE>,
<gcru HCLK BUS PRE>, <&cru HCLK PERI PRE>,
<&cru PCLK BUS PRE>, <&cru SCLK_GPU>;
assigned-clock-rates =
<1200000000>, <100000000>,
<26000000>, <600000000>,
<200000000>, <200000000>,
<150000000>, <150000000>,
<100000000>, <200000000>;


af://n1874
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B—RK, FEEMMBBINVILGEN: rkelk_init()

5 F G erullisprobe 2 rkelk init () 58K pll/cpu/bus ARG, SERE XAE cru_rkxxx.h o
141 RK3399:

#define APLI, HZ 600 * MHz)
#define GPLL HZ 800 * MHz)
#define CPLL HZ 384 * MHz)
#define NPLL HZ 600 * MHz)
#define PPLL HZ 676 * MHz)
#define PMU PCLK HZ 48 * MHz)
#define ACLKM CORE HZ 300 * MHz)
#define ATCLK CORE_HZ 300 * MHz)

)

)

(
(
(
(
(
(
(
(
#define PCLK DBG HZ (100 * MHz
(
(
(
(
(
(
(
(

#define PERIHP ACLK HZ (150 * MHz
#define PERIHP HCLK HZ 75 * MHz)
#define PERIHP PCLK HZ (37500 * KHz)
#define PERILPO ACLK HZ (300 * MHz)
#define PERILPO_HCLK HZ (100 * MHz)
#define PERILPO_PCLK HZ ( 50 * MHz)
#define PERILP1 HCLK HZ (100 * MHz)
#define PERILP1 PCLK HZ ( 50 * MHz)

B, FEEMBS ZIRWIIEL: clk_set defaults()

%P & crulli Bliprobe A] B 2 1A clk set defaults() fiEEtir BLBC Beru™5 AN assigned-
clocks/assigned-clock-parents/assigned-clock-rates BEMME (AEHEENE) , HEAE
fharmBiE . (XHLH set_armclk_rate () WA SHEF BarmiF, HAASHE NHKICPUSRMM.

B 1 cruz b, A FRRIAME AT AE H Ciprobe LM c1k_set defaults () , il vop.

gmac.
%53’3, %ﬁﬁ%ﬁﬁ’%ﬂﬁﬁ% clk_set_rate()
KB INBALIRERZ VA c1k_set rate () ALEH KR,

5.3.4 CPUIR SR

H HI %7 5 U-Boot 1 IICPU RIS FF 5 UL: 182 B 1 6 8 & . -G8 SKELH] KA F 75 i =

%

#—3: CPUEAHAPLL
cpu T HLARAT ) S AR «

o BIE1: cru W AN assigned-clocks BIRE arm HFRIIE;

o BYR2: cru Wfiprobel ] clk_set_defaults () IKH (EAREE) HERIMarm HArMiZ,

o LIR3: I set armclk rate() , WEMNPIR2KEN arm HARWIER . MHA 7 RPF GO
NSEHL, HEFESHECOFERMILFEM, FlW: arch\arm\mach-rockchip\px30\px30.c ;

int set armclk rate(void)

{


af://n1887

struct px30 clk priv *priv;
struct clk clk;

int ret;

ret = rockchip get clk(&clk.dev);

if (ret) {
printf ("Failed to get clk dev\n");
return ret;

}

clk.id = ARMCLK;

priv = dev_get priv(clk.dev);

ret = clk set rate(&clk, priv->armclk hz);

if (ret < 0) {
printf ("Failed to set armclk %lu\n", priv->armclk hz);
return ret;

}

priv->set armclk rate = true;

return 0;

o HURA. B cpu opp-table PR B EFR, 1€ arm [ regulator A AN regulator-init-microvolt
= <...> BEinitiE, FRIUEH AR EFEULAC .

=K. CPUfEHSCMI CLK
BIIIRK356X, LA 7 B F scmifs O % B CPURT #H A S 4.
cpu P WL ) SRR «

° ;J/':;.’l?l%l: scmi _‘Tjk)fj\[él/‘] rockchip,clk-init E;J’Eﬁ arm Hﬁ*ﬁb‘if/ﬁ,

o IE2: HIAUBOOTH T HSCMI, CONFIG CLK SCMI%;

o WIE3: I set armclk rate() , WHE Msemiffjdts™i sl IRE M arm H AR . HB0H 7 K1)
FE BN, KT P& SE A LIEF M, . arch\arm\mach-
rockchip\rk3568\rk3568.c;

#ifdef CONFIG CLK SCMI
#include <dm.h>
/*
* armclk: 1104M:
* rockchip,clk-init = <1104000000>,
* wvdd cpu : regulator-init-microvolt = <825000>;
* armclk: 1416M(by default):
* rockchip,clk-init = <1416000000>,
* wvdd cpu : regulator-init-microvolt = <900000>;
* armclk: 1608M:
* rockchip,clk-init = <1608000000>,
* vdd cpu : regulator-init-microvolt = <975000>;
*/

int set armclk rate(void)
struct clk clk;
u32 *rates = NULL;

int ret, size, num rates;

ret = rockchip get scmi clk(&clk.dev);
if (ret) {



printf ("Failed to get scmi clk dev\n");

return ret;

size = dev_read size(clk.dev, "rockchip,clk-init");
if (size < 0)

return 0;

num_rates = size / sizeof (u32);
rates = calloc(num rates, sizeof(u32));
if (!rates)

return -ENOMEM;

ret = dev_read u32 array(clk.dev, "rockchip,clk-init",
rates, num rates);
if (ret) {
printf ("Cannot get rockchip,clk-init reg\n");
return -EINVAL;
}
clk.id = 0;
ret = clk set rate(&clk, rates[clk.id]);
if (ret < 0) {
printf ("Failed to set armclk\n");
return ret;
}

return 0;

o BIR4: 53 cpu opp-table WK HL KK, 7E arm [ regulator 5 534 /il regulator-init-microvolt
= <...> fB@initdE, PRIE bR A H R BEDLALD .

SCMI: 2 ULCH17-Ff S 46k .
$=2k. CPUMHRSCMI CLK

PREE R AE: HREHAT AR, cpu SR MR R4 TT A 3h4R 12k,

5.3.5 I g i

U-Boot HEZL A RN AR B, % FEMINT soc clk dump () AT RAFTEIR0EE . Fln:

CLK: (sync kernel. arm: enter 1200000 KHz, init 1200000 KHz, kernel 800000 KHz)
apll 800000 KHz
dpll 392000 KHz
cpll 1000000 KHz
gpll 1188000 KHz
npll 24000 KHz
ppll 100000 KHz
hsclk bus 297000 KHz
msclk bus 198000 KHz
lsclk bus 99000 KHz
msclk peri 198000 KHz
lsclk peri 99000 KHz

HATTEN B s
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e sync kernel: cru JRENIEIT clk set defaults() fit & T kernel cru 17 5 N F8 7€ ) 4% SR AR
Carm AURERAN) 5 A5 WE 7R Async uboot;
e enter 1200000 KHz : AJZ% Loader #E X\ U-Boot B} ) arm #5%K ;
e init 1200000 KHz: U-Boot f{] arm #JUALHE, B APLL HZ & IR,
e kernel 800000 KHz : Siﬂﬂj’segﬁnncﬂg}aki)ﬁ?tﬁﬁiT’kmnelcnlﬁﬁﬁiﬂi assigned-clocks 1§
TR arm #F; BNER: "kernel ON/A";

5.4 Crypto
Crypto FH 3= 2] T SEURE A0 BN Mg 45 5505, B ATA vIAIV2 PN IPRRCA .

5.4.1 HEZE X FF

U-Boot BRN & cryptotEZE X FF, RK HE LI T —%.

L&

CONFIG_DM_CRYPTO

// 2ik1, FFEMdefcontig BRAEHEXT BIC &
CONFIG_ROCKCHIP CRYPTO V1
CONFIG_ROCKCHIP_ CRYPTO V2

HEZRAAD :

./drivers/crypto/crypto-uclass.c

./cmd/crypto.c
UXEAHD «

// crypto vl:
./drivers/crypto/rockchip/crypto vl.c

// crytpo v2:
./drivers/crypto/rockchip/crypto v2.c
./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c

5.4.2 HXEO

// 3FWlcrypto:
struct udevice *crypto get device (u32 capability):;
// SHAFZI:
int crypto sha init(struct udevice *dev, sha context *ctx);
int crypto sha update(struct udevice *dev, u32 *input, u32 len);
int crypto sha final (struct udevice *dev, sha context *ctx, u8 *output);
int crypto sha csum(struct udevice *dev, sha context *ctx,
char *input, u32 input len, u8 *output);
// RSAFEI:

int crypto rsa verify(struct udevice *dev, rsa key *ctx, u8 *sign, u8 *output);


af://n1933
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o BEOMFAES%: . /cmd/crypto.c;

o v1 M v2 [y SHA fFIARE: v1 3R crypto_sha init() I F05EHE B (0 HHE MK EIRZS ctx-

>length, Vv2 NS

543DTSTCE

crypto 1 mLLAUE XAE U-Boot dts , T JRA:

o %F&IH SDK MK dts %A crypto T, KM FREHLENH SDK HIFH 2

» U-Boot 1] secure boot 2> F| crypto, KL U-Boot H CL#%Hil| crypto B %4 A HE;

1. crypto vl BC & (RK3399 A -

crypto: crypto@ff8b0000 {

u-boot,dm-pre-reloc;

compatible = "rockchip,rk3399-crypto";
reg = <0x0 0xff8b0000 0x0 0x10000>;
clock-names = "sclk cryptoQO", "sclk cryptol";

clocks = <&cru SCLK_CRYPTO0>, <&cru SCLK_CRYPTOLl>; // ANFGZEfgEiiz,

status = "disabled";

}i

2. crypto v2 L& (px30 R -

crypto: crypto@ff0b0000 {

u-boot,dm-pre-reloc;

compatible = "rockchip,px30-crypto";
reg = <0x0 0xff0b0000 0x0 0x4000>;
clock-names = "sclk crypto", "apkclk crypto";

clocks = <&cru SCLK CRYPTO>, <&cru SCLK CRYPTO APK>;
clock-frequency = <200000000>, <300000000>; // —MFsE 48 EMR
status = "disabled";

}i

o crypto vl Fl v2 i) dts Bt B Z R AE T clk RS E .

5.5 Display

5.5.1 HEZE 7 ¥

ZRIN100M

RK U-Boot H B S~ 1435 : RGB. LVDS. EDP. MIPI . HDMI. CVBS 1 DP 2. U-Boot
BRI logo B F 2K BH kernel # H 3 F 1 logo.bmp F1 logo_kernel.bmp, ‘B4 1#$T 1 resource.img & .

Xt B AR R

« BI_RGB 8bpp/16bpp/24bpp/32bpp F1 Bl RLE4/BI_RLES #% U BMP & s

e RK312X/PX30/RK3308/RV1126/RV1106 ZE3EF VOP LITE ZE#4 1185 A 7E 18 1+ A 32 FF mirror )
Ae, WHR IR logo tHIL X/Y J7 1) ERIEAZ 10, 5+ BMP & J H photoshop BX fimpeg % .5

SERT AL BT HOR -
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=%

CONFIG DM VIDEO

CONFIG _DISPLAY

CONFIG DRM ROCKCHIP

CONFIG DRM ROCKCHIP PANEL

CONFIG_DRM ROCKCHIP DW_HDMI

CONFIG_DRM ROCKCHIP DW_HDMI QP

CONFIG DRM ROCKCHIP INNO HDMI
CONFIG_ROCKCHIP INNO HDMI PHY
CONFIG_DRM ROCKCHIP INNO MIPI PHY
CONFIG_DRM ROCKCHIP INNO VIDEO PHY
CONFIG DRM ROCKCHIP INNO VIDEO COMBO PHY
CONFIG_DRM ROCKCHIP DW MIPI DSI
CONFIG_DRM ROCKCHIP DW MIPI DSI2
CONFIG DRM ROCKCHIP DW DP

CONFIG DRM ROCKCHIP ANALOGIX DP
CONFIG_DRM ROCKCHIP LVDS

CONFIG_DRM ROCKCHIP RGB

CONFIG DRM ROCKCHIP RK618

CONFIG_DRM ROCKCHIP RK628
CONFIG_DRM ROCKCHIP SAMSUNG MIPI DCPHY
CONFIG PHY ROCKCHIP SAMSUNG HDPTX HDMI
CONFIG ROCKCHIP DRM TVE

CONFIG SII902X

HEZRARAD :

drivers/video/drm/rockchip display.c
drivers/video/drm/rockchip display.h
drivers/video/drm/rockchip crtc.c
drivers/video/drm/rockchip_crtc.h
drivers/video/drm/rockchip connector.c
drivers/video/drm/rockchip connector.h
drivers/video/drm/rockchip bridge.c
drivers/video/drm/rockchip bridge.h
drivers/video/drm/rockchip panel.c
drivers/video/drm/rockchip panel.h
drivers/video/drm/rockchip phy.c

drivers/video/drm/rockchip phy.h

GBS

vop:
drivers/video/drm/rockchip vop.c
drivers/video/drm/rockchip vop.h
drivers/video/drm/rockchip vop reg.c
drivers/video/drm/rockchip vop reg.h

drivers/video/drm/rockchip vop2.c

rgb:
drivers/video/drm/rockchip rgb.c

drivers/video/drm/rockchip rgb.h

lvds:

drivers/video/drm/rockchip lvds.c



drivers/video/drm/rockchip_lvds.h

mipi:
drivers/video/drm/drm mipi dsi.c
drivers/video/drm/dw_mipi dsi.c

drivers/video/drm/dw mipi dsi2.c

edp:
drivers/video/drm/rockchip analogix dp.c
drivers/video/drm/rockchip analogix dp.h
drivers/video/drm/rockchip analogix dp reg.c

drivers/video/drm/rockchip analogix dp reg.h

hdmi :
drivers/video/drm/dw_hdmi.c
drivers/video/drm/dw_hdmi.h
drivers/video/drm/rockchip dw hdmi.c
drivers/video/drm/rockchip dw _hdmi.h
drivers/video/drm/dw_hdmi_gp.c
drivers/video/drm/dw_hdmi gp.h
drivers/video/drm/rockchip dw hdmi gp.c

drivers/video/drm/rockchip dw hdmi gp.h

cvbs:
drivers/video/drm/rockchip tve.c

drivers/video/drm/rockchip tve.h

dp:

drivers/video/drm/dw-dp.c

bridge:
drivers/video/drm/rk618.c
drivers/video/drm/rk618.h
drivers/video/drm/rk618_ lvds.c
drivers/video/drm/rk618 lvds.c
drivers/video/drm/rk628/

drivers/video/drm/sii%902x.c

5.5.2 fHREEO

// 78 U-Boot logo Ml kernel logo:

void rockchip show logo(void);

// 2R bmp BF, HETEZEMTREER R

void rockchip show bmp (const char *bmp);

// ¥ U-Boot W —EAFEIEIT dtb fEAMNK.
// B¥E kernel logo MR/M. Hult. #3U. besh/cscli®E . crtc HrH R P LIS F# O & 55
void rockchip display fixup(void *blob);

553DTS LB

reserved-memory {
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#address-cells = <2>;
#size-cells = <2>;

ranges;
drm logo: drm-1ogo@00000000 {
compatible = "rockchip,drm-logo";

// Tifoufferf Tkernel logofIfZif, Bl K/ NEU-Boot H&EK
reg = <0x0 0x0 0x0 0x0>;

}i

&route-edp {

status = "okay"; // fffEU-Boot logol nIiiE
logo,uboot = "logo.bmp"; // ¥BEU-Boot logoiwzsHIE
logo, kernel = "logo kernel.bmp"; // f8Ekernel logomnHIEF
logo,mode = "center"; // center: EHE/R, fullscreen: £ ER
logo, rotate = <90>; // TEEEFRE: 90/180/270
charge logo,mode = "center"; // center: JEHEI/RN, fullscreen: &FERN
connect = <&vopb_ out edp>; // g BNER, vopb->edp->panel
}i
&edp |
status = "okay"; // ffiftedp
}i
&vopb |
status = "okay"; // ffifévopb
}i
&panel |

"simple-panel";
status = "okay";

disp timings: display-timings ({
native-mode = <&timing0>;

timing0: timing0 {

}i

5.5.4 defconfig

FURTER 128005 2hid AT ZR BN AEBUMAT 41, U-Boot [ defeonfig BRIV R R, HEHE
dts HORF SRR A G 5 B EC EL A RITAT

RK3308/RV1103/RV1106 551 & 5 (& 2| J5 5 FE 45 — 28 G R BRAAA SCRF R, 5B AE defconfig HA U0
&M

--- a/configs/evb-rk3308 defconfig

+++ b/configs/evb-rk3308 defconfig

@@ -4,7 +4,6 @@ CONFIG SYS MALLOC_F_LEN=0x2000
CONFIG_ROCKCHIP RK3308=y

CONFIG ROCKCHIP SPL RESERVE IRAM=0x0
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CONFIG_RKIMG BOOTLOADER=y
-# CONFIG USING KERNEL DTB is not set
CONFIG_TARGET EVB RK3308=y
CONFIG_DEFAULT DEVICE TREE="rk3308-evb"

CONFIG DEBUG UART=y

@@ -55,6 +54,11 @@ CONFIG USB_GADGET DOWNLOAD=y
CONFIG G DNL MANUFACTURER="Rockchip"

CONFIG G DNL VENDOR NUM=0x2207

CONFIG G DNL_ PRODUCT NUM=0x330d
+CONFIG_ DM VIDEO=y

+CONFIG_DISPLAY=y

+CONFIG_DRM ROCKCHIP=y

+CONFIG_DRM ROCKCHIP RGB=y

+CONFIG_LCD=y

CONFIG_USE_TINY PRINTF=y

CONFIG SPL_TINY MEMSET=y

CONFIG_ERRNO STR=y

A HREA LT config FLE :

// rk3308

make rk3308 defconfig rk3308-display.config
// rv1103/rv1106

make rv1106 defconfig rvl1l06-display.config

% F upstream defconfig it B [ B .

upstream 43 7 —% Rockchip U-Boot S~ 3Xa), H == E 52 FF RK3288 Ml RK3399 M6
./drivers/video/rockchip/

AR EAE X &K E), A LLFTHF CONFIG_VIDEO ROCKCHIP, [f]H 5% 4]
CONFIG_DRM_ROCKCHIP. #RIATH # SDK i EnIkshxf b, JEE M

o WRFINCE- G AR R L A

e HDMI. DP %& % R4 HAT DURSE P B BOE S th AR € 0 3, Wi deR, R ACR 5 RCR
Y

 U-Boot logo A LL-FIF ¥ £ kernel logo FL 2| R4t kK .

5.5.5 LOGO 4+ [X

AP RA A EH L LOGO KRR (—BANAERKEEH) , LU LOGO 43X 52
o

B IR:

o JrIX KIS LOGO 4 [X
o FHPARAE T E AR O K& H LOGO X F . SEH, AP B R s 1 o 2
LOGO 2 X R RIT], RFEEAEMITME, 24 LOGO 4 X KB A TR, WA IE{E ] resource S+

LOGO & X Z - 1E .«
WA RS 32, W LOGO 4 IXASZRR 13K, R A B 5 BRIA I logo.bmp:
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1d30bcc rockchip: resource: support parse "logo" partition picture

WERACHS L S a0 R4 5E, LOGO 73 XS He25k B fr: B LA T B 4t logo.bmp, &2 T & ik
logo_kernel.bmp. WFKE v B#R%E, B ZMORRES 12779500 5%, F A n] 4,

commit 07£987d8d495380787203e2bc2accd44100e6051
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Sun Dec 8 18:00:37 2019 +0800

rockchip: resource: support parse logo kernel.bmp from logo partition

"logo" partition layout, not change order:

N: the sector count of logo.bmp

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I2deba013d3963c99664c5bfd69693835a46bad8f

R A4 34 logo.bmp 1 logo kernel.bmp. logo.img 3] 4 :

cat logo.bmp > logo.img && truncate -s %512 logo.img && cat logo kernel.bmp >>
logo.img

A KA logo.img 165 2 logo 43X B, FHHLEE 2] "LOGO: " #THI:

U-Boot 2017.09-g042c01531e-210512-dirty #cjh (May 14 2021 - 11:25:03 +0800)

Model: Rockchip RK3568 Evaluation Board
PreSerial: 2, raw, 0xfe660000

DRAM: 2 GiB

Sysmem: init

Relocation Offset: 7d34£000, fdt: 7b9f8758

Using default environment

dwmmc@fe2b0000: 1, dwmmc@fe2c0000: 2, sdhci@fe310000: O
Bootdev (atags): mmc 0

MMCO: HS200, 200Mhz

PartType: EFI

boot mode: normal

FIT: No fdt blob

Android 11.0, Build 2021.4, v2

Found DTB in boot part

// WUFATENBEEA Logo . img ) X AR B EAf R A 2
LOGO: logo.bmp

LOGO: logo kernel.bmp

DTB: rk-kernel.dtb

HASH (c) : OK



5.5.6 5 L i) /R 23 T

Ql: WIRAEHIM A X/Y Ty EERER, —&EAHAIMNE?

Al: BN Y F W EEBGEREATIFN. Bl X FiE ER5 T VOP LITE 284 1T 6 2 A L FF
fJ, 1 RK3568. RK3588 &% VOP2 Ze#)°F&, wf LL@E in Fid & fRIEM U-Boot FFER L E X 77 M 814 &
NGO

&vpl |
xmirror-enable;

}i

Q2: W LLSCHF 4K 73 #F 3 1¥) BMP logo &1t ?

A2: RATPLSCR, (HR TG 11) defeonfig A2 Toi% K HF 4K logo R IEH Sonit, BRI FEH
(B k3576 “F-& A1) -

diff --git a/drivers/video/drm/rockchip display.c
b/drivers/video/drm/rockchip display.c
index bl773ba6942..d1606dblba5 100644

--- a/drivers/video/drm/rockchip display.c
+++ b/drivers/video/drm/rockchip display.c
@@ -52,7 +52,7 @@

#define RK BLK SIZE 512

#define BMP PROCESSED FLAG 8399

#define BYTES_PER PIXEL sizeof (uint32_t)
-#define MAX IMAGE BYTES (8 * 1024 * 1024)
+#define MAX IMAGE BYTES (32 * 1024 * 1024)

DECLARE GLOBAL DATA PTR;

static LIST HEAD(rockchip display list);
diff --git a/include/configs/rk3576 common.h b/include/configs/rk3576 common.h
index l6abba314c5..b4a8ec3b898 100644

--- a/include/configs/rk3576 common.h

+++ b/include/configs/rk3576 common.h

@@ -22,7 +22,7 @@

#endif

#define CONFIG SPL_LOAD FIT ADDRESS 0x42000000
-#define CONFIG_SYS MALLOC LEN (32 << 20)
+#define CONFIG SYS MALLOC LEN (32 << 21)
#define CONFIG SYS CBSIZE 1024

#ifdef CONFIG_ SUPPORT USBPLUG

It H.#% 204 B 5 CONFIG DRM_MEM RESERVED SIZE MBYTES &34 64 MB.
IRAE U R R A -

o T WA EHKERIA parameter 4) X RECE S AT HE, AW KKK BMP logo B F, ATEA
# MAX_IMAGE_BYTES [R#i|%] 8 MB, i K/ 3% F BI_RLE4/BI_RLES #% 30 BMP
Fo

o H LMY 4K BI_RGB 24bpp BMP | J K/N41K 24 MB, £ & BRIA K malloc heap K/NEH Ay 32
MB, £ H 8l BMP decode #H3% R TCTE HE 21 P9 A7 in] 7

o T {RIE U-Boot %] Kernel logo /rf-Fig U4, J8H Pk logo B 22 M A 1 0 FER Aikg 2L,
XPETRE 25 logo T RINAEMI W AFIX 8K/ (HH CONFIG_DRM_MEM RESERVED SIZE MBYTES
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g, BN N 32 MB) HiAE 1.

5.6 Dvfs

A ZEFIDVESANF Tkernel, &% TR 58 iR A FI S0 & AT EHLH] o

5.6.1 B5 iH SR B&

U-Boot HEZRE A 2 # DVFES, AT RS F I %R ThEE, RK SEHL T —%& DVFS iR KSR & A
TR L% cpu/dme FR-FLIE . (HE 5T W% DVFS K5, X2 50 5 RS A AE fith 2 $5¢ e AR A P
AT R

T L SRS -

1.

T im I F T cpu/dme FOUATER-F T, 34 SRME 0T [ A X epu A1 dme 2B 2%, o] R Hogr—A~
R, B dts FEE R E; cpu AT dme 119921 SRES & —FE

. IR IREN 2 AEAT cpu/dme 9 £ opp table. regulator. clock. thermal zone [1]"trip-point-0", 3K HUS

HARRAL . R AR R FOVF AR e R S A

. #% cpu/dmc [1] opp table B35 %€ T rockchip,low-temp = <...>B{, rockchip,high-temp = <..>, X E#H

cpw/dme 5 FH T thermal zone [ trip 15 i, HS4 cpu/dme Tt i 12 il S W& 5t 2 A2 3%

. R JE M

rockchip,low-temp: HKEER{E, TiAH TEMP min FIR;

rockchip,high-temp 1 thermal zone: it B B, TidH TEMP_max ¥ (WIR-FHHAR, K
& AR TR S5 2 D

rockchip,max-volt: fVF& & & e IR, FAH V_max F7x;

- B Al A (R AR 2

WHEFE T TEMP_max, A0 H #1014 B SRR L s
QIR AR T TEMP_min, BRIAFBIE 50mv. #46/E S0mv 2 S8 V_max, WIHEEEN
V_max, [FIRFESZEEAC 2 £

. TSR S S AE 2 N 2

regulator Fl clk HERLHILEATE R, FEIRIKB AT WG I HAT — IR e iR SR es, BARALEAE

board.c XA board_init()-F A F ;

preboot [ B CRUM#ERFE 2 57D FEHAT — IR SEIR RIS . QiR dts 15 s HF 48 E T "repeat" 55 AH G @ P
(R3O, 43T SEAR G0 iR SRS S5 O I S OR AR IR B E N, kA 1k R G083 9F HL

ANWTEIAT B AN, LB R il B R B AV N A kB R B R G . WAL "repeat" S5 AH KR

PR, NUHAAT T8 AR B0 i S Ja s BLAE SR B R Ge,  H AT — MO 75 22 repeat JEE

5.6.2 HE 27 ¥F

HEZRACHY .

./drivers/power/dvfs/dvfs-uclass.c
./include/dvfs.h
./cmd/dvfs.c

Dt AR
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./drivers/power/dvfs/rockchip wtemp dvfs.c

5.6.3 MO

// PIAT—IRAv £ sTRE%

int dvfs apply(struct udevice *dev);

// WRAFAErepeat @i, iR EAE BMETE ] NI BT dv £ 5 5%

int dvfs repeat apply(struct udevice *dev);

5.6.4 J5 FH % iR

1. P B i Re

CONFIG DM DVFS=y
CONFIG ROCKCHIP WTEMP DVFS=y

CONFIG DM THERMAL=y
CONFIG ROCKCHIP THERMAL=y
CONFIG USING KERNEL DTB=y

2. &€ CONFIG_PREBOOT:

#ifdef CONFIG DM DVFS

#define CONFIG_PREBOOT "dvfs repeat"
#else

#define CONFIG_ PREBOOT

#endif

3. kernel dts Bt & %555 S

uboot-wide-temperature {

compatible = "rockchip,uboot-wide-temperature";

// FEI. RIRRETEU-Boo thir Bl & cou kR e /RIR EE BRE I 1R 58 IR 3R sl 45 1L R 3 R 4
// EAWEHAT SR AL RS, BB iR [l A 2 ) 8 9 N A AR B R B R
cpu, low-temp-repeat;

cpu, high-temp-repeat;

// TR FIRFETRIEU-Boot M Bt & dme 5 i /KGR EE BRI L1 9 iR B Bl 4 1 J5 3 R 4t
/7 HASWHAAT e A B SENE,  EL BN it R ] U5 21 B A 9 Bl N 4 4k 8 R B R B

dmc, low-temp-repeat;

dmc, high-temp-repeat;

status = "okay";

}i

— R IE DL AN BEAL B IR repeat M5B

5.6.5 TR 45 R
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2 cpu 4% A FHET A W R 4T E:
// <NULL>3BHBA T8 e KI5 B E
DVFS: cpu: low=<NULL>'c, high=95'c, Vmax=1350000uV, tz temp=88.0'c, h repeat=0,
1 repeat=0

4 cpu iR A A IR BB I 2 RS R

DVFS: 90.352'c
DVFS: cpu(high): 600000000->408000000 Hz, 1050000->950000 uVv

2 cpu i A AR IE BB A HRE R

DVFS: 10.352'c
DVFS: cpu(low): 600000000->600000000 Hz, 1050000->1100000 uVv

[FIEE, 24 dme A S IR RER, Baf LAERTH, FEMHN" dne":

DVFS: dmc: ......
DVFS: dmc (high): ......
DVFS: dmc(low): ......

5.7 Efuse/Otp

5.7.1 HEZES7 #F

efuse/otp KB4 FH misc-uclass.c HEZLFIARIERE 1. @ H 1ML, efuse/otp —M2>F secure Al non-secure 2
43+ U-Boot #ft non-secure f{]1Ji 7], U-Boot SPL #2it secure otp J 6 [X 35k 15 1]

non-secure At & :
CONFIG_MISC
// 2i%1, &V EHdefconfigt BRIMEBEXT N E .

CONFIG ROCKCHIP EFUSE
CONFIG_ROCKCHIP OTP

secure fit & :

CONFIG SPL MISC=y
CONFIG SPL_ROCKCHIP SECURE OTP=y

HEZRACH «
./drivers/misc/misc-uclass.c

B4
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// non-secure:
./drivers/misc/rockchip-efuse.c
./drivers/misc/rockchip-otp.c
// secure:

./drivers/misc/rockchip-secure-otp.S

5.7.2 fHREO

// non-secure:

int misc read(struct udevice *dev, int offset, void *buf,
// secure:

int misc_read(struct udevice *dev, int offset, void *buf,

int misc write(struct udevice *dev, int offset, void *buf,

573DTS LB

L k3308 J9fi:

non-secure:

otp: otp@ff210000 {
compatible = "rockchip, rk3308-otp";
reg = <0x0 O0xff210000 0x0 0x4000>;

}i
secure:

secure otp: secure otplOxff2a8000 {
compatible = "rockchip, rk3308-secure-otp";
reg = <0x0 0xff2a8000 0x0 0x4000>;
secure conf = <0xff2b0004>;
mask addr = <0xf£f540000>;

5.7.4 & F 7~ B

non-secure 7~

int size)

int size)

int size)
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char data[10] = {0};

struct udevice *dev;

/* retrieve the device */
ret = uclass get device by driver (UCLASS MISC,
DM GET DRIVER (rockchip otp), &dev);
if (ret) {
printf ("no misc-device found\n");

return O;

misc read(dev, 0x10, &data, 10);
secure 751

char data[l10] = {0};

struct udevice *dev;

int i;

dev = misc otp get device (OTP_S);
if (!dev)

return -ENODEV;

for (1 = 0; i < 10; i++)

datal[i] = i;

misc otp write(dev, 0x10, &data, 10);
memset (data, 0, 10);

misc otp read(dev, 0x10, &data, 10);

5.7.5 FF X 35k

Secure-OTP RIS/ X ik 5, BARIESECR:  (Rockchip OTP JF KRR ) -

5.8 Ethernet

5.8.1 HEZE 7 ¥

HEZACHY .

./net/*
./drivers/net/*

./drivers/net/phy/*
IXBH AR :

./drivers/net/designware.c
./drivers/net/dwc_eth gos.c

./drivers/net/gmac_rockchip.c
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menuconfig fit & :
o IRFNECE

Rockcehip LKW SRENA7 H ELR 5, 40 Rt IXzh v 354 5HE A,

// designware:
CONFIG DM ETH=y
CONFIG_ETH DESIGNWARE=y
CONFIG_GMAC ROCKCHIP=y

// dwc_eth gos:
CONFIG DM ETH=y
CONFIG DM ETH PHY=y
CONFIG _DWC ETH QOS=y
CONFIG_GMAC_ROCKCHIP=y

F4bh dwe_eth qos IX3) 7% AL B nocache memory, Z7% RV1126:

HZH AT N sdk config Bt & .

diff --git a/include/configs/rv1126 common.h b/include/configs/rv1126 common.h

index 933917£3f0..9d70795fb8 100644
--- a/include/configs/rv1126 common.h
+++ b/include/configs/rv1126 common.h
@@ -50,6 +50,7 @@
#define CONFIG SYS SDRAM BASE
#define SDRAM MAX SIZE

+#define CONFIG SYS NONCACHED MEMORY
#ifndef CONFIG SPL BUILD

e cmd it E
TEM IR T E L.

Command line interface

] bootp, tftpboot

] tftp put

] tftp download and bootm
] tftp download and flash
] tftpsrv

] rarpboot

-*-— dhcp

=W= BHRE

[ 1 nfs

== fnalal

-*- ping

[ ] cdp

[ ] sntp

[ ] dns

[ 1 linklocal
[ ]

ethsw

5.8.2 tHXEO

-—-> Network commands

0
0x£d000000

(1 << 20)

/* 1 MiB */


af://n2148

o HulRZE PG D

void net init(void);
int eth register(struct eth device *dev);

int phy init(void);
o WAVENHEN

int eth register(struct eth device *dev);

int phy register(struct phy driver *drv);

o MZEHRTES M ophy 5
U-Boot IR IR 75 B2, B R A R raide i) 77 =, BARSEI ] 2 H NetLoop().

int eth send(void *packet, int length);

int eth rx(void);

int phy read(struct phy device *phydev, int devad, int regnum);

int phy write(struct phy device *phydev, int devad, int regnum, ulé6 val);

583DTSHCE

DTS 9 45 kernel —Ff, 7 ERIE AT LU AR R & ML C & -

 phy L & (phy-mode)

o phy B4 HI5 & A7 8] (snps,reset-gpio) (snps,reset-delays-us)

o BRXEEAEII B H 77 Al (clock_in_out)

o IERYRIE PR S A% E (assigned-clock-parents) (assigned-clock-rates)
o RGMII Delayline, RGMII £ 1 75 E(tx_delay) (rx_delay)

&gmac {
phy-mode = "rgmii";
clock in out = "input";

snps, reset-gpio = <&gpio3 RK PAO GPIO ACTIVE LOW>;
snps, reset-active-low;

/* Reset time is 20ms, 100ms for rtl8211f */

snps, reset-delays-us = <0 20000 100000>;

assigned-clocks = <&cru CLK GMAC_ SRC>, <&cru CLK GMAC TX RX>, <é&cru
CLK GMAC ETHERNET OUT>;

assigned-clock-parents = <&cru CLK GMAC SRC Ml>, <&cru RGMII MODE CLK>;

assigned-clock-rates = <125000000>, <0>, <25000000>;

pinctrl-names = "default";

pinctrl-0 = <&rgmiiml pins &clk out ethernetml pins>;

tx delay = <0x2a>;

rx delay = <0Oxla>;

phy-handle = <&phy>;

status = "okay";
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5.8.4 i i 7~

WP 2% i -

e DHCP

Usage:
dhcp [loadAddress] [[hostIPaddr:]bootfilename]

X %4, BT BB E serverip, ipaddr, DL gateway | o
2 dhep JlINM dhep R %585 LTS 2] ip HubkJ5, Fat4 M hostlPaddr Hutik, LA tftp 95 sIRECCHE

100M 445 .

=> dhcp 0x20000000 192.168.0.100:kernel.img

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done

BOOTP broadcast 1

DHCP client bound to address 192.168.0.106 (2 ms)

Using ethernet@ffc40000 device

TFTP from server 192.168.0.100; our IP address is 192.168.0.106

Filename 'kernel.img'.

Load address: 0x20000000

Loading: #############44#H#4H#4HHH4EHFHH#HHHHHEHAHHHHEHFHHHHHHHHHSHHERATSHSE
B i i
S
S i
S i i i
B i i
S i
FHAF AR AR A R R R R 4
S i i
BT
S
S o
B i
S i
S i
S i i
E
G
S o
S i i
1.5 MiB/s

done

Bytes transferred = 19054084 (122be04 hex)

e PING

=> ping 192.168.0.1

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done
Using ethernet@ffc40000 device

host 192.168.0.1 is alive

e TFTP
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1000M FFi%

Usage:
tftp [loadAddress] [[hostIPaddr:]bootfilename]

WA LE CE 1P itk

=> setenv ipaddr 192.168.1.101
=> setenv serverip 192.168.1.100

=> tftp kernel.img 0x20000000

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done

Using ethernet@ffc40000 device

TFTP from server 192.168.1.100; our IP address is 192.168.1.101

Filename 'kernel.img'.

Load address: 0x20000000

Loading: ###############444HHHHHH4HHHHHHHFHHHHHHHEHERHHHHFHHHHHHHEHESRSHHSE
FHAR A A R R S R
S i
S i i
S
S i
S i i
S i i
E o
S o
S i i
S
FHA A A R R R S R
S i
S i i i
S i
SEREE SRR E R R R R R R R
C i i i i
HHEFHE A A A A R R R
FHA A A R R R
S o
HHEHAH A
12.2 MiB/s

done

Bytes transferred = 20275220 (1356014 hex)

5.8.5 M4 [ HEE

1 IR, # LKA T JLAT7

o HL B 7 K B R AR

o WSEEEWBLN, BN R IR E
o TFTP JIR%S A0 B2 15 IE:

o HLUBEK IR TFTP ThAERE Bk .

2. ARG, —RORUE, EEMIANCLTIAHT:

o pinctrl Bt & & IEH. MAAHSE pin A iomux A1 WXEN58 275 IEHG, BTl dump AHREFFER S5 W
RS —3, KESHEOLT, AT THE 7 AAZ I 2% B U-Boot 1.
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o clock LB /& IEM . B E AT B BRIGU— 28, LEAG AL, R, LRI BT,
KEBIy #4745 4E CRU B, tAFEAT (A F 870 2 A7 45 4E GRF,  [AIFE AT LA dump AR A A7 48 5
R B —E

o PHY B, FZAIE AN B RS IEM, PLAREARIER BTG PHY MEK.

5.9 Gpio

5.9.1 fEZE 7 #F

GPIO HXsh{# ] gpio-uclass HELLFIARERE [,
i & -

CONFIG DM GPIO
CONFIG ROCKCHIP GPIO

HEZEARHD «
./drivers/gpio/gpio-uclass.c
IXBH AR :

./drivers/gpio/rk _gpio.c

5.9.2 DM#: O

DM AR 0. FA P08 struct gpio_desc j‘ﬁﬁﬁﬂ‘tﬂiugpio, HEFRfE FH 27,

// HiE/BIUGPTIO
int gpio request by name (struct udevice *dev, const char *list name,
int index, struct gpio desc *desc, int flags);
int gpio request by name nodev (ofnode node, const char *list name, int index,
struct gpio desc *desc, int flags);
int gpio request list by name(struct udevice *dev, const char *list name,
struct gpio desc *desc list, int max count, int
flags);
int gpio request list by name nodev (ofnode node, const char *list name,
struct gpio desc *desc list, int max count,
int flags):;

int dm gpio free(struct udevice *dev, struct gpio desc *desc)

// ELEGPIOJIA. @flags: GPIOD IS ouT (i) Al GpIOoD Is IN (FIA)

int dm gpio set dir flags(struct gpio desc *desc, ulong flags);

// WHE/PFIMGPIOR Y
int dm gpio get value(const struct gpio desc *desc)

int dm _gpio_set value(const struct gpio_desc *desc, int value)

ERFEI:

dm_gpio_get_value() HJIRFEMAX RactivelRZS, 1HIEHLF I EAK. 0.
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o gpios = <&gpio2 RK_PD0 GPIO_ACTIVE LOW>, fkH FHfIRE{E A 1, mH A 0.
e gpios = <&gpio2 RK_PD0 GPIO ACTIVE HIGH>, fiHL PR [E{E A 0, FHHFA 1.

dm_gpio set value() WIZ%(valuetlZ[FH, 1: atcive, 0: inactive.

5.9.3 Legacy¥: 0

HAE MR, 23 MR FEIE A IHU-Boot (AP, bR 4 A (1 SE AR L 2 sEDMAESE,  fHX 4h ¢
| struct gpio_desc . DURETI I, AMDMACKIARHELL K I L5 FE I ANHER o

int gpio request (unsigned gpio, const char *label)
int gpio_ free(unsigned gpio)

int gpio direction_ input (unsigned gpio)

int gpio direction output (unsigned gpio, int value)
int gpio get value(unsigned gpio)

int gpio_set value(unsigned gpio, int value)

egpio M HEEHGPIOA 32 pin, - bank 8 MpinfFA T AFEIM . Filn:

gpio0_a7 = (0 * 32) + (0 * 8) + 7 =7
gpiol b6 = (1 * 32) + (1 * 8) + 6 = 46
gpio3 c2 = (3 * 32) + (2 * 8) + 2 =114

@value : l%l%lﬁﬁiﬁ dm gpio 77‘3@5/‘]5'% | *ﬁ(o

5.10 Interrupt

5.10.1 HEZE X ¥

U-Boot JF AR #A HITHESE, RK B S8l 7 — B T30FF GICv2/v3, BRAfHRE.
F 20 P 3755«

e Pwrkey: U-Boot 78 Hiltf CPU 2k NIKDIFEIRIR, 752218 1d Pwrkey TRl CPU;
e Timer: U-Boot 75 F AL A 41 +h 2 F 2 Timer H KT,
o Debug: fdifit CONFIG ROCKCHIP DEBUGGER iR Tl

Be & :

CONFIG IRQ
CONFIG_GICV2
CONFIG GICV3

HEZACHY .

./drivers/irq/irg-gpio-switch.c
./drivers/irq/irg-gpio.c
./drivers/irqg/irg-generic.c
./drivers/irqg/irg-gic.c
./drivers/irqg/virqg.c

./include/irg-generic.h
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5.10.2 MR EEO

// CPUZHLHITFFOG
void enable interrupts(void);

int disable interrupts (void);

// GPIO¥HLp s

int gpio to irg(struct gpio desc *gpio);

int phandle gpio to irqg(u32 gpio phandle, u32 pin);
int hard gpio to_irqg(unsigned gpio);

// M/ R I [
void irg_install handler (int irqg, interrupt handler t *handler, void *data);

void irg free handler(int irq);

// MERE/ R T
int irg handler enable(int irq);

int irg handler disable(int irq);

// Wil R
int irg set irq type(int irqg, unsigned int type);

H % IRQ

o PATISLEEPF RS AN AN TR EAOMNL e, BN pwm, timerE .
o GPIO ] pin JIBCA MSLAIREMF TS, 5 BN FIS

—3 3 F5 X HE GPIO B pin TS

(1) AN struct gpio desc ZE R

// WITER LB MTde st E, HWERE. FH.
int gpio to irqg(struct gpio desc *gpio);

Yl

battery {
compatible = "battery,rk817";
dc _det gpio = <&gpio2 7 GPIO ACTIVE LOW>;

struct gpio desc dc_det;

int ret, irqg;

ret = gpio request by name nodev(dev_ofnode (dev), "dc det gpio", O,
s&dc_det, GPIOD IS IN);
/1 RT BT, A EIR EHEA W
if (!ret) {
irqg = gpio_to irqg(&dc_det);
irg install handler(irqg, ...);
irg set irqg type(irq, IRQ TYPE EDGE FALLING) ;

irg handler enable(irq);
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(2) f&£ A\ gpio ) phandle ! pin

[/ WER UM dtsELE, ARG W .
int phandle gpio to irg(u32 gpio phandle, u32 pin);

yafl (k817 [y 5l A GPIOO_AT) -

rk817: pmic@20 {
compatible = "rockchip,rk817";
reg = <0x20>;
interrupt-parent = <&gpio0>; // "&gpio0": FEMgpio0 i M iphandle;
interrupts = <7 IRQ TYPE LEVEL LOW>; // "7m: pinfil;

u32 interrupt([2], phandle;

int irqg, ret;

phandle = dev read u32 default(dev->parent, "interrupt-parent", -1);
if (phandle < 0) {
printf ("failed get 'interrupt-parent', ret=%d\n", phandle);

return phandle;

ret = dev read u32 array(dev->parent, "interrupts", interrupt, 2);
if (ret) {
printf ("failed get 'interrupt', ret=%d\n", ret);

return ret;

/7 RTRBIRE, 45238 B b

irqg = phandle gpio to irg(phandle, interrupt([0]);
irg install handler(irq, pwrkey irqg handler, dev);
irq set irqg type(irq, IRQ TYPE EDGE FALLING) ;

irg handler enable(irq);

(3) il 48 E gpio

// WITEBEERITEE gpio, AN gpio WAUERFIRIZ KR AT, AERE, ANEVLH.
int hard gpio to_irqg(unsigned gpio);

4 (GPIOO A0 HiiEH ) -

int gpio0_ a0, irg;

/) N TORBITE A8 IR A ) W

gpio0 a0 = RK_IRQ GPIO(RK GPIOO0, RK PAO);
irg = hard gpio to irqg(gpio0_a0);
irg_install handler (irqg, ...);

irg handler enable (irq);

5.11 12C
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5.11.1 HEZE 7 R
i2¢ WRENAH F i2c-uclass HEZEFIFRAESRE T,
fi &

CONFIG DM I2C
CONFIG SYS I2C ROCKCHIP

HEZEACAS :
./drivers/i2c/i2c-uclass.c
IR AR :

./drivers/i2c/rk_i2c.c
./drivers/i2c/i2c-gpio.c // gpiofifli2cilif, HETHAR

5.11.2 MxkEDO

// i2c iEH
int dm i2c read(struct udevice *dev, uint offset, uint8 t *buffer, int len)
int dm i2c write(struct udevice *dev, uint offset, const uint8 t *buffer, int

len)

// R ETE R
int dm i2c reg read(struct udevice *dev, uint offset)

int dm i2c reg write(struct udevice *dev, uint offset, unsigned int val);

5.12 10-Domain

5.12.1 HEZE X #F
U-Boot HEZRERIN A X} io-domain B, RK O EM T —%&.,
fic &

CONFIG IO DOMAIN
CONFIG_ROCKCHIP IO DOMAIN

HEZRARHL -
./drivers/power/io-domain/io-domain-uclass.c
CeI A TR

./drivers/power/io-domain/rockchip-io-domain.c
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5.12.2 MREEO

void io domain init (void)

MAPAREEFMH 1o domain init () , RATEHE LAREERIT, U-BoothEHLL: H AWML

5.13 Key

5.13.1 HEZR S #F

U-Boot HEZLERINAA SCRAHZEIIRE, RK H Ol | — &S,
SEBUALN -

o P f&ERAR B kernel A1 U-Boot 1) DTS 85, U-Boot AN hard code )75 e XATAT #4525
o U-Boot {574k kernel dts H1 145, AR FHEHL U-Boot dts H 1444 .

o U-Boot dts A E X T ke '5 $kt o

o WP ERE MRS EEE N, 1 FEN ¥ Hkernel M1U-Bootdts.

[LWh-&

CONFIG DM KEY
CONFIG_RK8XX PWRKEY
CONFIG ADC_KEY
CONFIG GPIO KEY
CONFIG_RK_KEY

HEZRARAD :

./include/dt-bindings/input/linux-event-codes.h
./drivers/input/key-uclass.c
./include/key.h

IR ARG :
./drivers/input/rk8xx pwrkey.c // XFFPMICHIpwrkey (RK805/RK809/RK816/RK817)
./drivers/input/rk_key.c // FFFcompatible = "rockchip, key"
./drivers/input/gpio key.c // XfFcompatible = "gpio-keys"
./drivers/input/adc_key.c // FFfcompatible = "adc-keys"

pwrkey % LA AR, AR gpio $8 DASE 7 s bl

5.13.2 RO

.

int key read(int code)

code & X :
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/include/dt-bindings/input/linux-event-codes.h

iR [BE -

enum key state {

KEY PRESS NONE, [/ AEEEE R (A RSGRE) sEe B K B T TRAB) |
KEY PRESS DOWN, /) —IRFERRFE ET=>8H0 ;

KEY PRESS_LONG DOWN, // —{X5eHMKIZ CATBARERD |

KEY NOT EXIST, /] R

}i

KEY PRESS LONG DOWN ZRiAAF 2000ms, H fi R HF U-Boot 78 LK pwrkey £ 3% F 4.
#define KEY LONG DOWN MS 2000

SERIE

int ret;

ret = key read(KEY VOLUMEUP) ;

5.14 Led

5.14.1 EEZR S #F

Led 3X3h1{# H led-uclass.c FEZEFIFRAERE T,
it &

CONFIG_LED GPIO
HEZEAHD «

drivers/led/led-uclass // BRiAgwi%
CeEAMER

drivers/led/led gpio.c // X¥f compatible = "gpio-leds"

5.14.2 MO
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// 3Hled device
int led get by label(const char *label, struct udevice **devp);
// B/ ed T
int led set state(struct udevice *dev, enum led state t state);

enum led state t led get state(struct udevice *dev) ;
/] R, B HTARMR)Z RS S

int led set period(struct udevice *dev, int period ms);

5.14.3 DTS 5 &5

U-Boot (] led_gpio.c DIREAHN &8,  HAEMT led 15 50T 3 M@

o gpios: led %] 5] JAIFIA RORES
o label: led 4 7;
o default-state: ERUCIRZS, IXZ) probe I 234 1 & ;

leds {
compatible = "gpio-leds";
status = "okay";
blue-led {
gpios = <&gpio2 RK PAl GPIO ACTIVE LOW>;
label = "battery full";
default-state = "off";

i

green-led {
gpios = <&gpio2 RK_PAO GPIO ACTIVE LOW>;

label = "greenled";
default-state = "off";
bi
}i
5.15 Mtd

MTD (Memory Technology Device) Bl WAFHEE AR 15 %, SC#FFF 11 nand. spinand. spinor.

5.15.1 HEZE 7 #F

CONFIG_MTD=y
CONFIG_CMD MTD=y

5.15.2 MREO

IR
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struct mtd info *get mtd device nm(const char *name);

int mtd read(struct mtd info *mtd, loff t from, size t len, size t *retlen,
u_char *buf);

int mtd write(struct mtd info *mtd, loff t to, size t len, size t *retlen, const
u char *buf);

int mtd_erase(struct mtd _info *mtd, struct erase_info *instr);

int mtd block isbad(struct mtd info *mtd, loff t ofs);

int mtd block markbad(struct mtd info *mtd, loff t ofs);

5.15.3 f& F 7~ B

spi nor 11 #k [E 14 7 1

P flash offset 0x400000 byte. 0x800 bytes % # 2 P 77l 0x4000000 A5 :

#include <mtd.h>
#define MTD SPINOR NAME "nor0O"

static int mtd demo (void)
{
char *mtd name = MTD_ SPINOR NAME;
struct mtd info *mtd;
size t retlen, off, size;
u char *des buf;

int ret;

mtd = get mtd device nm(mtd name);
if (IS_ERR OR NULL(mtd)) {
printf ("MTD device %s not found, ret %1d\n",
mtd name, PTR ERR(mtd));
return CMD_RET_FAILURE;

des buf = (u_char *)0x4000000;

off = 0x4000000;

size = 0x800;

ret = mtd read(mtd, off, size, &retlen, des buf);
if (ret || size != retlen) {
pr_err("mtd read fail, ret=%d retlen=%1d size=%1d\n", ret, retlen,
size);

}

return ret;

Nand 7=
L

o 2% drivers/mtd/mand/nand_util.c, i FF5RELR 5152/ 5 /4 b be O
o XFTHIRERK —IRFTEBST AN GEFEEFX LR S5HEEE/DT 2KB) , ol LFEEEH
MTD_BLK AHK# I, SIS %452 125200 flash 173 dir
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5.16 Mtd_blk

RK it 72T MTD £ 0] MTD block &, SZ#FJ M nand. spinand. spinor, JFM%) R MTD block
B LLSCRFAHBL I block 2 H .

R
o FAf N sector, R 512B

o WG RIIEIEE L KA BEEREHE R R flash block, i LU T- 225 AR EE ) 547 0 R
%A% COR 252 flash 177 i

5.16.1 HEZE X7 ¥F

U-Bootfit. & :

// MTDYRZE

CONFIG MTD=y
CONFIG_CMD MTDPARTS=y
CONFIG_MTD DEVICE=y

// MTD blocki%# Kzl
CONFIG CMD MTD BLK=y
CONFIG MTD BLK=y

// HAinand®#&IKF)config

SPLAC & :

CONFIG MTD=y
CONFIG_CMD MTDPARTS=y
CONFIG_MTD DEVICE=y
CONFIG SPL_MTD SUPPORT=y

// HAinand &zl config

HEZRACAD:

drivers/mtd/mtd-uclass.c
drivers/mtd/mtdcore.c
drivers/mtd/mtd uboot.c
drivers/mtd/mtd blk.c

KBRS, TS AR D HA% ] MTD JZ.

5.16.2 Hx#%E O
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unsigned long blk dread(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, void *buffer)

unsigned long blk dwrite(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, const void *buffer)

5.17 Optee Client
U-BootfEARM TrustZone f. J& T-Non-Secure World, 75 Z4&BIOPTEE Client4 Be v 1] 22 4 %R

5.17.1 R #F

U-Boot HEZEBR A BEH S HOPTEE ClientIifg, RK H O T —&.,

Be & :

/] B

CONFIG_OPTEE CLIENT

// 1B SR, W RK312x. RK322x. RK3288. RK3228H. RK3368. RK3399
CONFIG OPTEE V1

// FPEMH, W RK3326. RK3308

CONFIG OPTEE V2

// % emMC ) RPMB AREFINTULAUTFE AL E, RS Msecurity/r X!
CONFIG_OPTEE_ALWAYS_USE_SECURITY_PARTITION

HEZEANIRZ) -
lib/optee clientApi/
5.17.2 [ 14 15 B3
I trust.img L AUR HI TA ThEg, 5 0JCi%OPTEE ClientsZ H..
5.17.3 # 0%

Optee client BXF)1E lib/optee client H3%k N, Optee Client Api i55% (TEE_Client API Specification-
V1.0 _c.pdf) .
T HHEA:  https:/globalplatform.org/specs-library/tee-client-api-specification/

HTOptee W ETANIVIRE, RKAEOptee client 3% [ H W ETATIREAIE: . #2155 W,
lib\optee clientApi\OpteeClientInterface.c, 0 B B 8 Sk S
include\optee include\OpteeClientInterface.h.

TR 5 APLEAT UL .

5.17.3.1 & A ¥
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WTFEOESFE LG ESEEaE (L ETR.

trusty read vbootkey hash ()

trusty write vbootkey hash()
trusty read vbootkey enable flag()
trusty write oem otp key()

trusty oem otp key is written()
trusty set oem hr otp read lock()

trusty oem otp key cipher ()

5.17.3.2 iR [F{&

FFR U, CLRAPIFREME, WA XAY (TEE Client APT Specification-V1.0 c.pdf) M
Return Codes %dﬁ‘o

5.17.3.3 trusty_read_vbootkey hash

uint32 t trusty read vbootkey hash(uint32 t *buf, uint32 t length);

Th e

BEHLOTPE eFuse ! [fIsecure boot public key[hashfH .
Semnebooﬂﬂﬁéiﬁﬁﬁ, ELRockchipiDeveloperiGuideisecureiBootiApplicationiNoteiENjU‘;‘i’lc

ZH

e [out] buf - #E L HU FThash buffer
o [in] length - FE A, HARSCRFIIIG A 5K B hsecure boot SCR A #E, K% Plword (32bits) A
LE¥AS

5.17.3.4 trusty_write_vbootkey hash

uint32 t trusty write vbootkey hash(uint32 t *buf, uint32 t length);

Thae

5 OTPEeFuse fsecure boot public key[Jhash{f, [F]Hf {if §Esecure boot flag, FF 5 secure boot.
Secure bootHH K 15, ﬁLRockchipiDeveloperiGuideisecureiBootiApplicationiNoteiENjitﬁo

ZH

e [in] buf - K5 A ffJhash buffer
o [in] length - WA K, FARSCRFIIG A 5K B Dhsecure boot SCRS N #HE, K Llword (32bits) -
LR DA

5.17.3.5 trusty_read_vbootkey_enable_flag

uint32 t trusty read vbootkey enable flag(uint8 t *flag);


af://n2406
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B Hsecure boot & 5 A AR &
Secureboodﬁiéiﬁﬁﬁ, ﬁLRockchipiDeveloperiGuideisecureiBootiApplicationiNoteiENjftﬁo

ZH

e [in] flag - 1 Byte, 13%7~H /5 secure boot, 0F/RKH.

5.17.3.6 trusty_write_oem_otp_key

uint32 t trusty write oem otp key(enum RK OEM OTP KEYID key id,
uint8 t *byte buf,
uint32 t byte len);

Th e

IS S BI45 € [FIOEM OTPIX 5.
OEM OTPHIMF<HE 1, W Rockchip Developer Guide OTP_CN XH%.

¥

e [in] key id - ¥ 5 ffkey id, BRIN T FF RK 0EM OTP KEYO - 3 JE4ANEEH, X Frv1126/v1109, i
4h Sz Fikey idN RK_OEM OTP KEY Fw [{1254H
RK_OEM OTP_KEY FW: Boot ROMf# % loaderftf FIfI%4, trusty oem otp_key cipher 3L
R X AN 85 BH 2 8010 55 B0 n i % 503 i % kernel image

e [in] byte buf - B3 %A

e [in] byte len - BASCEAHKE, *F Rk 0FM 0TP _KEY FW, byte lenf{ZFf16, *itFHAh#4H,
byte_len3 $716. 24, 32

5.17.3.7 trusty_oem_otp_key_is_written

uint32 t trusty oem otp key is written(enum RK OEM OTP KEYID key id, uint8 t

*value) ;

T

Pl P S D45 A F5E IOEM OTP[X 42k,
OEM OTPHIAH =454 1B, L Rockchip Developer Guide OTP CN A4,

ZH

o [in] key id - K25 fkey X ZE 5], BRINZHF RK 0EM OTP KEYO - 3 J4NEEH, X T
rv1126/rv1109, #i4M3Frkey_idy RK_OEM OTP KEY FW [ 4H.
o [out] value - HWTZ B EAEEAMY], 1FREEN, 0RRKREA.

IR [E
43R [1]{f A#define TEEC_SUCCESS 0x00000000F, valuefti 7 4 & X.

RK3588F G it 4 Wikey idfe 75 #zlock, # % Mikey id#lock M| £xik [A] #define
TEEC_ERROR_ACCESS_DENIED 0xFFFF000 145 1%

5.17.3.8 trusty_set_oem_hr_otp_read_lock


af://n2436
af://n2448
af://n2461

uint32 t trusty set oem hr otp read lock(enum RK OEM OTP KEYID key id);

Thae

BT EOEM OTPIX HffJread lockbr &, WEMIIG, ZIXEEEIEEHE, I HizXIH A E#CPU
WAEAAT L, W trusty oem otp key cipher 201 H %54
OEM OTPJAHICHF VLR, I, Rockchip Developer Guide OTP_CN e =R

&‘% 2% B [ key_idJ RK_OEM OTP KEYO Bi# RK_OEM OTP KEleﬁRK OEM OTP KEY2 fif, #

Rockch1p_Developer_Gulde_QTP_CN3t$§o

ZH

o [in] key_id - ¥4 ZL % B Mkey id, SZHF RK OEM OTP _KEYO - 3

5.17.3.9 trusty_oem_otp_key cipher

uint32 t trusty oem otp key cipher (enum RK OEM OTP KEYID key id,
rk cipher config *config,
uint32 t src phys_ addr,
uint32 t dst phys addr,
uint32 t len);

T g
#FEOEM OTPXIR M E ], $hAT cipher Ik 115 o
ZH

e [in] key id - #E A fkey id, BRINZHF Rk 0EM OTP RKEYO - 3, XFFrvl126/v1109, FishkF
RK _OEM OTP KEY FW

o [in] config - &yk. Bz, 4. iveE
Y HREAES, SM4
1, % HFECB/CBC/CTS/CTR/CFB/OFB

FEK Y FF16. 24, 32 Bytes, #72&rv1109/v1126° 76, FHKEN S HF16. 32, Hkey idA
RK_OEM OTP KEY FW I #EHKEMNZHE16

e [in] src_phys_addr - 7 iHE 4 Mbuffertil, SCFF5dst phys addefH [F], B S [t fg 2
* [out] dst_phys_addr - 11545 R buffertill:, HF Ssrc_phys_addrif [H]
o [in] len - f A% Edbuffer I Byte £ &, ZE3R 5 it H 502 block X 5%

5174 LERF

U-Boot 5 Optee /5 IIEHE FHBELZNE . FA @ TEEC AllocateSharedMemory () HIiE
RN, HEUCNED IM. A8 M W FI R IEAT 2 ki, e HHM

TEEC_ReleaseSharedMemory () BRIt =N

5.17.5 Wik fr 4
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ER: MK 2126 U-Boot fif 217
=> mmc testsecurestorage

ZI R H AP E AR 22 A S ThRe, A emme IR rpmb 5 security 73 X P Fh 2 417
itid7 3 A8 nand B R security 73 X %2 A7 fif -

5.17.6 & WA RITED

BAHKE] emme B nand WA . HIER A U-Boot & M/ DACE, Sl BT AR,

"TEEC: Could not find device"

BAH T security 47X . L ARPMBH K, 7 AL parameter.txt 5 X security 77 [X .

"TEEC: Could not find security partition"

H— A security 43 X BE4T 22 A7 B security 73 DX 3 AR VEBL AU 23 tH BAZ AT B

"TEEC: verify [%d] fail, cleanning ...."

LEAFE AL . R BB SR, B0 2 A R s E A M .

"TEEC: Not enough space available in secure storage !"

5.18 PClIe

5.18.1 FF R 40

FAIATE u-boot 3 2N BB BUMH] PCle,  IFAKILAAR N dts FC & -

L AEAESIRE&R NVME, FHEREYMGEMN, Frf G2 E XA NVME 1, JiiPL PCle A AgfiiH
u-boot [ dts FL &

2 MEREBRE, WSCFFMREERE, RVFBUEWIMG, BT u-boot HEAL S FF({ FH kernel dtb, Fi
PU# H boot.img H ] kernel dtb 1L B

3. u-boot M Bt PCle RC R %M mem 32bits range, 4i&H mem 64bits-pref %% [H]

5.18.2 HEZE X ¥

HEZRACAD:

./drivers/pci/*

./drivers/phy/*

WA
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drivers/pci/pcie dw rockchip.c

drivers/phy/phy-rockchip-snps-pcie3.c

menuconfig it & :

o INZHACE

Rockchip PCIeZk %) B I S HF1°F & 15 & Fpcie_dw_rockchip.c {4 H ) compatible & P, 40 SEXTIX AN )ik
PAEEN, EZSHEAN M sdk config Bt & .

CONFIG DM REGULATOR GPIO=y

CONFIG DM REGULATOR FIXED=y

CONFIG PCI=y

CONFIG DM PCI=y
CONFIG DM PCI_COMPAT=y

CONFIG PCI_PNP=y

CONFIG PCIE DW ROCKCHIP=y

CONFIG_PHY ROCKCHIP SNPS PCIE3=y
CONFIG_PHY ROCKCHIP NANENG COMBOPHY=y
CONFIG PHY=y

CONFIG CMD PCI=y

/ /TR INMNVMe 37 55

CONFIG NVME=y

CONFIG CMD NVME=y

//HINPCT e USB I ¥
CONFIG_USB_XHCI PCI=y

/ /% IEmbedded DTB ¥, HNEmbedded DTB ZHpfaHifg K/hEaE kK
CONFIG EMBED KERNEL DTB ALWAYS=y
CONFIG_SPL_FIT IMAGE KB=2560

5183 DTS E

In#k 7 kPRI
o flash + PCle NVMe XAF-f /758 IN%EK kernel dtb 22 R f# Ff PCle

o AMP HZEHFH PCle > #F: W% Embedded dtb 2 J51# ] PCle
o EAHMIE: INEk kernel dib 2 J51HH PCle

In#; kernel dtb 2 i F§ PCIe
@i 5% kernel DTB 74 i it B K% B uboot dtsi #HIEH 25, F¥48 M u-boot,dm-pre-reloc J& 1k -

o phy ftrl, WIRBINCHEATAM
e vece 3v3 it

* phy AL

o PEHIERTT A

DL RK3588 PCle3x4 N1l

diff --git a/arch/arm/dts/rk3588-u-boot.dtsi b/arch/arm/dts/rk3588-u-boot.dtsi
index 3fe8054aac..a8e2defbad 100644
--- a/arch/arm/dts/rk3588-u-boot.dtsi
+++ b/arch/arm/dts/rk3588-u-boot.dtsi
@@ -22,6 +22,28 Q@@
compatible = "rockchip, rk3588-secure-otp";
reg = <0x0 0xfe3a0000 0x0 0x4000>;
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}i

vcel2v _decin: vecl2v-dcin {
u-boot,dm-pre-reloc;
compatible = "regulator-fixed";
regulator-name = "vccl2v dcin";
regulator-always-on;
regulator-boot-on;
regulator-min-microvolt = <12000000>;
regulator-max-microvolt = <12000000>;

}i

vce3v3 pcie30: vecc3v3-pcie30 |
u-boot,dm-pre-reloc;
compatible = "regulator-fixed";
regulator-name = "vcc3v3 pcie30";
regulator-min-microvolt = <3300000>;
regulator-max-microvolt = <3300000>;
enable-active-high;
gpio = <&gpio3 RK PC3 GPIO ACTIVE HIGH>;
startup-delay-us = <5000>;

vin-supply = <&vccl2v_dcin>;

+ + + + + o+ + o+ o+ o+ A+ + o+ o+ o+ o+ o+ o+

}i

&firmware {
@@ -117,6 +139,19 @@
status = "okay";
}i

+&pcie30phy {

+ u-boot,dm-pre-reloc;

+ rockchip,pcie30-phymode = <PHY MODE PCIE AGGREGATION>;
+ status = "okay";

+}i

+

+&pcie3dx4d |

+ u-boot,dm-pre-reloc;
i reset-gpios = <&gpio4 RK PB6 GPIO ACTIVE HIGH>;
+ vpcie3v3-supply = <&vcc3v3 pcie30>;
+ status = "okay";
+1};
+
&uart2 {

u-boot,dm-spl;

status = "okay";

L RK3566 94

From b58a47956bbd03delfcef572fal6cdeea974e2a9 Mon Sep 17 00:00:00
From: Jon Lin <jon.lin@rock-chips.com>

Date: Thu, 9 Mar 2023 15:29:37 +0800

Subject: [PATCH] TEST: uboot: rk3566 evb2 vll: nvme

Change-Id: I87b3786a433691£3c385460fa8636291bce8ed9a
Signed-off-by: Jon Lin <jon.lin@rock-chips.com>

2001



arch/arm/dts/rk3568-u-boot.dtsi | 43 +++++++++++++++++++++++++++++++++
configs/rk3568 defconfig | 13 ++++++++++

2 files changed, 56 insertions(+)

diff --git a/arch/arm/dts/rk3568-u-boot.dtsi b/arch/arm/dts/rk3568-u-boot.dtsi
index a0678e35db..lab8ead4436 100644
--- a/arch/arm/dts/rk3568-u-boot.dtsi
+++ b/arch/arm/dts/rk3568-u-boot.dtsi
@@ -26,6 +26,27 Q@

cru rst addr = <0x£fdd20470>;

u-boot,dm-spl;

}i

dc_12v: dc-12v {
compatible = "regulator-fixed";
regulator-name = "dc 12v";
regulator-always-on;
regulator-boot-on;
regulator-min-microvolt = <12000000>;
regulator-max-microvolt = <12000000>;

}i

vce3v3 pcie: gpio-regulator
u-boot,dm-pre-reloc;
compatible = "regulator-fixed";
regulator-name = "vcc3v3 pcie";
regulator-min-microvolt = <3300000>;
regulator-max-microvolt = <3300000>;
enable-active-high;
gpio = <&gpio0 RK_PC2 GPIO ACTIVE HIGH>;
startup-delay-us = <5000>;
vin-supply = <&dc_ 12v>;

+ 4+ + + o+ o+ o+ + A+ o+ o+ A+ o+ o+ +

}:
b g

&psci {
@@ -386,6 +407,28 @@
status = "okay";

}i

+&pipegrf {

+ u-boot,dm-pre-reloc;
+ status = "okay";

+}i

+

+&pipe phy grf2 {

+ u-boot, dm-pre-reloc;
+ status = "okay";

+};

+

+&combphy2 psq {

+ u-boot,dm-pre-reloc;
+ status = "okay";

+7

+

+&pcie2xl {

+ u-boot, dm-pre-reloc;

+  reset-gpios = <&gpiol RK_PB2 GPIO ACTIVE HIGH>;



+ vpcie3v3-supply = <&vcc3v3 pcie>;
+ status = "okay";

+};

&pinctrl {
u-boot,dm-pre-reloc;

status = "okay";

fN# Embedded dtb 2 )5 1# ] PCle

u-boot THFEZ RN L dtb 775, %77 RRLHEoK [ kernel dtb AR LTy SR I EEm, AUIEBA WL SR 12
i %, % Embedded dtb SKRIFCA W AR dtb S0, EESLIRINR:

o Ymi% kernel [E4, AR HAR dtb A
e U-Boot JI'/& Embedded dtb it &

CONFIG_EMBED KERNEIL, DTB=y
CONFIG EMBED KERNEL DTB ALWAYS=y

CONFIG EMBED KERNEL DTB_PATH="./dts/rkH#imti - Hirk& . dtb™  # il
CONFIG_EMBED KERNEL, DTB PATH="dts/rk3588-evbl.dtb"

o ZniFEA N u-boot 515
e

o 7 AMP J7%, REJC PCle early init 753K, XIEA, HN T T AMP IN#HT7¢ i PCle £z,
R[22 DL R AN T AE 3 s AR Az PCle:

diff --git a/arch/arm/mach-rockchip/board.c b/arch/arm/mach-rockchip/board.c
index 979598ff7b..87d131el118 100644
--- a/arch/arm/mach-rockchip/board.c
+++ b/arch/arm/mach-rockchip/board.c
@@ -537,6 +537,11 Q@ int board init (void)
io domain init();
#endif
set _armclk rate();
+
+#ifdef CONFIG_PCI
+ pci init();
+#endif
+
#ifdef CONFIG DM DVFS
dvfs init (true);
#endif

In#X kernel dtb 2 J5 # F PCle
A] 2% A G B T "RK u-boot using kernel DTB i Bt J5 B o] HH: 2 H kernel DTB, AHECHY1E S7%

WAZPCleli & i 1 .
5.18.4 13 F =51

A4

5.18.4.1 PCle CMD
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## Chapter-5 PCI #2%, M crc BUFHINZEHNEA 0x00000000£0000000

=> pci enum

pcie@fel50000: PCIe Linking... LTSSM is 0Ox1
pcie@fel50000: PCIe Linking... LTSSM is 0x6
pcie@fel50000: PCIe Linking... LTSSM is 0x4

pcie@fel50000: PCIe Linking... LTSSM is 0x210023

pcie@fel50000: PCIe Link up, LTSSM is 0x230011

pcie@fel50000: PCIE-0: Link up (Gen3-x2, BusO0)

pcie@fel50000: invalid flags type!

pcie@fel50000: Config space: [0x00000000£0000000 - 0x00000000£0100000, size
0x100000]

## Chapter-5 FAATH B4

=> pci

BusDevFun VendorId Deviceld Device Class Sub-Class
00.00.00 0x1d87 0x3588 Bridge device 0x04
01.00.00 0x144d 0xa809 Mass storage controller 0x08

## Chapter-5 IR bus 01 BAFLIER
=> pci 01 long

Scanning PCI devices on bus 1

Found PCI device 01.00.00:

vendor ID = 0x144d
device ID = 0xa809
command register ID = 0x0006
status register = 0x0010
revision ID = 0x00

class code = 0x01 (Mass storage controller)
sub class code = 0x08
programming interface = 0x02

cache line = 0x08
latency time = 0x00
header type = 0x00

BIST = 0x00

base address 0 = 0x£0300004
base address 1 = 0x00000000
base address 2 = 0x00000000
base address 3 = 0x00000000
base address 4 = 0x00000000
base address 5 = 0x00000000
cardBus CIS pointer = 000000000
sub system vendor ID = 0x144d

sub system ID = 0xa801
expansion ROM base address = 0x00000000
interrupt line = Oxff
interrupt pin = 0x01

min Grant = 0x00

max Latency = 0x00

## Chapter-5 @78 bdf 01.00.00 %4 bar BuHihlk, REIRISER baro WS A EHbE
0x£0300000, size 0x4000,

=> pci bar 01.00.00

ID Base Size Width Type

0 0x00000000£0300000 0x0000000000004000 64 MEM



i
=>

Chapter-5 #H bdf 01.00.00 ¥4 crc Z[EEHE
pci d.w 01.00.00 0

00000000: 144d a809 0006 0010 0200 0108 0008 0000
00000010: 0004 £030 0000 0000 0000 0000 0000 0000
00000020: 0000 0000 0000 0000 0000 0000 144d a801
00000030: 0000 0000 0040 0000 0000 0000 01ff 0000

5.18.4.2 NVMe

##

##

Chapter-5 Kignvme FHH

nvme scan

Chapter-5 %' ¥|nvmeif %415 R
nvme details
Blk device 0: Optional Admin Command Support:
Namespace Management/Attachment: no
Firmware Commit/Image download: yes
Format NVM: yes
Security Send/Receive: no
Blk device 0: Optional NVM Command Support:
Reservation: yes
Save/Select field in the Set/Get features: yes
Write Zeroes: yes
Dataset Management: yes
Write Uncorrectable: yes
Blk device 0: Format NVM Attributes:
Support Cryptographic Erase: No
Support erase a particular namespace: Yes
Support format a particular namespace: Yes
Blk device 0: LBA Format Support:
Blk device 0: End-to-End DataProtect Capabilities:
As last eight bytes: No
As first eight bytes: No
Support Type3: No
Support Type2: No
Support Typel: No
Blk device 0: Metadata capabilities:
As part of a separate buffer: No
As part of an extended data LBA: No

Chapter-5 HE|—/256GBHINVMe, WIRAAFIHFR, TFEKHBEHIERLEIHE, TR,

nvme info
Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608
Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

Chapter-5 EHIDNOKInvme X &

nvme device 0

Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608

Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

is now current device
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## Chapter-5 ¥0x40000000NfF % BEL0x55aa55aa
=> md.l 0x40000000 1
40000000: d08ec033 3ooo
=> mw.l 0x40000000 Ox55aab5aa
=> md.l 0x40000000 1
40000000: 55aabb5aa .U.U

## Chapter-5 M0x40000000NFFIFEAH1 Molock®d, S5 ANVMERILBA OHuhk
=> nvme write 0x40000000 Ox0 Ox1

nvme write: device 0 block # 0, count 1 ... 1 blocks written: OK
## Chapter-5 K& F0x44000000 1%, HIIARIAHIE
=> md.l 0x44000000 1

44000000: ffffffff

## Chapter-5 MNVMefJLBA O#uhl, HHXIMMolock¥dE, S AMNAF0x44000000
=> nvme read 0x44000000 0x0 Ox1

nvme read: device 0 block # 0, count 1 ... 1 blocks read: OK
## Chapter-5 MHiA0x44000000 N TEEE 2 MNVMe skt [H] 3K 1]

=> md.l 0x44000000 1
44000000: 55aab5aa

5.18.4.3 RK3588 RC dma

=> pci

BusDevFun VendorId DeviceId Device Class Sub-Class
00.00.00 0x1d87 0x3588 Bridge device 0x04
01.00.00 0x1d87 0x356a 227 0x00

=> pci 1 long

Scanning PCI devices on bus 1

Found PCI device 01.00.00:

vendor ID = 0x1d87
device ID = 0x356a
command register ID = 0x0006
status register = 0x0010
revision ID = 0x01
class code = 0x12 (?727?)
sub class code = 0x00
programming interface = 0x00
cache line = 0x08
latency time = 0x00
header type = 0x00
BIST = 0x00
base address 0 = 0x£0400000 # BARO BRI cpu ik, T RK PCIe
KH cpu-BUS ——BRYS, FTLL bus addr H[FEME
base address 1 = 0x00000000
base address 2 = 0x0400000c
base address 3 = 0x00000000
base address 4 = 0x£0800000
base address 5 = 0x00000000
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cardBus CIS pointer 0x00000000

sub system vendor ID = 0x0000

sub system ID = 0x0000
expansion ROM base address = 0x00000000
interrupt line = Oxff
interrupt pin = 0x01

min Grant = 0x00

max Latency = 0x00

## Chapter-5 BAR CPU UjlAl, PIO jiH
md.l 0xf0400000 0x40

## Chapter-5 DMA read
mw.l 0x3c000000 Oxffffffff

dcache flush 0x3c000000 0x100 # flush
mw.l 0x£f538002c Ox1

mw.l 0xf5380300 0x4000008

mw.l 0xf5380304 0x0

mw.l 0xf5380308 0x100

mw.l 0xf£538030c 0x£f0400000

mw.l 0xf5380310 0x0

mw.l 0xf5380314 0x3c000000

mw.l 0xf5380318 0x0

mw.l 0xf5380030 0x0

dcache invalidate 0x3c000000 0x100

# invalidate

md.l 0x3c000000

## Chapter-5 DMA write
mw.l 0x3c000000 Oxffffffff
dcache flush 0x3c000000 0x100 # flush

mw.l 0x£538000c Ox1

mw.l 0x£f5380200 0x4000008
mw.l 0x£5380204 0x0

mw.l 0x£5380208 0x100

mw.l 0x£f538020c 0x3c000000
mw.l 0x£5380210 0x0

mw.l 0x£5380214 0x£f0400000
mw.l 0x£5380218 0x0

mw.l 0x£f5380010 0x0

md.1l 0x3c000000 0x40

LR

e dcache flush/clean ZZH < CONFIG CMD CACHE, ZRINCL R SZREANT -

commit bd46a8lal2dd4al5l4a6522e33a1dl6194£242d62
Author:
Date:

Joseph Chen <chenjh@rock-chips.com>
Wed Sep 28 01:36:45 2022 +0000
cmd:

cache: Add flush/invalidate dcache range support

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Id0e0cd9019072e8c557ebd2987b439057cb4ae3b

5.18.4.4 RK3568 RC dma
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=> pci

BusDevFun VendorId DevicelId Device Class Sub-Class
00.00.00 0x1d87 0x356a Bridge device 0x04
01.00.00 0x1d87 0x356a 2?7 0x00

=> pci 1 long

Scanning PCI devices on bus 1

Found PCI device 01.00.00:

vendor ID = 0x1d87
device ID = 0x356a
command register ID = 0x0006
status register = 0x0010
revision ID = 0x01
class code = 0x12 (2727?)
sub class code = 0x00
programming interface = 0x00
cache line = 0x08
latency time = 0x00
header type = 0x00
BIST = 0x00
base address 0 = 0xf0400000 # BARO MUUSH) cpu Hulit, HIF RK PCIe
KM cpu-BUS ——WUYS, FFLL bus addr AHFME
base address 1 = 0x00000000
base address 2 = 0x0400000c
base address 3 = 0x00000000
base address 4 = 0x£0800000
base address 5 = 0x00000000
cardBus CIS pointer = 0x00000000
sub system vendor ID = 0x0000
sub system ID = 0x0000
expansion ROM base address = 0x00000000
interrupt line = Oxff
interrupt pin = 0x01
min Grant = 0x00
max Latency = 0x00

=>

## Chapter-5 BAR CPU Ujldl, PIO jiH
md.l 0xf0400000 0x40

## Chapter-5 DMA read

mw.l 0x3c000000 Oxffffffff

dcache flush 0x3c000000 0x100 # flush
mw.l 0x£f638002c Ox1

0x£6380300 0x4000008

0x£6380304 0x0

mw.l 0x£f6380308 0x100

mw.l
1
1
mw.l 0x£f638030c 0x£f0400000
1
1
1

mw .

0x£6380310 0x0

0x£f6380314 0x3c000000

mw.l 0xf6380318 0x0

mw.l 0xf£6380030 0x0

dcache invalidate 0x3c000000 0x100 # invalidate
md.l 0x3c000000

## Chapter-5 DMA write



mw.l 0x3c000000 Oxffffffff

dcache flush 0x3c000000 0x100 # flush
mw.l 0x£f638000c Ox1

0x£6380200 0x4000008

0x£6380204 0x0

0x£6380208 0x100

0x£638020c 0x3c000000

mw.l
1
1
1
mw.l 0xf6380210 0x0
1
1
1
1

mw.
mw .

mw .

0x£6380214 0x£0400000
0x£6380218 0x0
0x£6380010 0x0
0x3c000000 0x40

mw .
mw .
mw .

md.

Ut B :
e dcache flush/clean ZZHF < CONFIG CMD CACHE, ZRINCL R SCREAAT -
commit bd46a8lal2dd4al514a6522e33a1dl16194f242d62

Author: Joseph Chen <chenjh@rock-chips.com>
Date: Wed Sep 28 01:36:45 2022 +0000

cmd: cache: Add flush/invalidate dcache range support

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Id0e0cd9019072e8c557ebd2987b439057cb4ae3b

5.18.5 & W 1a] & 43 v

RK3568 Linux5.10 uboot 3% 7 PCIE ASPM 77 Rt

BRINFE I 28 OV 55 ] ASPM SCEF, Hiih PCle3x2 uboot shell T a4 75 %
pci display.l 20.00.00 0x80 1
H:dr BITS[1:0] PCIE_CAP_ACTIVE_STATE LINK_PM_CONTROL:

Values:

0x0 (DISABLED) : Disabled

Ox1 (LOS_ENTRY EN): LOs Entry Enabled

Ox2 (L1 _ENTRY En): L1 Entry Enabled

0x3 (LOS L1 ENTRY EN): LOs and L1 Entry Enabled

N

RC DMA ¥ ] FPGA [R #l
FPGA F K3 % B BAR Vi [ A A [E1F I .

o IR AR E R memory read/write TLP 4
43 % & AN 3 FF 4Bytes memory read/write TLP £

Bt LMY 7 #F 4Bytes memory read/write TLP 53X :

e CPU ¥jii] BAR Z[a] IEH
e RC DMA Kigiid 4B address &5 5 115 R & HIUAF I error, LA ca abort
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## Chapter-5 RK3568 DMA read ca abort 58
=> md.l 0xf63800b8 1
£63800b8: 00000100

HAb B -

o PMULZE R, PCle Pr AR ] TLP trigger, ANi%f8H memory trigger, 50 error f5 A
cpl Toikfilk

o PREERAMNEEI#T 4B length (1 tlp 13K 5 PCle XF MR 1175 il %2R, S5 ca abort, {HEAKFE R
SN T B AT

5.19 Pinctrl

5.19.1 HEZE 7 #F

pinctr]l BXZ{# F pinctrl-uclass HEZEFIbR#ER: D .

Be & -

CONFIG_PINCTRL_GENERIC
CONFIG PINCTRL ROCKCHIP

HEZEACH
./drivers/pinctrl/pinctrl-uclass.c
UEEAMER

./drivers/pinctrl/pinctrl-rockchip.c

5.19.2 MO

int pinctrl select state(struct udevice *dev, const char *statename) /] WEIR
7N
=
int pinctrl get gpio mux(struct udevice *dev, int banknum, int index) // PRHECR
=

7Ry

pinctrl #EZL2:7E %/ Ndriver probe B MAEZE H sl A H % & "default™ R4S, P — B 75 EiH A pinctrli .,

5.20 Pmic/Regulator

5.20.1 HEZE 7 ¥

PMIC/Regulator X5/ {# Fi pmic-uclass. regulator-uclass 32 bR ERE 0 o

PMIC #:
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rk805/rk808/rk809/rk816/rk817/rk818
Regulator 37 #F:
rk805/rk808/rk809/rk816/rk817/rk818/syr82x/tcs452x/fan53555/pwm/gpio/fixed
L&

CONFIG DM PMIC
CONFIG_PMIC CHILDREN

CONFIG PMIC RK8XX // EHT B AT A RKSXX RISy
CONFIG DM REGULATOR

CONFIG_REGULATOR PWM

CONFIG_REGULATOR RK8xX  // &7 HEIFTARKSXX R
CONFIG_REGULATOR FAN53555

HEZRACHD :

./drivers/power/pmic/pmic-uclass.c

./drivers/power/regulator/regulator-uclass.c
KB A

./drivers/power/pmic/rk8xx.c
./drivers/power/regulator/rk8xx.c
./drivers/power/regulator/fixed.c
./drivers/power/regulator/gpio-regulator.c
./drivers/power/regulator/pwm regulator.c

./drivers/power/regulator/fan53555 regulator.c

5.20.2 MO

// 3Hlregulator. @platname: “regulator-name”f&EM A, W: vdd arm. vdd logic;

int regulator get by platname(const char *platname, struct udevice **devp);

// AERE/ KA

int regulator get enable(struct udevice *dev);

int regulator set enable(struct udevice *dev, bool enable);

int regulator set suspend enable(struct udevice *dev, bool enable);

int regulator get suspend enable(struct udevice *dev);

// BCE /RIS

int regulator get value(struct udevice *dev) ;

int regulator set value(struct udevice *dev, int uV);

int regulator set suspend value(struct udevice *dev, int uV);

int regulator get suspend value(struct udevice *dev);

5.20.3 init & [E

H #rA mFh 7 R Mregulator i B WL H RS, ATHR 2 IR E regulator-boot-on :


af://n2644
af://n2646

° ﬁﬂﬁi regulator-min-microvolt il regulator-min-microvolt ?y*ﬁﬁﬂﬂi;

o L regulator-init-microvolt = <...>

vdd arm: DCDC REGL {
regulator-name = "vdd arm";
regulator-boot-on; // AN E
regulator-min-microvolt = <712500>;
regulator-max-microvolt = <1450000>;
regulator-init-microvolt = <1100000>; // BEYEEENL. 1v

5.20.4 Bk ¥ dE 1L

TSR AR B IS B B regulator FIWIGRAL, FI3EAN regulator-loader-ignore »

vdd arm: DCDC REG1 {

regulator-name = "vdd arm";

14

regulator-loader-ignore; // XX U-BootkirBHiregulator¥IIHH AL, kernel LA

5.21 Reset

5.21.1 EEZE i

reset IXZ1# FH reset-uclass.c HEZEFIFR#ERE D . RK 4 Freset HISEF /24T CRU 2 E A7 .

Be & :

CONFIG DM RESET
CONFIG_RESET ROCKCHIP

HEZEARRY :
./drivers/reset/reset-uclass.c
IXB AR :

./drivers/reset/reset-rockchip.c

5.21.2 MREEO
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// W resetf il

int reset get by index(struct udevice *dev, int index, struct reset ctl

*reset ctl);

int reset get by name(struct udevice *dev, const char *name,
struct reset ctl *reset ctl);

// B reset

int reset free(struct reset ctl *reset ctl);

// ERreset

int reset request(struct reset ctl *reset ctl);

// ik reset. Fillreset

int reset assert(struct reset ctl *reset ctl);

int reset deassert(struct reset ctl *reset ctl);
ol

struct reset ctl reset ctl;

ret = reset get by name(dev, "mac-phy", &reset ctl);
if (ret) {
debug ("reset get by name() failed: $d\n", ret):;

return ret;

ret = reset request (&reset ctl);
if (ret)

return ret;

ret = reset assert(&reset ctl);
if (ret)

return ret;

ret = reset deassert (&reset ctl);
if (ret)

return ret;

ret = reset free(&reset ctl);
if (ret)

return ret;

5213 DTS ECE

U-Boot BRiAJE HresetThfg, P R BTSN 55 A48 @ BHEEI reset X GBI 7]

/7
reset-names = <name-string-list>

resets = <cru-phandle-list>

%11 gmac2phy:
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gmac2phy: ethernet@ff550000 ({
compatible = "rockchip, rk3328-gmac";

// FEEreset/@iE
reset-names = "stmmaceth", "mac-phy";

resets = <&cru SRST GMAC2PHY A>, <&cru SRST MACPHY>;

5.22 Rng

5.22.1 HEZR S #F

RNGH] T SEHUEE I BE L E D RE -
HEZRARS :

./drivers/rng/rng-uclass.c
IXBAD :

./drivers/rng/rockchip rng.c
Be & :

CONFIG DM RNG=y
CONFIG_RNG_ROCKCHIP=y

5.22.2 RO

// Qbuffer: {RAFHENIEH
// @size: BEMEKE, H{7: byte

int dm rng read(struct udevice *dev, void *buffer, size t size)

5223DTSECE

A NRNG 2 Cryptoffi AR (I D g 2 —, FTLARNG TS 5 R Crypto i s —FEA V1/22 58 RNGHI A
compatible 7 B P Fili :

compatible = "rockchip,cryptovl-rng";

compatible = "rockchip,cryptov2-rng";

SEEAT S AL B 1 S rv1126.dtsi. 1k3568.dtsi. rk3399.dtsi&sE A

5.23 Spi
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5.23.1 HEZE S #F

HEZRAED :
./drivers/spi/spi-uclass.c
Dl AMER
./drivers/spi/rk _spi.c
menuconfig Fit & :

CONFIG_ROCKCHIP SPI=y
CONFIG _CMD SPI=y

5.23.2 RO

Jinclude/spi.h

// WIEEAERN, sPT KZL
struct spi slave *spi setup slave(unsigned int bus, unsigned int cs, unsigned

int max hz, unsigned int mode);

/7 REBO\RIBUS 28
int spi claim bus(struct spi slave *slave);

void spi release bus(struct spi slave *slave);

/) EHEEEN
int spi xfer(struct spi slave *slave, unsigned int bitlen, const void *dout,
void *din, unsigned long flags);
int spi_write then read(struct spi_ slave *slave, const u8 *opcode,
size t n opcode, const u8 *txbuf, u8 *rxbuf,

size t n buf);

5233DTSHCE

&spil {
u-boot,dm-pre-reloc;

status = "okay";

5.23.4 Vi =51

@S drivers/power/power spi.co

TR B 2% demo:

static u32 spi bus_ test (int bus, int cs)


af://n2691
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struct spi slave *spi slave;
u32 tx data, rx data;

int ret;

#ifdef CONFIG DM SPI
struct udevice *dev;

char name[30], *str;

snprintf (name, sizeof (name), "generic %d:%d", bus, cs);
str = strdup (name) ;
if (!str)
return -ENOMEM;
ret = spi get bus_and cs(bus, cs, 50000000, SPI MODE 0, "spi generic drv",
str, &dev, é&spi_slave);
if (ret)
return ret;
#else
spi slave = spi setup slave(bus, cs, 50000000, SPI MODE O0);
if (!spi slave) {
/*
* Invalid bus 1 (err=-19) means that spil is disabled in dts
* Invalid chip select 1:0 (err=-19) means that there is no dev under
spil bus in dts
* check it in uboot dtb or kernel dtb(if is enabled)
*
* btw, spi get bus and cs support no sub dev operation but
spi_ setup slave can't
*/
return -ENODEV;
}
#endif

if (spi claim bus(spi slave))
return -ENODEV;

tx data = 0x12345678;

ret = spi xfer(spi slave, 32, &tx data, &rx data, SPI XFER BEGIN |
SPI_XFER_END) ;

spi release bus(spi slave);

pr_err("%$s succuss\n", _ func_ );

return ret;

R

o spi SMRSCRRIEIE dts WA T ALY spi-max-frequency JEVEFR E %, WICRHE
spi_get bus_and_cs/spi_setup_slave B &4 15 2 i %

5.23.5 Wik Ay &

{FFH cmd_spi #Ho%4
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sspi 3:0.0 24 AAA # bus3:cs0:mode0 fEHIKIE N24bits BN "ARA"

5.23.6 % W15 & 4 A

Ql: WAFES?

Al: AERIAKT R iomux Al clock A& L& A3 .

Q2: RK3399 cmd_spi 5% ?

A2: cmd M BEBRIAE Fkernel dtb, 1EHIIA kernel tk3399.dtsi aliases #& 755 #H M. spi 6 7E

Q3: SPI N4 spi_setup_slave I ?

A3: SPIbus i S EH W &4 AEIEH spi_setup_slave, {H u-boot A bus #2ft driver A spi_generic_drv ff

FrifE dev, BE& 4N generic 1:0, A spi_setup slave /B AZ B & B AT,
Q4: AN uboot BB spi A ?
Q4: FJFF debug FFx:

= u-boot-release git: (next-dev) X gd drivers/spi/rk spi.c
diff --git a/drivers/spi/rk spi.c b/drivers/spi/rk spi.c
index 836b9%4a2d4ec..8aaab51b%e84 100644

--- a/drivers/spi/rk_spi.c

+++ b/drivers/spi/rk spi.c

@@ -24,6 +24,8 Q@a@

DECLARE GLOBAL DATA PTR;

+#undef DEBUG

+#define DEBUG 1
/* Change to 1 to output registers at the start of each transaction */
#define DEBUG RK SPI 0

PA emd/spi.c Ml 77, S8 debug log 18

=> sspi 0:0.0 24 AAA

rockchip spi ofdata to platdata: base=f£f500000, max-frequency=50000000,
deactivate delay=0 rsd=0

rockchip spi probe: probe

rockchip spi probe: rate = 200000000 3] 2 T AE R g

spi speed 50000000, div 4 #io WP, io WHehHfEHIRE TIERE 2 40

t

rockchip spi xfer: dout=07£d640c, din=07fd63ec, len=3, flags=3
activate cs0

deactivate cs0

000000

5.24 Storage

TG IR BT FH AR HE A AE LS, P53 BLK EA T E X R2% . HE L HREME R
eMMC. Nand flash. SPINand flash. SPI Nor flash, H flash fH<HIHELE W«
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FEX T At

_ . FEXHF
TR FR RO F K flash HE 42 & RS
bV Fith eyt T
. MLC FAT.
kmand 7 e drivers/rkand drivers/rkand block ™ pxr
rivers/rkan ivers/rkan . \
kS W
Nand SquashFS
, SLC FAT.
riflash 77 Nand drivers/rkflash drivers/rkflash block EXT
and. rivers/rkflas rivers/rkflas . N
ES B
SPI Nand SquashFS
rkflash J5 block
2 (SPI . . g SquashFS.
SPI Nor drivers/rkflash drivers/rkflash
Nor % mtd JFFS2
) B
SLC Nand SLC mtd
. drivers/mtd/nand/raw drivers/mtd/nand/raw . UBI
VAR SYIES Nand W
SPINand o Nand  drivers/spifrockehip._sf drivers/mtd/nand/ md gy
o an rivers/spi/rockchip_sfc.c rivers/mtd/nand/raw .
TRET% BE
mtd
5
SPI Nor . . ) . . SquashFS.
. SPI Nor drivers/spi/rockchip_sfc.c drivers/mtd/spi mtd
WIS JFFS2
block
W
Wi B -

1. rkflash 5 JFJ§ 77 %7 5¢F Nand flash SRR X HITET: rkflash 22/ rk ftl (Flash Transfer
Layer) {EAFEIRSN, TR S il 3520 WK T S04 240 3 9 1) flash B EE, 4140 UBI
ARG SRS B, BRI 72506 5 Nand flash (130 R Gl .

5.24.1 HEZR 7 #F

rknand

rknand /15 K45 & Nand flash W& T T IAE# K], i83d Nande host 55 Nand flash device #15, £
fR3E F iR R 2% (RKNandFlashSupportList) , 3@ BL T Bk .

e SLC. MLC. TLC Nand flash

T & -
CONFIG_RKNAND
GXEh A
./drivers/rknand/

rkflash

/i


af://n2783

rkflash 2% % /NS B AAE I8 & BTt 764 9% 3l,  F A Nand flash 757 72 3id Nandc host 5
Nand flash device J815 58 /%, SPI flash F) 32 £F & SFC host 55 SPI flash devices 15 ek, HAAKIE H i
ik AIZ% (RK SpiNor and SLC Nand SupportList) , & PLF Bk

e 128MB. 256MB #1 512MB H] SLC Nand flash
e 4> SPI Nand flash
e #B4y SPI Nor flash JFiki

Be & :

CONFIG_ RKFLASH

CONFIG RKNANDC NAND /* /NEEIF[Nand flash */

CONFIG RKSFC NOR /* SPI Nor flash */
CONFIG RKSFC_ NAND /* SPI Nand flash */
PR LA
./drivers/rkflash/
e

1. SFC (serial flash controller) #& Rockchip A i {# 52 #F spi flash AT 11 & AR,
2. T rknand 3XZ)) 5 rkflash 35} Nand ARG il #1550 A2, Frbk

e CONFIG_RKNAND 5 CONFIG RKNANDC NAND A [ fic &
e CONFIG_RKNAND 5 CONFIG_RKSFC_NAND A~ g [l At &

MMC & SD

MMCAHZ BER, il eMMC; SDAE— e T2 SRR INIAZ 88 13 —RI8 12 % %« fErockchip
&, ENFHEH—A dw_mmc #iilgs (B Trk3399, rk3399pro) -

=%

CONFIG_MMC_DW=y
CONFIG MMC DW ROCKCHIP=y
CONFIG CMD MMC=y

IXBH A
./drivers/mmc/

SLC Nand & SPI Nand & SPI Nor JF 5 7 £

T IR AL X AT 56 3% J UBI SCHF R G WATHE, RK W583% flash 45 &8 2 THEAIS 7%, HITUR
J7 & BRNIEH] pre loader 9 SPL HIRZh 75 %, BT LAKHES ML B #0245 & SPL A RHC B R 58 M.

[LWh-&

// MTD BXB)Z

CONFIG MTD=y
CONFIG_CMD MTD BLK=y
CONFIG_SPL_MTD SUPPORT=y
CONFIG_MTD BLK=y
CONFIG_MTD DEVICE=y



// spi nand Xzl

CONFIG_MTD SPI_NAND=y
CONFIG_ROCKCHIP SFC=y

CONFIG SPL_SPI_FLASH SUPPORT=y
CONFIG SPL_SPI_SUPPORT=y

// nand RBENZHF

CONFIG NAND=y

CONFIG CMD NAND=y

CONFIG_NAND_ROCKCHIP=y /* NandC v6 A[##fi TRM NANDC->NANDC_NANDC VER ZfFasifiil,
0x00000801 */

//CONFIG_NAND ROCKCHIP V9=y /* NandC v9 A[{# TRM NANDC->NANDC NANDC VER %172
I\, 0x56393030, fllN: RK3326/Px30 AULARA */

CONFIG_SPL_NAND SUPPORT=y

CONFIG SYS NAND U BOOT LOCATIONS=y

// nand page sizefgEIHESIR/NE N, WRMHHARERNTET512MBHINAND, — TR EAE N4096
#define CONFIG_SYS NAND PAGE SIZE 2048

// spi nor WKzhZHF
CONFIG_CMD_SF=y
CONFIG_CMD_SPI=y

CONFIG_SPI FLASH=y

CONFIG SF_DEFAULT MODE=0x1
CONFIG_SF DEFAULT SPEED=50000000
CONFIG_SPI FLASH GIGADEVICE=y
CONFIG_SPI FLASH MACRONIX=y
CONFIG_SPI_FLASH WINBOND=y
CONFIG_SPI_FLASH MTD=y
CONFIG_ROCKCHIP_ SFC=y

CONFIG SPL_SPI_SUPPORT=y
CONFIG_SPL_MTD_ SUPPORT=y
CONFIG_SPL_SPI_FLASH SUPPORT=y

B4 rkflash/rknand 25t & -

CONFIG_ RKFLASH=n
CONFIG_RKNAND=n

IR SCA
./drivers/mtd/nand/raw //SLC Nand EIKzN K& IMLE
./drivers/mtd/nand/spi //SPI Nand WhilZE
./drivers/spi/rockchip sfc.c //SPI Flash FE#IKZ)
./drivers/mtd/spi //SPI Nor MhilJZ

5.24.2 HREO

FAEIRBN T 45 O HEBIBLKZ , T ATE 1 (T A A i 08 1o 4n 7 43¢ 11 0 )«
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/] IREAF A A
struct blk desc *rockchip get bootdev (void)

// ViEEn

unsigned long blk dread(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, void *buffer)

unsigned long blk dwrite(struct blk desc *block dev,

unsigned long blk derase(struct blk desc *block dev,

lbaint_t blkent)

5.24.3 KB X 5

U-Boot =4 7iil J7 247 fifs A PR Ty St AT X 7

o JEMIIHAE devtype Ml devnum XM FRFE
o JEIYHT struct blk desc gtk (RIRD) I if type 1 devnum ¥ RAFER,

devtype
mmc
mmce
mtd
mtd
mtd
rknand
spinand
spinor

nvme

if type

IF_ TYPE MMC

IF_ TYPE MMC
IF_TYPE MTD
IF_TYPE MTD
IF_ TYPE MTD
IF_ TYPE RKNAND
IF_TYPE SPINAND
IF_ TYPE SPINOR

IF_TYPE NVME

devnum

FhERE
eMMC
SD card
Nand

SPI Nand
SPI Nor
Nand

SPI Nand
SPI Nor

SSD

lbaint t start,
lbaint t blkcnt, const void *buffer)
lbaint t start,

wH

mtd FFJE T %
mtd FFJE T %
mtd JFETT &
rkflash 5 %
rkflash 75 %

rkflash 5%
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devtype if_type

scsi IF_ TYPE SCSI
5.24.4 DTS it B
€B4B4CEE%§:

// rkxxxx.dtsifCE
dwmmc@f£390000 {

compatible =

emmc :

reg =
max-frequency = <150000000>;
clocks = <&cru HCLK EMMC>,

<gcru SCLK_EMMC_ DRV>,

clock-names = "biu", "ciu", "ciu-drv",
fifo-depth = <0x100>;
interrupts = <GIC SPI 53 IRQ TYPE LEVEL HIGH>;

status = "disabled";

}i

// rkxxxx-u-boot.dtsi
sgemmc |
u-boot,dm-pre-reloc;

status = "okay";

// rkxxxx.dts
gemmc {
bus-width = <8>;
cap-mmc-highspeed;
mmc-hs200-1 8v;
supports—emmc;
1Ak
disable-wp;

non-removable;

T
num-slots = <1>;
status = "okay";
}i
Nandc fit & :
&nandcO {

u-boot,dm-pre-reloc;

status = "okay";

#address-cells <1>;

#size-cells = <0>;

nand@0 {
u-boot,dm-pre-reloc;
reg = <0>;

nand-ecc-mode

"hw_ syndrome";

devnum

"rockchip, px30-dw-mshc",
<0x0 O0xf£f390000 0x0 0x4000>;

//
//
//
//

//
//

//

TR By

SATA -

"rockchip, rk3288-dw-mshc";
// Bhld A Fdsbase address MK
// eMMCH B B N 50MHZ , ML E NeMMC
// HS200f%, Zmax-frequencydRl

<&cru SCLK EMMC>,
<&cru SCLK EMMC SAMPLE>;

/) A AT N Bh S
// ¥ 2R 4

// fifolRfE, ERINFLE
// R E

"ciu-sample";

BB R AT T8

PR RSS2 Ffhighspeed mmc

X FFHS200

PRIR LIRS veMmmvcThRE, AT, HITCIERIGE

T EEwpE R, fFEE

R ZATE N AT B e . BRI AR N

ERBVSEIR i
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nand-ecc-strength = <16>;
nand-ecc-step-size = <1024>;

}i

SFC Bt & :

&sfc {

u-boot,dm-pre-reloc;

status = "okay";

spi nand: flash@0 {
u-boot,dm-spl;
compatible = "spi-nand";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;

}i

spi nor: flash@l {
u-boot,dm-spl;
compatible = "jedec, spi-nor";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;

Cl

T

1. R R A, u-boot N HF spi-tx-bus-width = <1> [{]—2& SPI flash 1% %;

5.24.5 XU EY B

V4% % Rockchip Developer Guide Dual Storage CN.pdf 3 #4.

5.24.6 & W, 15 fE 4 #r

Q1: Al Y BE A A TF R 77 & FSPI/SFC F5 il 25 4 th oyl e 4315 2

Al: WE tkxxxx-u-boot.dtsi H sfc 75 55 & F 17 51 spi-max-frequency JEYEE, FHIRHATLRIMTi%
%, SRJETT IR IRBN 1) debug 15 2.:
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diff --git a/drivers/spi/rockchip sfc.c b/drivers/spi/rockchip sfc.c
index 939b48e377c..62a425a29f4 100644

--- a/drivers/spi/rockchip sfc.c

+++ b/drivers/spi/rockchip sfc.c

@@ -790,7 +790,7 QR static int rockchip sfc set speed(struct udevice *bus, uint

speed)
sfc->cur speed = speed;
sfc->cur real speed = clk get rate(&sfc->clk);
= dev_dbg (sfc->dev, "set freq=%dHz real freg=%dHz\n",
+ dev_err (sfc->dev, "set fregq=%dHz real freg=%dHz\n",
sfc->cur speed, sfc->cur real speed);
#else

dev_dbg (sfc->dev, "sfc failed, CLK not support\n") ;

5.25 Thermal

5.25.1 HEZR 7 ¥

Thermal ] T3k A tsade KA R HE i L, BRINSREUA 2 CPUIRE -

SRS
./drivers/thermal/thermal-uclass.c
IXzh A
./drivers/thermal/rockchip thermal.c

Be & :

CONFIG DM THERMAL=y
CONFIG_ROCKCHIP THERMAL=y

5252 MO

// @temp: PRAFIRIE]HHEE

int thermal get temp(struct udevice *dev, int *temp)

5.25.3 DTSEC B

P AZ K dts— BCERIA AR A S BE e B AN e

5.26 Uart

serial { ] serial-uclass.c HEZEFIbRIERE T, H AT F 22 UART debugfEfEH .
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=%

// fERERCE
CONFIG_DEBUG_UART
CONFIG SYS NS16550

/] SHIE
CONFIG_DEBUG UART BASE
CONFIG DEBUG UART CLOCK
CONFIG_BAUDRATE

HEZEAAYS
./drivers/serial/serial-uclass.c
IR AAG

./drivers/serial/nsl16550.c

5.26.1 L 5 ¥

P T 3 U-Boot B BXIUART debug JiFEW F Cuart2 B -

¢ CONFIG ROCKCHIP PRELOADER SERIAL %@ H

® board debug uart init() HALHE vartiomux (FE: FLEFEHAMO. ml. BAEAE ) ;
* Dboard debug uart init() HECE vart clock , RIER£PJFZ 24Mhz;

o defconfig BT CONFIG BAUDRATE ;

o defconfig ¥ ¥ CONFIG DEBUG UART BASE ;

e U-Boot vart 15 s i34 0 2 > 2@ M Jf HAERE:

guart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

}i

o U-Boot chosen 7 /5 148 & stdout-path:

chosen {
stdout-path = &uart2;
}i

5.26.2 &5 E #

Pre-loader serial /& SZHLAT 2% [ {4 3 £ UART debug FC & FIHLE], X LE[E - fFE: ddr. miniloader. bl31.
op-tee. U-Boot. [JRF: HifF BB ddr bin Fl & 47 UART debug J Hi#id ATAGS (&S HLHEH AL 8 T
¥, FHHEFIRE UART debug Be & 3T EH CRNEHE kernel)

FA P AT LU & e ddr bin B 1) TG 2 SEILUART debugff) 425 &, SDIR:

DDR bin i B
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rkbin @ HEEAE T TR EEAFKZSE, G 1.

tools/ddrbin_ tool
tools/ddrbin param.txt
tools/ddrbin_tool user guide.txt

U-Boot it B
1 ffREAC & .

CONFIG_ROCKCHIP PRELOADER SERIAL // CIAERINIIRE

2 rkxx-u-boot.dtsi HF A H B vart 75 A0 _EJE M “u-boot,dm-pre-reloc;”;
3 aliases 37 serial jil %, K NU-Boot/&if it aliaestk F) H 51 M HVI B E 1

BUn: /arch/arm/dts/rk1808-u-boot.dtsi BN T 77, JNFTA uvart R4

aliases {
mmc0 = &emmc;

mmcl = &sdmmc;

// WBZREIE 44

serial0 = &uartO;
seriall = &uartl;
serial2 = &uart2;
serial3 = &uart3;
seriald = suarté;
serialb = &uarth;
serial6 = &uart6;
serial7 = &uart7;

// A Mu-boot , dm-pre-reloc/E itk
sguart0 {
u-boot,dm-pre-reloc;
}i
&uartl {
u-boot,dm-pre-reloc;
}i
sguart2 |
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";
i
suart3 {
u-boot,dm-pre-reloc;
}i
&uartd |
u-boot,dm-pre-reloc;
i

5.26.3 < FAFTE
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CONFIG DISABLE CONSOLE=y

5.26.4 HHREO

// UART debug$i[

void putc(const char c);

void puts(const char *s);

int printf (const char *fmt, ...);

void flushc (void) ;

// BRAMEIEAE D Re M M UuARTHE L

int serial dev getc(struct udevice *dev);

int serial dev_ tstc(struct udevice *dev);

void serial_dev_putc(struct udevice *dev, char ch);

void serial dev puts(struct udevice *dev, const char *str);
void serial dev setbrg(struct udevice *dev, int baudrate);

void serial dev clear(struct udevice *dev);

5.27 USB

U-Boot USB: E il fiDevcie. Host. PHYFMUSBAMEIREN JLEB7y, A& 5K R4 FR & 584 BIHELE A
B R E A Sy A B &

5.27.1 BEZE S #F

Device

Device: T GadgethEZE CMEH DM _USB) , — ML & ArockusbElifastbootti =z, T4 AL
U845, rockusb P FETFUMSHRL, FHORASHLZ LIHOOK AT /7 ik AN BIUMSHEZE 1, B ARk 1] S Frockusb
IR S I

HEl, USB Devicels#l|#5EDWC2HDWC3FHFl, BH —300H RefE it h—MOTGIE 2%, Fril
CONFIGH X 75 {5 B — R il S5 AR S e BRI AT, EAAOR IR % 1) 2% 75 22 )t iy TRMBR ockehip USBFF
RAGH -

BeE

CONFIG_USB=y

// gadgetfC &

CONFIG_USB_GADGET=y

CONFIG_USB_GADGET MANUFACTURER="Rockchip"
CONFIG_USB_GADGET VENDOR NUM=0x2207

CONFIG USB_GADGET PRODUCT NUM=0x330a // M4t 1D &
CONFIG_USB_GADGET VBUS DRAW=2

CONFIG USB_GADGET DUALSPEED=y

// rockusblLE

#define CONFIG USB FUNCTION MASS STORAGE // fiTinclude/configs/rkxxx common.hH
CONFIG USB_GADGET DOWNLOAD=y

CONFIG CMD ROCKUSB=y
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// DWC3¥E il a3l &
CONFIG_USB_DWC3=y
CONFIG USB_DWC3 GADGET=y

// DWC2¥% | 43l &
CONFIG_USB_GADGET DWC2_ OTG=y

HEZRACHY

// gadgettEZ
drivers/usb/gadget/g dnl.c
drivers/usb/gadget/g dnl.c
drivers/usb/gadget/config.c
drivers/usb/gadget/epautoconf.c
drivers/usb/gadget/usbstring.c

drivers/usb/gadget/f mass storage.c

B :

// rockusb
cmd/rockusb.c

drivers/usb/gadget/f rockusb.c

// controller
drivers/usb/gadget/dwc2 udc otg* // dwc2 OTGIEHi#k
drivers/usb/dwc3 // dwc3 OTGIEHI#E

Host

Host4% il #3 (W #5OHCI, EHCIMIXHCI, HHxHCIF]SZRFUSB3 4, (HIFAIEFTA 18 7 5 4 lixHCI
et %, BAREE S T B S R A TRME R ockchip USBIT R 16 7S . HostdZ il %3 UK 5 4 548
UPSTREAMARHS Jf-7F JGDM_USBECE , K HHostI & 32 2 /& 1 il 48 X B DTS & FL T4 -

W=

CONFIG USB=y
CONFIG DM USB=y

// xHCI

CONFIG _USB HOST=y
CONFIG USB XHCI HCD=y
CONFIG _USB XHCI DWC3=y
CONFIG_USB DWC3 GENERIC=y

// EHCI
CONFIG _USB EHCI HCD=y
CONFIG USB _EHCI GENERIC=y

// OHCI
#define CONFIG USB _OHCI NEW // fiTinclude/configs/rkxxx_ common.hH
#define CONFIG_SYS USB OHCI MAX ROOT PORTS 1

CONFIG_USB_OHCI_ HCD=y
CONFIG USB_OHCI_ GENERIC=y

HEZRARAD :



// HEZEAY
cmd/usb.c

drivers/usb/host/usb-uclass.c

// EHCI
drivers/usb/host/ehci-generic.c

drivers/usb/host/ehci-hcd.c

// OHCI
drivers/usb/host/ohci-generic.c

drivers/usb/host/ohci-hcd.c

// xHCI
drivers/usb/host/xhci.c
drivers/usb/host/xhci-dwc3.c
drivers/usb/host/xhci-mem.c

drivers/usb/host/xhci-ring.c

PHY

U-Boot USB PHY = £ AU $5USB2AIUSB3 PHY 25, {fH DM _USBALE, A LinuxWi%DTB. HEAAPHY
IP (148 BT 0 75 222 [R]85 - TRMEKRockehip USB PHY T & HE 4 -

L&

CONFIG PHY=y

// INNO USB2

CONFIG_PHY ROCKCHIP INNO USB2=y

// INNO USB3

CONFIG PHY ROCKCHIP INNO USB3=y

// NANENG USB2
CONFIG_PHY ROCKCHIP NANENG USB2=y

// NANENG COMBOPHY

CONFIG PHY ROCKCHIP NANENG COMBOPHY=y
// RK3399 USBDP PHY

CONFIG PHY ROCKCHIP TYPEC=y

HEZRARS :

drivers/phy/phy-uclass.c

B :

// INNO USB2
drivers/phy/phy-rockchip-inno-usb2.c

// INNO USB3
drivers/phy/phy-rockchip-inno-usb3.c

// NANENG USB2
drivers/phy/phy-rockchip-naneng-usb2.c

// NANENG COMBOPHY
drivers/phy/phy-rockchip-naneng-combphy.c
// RK3399 USBDP PHY
drivers/phy/phy-rockchip-typec.c



Hes&
U-Boot USB 4% 37 F 2 HUSB HUB. USBHE#HFIUMS % %% .

Be & :

// USBHERL
CONFIG_USB_KEYBOARD=y
CONFIG_USB_KEYBOARD FN KEYS=y // XFfF1-F12, INS, HOMESPREEGH.

// USBIF-fifk &
CONFIG USB_STORAGE=y

HEZRARAD :

// HEZEAGAY
common/usb.c

drivers/usb/host/usb-uclass.c

// USBEA:
drivers/input/usb_kbd.c

drivers/input/keyboard-uclass.c

// USBAFff &

common/usb/usb_storage.c

5272 lREACE

Device

[A’NUSB Device M#iFHDM_USBJ5 3\, At LA ELAE Board U H L B 4B 2 il 85 (¥ Properties, L AMUSB
P A0 bE, TX FIFOM KN,

// DWC3FE il &
// board/rockchip/evb rk3399/evb rk3399.c
#ifdef CONFIG USB DWC3
static struct dwc3 device dwc3 device data = {
.maximum speed = USB SPEED HIGH,
.base = 0xfe800000, // WRIEAFLEFUSE oTGHEHIZ A AT EL
.dr_mode = USB_DR_MODE PERIPHERAL,
.index = 0,
.dis u2 susphy quirk = 1,
.usb2_phyif utmi_width = 16,
i

int usb_gadget handle interrupts(void)
{
dwc3 uboot handle interrupt(0);

return O;

int board usb init(int index, enum usb init type init)
{

return dwc3 uboot init (&dwc3 device data);
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#endif

// DWC2¥xH#8H E L fE rockchipifi flboard. cXCAFSEIL, — AT EEIL.

// arch/arm/mach-rockchip/board.c

USB% #%
WS H USBHE AL MM U-Boot FrefEF AN 7%, 75 B fEstdin A 5545 & ¥ lusbkbd, ZHARMIUWIT .

/1 FRYES R R T 4 g S
// include/configs/evb rk3568.h

#define ROCKCHIP DEVICE SETTINGS \
"stdin=serial,usbkbd\0" \

5273DTSHE

WIAGSCATIA, USB Device MEADM _USBJT3, ArPAATHEEMADTY S AIBCE; USB HostflUSB PHY
IRENFH A Linux N%DTB, BFit, 7 LAE R ALinux NH%DTB, 0 R & {# FHU-Boot DTBH] &%
Linux P AZAH &35 2L S8

5.27.4 HHK M4

rockusb

rockusb - Use the rockusb Protocol

Usage:

rockusb <USB controller> <devtype> <dev[:part]> e.g. rockusb 0 mmc O

B K =F 7 EHE ANU-Boot loader T+ A% 2 :

o Hidreset + revovery % 8t 7 ik N 5
o FENU-Bootfi 447, AT LiRdr 4 FF Brockusb, HEAFHAER ;
o HARGG, WAITIHAT “reboot loader” #HE J5 HEATF A

usb
usb - USB sub-system
Usage:

usb start - start (scan) USB controller

usb reset - reset (rescan) USB controller

usb stop [f] - stop USB [f]=force stop

usb tree - show USB device tree

usb info [dev] - show available USB devices

usb test [dev] [port] [mode] - set USB 2.0 test mode

(specify port 0 to indicate the device's upstream port)
Available modes: J, K, S[EO NAK], P[acket], F[orce Enable]
usb storage - show details of USB storage devices
usb dev [dev] - show or set current USB storage device
usb part [dev] - print partition table of one or all USB storage devices

usb read addr blk# cnt - read “cnt' blocks starting at block “blk#'
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to memory address “addr'
usb write addr blk# cnt - write “cnt' blocks starting at block “blk#'

from memory address “addr'

U-Boot USBANSCRE s ik, PEIG 75 AT USB i & A28 BT T B0 46

o IEIT “usb start” B “usb reset” AiyL, MEMTIE SIS SR T A port EHE AL
o BT “usb stop” M A W FTA %, BT T AR A

o “usb info” F “usb tree” fir & ] A FH 15 455 B U HIERE W& E B

o “usb storage” X H N A4 A TUMSThRE, BRER TESHEmL .

fastboot

fastbootfit & % 18 15 2% CH04- R Fi#iHt Fastboot & 75 .

5.28 Vendor Storage

Vendor Storage H T /77 SN. MAC 5 AT ZINE BN . BHEAFHE NVM (eMMC. NAND 45) K]
TREA X, B2, TSRS ARK, TEEMESE.

VELH B RS 25 RS (appnote rk vendor storage) o

5.28.1 R E IR

— L3 vendor IFEREER 1% 4 N [X, vendorO. vendorl. vendor2. vendor3. %> vendorX (X=0.

1. 2+ 3) B hdr HEAE —A SRS B version 7B T2 B vendorX # 5 I 2 s AR #RAE R
BLHUEHTIY vendorX (R version #x KD , SR 5 22 B 5T version F HATEEAN A5 AT (E
WeFe 2] vendorX+1 43 X B, #1124 87 A vendor2 I EIE R, @BREHES, NS ANKZ
vendor3. IXFEM R &N T RSB —ANE I 2 2P ER

5.28.2 HEZE 7 ¥

U-Boot HEZ42 7% SZ£F Vendor Storage HfE, Rockchip H CL32H T —% Vendor Storage JXz] .

BCH -
CONFIG_ROCKCHIP_ VENDOR PARTITION
IXBh A

./arch/arm/mach-rockchip/vendor.c

./arch/arm/include/asm/arch-rockchip/vendor.h

5.28.3 fHRE O

int vendor storage read(ul6 id, void *pbuf, ul6 size)

int vendor storage write(ul6 id, void *pbuf, ul6 size)

KT id W UFMEER, 152% (appnote rk vendor storage) o
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5.28.4 Thee g

U-Boot & 117447 1 Ji] "rktest vendor"#r 4 1 LLi#E4T Vendor Storage ZIHE H Wl .

5.29 Watchdog

5.29.1 HEZE S #F

watchdog JRZI{# A wdt-uclass.c HEZLFARHERE .
W=k

CONFIG_WDT
CONFIG ROCKCHIP WATCHDOG

HEZEAHD «
./drivers/watchdog/wdt-uclass.c
IXBH AR :

./drivers/watchdog/rockchip wdt.c

5.29.2 MO

// WEMSER I S 3wdt (eflagsBRINIEOD

int wdt start(struct udevice *dev, u64 timeout ms, ulong flags);
// KHlwdt

int wdt stop(struct udevice *dev);

/] WA

int wdt_reset (struct udevice *dev);

// R, HETRMEURE SRS S

int wdt expire now(struct udevice *dev, ulong flags)

H AT U-Boot MBRIAREE A F . AV wdt Zhie, FP alaR4E B SR &R T8
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6. Chapter-6 Btf 7 ¥

6.1 kernel-DTB

6.1.1 Kity &

U-Boot A4 ZEF 3SR — Bl 725280 W — 4 U-Boot dts, 1 H.U-Boot dtsZE i fIdtb 2 T 6158 U-Boot 4
CEGRN. XS HIESoCT & L, NEUR 77 ENGU-BootHil% -

FAIAHERIL, LK —ASoCF B AR R T2 7 LRI ZE R, SoCHRZ L2 — Bl . RKFH
N T FEI—ASoCF AT E—HU-Boothi g, PIMHEIN T kernel DTB ML A5l /& £E L F- B BL )
Flkernel DTB, '€ MK E(E WAL,

FrPL RK 1 61838 SCRF kernel DTB 7] LAA RIS F% 7, 1 display. pmic/regulator. pinctrl. clk
&,

kernel DTB )5 F 75 B 4K# OF_LIVE (live device tree, fAi#K: live-dt) .

config USING KERNEL DTB
bool "Using dtb from Kernel/resource for U-Boot"
depends on RKIMG BOOTLOADER && OF LIVE
default y
help
This enable support to read dtb from resource and use it for U-Boot,
the uart and emmc will still using U-Boot dtb, but other devices like

regulator/pmic, display, usb will use dts node from kernel.

6.1.2 Live device tree

GE: Y8

7] Nkernel DTBJ5 U-Booth X AFEPI 3 DTB, HHf7fif. H M. Crypto® ik 5U-Boot DTBAHG, HAR
Witk Skernel DTBAHK . AR 7EU-Booth B v] RELEAS [FI B 2 75 BEAZ X7 n) BIX PRSI, T S ]
Ae TR E U7 I H L IDTB s s S

W, XEBHE T AFMDTB, M gd->fdt blob X R AESR It —4 H A HEREE VI, XE
BAaIr? Bl kernel H dts B EiAL 1845 kernel fEFH, LA ABESE U-Boot dts HY L6 fi HL#%
overlay %l kernel dts L& & —17 -

Live dt 7] M JUX AN live dt FJRERRE: HIAILRT BLU-Boot ELE I 8 NDTB, {LFTADTBY mifk
¥ struct device node 7 S EER, I H A EARIdevice-driverdf® . LLJGdevice-driverZ i [RIDTB ™Y £
BV H O device node RIAT, AFEE ] A DTB.

FrLL, #H24FU-Bootflkernel DTBHRLEE T 7% H Hidevice-driverBE4, H AT F B HIEV5 RIDTBX .
XY T U5 W P DTB S L 5
2 =

./doc/driver-model/livetree.txt
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fdt F live dt %53 .

ofnode 284 (include/dm/ofnode.h) & FFf dt #SCRFI—Fpdf R 20, A live dt I | device_node K
o] dt 45, A fdt I8 offset D[] dt 9 mle 4 75 B A IS SCREP AR R AL I BRSNS 8 A ofnode K%Y,

ofnode 2514

/*
* @np: Pointer to device node, used for live tree
* @of offset: Pointer into flat device tree, used for flat tree. Note that
this
B is not a really a pointer to a node: it is an offset value. See above.
*/
typedef union ofnode union {
const struct device node *np; /* will be used for future live tree */
long of offset;

} ofnode;

o "dev_". "ofnode_ "JT kK SCREFIFR dt Vil 77 5
o of "JFLI R K SCHF live dt BIHE
o "fdtdec "\ "fdt "JTkHIRRELE A SCHF fdt R

6.1.3 Bl SZ B

kernel dtb YJ# /27 . /arch/arm/mach-rockchip/board.c [ init kernel dtb () BILIAI. SEAT U-
Boot [ dts L& 5€ i, mmc/nand/nor A7 3K 3 AT IEH TAE .

SR AT £ P B2 HY kernel dtb, RIS HEAT live dt @3 bind Frfi device-driver, 5 H T gd->fdt_blob
¥8%1F8 M kernel dtb BRI A,

6.1.4 U-Boot

o U-Boot %1% 5¢ i fa &7 /dts/ H 3¢ R A A dtb:

o dt.dtb: i defconfig FE CONFIG DEFAULT DEVICE TREE 5 5E M dts w73 2 H);

o dt-spl.dtb: 8 dt.dtb u-boot, dm-pre-reloc JEAE B R AR SR, 2 defconfig
B CONFIG OF sPL _REMOVE PROPS fHiEM] property 55|, —MANEL &5 1. DDR. {75
IRB KA T : DMC. UART. MMC. NAND. GRF. CRU%.

o AJAM CcoNFIG_USING KERNEL_DTB I R/ dt.dtb; /] CONFIG_USING KERNEL_DTB M %
Gifdi i dt-spl.dtb.

o dt.dtbE{F# dt-spl.dtb7EU-Boots 1% 45 W J5 & 4 i 44 Au-boot.dtb, A JFIE NN Eu-boot.binfIKE. /-
A DL I fdtdump i 245 A u-boot.dtb I Y 45 .

6.2 WEfeZ
A 57951 HU-Boot i Fikemel fE 1 5.

6.2.1 cmdline
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U-Bootif'kernel DTBE.[fY] /chosen/bootargs BEEUHIR, BEm EHNE)GEHRS
[7] /chosen/bootargs Tifl, EFfEi#cmdlinefr H 1.

622 NEEE

U-BootfZftkernel DTBHELI] /memory i 5i, LA A ARG BIHTGHER. JHILE A KITE:

## Chapter-6 Booting Android Image at 0x0027£f800 ...
Kernel load addr 0x00280000 size 23387 KiB
RAM disk load addr 0x0a200000 size 782 KiB
## Chapter-6 Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' ramoops@110000: addr=110000 size=£f0000
Using Device Tree in place at 0000000008300000, end 0000000008314648

// kerneln] F I 4725 [A]
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)

Total: 473.217 ms

Starting kernel ...

6.2.3 H'EH K

HemEs Iy AR M # S & Skernel DTB. 1 F:

R/ BfE (3!
/serial-number ferlf:s Fe o5
/memory (L3 kernel 7] L Y 47
/display-subsystem/route/route-edp/ B AR ZE (edp )
/chosen/linux,initrd-start fEf=:s ramdisk 5k
/chosen/linux,initrd-end gellfzs ramdisk %5 L
/bootargs B kernel A i, cmdline
GMAC 71 55 4 ) mac-address 5§ local-mac-address (5 mac Hihk
arch/arm/mach-rockchip/board.c: board _fdt fixup() (LB PR 2K 1 £dt fixup

6.3 ABR %

6.3.1 AB iR

A/BRIEIE ZEFIAL T mise 2 X hFs 2KB i & .
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/* Magic for the A/B struct when serialized. */
#define AVB_AB MAGIC "\0OABO"
#define AVB_AB MAGIC LEN 4

/* Versioning for the on-disk A/B metadata - keep in sync with avbtool.

#define AVB AB MAJOR VERSION 1
#define AVB_AB MINOR VERSION 0

/* Size of AvbABData struct. */
#define AVB AB DATA SIZE 32

/* Maximum values for slot data */
#define AVB AB MAX PRIORITY 15
#define AVB AB MAX TRIES REMAINING 7

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB_AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/
uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB AB MAX TRIES REMAINING.
*/

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8 t successful boot;

/* Reserved for future use. */
uint8 t reserved[l];
} AVB ATTR PACKED AvbABSlotData;

/* Struct used for recording A/B metadata.

*

* When serialized, data is stored in network byte-order.
*/
typedef struct AvbABData {
/* Magic number used for identification - see AVB AB MAGIC. */
uint8 t magic[AVB AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8 t reservedl([2];

/* Per-slot metadata. */

AvbABSlotData slots([2];

/* Reserved for future use. */

uint8 t reserved2([12];

/* CRC32 of all 28 bytes preceding this field. */

*/



uint32 t crc32;
} AVB ATTR PACKED AvbABData;

ST NEETEE, %A misc 2 XABA vendor 27X, B LA EIEA#% S vendor.

TEMEIEAT B39 0 lastboot, FRicH G — A0l JE BN 32 B FH TR A B LB LT AR =T retry 3L
M58, MREAFARZIHH boot_ctrl |15 ZHUTF:

typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB MAGIC. */
uint8 t magic[AVB AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8 t reservedl[2];

/* Per-slot metadata. */
AvbABSlotData slots([2];

/* mark last boot slot */
uint8 t last boot;
/* Reserved for future use. */

uint8 t reserved2[11];

/* CRC32 of all 28 bytes preceding this field. */
uint32 t crc32;
} AVB ATTR PACKED AvbABData;

[ i 7 AvbABSlotData H13 /11 is_update Fr&f7, #3ERGFAHRIPRE, BT

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/

uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB AB MAX TRIES REMAINING.
*/

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8_ t successful boot;

/* Mark update state, mark 1 if the slot is in update state, 0 otherwise. */
uint8 t is update : 1;
/* Reserved for future use. */
uint8 t reserved : 7;
} AVB ATTR PACKED AvbABSlotData;

A RS R UL B SHI S L



AvbABData:

ZH

priority
tries_remaining
successful_boot

is_update

AvbABSlotData:

ZH

magic
version_major
version_minor
slots

last_boot

crc32

& X

PR slot (R4, 0 AATTRZ), 15 NEmmitkd

FZWEBEL BENT IR

RGEJRNRIERMEIZSE, 12 Zslot HYEZ), 0: 1% slot AMIIE )
1 slot RIFZETT KT

Wit iZ slot BIAZUIRA, 1: 1% slot .IEAEFZ, O:

&

ZERIARSLEE R \OABO

FAMER

IRAAE B

slot 51715, Z . AvbABData

slot B _EkTh a3l

=R BIhEEH slot, 0: slot A FIRAATHIEE), 1:

HE R

6.3.2 AB J3 3=
H#l system bootctrl & 1HHEF R, bootloader S H7IX HF =05 51 -
6.3.2.1 successful-boot

IEH#ANRS )G, boot ctrl fk## androidboot.slot suffix, 5B 477 slot fIAF & :

successful boot = 1;
priority = 15;
tries remaining = 0;

is update = 0;

last _boot = 0 or 1; :refer to androidboot.slot suffix

FHEZGH, boot ctrl i E:
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HHHIslot EE:
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot_ suffix

Hilslot ¥ E:
successful boot = 1;
priority = 15;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

T+ Z G 5E 1, boot ctrl W E :

F M slot B :
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Milslot &
successful boot = 1;
priority = 14;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

6.3.2.2 reset-retry

IEHBENRS G, boot_ctrl #k4#E androidboot.slot_suffix, 3 'E 247 slot HIAF & :

successful boot = 0;

priority = 15;

tries remaining = 7;

is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

AR RFEH, boot ctrl % H:
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HFHslot R :
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot_suffix

Hilslot ¥ E:
successful boot = 0;
priority = 15;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix
TR ARG 58, boot_ctrl BEHE

HH P slot E:
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

HHlslot & &:
successful boot = 0;
priority = 14;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

6.3.2.3 %t

e successful boot Fz{
o flir: REEFERBINZRS, AFLRENIHMCARE M, BRIE system bootetr] i &
o @i WAKKIE TG, WRMAMELEh E, 2FRRE—HEH
e reset retry PRI
o R URZARFF retry ML, 1T LLRIG A7t 5 1]
o WRal: 23[R EIH A B 4

6.3.3 B IR IE
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Maskrom

m&: BEhpre-loader

B misc ab#¥ 18

Hal BEIRslot ?

ML A EislotHluboot +
trust

B3l uboot




pame S o EEIHIslot?

tries_remainingig—

ik L fboot. img

RELE
androidboot._slot_suffixin
275 Slsystem




Yes

Boot_ctrifi £

AB successful_boot 15 3 ¥ 4 I 72 «



NIRRT

Slot A

successful_boot =0;

priorty = 15;
tries_remaining = 7;
is_update = 0;

Last_boot=0

H.slot ABEN

Slot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = 0;

l Slot A

successful_boot =0;
priorty = 15;

Slot B

successful_boot = O;
priority = 14;

Bootloader . e . S
tries_remaining = tries_remaining = 7
is_update = O; last boot=0 is_update = 0;
H.slot ABTH
l Slot A Slot B
successful_boot = 1; successful_boot = O
riority = 15; riority = 14;
system | PEORENE =2 PRBRENE S
tries_remaining = O b N tries_remaining = 7;
is_update = ; Last_boot =0 is_update = ;
S5
l Slot A Slot B
successful_boot = 1; successful_boot = O
stem priorty = 15; ﬂi,;ﬁglgt B EIZI priorty = 14;
=Y tries_remaining = O L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 1;
I8
Slot B
successful_boot = 1; iﬁ,slct seagsy,  successful boot = 0
t priorty = 14; priorty = 15;
system tries_remaining = O Lagt_bc: ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
Slot A Slot B
successful_boot = 1; successful_boot = 0
bootloader priority = 14; priority = 15;

tries_remaining = O

is_update = 0;

Last_boot =0

—
¥

tries_remaining = 7,

is_update = 0;



I - 575

successful_boot =1;
prionty = 14;
tries_remaining =

successful_boot = 1;

system Last_boot =1 priority = 15;

tries_remaining = 0;

is_update = 0; is_update = 0;

AB reset retry # =X B3 i 2 -



IRARZS

Slot A

successful_boot =0;
priority = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Mslot ABTH

S5lot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = O;

l Slot A

successful_boot =0;

Slot B

successful_boot = O;

riorty = 15; riorty = 14;
Bootloader i o i o
tries_remaining = g tries_remaining = 7;
is_update = 0; last boot=0 is_update = 0;
M.slot ABTH
lﬂﬂﬁ Slot B
successful_boot =0; successful_boot = O
stem prionty = 15; prionty = 14;
Y tries_remaining = 7; L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 0;
l Slot A Slot B
successful_boot =0; successful_boot = 0;
priority = 15; g priority = 14,
system tries_remaining = 7, ?l‘:ﬁ‘,;httﬂ_q:['} tries_remaining = 7;
is_update = O; ast_boot= is_update = 1;
5lot B
successful_boot =0; gE:Sk:t B% W% successful_boot =0
priorty = 14; priorty = 15;
tries_remaining = 7; as oot = tries_remaining = 7;
system . _ - Last_boot = 0 S L -
is_update = 0; is_update = 0;
reboot
successful_boot =0; successful_boot = O
riority = 14; riority = 15;
bootloader e ' e '

tries_remaining = 7;
is_update = 0;

Last_boot=0

tries_remaining = 7;
is_update = 0;




I < -

Slot A Slot B

successful_boot =0; successful_boot = 0

priorty = 14; Last boot=1 priorty = 15;

ctem . o
Y tries_remaining = 7;

tries_remaining =7;

is_update = 0; is_update = 0;

6.3.4 FH RN R E

o ARG F: % (Rockchip Linux F+Z% 75 R K485 )
o recovery /tZ: AB system % €7 #F recovery F- &%

6.3.5 W IF F i

6.3.5.1 successful-boot

1. RS slot A, ZGiMslot A JEsh. WEMslot B A3, RGN slot A JEz). TR5EM, JEZ misc
53X

2. K5 slot A Hslot B, JAZhR%, HUATRG N slot Ao BERGM slot B 55, reboot R4:, il &R
4t/ slot B MIATER, 154 misc 43X

3. B85 slot A 5 slot B, & reset &5t 14 ¥KJ&, retry counter FASE, MHEM last boot $8 3E 1 R 4R
gl), BIREIEH M slot A JAah. MHARFERK, 7% misc 73X

4. 125 slot A 5 slot B, B3RS, JTRFE N slot A. HERGM slot B J55, reboot £Gt, Xl &
Gif slot Be WHE RS slot A JHEl, reboot R4, HT RGN slot Ao MHATERL, 14 misc 471X

6.3.5.2 reset-retry

1. H5EE slot A, RGN slot A J538. WEM slot B a3, RGN slot A 3. MERTERL, 154 misc
53X

2. 525 slot A 5 slot B, Ea1RSE, JIRFE N slot A. HERGM slot B J55, reboot £GE, Xl &
44 slot Bo MIATER, 154 mise 43X

3. B85 slot A 5 slot B, & reset &4t 14 ¥KJ&, retry counter FASE, MLHEM last boot $5 iE 1 R4 JA
3l BPREIEW M slot A JA 3. MHKXTER, 157 misc 43X

4. Je'5 slot A 5 slot B, FLH slot B [ boot.img #idh, JAZNRSG, “HATRG N slot A. WE RGN slot
B JA3l, reboot R4, RASER TG, Mslot A IEFESIRS. MRTER, 12 misc 77X

5. %25 slot A 5 slot B, Ba1R%, HUATRG N slot A. WERGM slot B 55, reboot R4E, X4l &R
i A slot Bo WHE RGM slot A JHE), reboot R4, HTRGA slot Ao MHATERL, 1% misc 471X

6.3.6 5| &%

{Rockchip-Secure-Boot2.0.md)
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{Rockchip-Secure-Boot-Application-Note.md )

{Android Verified Boot 2.0)

6.4 AVBZ 4 B3

6.4.1 5| &%

{Rockchip-Secure-Boot-Application-Note.md )
{Android Verified Boot 2.0)

{Rockchip_Developer Guide Linux4.4 SecureBoot CN.pdf)
6.4.2 RiE

AVB : Android Verified Boot

OTP & efuse : One Time Programmable

Product RootKey (PRK): AVB [1] root key H1%%44 loader, uboot & trust [#) root key 1525
ProductIntermediate Key (PIK): =[] key, H/r-1EH

ProductSigning Key (PSK): F T2 [E 147 key

ProductUnlock Key (PUK): T R4k %

X Fhkeysr B, ERZEHHA, W UARE K key#l it 58 HO XU .
6.4.3 /v

AILA4H Rockehip 22450 UE 5| SR FTB L AKAE S SRR AL MRS R . %4
PERIG S N AR, RN Z A (OTP & efuse) HEENAH hash, S5 A4 hash Xt
th, 2B —3, AEAFAHTHEREM hash. TR ARG E LS8N, AR MNAE6E BNk
1, THE ) hash 5 fE2E R E hash % E2 15— 2

6.4.4 10 % 7~ B

B 22 AU UE IR SR I8 E P B I R AR AL, i T LU X avb A5G R K EE
fift o ARINIAE Alice [7] Bob ALK F(E R, v 1 IRIEE BAEIER R ME . B, SEBMERATT 5N
Ve, T ERALIERE BT RTINS M, HARAE RN

1. Alice #E#IF EALIA B FE R (WSO

2. Alice X U35 BBAT IR A IS 5, 753 —ME B E,

3.Alice M B IR 5 B ZHEAT INE A5 2 Alice MIMT 284, JREHINELSAE R L
4.Alice FENL™ A — NN, IF FHILE A EAGA IS B HHMTINE, B

5.Alice il Bob [ ABXT WA BEAL AL PN B 84T N, KN Ji5 (1) DES %83 [F) %5 50— e fh ik 25
Bob;
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6.Bob W F| Alice 1%k 1% SCAINE L /¥ DES %4, 2o B CHRIRAXIINE ) DES BT, 15
2 Alice BEHL™ A 0 #4915

7.Bob #R J5 FIBEALE PO SR 5% SCHAT i, B EIWSCRETE S, R BEHLE P 5

8.Bob fi] Alice HI A BN Alice HIBU 244 HEAT AR5, 153 2M5 B2

9.Bob FHAH A Ay Ay S R WO R ) B SO AT — IR A2 58, 15 3 — (s B 2

10.Bob RS E R 24 S AET P L K05 B S0 AT b, 2R — 20, W WIUREI 15 B A s i

IR ) DES Bk a] DU e A L, i AES N HE, ARVEARE AT LI RSA H3%, AR
T

Bob
Sha2Se AliceFh 5 Fafl# £ . -
Alice: EA3L EA3r+hash ER 3T+ Bhash+ £148 e
Sha2se Alice2+ A
Bob: Ef3T - B 3r+hash - Ef 37+ Fhash+ 048 L]

6.4.5 AVB

AVB A Android Verified Boot, A# it —EREFRIGMAE, FEH TR boot system &5 & £
Rockchip Secure Boot 27515 HH I 7 X% AVB, SEIL—& 58811 Secure Boot 560 /7 %o

6.4.5.1 AVB $# 1%

o AR

o SEREMERZEG

o [B7lER RS

e persistent partition 37 ¥

* chained partitions 32, T LL5 boot, system 2z AP0 —E, AT LLit oem H CERAFAAEH, (HALTI
i PRK %44

6.4.5.2 key+& & +E P


af://n3321
af://n3323
af://n3335

#!/bin/sh

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 --
authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin
permanent_attributes.bin 4=

python avbtool make atx permanent attributes --output=permanent attributes.bin -

-product id=product id.bin --root authority key=testkey prk.pem

oA product_id.bin FEHAE X, & 16 F1, WENFZ & ID 2 L.

boot.img %44 7~ 17 :

avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

R : partition size EE /DR E M K 64K, K/PNIEE 4K %55, HA KT parameter.txt & LK 2
X Ko

sytem.img 2544 7~ 91 -

avbtool add hashtree footer --partition size 536870912 --partition name system -

-image system.img --algorithm SHA256 RSA4096 --key testkey psk.pem
A 1% vbmeta 34 metadata.bin, - RBIUIT:

python avbtool make vbmeta image --public key metadata metadata.bin --
include descriptors from image boot.img --include descriptors from image
system.img --generate dm verity cmdline from hashtree system.img --algorithm
SHA256 RSA4096 --key testkey psk.pem --output vbmeta.img

B ZAEA K vbmeta.img BE 5 FIXF R 70 X, W1 vbmeta 73 X

HIT SecureBootTool 4 i PrivateKey.pem I PublicKey.pem.



EA cecureBootTool v1.0 ﬁ

Basic Function hdvanced Function
[ Generate Key Pairs ] (11024 () 2048 @) 2048 pem [ Sign Loader ]
[ Load Eey ] Chip: [ Sign File ]
: : |  Sign DIE File |
i
[ Sign Firmware ] [Clear Info]
[ ]

S1gn:Hard SHA:little P55:disable Checlr Sign File

INFD:Start to sign file (uboot. img).
INFD: Sign file succeed, Blapsed (312 S

b

Xt permanent_attributes.bin #F{T725 44 :

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

permanent_attributes.bin J2 N RGN LA NIEEHE, T FHEELS B M) hash #| efuse 8 OTP, 2UE HIHHE
HHATZE 2 45 AIE (pre-load) - H1T rockchip “F &5 MK efuse A2, FTLA permanent attributes.bin [
BOAIE F AT 24 A £ permanent_attributes.bin FIE BB#HATIANIE. T4 FHOTPIF &, REHIE= ML
%, 4> E %55 permanent _attributes.bin f] hash %] OTP.

BT Gefuse SOTPL R NL: IESHRANER T,

Y VAPAN

efuse “F &5 pub_key 55

fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr

OTP V& pub_key k5 :

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

BAEA G



4 Publickey.pem

SecureBootTool

g Private Key.pem

permanent_attri
Product ID avbtool butes_cerbin

permanent_attri
butes.bin

pik_certificate. bi
n

metadata bin

psk_certificate. bi

boot.img boot_s.img vbmeta.img

6.4.5.3 AVB lock

fastboot oem at-lock-vboot

nfafHE N fastboot J, fastboot 2 L FF& T .

6.4.5.4 AVB unlock

H #7 Rockchip SR M 4% 22 2856, 75 ZEAEXS M. () defconfig P i
CONFIG RK_AVB LIBAVB ENABLE ATH UNLOCK=y

M4\ fastboot oem at-unlock-vboot i 1] ARG 1 %5, JH B4 vbmeta.img, boot.img I tH 2 eI A
A
B, B PUK:

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey puk.pem
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unlock_credential.bin 9752 T # B B &AM IUES, HA B FRW T

python avbtool make atx certificate --output=puk certificate.bin --
subject=product id.bin --subject key=testkey puk.pem --
usage=com.google.android.things.vboot.unlock --subject key version 42 --

authority key=testkey pik.pem

M2 FRHL unlock credential.bin, 1] avb-challenge-verify.py A3k HX unlock credential.bin, $4T K%
2 3KH unlock_credential.bin:

python avbtool make atx unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --
unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem

T AT DIAEIE 1585 fastboot Ay 2 FEEI 54, JHMEBI% %, fastboot T2 WIT:

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

)i OTP WA i Bl A :

U-Boot Trust OS Generate data with avbtool Operation on PC

MRPM Biﬁ,security

S ﬁ permanent_attribut
permanent_attribut
es.bin

| §——————avbtool

fastboot cem at-
get-vboot-unlock-
challenge

sha256

avbtool

MefusezkOTPINE;
permanent_attribut
es.binfhash

permanent_attribut

fastboot get_staged
raw_unlock_challen
ge.bin

73
unlock_credential.bi
n

. 5 fastboot stage
pl k*cer t|fc.at unlock_credential.bi

5 1E n

raw_unlock challen
. <
ge.bin

fastboot cem at-
unlock-vboot

BETHRLTH

AL
challenge
. LB
signaturezg

&5 IE g ?



)5 efuse WA fRBIMFE:

U-Boot Trust OS Generate data with avbtool Operation on PC
it ettt 1
MERPM Bijisecurity
X . permanent_attribut ¢ avbtool
= permanent_attribut
H pe = es.bin
pute fastboot cem at-
rsa2048 get—vl": oﬁt—unlock—
challenge
MRPM Bijisecurity
Fr XN ﬁ permanent_attribut
permanent_attribut es_cer.bin
- es_cer.bin fastboot get_staged
D

FREL
unlock credenti g o
al.bin

HRk
unlock_credential.bi
n

fastboot stage
unlock_credential.bi
n

raw_unlock_challen
f <
ge.bin

fastboot oem at-
puk certifica S | — unlock-vboot

teff 2 & IE

RESHRETH

LAy
challenge

- B
sighaturez

G IEFA?

NO

YES

AL LY

RJE R AR -
1. B HEN fastboot 130,  FEI A A

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw unlock challenge.bin

PAFH A Product Id 5 16 F T HIBENL A £dE, I BEHLEES unlock_challenge.bin.
1. ff ] avbtool 4=/ unlock _credential.bin, Z# make_unlock.sh.
2. B

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

HER: WARARE B THE— KN fastboot FLFCIRA, TEMIARIAGEW ., XHL. EE. FAD
BIMGEE, WRAAEEL RIS, RETE. XPL. EE, BRI R, FERR
challenge signature 23 XA BEHLECA TEEL R I

WRIFR :



CONFIG MISC=y
CONFIG ROCKCHIP EFUSE=y
CONFIG_ROCKCHIP OTP=y

B2 f# A CPUID {£4 challenge number, 1fii CPUID s& SHLEFULEC), ¥ ASE RilmER, AR
ffjunlock credential.bin P LAEE R i . 44 2 # & 4 funlock challenge.bin, ffillfEunlock credential.bin[fJ%
B HIRBUL RN

fastboot oem at-get-vboot-unlock-challenge
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

L B NRBUIRES, THaRmR et

make_unlock.sh &%

#!/bin/sh

python avb-challenge-verify.py raw unlock challenge.bin product id.bin

python avbtool make unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --

unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem

avb-challenge-verify.py J5h5

#/user/bin/env python

"This is a test module for getting unlock challenge.bin"
import sys

import os

from hashlib import sha256

def challenge verify():
if (len(sys.argv) != 3)
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
if ((sys.argv[l] == "-h") or (sys.argv[l] == "--h")):
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
try:
challenge_file = open(sys.argv[l], 'rb'")
product id file = open(sys.argv([2], 'rb')
challenge random file = open('unlock challenge.bin', 'wb')
challenge data = challenge file.read(52)
product id data = product id file.read(16)
product id hash = sha256 (product id data) .digest ()
print ("The challege version is %d" %ord(challenge datal[0]))
if (product id hash != challenge data[4:36])
print ("Product id verify error!")
return
challenge random file.write(challenge data[36:52])

print ("Success!")

finally:
if challenge file:

challenge file.close()



if product id file:
product id file.close()
if challenge random file:

challenge random file.close()

if name == ' main_ ':

challenge verify ()

4.5.5 U-boot fHifig

FFJa avb 75 trust S2#F, 7 U-Boot 7E defconfig 3L E

CONFIG_OPTEE_CLIENT=y
CONFIG OPTEE Vl=y
CONFIG_OPTEE ALWAYS USE_SECURITY PARTITION=y // “&#HIififtHlsecurity X

CONFIG_OPTEE _VI: &HF&F 312x,322x,3288,3228H,3368,3399.

CONFIG_OPTEE_V2: i&H*F & 3326,3308.
CONFIG_OPTEE_ALWAYS USE SECURITY PARTITION: 4 emmc [ rpmb ANHEF, AJFiXA%, 2R
IATTS

avb HJH 77 224 defconfig SCAFHHHCE :

CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB AB=y

CONFIG AVB LIBAVB ATX=y

CONFIG AVB_LIBAVB USER=y

CONFIG_RK_AVB LIBAVB USER=y

// EEJIAS AR, THEENIH ave 5 A/B Kbk, BANERMERT LA .
CONFIG_ANDROID AB=y //XAHF A/B

CONFIG_ANDROID AVB=y //IX/Ff AVB

// FTHENNHA efuse WFEMHA

CONFIG ROCKCHIP PRELOADER PUB KEY=y

// N ZE TR B R unl o c kRS I R T I
CONFIG_RK_AVB LIBAVB ENABLE ATH UNLOCK=y

/] TERRITA

CONFIG AVB VBMETA PUBLIC KEY VALIDATE=y

// W T HEcpuidfE Achallenge number, LA TNZ

CONFIG MISC=y

CONFIG ROCKCHIP EFUSE=y

CONFIG ROCKCHIP OTP=y

6.4.5.5 kernel i B

system, vendor, oem %57} [X [R5 HH kernel 1) dm-verify BEEUINEARES, B DATE ZAE B 1A H .

{fife AVB 27 kernel dts _FECE S350 avb, SR

&firmware android {

compatible = "android, firmware";
boot devices = "fe330000.sdhci";
vbmeta {

compatible = "android, vbmeta";

parts = "vbmeta,boot,system,vendor,dtbo";

i
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fstab {

}i

compatible = "android, fstab";
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4d";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,avb";

{HHE A/B system 75 AL E slotselect Z8, ZH T :

firmware {

android {

compatible = "android, firmware";
fstab {
compatible = "android, fstab";
system {
compatible = "android, system";
dev = "/dev/block/by-name/system";
type = "extd";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";
}i
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "extd";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";
}i
}i
bi
}i
6.4.5.6 Android SDK

W R 44 Android SDK | ft— LB B 5 0 .

AVB Enable

f§if BOARD AVB ENABLE

A/B system

XA A =R
o A/B RGULIUE XA R

o

AB OTA UPDATER := true
AB_OTA_PARTITIONS := boot system vendor
BOARD_BUILD SYSTEM ROOT IMAGE := true
TARGET NO RECOVERY := true

BOARD USES_RECOVERY AS BOOT := true

PRODUCT PACKAGES += update engine update verifier
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o A/B RGATUEE XA E

© PRODUCT_ PACKAGES DEBUG += update_ engine client
* A/B RGAREE INEE

© BOARD RECOVERYIMAGE PARTITION SIZE
© BOARD CACHEIMAGE PARTITION SIZE
© BOARD CACHEIMAGE FILE SYSTEM TYPE

6.4.5.7 Cmdline ¥ N &

Kernel command line: androidboot.verifiedbootstate=green

androidboot.slot suffix= a dm="1 vroot none ro 1,0 1031864 verity 1
PARTUUID=b2110000-0000-455a-8000-44780000706f PARTUUID=b2110000-0000-455a-8000-
44780000706f 4096 4096 128983 128983 shal
90d1d406caac04b7e3fbf48b%a4dcd6992cc628e
4172683f0d6b6085c09f6cel65cf152fe3523¢c89 10 restart on corruption
ignore zero blocks use fec from device PARTUUID=b2110000-0000-455a-8000-
44780000706f fec _roots 2 fec blocks 130000 fec start 130000" root=/dev/dm-0
androidboot.vbmeta.device=PARTUUID=£24£0000-0000-4elb-8000-791700006a98
androidboot.vbmeta.avb version=1.1 androidboot.vbmeta.device state=unlocked
androidboot.vbmeta.hash alg=sha5l12 androidboot.vbmeta.size=6528
androidboot.vbmeta.digest=41991c02c82eall91545c645e2ac9cc7cal8b3dala?2e3115aff479
d2df6lfeaccdd35b6360cfad936£6£4381e4557ef18e381£4b236000ebecc9adad0ledadcae

androidboot.vbmeta.invalidate on error=yes androidboot.veritymode=enforcing

KHEBHILAN S

1. N4 4%i% vbmeta 1] PARTUUID? KM R )5 228 H] vbmeta hash-tree 5751, 7% kernel AR
36 —18 vbmeta, digest A androidboot.vbmeta.digest.

2. skip_initramfs: boot ramdisk 1 /5] £33 boot.img A&, £ A/B system 1, ramdisk & ¥ 116 F]
boot.img, cmdlinef EAL#IX NSH.

3. root=/dev/dm-0 JTJ& dm-verify, & Esystem.

4. androidboot.vbmeta.device state: android verify JRZ

5. androidboot.verifiedbootstate: 5545 R o

green: Ifin LOCKED state and an the key used for verification was not set by the end user.
yellow: If in LOCKED state and an the key used for verification was set by the end user.
orange: If in the UNLOCKED state.

X EEE R —TF dm="1 vroot none ro......"Z ¥ 4 &

avbtool make vbmeta image --include descriptors from image boot.img --
include descriptors from image system.img --

generate dm verity cmdline from hashtree system.img --

include descriptors from image vendor.img --algorithm SHA512 RSA4096 --key
testkey psk.pem --public key metadata metadata.bin --output vbmeta.img

avbtool £ i vbmeta i, X system [&|44-J1--generate dm_verity cmdline from hashtree B 7], dm="1 vroot
none ro......"IXEE B RAFH] vbmeta. X2 ELH, WA X AKERF] bootimg, T MNIZES

Android SDK JJ§ BOARD AVB_ENABLE 232X 2515 5 il 2] vbmeta 4 .


af://n3451

6.4.6 T X%

BN vbmeta 73 X 5 security 471X, vbmeta 43 IX At BRI AE ., security 73 X A-ifi 025 1R 22 44
o

FIRMWARE VER:8.0

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE :mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot),0x00002000@0x00006000 (t
rust),0x00002000@0x00008000 (misc), 0x00008000@0x0000a000 (resource), 0x00010000@0x0
0012000 (kernel) , 0x00002000@0x00022000 (dtb), 0x00002000@0x00024000 (dtbo) ,0x0000080
0@0x00026000 (vbmeta) , 0x00010000@0x00026800 (boot),0x00020000@0x00036800 (recovery)
,0x00038000@0x00056800 (backup),0x00002000@0x0008e800 (security), 0x000c0000@0x0009
0800 (cache),0x00514000@0x00150800 (system),0x00008000@0x00664800 (metadata), 0x000c
0000€@0x0066c800 (vendor) ,0x00040000@0x0072c800 (oem) ,0x00000400@0x0076c800 (frp) , -

@0x0076cc00 (userdata:grow)

uuid:system=af01642c-9b84-11e8-9b2a-234eb5e198a0

A/B System 7 [X & X 5%

FIRMWARE VER:8.1
MACHINE MODEL:RK3326

MACHINE ID:007
MANUFACTURER: RK3326
MAGIC: 0x5041524B
ATAG: 0x00200800

MACHINE: 3326

CHECK_ MASK: 0x80

PWR HLD: 0,0,3,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot a),0x00002000@0x00006000 (uboot b
), 0x00002000@0x00008000 (trust _a),0x00002000@0x0000a000 (trust b),0x00001000@0x000
0c000 (misc),0x00001000@0x00004000 (vbmeta a), 0x00001000@0x0000e000 (vbmeta b),0x00
020000@0x0000€000 (boot a),0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (sy
stem_a),OxOO3000OO@Ox0032eOOO(system_b),OxOOlOOOOO@OxOO62eOOO(vendor_a),OxOOlOOO
00@0x0072e000 (vendor _b),0x00002000@0x0082e000 (cem_a), 0x00002000@0x00830000 (oem b
), 0x0010000@0x00832000 (factory),0x00008000@0x842000 (factory bootloader),0x000800
00@0x008ca000 (cem) ,-@0x0094a000 (userdata)

6.4.7 fastboot iy 2

U-Boot T A] LLE iy A iy 232 fastboot:

fastboot usb 0


af://n3472
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6.4.7.1 f A%

fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot

flash < partition >
erase < partition >
getvar < variable >
set active < slot >
reboot
reboot-bootloader
flashing unlock
flashing lock

[ < filename > ]

all

fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot

stage [
get staged
oem
oem
oem
oem
oem
oem
oem
oem
oem
oem format
oem

oem

6.4.7.2 &1

m

11:

Lhe:

[

< filename > ]

< filename > ]

fuse at-perm-attr-data
fuse at-perm-attr

fuse at-rsa-perm-attr
at-get-ca-request
at-set-ca-response
at-lock-vboot
at-unlock-vboot

at-disable-unlock-vboot

at-reset-rollback-index

1. fastboot flash < partition > [ < filename > ]

XA

oy
Ae:

fastboot flash boot boot.img

1. fastboot erase < partition >

BRI X

Z4f5): fastboot erase boot

o

1. fastboot getvar < variable > | all

E: M AELE

2445 fastboot getvar all GRIUK&FTEFEE)

variable 1 1] DUHY 1 S 44

version
version-bootloader
version-baseband
product

serialno

secure
max-download-size
logical-block-size
erase-block-size

partition-type

< partition >

fuse at-bootloader-vboot-key

/*
/*

/*
/*
/*
/*
/*
/*
/*

at-get-vboot-unlock-challenge

fastboot fRA */
U-Boot A */

FfEE */
FAIG */
REBIT R 24k */
fastboot SCHRERLIKML
R ~/
BRI~/

X BR */

i

w

KA */


af://n3480
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partition-size
unlocked
off-mode-charge
battery-voltage
variant
battery-soc-ok
slot-count
has-slot: < partition >
current-slot
slot-suffixes
slot-successful: <
slot-unbootable: .
slot-retry-count: <
at-attest-dh
at-attest-uuid

at-vboot-state

< partition >

fastboot getvar all 25451 :

PS E:\U-Boot-

(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)
(bootloader)

AVB\adb>

version:0.4

X KA */
W lockRE *

/*
/*

slot HH =/
HHslotWRBHIZIXE */
MHEEslot */

AT R A Kslot, FEIH Hname */
BE X RE EFMRREIE ~/

BE XS E Nunbootable */
BED XM retry-countiRE */

/*
/*
/*
/*
/*
/*
/*

.\fastboot.exe getvar all

version-bootloader:U-Boot 2017.09-gc277677

version-baseband:N/A

product:rk3229

serialno:702239270042£8b8

secure:yes

max-download-size:0x04000000

logical-block-size:0x512

erase-block-size:0x80000

partition-type:
partition-type
partition-type:
partition-type:
partition-type:
partition-type
partition-type:
partition-type:
partition-type
partition-type
partition-type
partition-type
partition-type
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-type:
partition-size
partition-size
partition-size:
partition-size:
partition-size

partition-size

:vbmeta a:

:vbmeta b:

bootloader a:U-Boot

:bootloader b:U-Boot

tos_a:U-Boot
tos b:U-Boot
boot a:U-Boot

:boot b:U-Boot

ext4
ext4

system a:
system Db:
U-Boot
U-Boot

:misc:U-Boot
:vendor a:ext4

:vendor b:ext4

oem_bootloader_a:U-Boot
cem bootloader b:U-Boot
factory:U-Boot

factory bootloader:U-Boot
oem a:extd

oem b:ext4d

userdata:ext4d

:bootloader a:0x400000
:bootloader b:0x400000

tos a:0x400000
tos b:0x400000

:boot a:0x2000000
:boot b:0x2000000



bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
bootloader)
all:

finished.

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

Done!

total time:

partition-size:
partition-size:
partition-size
partition-size
partition-size
partition-size
partition-size
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
partition-size:
unlocked:no

off-mode-charge

battery-voltage

variant:rk3229

battery-soc-ok:
slot-count:2

has-slot:bootlo
has-slot:tos:ye
has-slot
has-slot:
has-slot:vbmeta
has-slot:misc:n
has-slot:vendor
has-slot:oem bo
has-slot:factor
has-slot:factor
has-slot:oem:ye
has-slot:userda
current-slot:a

slot-suffixes:a

slot-successful:

slot-successful:

slot-unbootable

slot-unbootable:

slot-retry-coun
slot-retry-coun
at-attest-dh:1:

at-attest-uuid:

0.636s

1. fastboot set_active < slot >

Thfg:

B 5L Y slot.

2445): fastboot set_active _a

1. fastboot reboot

Thee: HHRH,

1% JE 3l

2441: fastboot reboot

system a:0x20000000
system b:0x20000000

:vbmeta a:0x10000
:vbmeta b:0x10000
:misc:0x100000
:vendor a:0x4000000
:vendor_b:0x4000000

oem bootloader a:0x400000
oem bootloader b:0x400000
factory:0x2000000

factory bootloader:0x1000000
oem a:0x10000000

oem b:0x10000000
userdata:0x7ad80000

:0
: Omv
evb
no
ader:yes

S

:boot:yes

system:yes

:yes

o

ryes
otloader:yes
y:no

y bootloader:no
s
ta:no
/b
a:yes
b:no
ra:no
b:yes
t:a:0
t:b:0
P256



1. fastboot reboot-bootloader
Dhfg: HE®S, AN fastboot Bz
2445 fastboot reboot-bootloader
1. fastboot flashing unlock
Thg: MBI, SUVRRES [EF
2449 fastboot flashing unlock
1. fastboot flashing lock
Thee: BUE W, 2BibRS
2445 fastboot flashing lock
1. fastboot stage [ < filename > ]
g FEEIERIE &N AT, AAARGHEE Y CONFIG_FASTBOOT BUF _ADDR
244 fastboot stage permanent_attributes.bin
1. fastboot get_staged [ < filename > ]
I ARN & SR E
244 : fastboot get_staged raw_unlock challenge.bin
1. fastboot oem fuse at-perm-attr
ThHE: %25 permanent attributes.bin A hash
246 :  fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
1. fastboot oem fuse at-perm-attr-data
IhRe: R EES permanent attributes.bin 3% (7 %X 15 (RPMB)
2445 :  fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data

1. fastboot oem at-get-ca-request
2. fastboot oem at-set-ca-response

3. fastboot oem at-lock-vboot
Digg: BlE W&
2465 :  fastboot oem at-lock-vboot
1. fastboot oem at-unlock-vboot
Thee: fR8IK 4%, BISCHF authenticated unlock

%: fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin

/make unlock.sh (i make unlock.sh 27 )
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

1. fastboot oem fuse at-bootloader-vboot-key



IhfE: H&5 bootloader key hash
2545 :  fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key
1. fastboot oem format
Difig: B IX, 7 XAE BT $partitions
246 :  fastboot oem format
1. fastboot oem at-get-vboot-unlock-challenge
Tifg: authenticated unlock, i 223K 75 unlock challenge %45
2445]: 2 I, 16. fastboot oem at-unlock-vboot
1. fastboot oem at-reset-rollback-index
Difig: AL A1) rollback ##E
2445 :  fastboot oem at-reset-rollback-index
1. fastboot oem at-disable-unlock-vboot
TJRE: f# fastboot oem at-unlock-vboot iy 4 k5%

2445 . fastboot oem at-disable-unlock-vboot

6.4.8 B MRS

1R Ewindows[E H5eE T .

v EosROT AT R v2.58

CABREAFES0&REIIZ6 Y\ ImazehInage param. .
Sveodehn-boot—backuphnboot. img
Sveodehn-boot—backuph trust. img

A BEAPEI0SRES326 Y ImazehInaze mise. img
SMEENPHI0SREIZE6 Y Image ' Image boot. img

DMEENPHI0SRE3ZE6 Y Image Image i syste. | .
CAREAFES0&REISZ6  Imazeh Inagehvendo. | .
CAREAFESOSREIZZ6  ImazehInagehoem. img
CAREAPES0&RES3Z6  ImazehImaze i dtho. imz
CABEAPEI0SREISZ6 V Imazeh Inagehwhmet . .

E:
T
T
E
E
0x=0001ES00 Becovery E:\REENPHI0SREIZZ6\Image ' Inage recow. . .
E
E
E
E
E

THER | HEEF | S5

z Q00000000 Parameter
3 IF Ox00004000 oot
4 |[v | 0x00008000 trust
5 |[ | 0x00008000 Mize
& |[ | 0x0000ES00 Boot
T

8 |[ | 0x000ESS00 Svstem
9 |[ | 0x003C0800 vendor
10 | | ox00430800 oem
11 |[ | 0x0000C000 dtho
12 [ | Dx0000EDOD whmeta

L

Loader Wer:1.07 ’ HL

7 || e || wEsze || &

BH R E
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A/B System $55

, BEEFETE 258 B EE

THESR | ASEE | SEmE

# it BT HiE -
(0x00000000  Loader  E:\RK\PY304RK3326\rk3326-ablfirmwar...

2 F Oz00000000 Parameter E: AREAPEI0&RKIZZ8 v r 3326 —ab ir k3320 —. . .

3 F 0x00004000 bootloader a I:hcodehu-bootiuboot. img

4 |[v | 0x00008000 | bootloader b I:'code'u-bootiuboot. img

g ||+  0x00008000 tos_a T heodehu-boothtrust. img

£ |[w | 0x00008000 toz_hb T heodeu-boothtrust. img

T F Oz=0000n000 boot_a T hwrk3326-androi dhrocldevh Inaze—rld. ..

g F 000020000 boot_b Z:\rl332R-andr ol dhrockdevi Image—rl3. | .

9 I_ 0=z=0004E000 system_a I \rl3328-andr oi dhrockdev i Image—rl3. . .

10 |[ | ox0032EQ00 system_b T wk3326-andr ol dhroclkdevh Imaze—rld. | .

11 |[ | 0x006ZEQOO wendor_a T wk3326-andr ol dhroclkdevh Imaze—rkd. | .

1z |[T | 0x007ZE000 wvendor_b T wkA326-androidhrockdevh Image—rk3. .

13 |[v | 0x008CAO00 aem | Z:'wrk3328-androidirockdevhImage- rl-;3325 evbioem.

Losder Ver:r.0s | 847 | [t | [ #mamE | [ &=

THER &

6.4.9 Pre-loader verified

N\

2 {Rockchip-Secure-Boot-Application-Note.md )

MASKROM

s

Get Public Key

HASH(SHA256) of public
key

HASH in OTP Boot failed

Get rawI binary of first Get digital Signature
oader
HASH(SEJ:HEEYGJ of raw ﬁ RSA2048 encryption  4—

MATCH?

(Loadlng first Ioader) Y :{ Boot failed )
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6.4.10 U-boot verified

OTP W &R MM AE:
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perm_attr
hash

FRHL

vbmeta.img

Rhivbmetask T2 &
fa

perm-attra= & 1IEff?

10 pik_cer & psk_cer

SVbmeta.imgfEfigHe
psk_pubXtEL

Vbmeta.img#iZi&

Trust Zone

permanent_attribute
s.bin




efuse® AR IAE:

& boot.imgH
it E Hhash

= iR 3 A9hashat £

Pk =E




Public key

FRER

vbmetaimg

<hrvbmetaZL A 2 &
iR

perm-attr 2 & IEFE 7

FEER
prk_pub

m_. Feipik_cer & psk_cer

Vbmeta. imgTEiE
psk_pubZtEE

Vbmeta. imghEis

Trust Zone

permanent_attribu

tes cer.bin

permanent_attribute

=.bin




mn&iboot.
"i.'I"._T-"*",.H}‘uash

6.4.11 RGR KB 3h

B -
System

— =
Kernel

cmdline: androidboot. verifiedbootstate=green
uboot

androidboot slot_suffiv=_a " root=/dev/dm-0 ====-

A3 50%) kernel, kernel B 5EfEMNT U-Boot /516 cmdline 2%, #iilRGE s EHH dm-verify. 4R
JEIN#E A A system B fs mgr k55, fs mgr K% fsmgr flags IS ECRAR IS INEE £, &4 hash & hash
tree f T vbmeta.img. TEAH U SHL:

avb: ] avb AYJ7 AIMEAL K7 [X

slotselect: %4> X5 A/B, Jn# 28 F 2| cmdline [f)"androidboot.slot_suffix=_ a"iX 2%,

6.4.12 Linux AVB

R A 4HFE T linux A0 AVB #4E R I IETR AR .

6.4.12.1 B1ERTE

1. A B [
2. ff ] SecureBootConsole 4 i PrivateKey.pem 5 PublicKey.pem, L E A rk sign tool, #4401 F:


af://n3603
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rk sign tool cc --chip 3399
rk sign tool kk --out

3. load key

rk sign tool lk --key privateKey.pem --pubkey publicKey.pem

4. %44 loader

rk sign tool sl --loader loader.bin

5. 254 uboot.img & trust.img

rk sign tool si --img uboot.img

rk sign tool si --img trust.img

6. avb A4 [EMFHES: T2 temp.bin, 16 F 17 product id.bin, #2541 boot.img, i&1T R
i

#!/bin/bash

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 --
authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin

python avbtool make atx permanent attributes --output=permanent attributes.bin -
-product id=product id.bin --root authority key=testkey prk.pem

python avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

python avbtool make vbmeta image --public key metadata metadata.bin --

include descriptors from image boot.img --algorithm SHA256 RSA4096 --key
testkey psk.pem --output vbmeta.img

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

£ i vbmeta.img, permanent attributes_cer.bin, permanent_attributes.bin.
Z R4 T bootimg......

7S



rkdeveloptool db loader.bin
rkdeveloptool ul loader.bin
rkdeveloptool gpt parameter.txt
rkdeveloptool wlx uboot uboot.img
rkdeveloptool wlx trust trust.img
rkdeveloptool wlx boot boot.img

rkdeveloptool wlx system system.img

rkdeveloptool 7] PLZ#https:/github.com/rockchip-linux/rkdeveloptool

1. %525 permanent_attributes_cer.bin, permanent attributes.bin

HOTPF&:

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

f efuse T5:

fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr

1. efuse 525 (efuse TEH Hul HA windows fRA) , HEFEFEM loader, EFEXNATIES, midibsl
A=

W EfuseTH v1.38 =l

@ Ee @ £ |h’i§§iﬁ3§‘ EE |

[Elf4:

B it W e
Loader iR : 1. 16

A SR REII0C

T BEIE BEEH D FHEEEE
o RaEE -
588 RootHub20
&% Port{l]
sy Port2]
-+ Port]3]
s Portd]
-5 Port[5]
& Port{6]
G Port{7]
o Portl8]
E-% RootHub20 m
52 portfl] Hub 4
% Port[1]
-+ Port]2]
-+ Port]3]
s Portd]
-+ Port[5]
sy Port]6]
e sy Port]2] - -

m

ERw:

| E—RER, FOUsBiRO A% E#%EE. TER T RS ERRYEID. FOMBUsERO. HiH: 00000
2 A REHE, EEI T AREARERELT 5.

3 HEEED, ST, BARE, LTS FERIGES.

4 HPER, FNLSEEEET, AN BERET. Gt 00000
5 EEDRESTARNRETET, IEANEESTENERHET.

E38 00000

1. OTP “F & loader public key}2'5

2% (Rockchip-Secure-Boot-Application-Note.md)


https://github.com/rockchip-linux/rkdeveloptool

6.4.12.2 B iF IR R

[TODO]

6.5 SD )8 A F 2%
6.5.1 a4

Rockehip 4 SD &I 73 A H L SD K, SD JHk, SDJashk, SDEE K. AIblidid it il It
itk TH A% update.img T#E] SD R, HIEAFK R,

RRH Thig

HHLSD I A7 fek B

SD JHZ B M SD RN EBNF] recovery, i recovery i BTHE sd P [ 44 B8 37 2 B AE%

SD JA3h BEF EIEM SD K3

SD 85 & M pre-loader JF4R#5 U1 SD - A (A [E £ 2 15 # A7 fifh

6.5.2 %K

6.5.2.1 &

5@ SD K5 PC {584 —#F%, W LATE U-Boot 1 Kernel RGtHE NI @I 2 MMEH, o/ LA
SD RAAEATHRAE .

6522 &£

SD FH R RK (9 THRBIE, 2B SD KX AHAEM(I eMMC, nand flash)[E £F(1714%. SD +7t
BT LA B9 PC HLER LS 10— R EL TR 7 i . BUARAS SD K E SRS S B SD RINEAIX, SR/EH
B {175 DLE] SD Rl WAr X b, T4 SD KA BN, SD KA SRS AT ZARRD A [ )58 5 B A A7
k. N SD T-2%F 308 PCBA IR Demo SCHFAGH U1, SD FH-R A E T T LLAE [ 17T 42
B9 PC HLHHAT, $REE R,

CfELF T SD R, AR A 7 R F AT demo SCAFIS, AT BL% T T2 BRK 58 A

1. ¥ D2 SD KR H 3%, FEHEAr 4 A sdupdate.img
2. # 1 demo SCAFF SD RAR H 3% THI Demo HxH

SD 5| 57+ £ #%=U(E GPT)
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T # H¥E B
A 1X 0 MBR
B3 X 64-4M IDBLOCK(J& zhtr & & 0)
4M-8M Parameter
12M-16M uboot
16M-20M trust
...... misc
...... resource
...... kernel
...... recovery
Pl T = (A Fat32 77/ update.img

SD 5| S+~ 1% (GPT)

1 HHE B
B 0 MBR
BiIX 1-34 GPT /r[X 3
FIX 64-4M IDBLOCK(J& ks & & 0)
4M-&8M Parameter
...... uboot
...... trust
...... misc
...... resource
...... kernel
...... recovery
Pl T A% Fat32 f£Ji update.img
6523 A3~

SD J g+ 2l RK 1) T RGIVE, SBLEEM SD RIE3), A7 (8 FH P 5858 o 308 &1 i A B 35
P s E RS AEEN . BARSZBUR K B e S 3 SD £, 8 SD RU/EEFMEMEH . E#M SD k
JAENET, [ DRGSO ERAERAE SD & b, A AR EAEGEE AT LAIER TAE. Hul FZH T &
A4 SD £a5h, T PCBA iR, E&E: PCBA IR K2 recovery NTHI—NIhAET, a T 7F
4 S S Py S

SD 51 %A 31 R#% 3k GPT)
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%
X 0
B3 X 64-4M
4M-8M
8M-12M

12M-16M

SD 31 % A 81+#%(GPT)

%
BIX 0
X 1-34

B IX 64-4M

6 33 WX

6524 1BEE

¥R B
MBR
IDBLOCK (A ahtrEE 1)
Parameter
uboot
trust
misc
resource
boot
kernel
recovery
system

user

Hm B
MBR
GPT 73X %
IDBLOCK(J3 ZhtnEE 1)
uboot
Boot
trust
resource
kernel
recovery
system
vendor
oem

user

%A GPT


af://n3847

SD EE RKMLT SD RIIIAE, (HME T2 TAF H miniloader5e . 5% TR 2K AL S H] SD
RIREAX, SRJERE [ 45 U2 SD RAf WAy X F, E#M SD REZNN, SD RIHARESHE [ 44T+ 2% 2
A EAFfET . EEMTR&EFHIR, SD RAlbBE .

SD BHE K% (IE GPT)
Lk B B
X 0 MBR
B IX 64-4M IDBLOCK(JA 245 & & 2)
4M-8M Parameter
8M-12M uboot
12M-16M trust
...... misc
...... resource
...... boot
...... kernel
...... recovery
...... system

...... user

SD 22 R 4% A(GPT)



T #

Ja X 0
X 1-34
X 64-4M

w5 33 BIX

6.5.3 [ 5 &

i B
MBR
GPT 47 [X 3%
IDBLOCK(J& Zhf5 % B 2)
uboot
Boot
trust
resource
kernel
recovery
system
vendor
oem

user

%4 GPT

SD RAEABAAFDIRER R, 2AE sd RAM— L5578

7E SD KHI%E 64 X AL, #2ibrEF A (magic number) SN 0xFCDCS8C3B, NIA—edik+, M SD
RN EEE A, B WERARE, NWEAEE SD REFR. £5 (64 HIX +616bytes) HL T, 7K
MR E. BHETA AR

bR
0
1
2
6.5.4 J3 iz

R
FH KBk PCBA Ml
IEEIRS
BEFR

SD ) boot JiFEH] 43N pre-loader /& ZhiiFE 5 uboot JAZhIRFE, XA AZER 75 B naAa il SD & &
SD K4 IDB Block 4 Startup Flag #ridi, I H& KX Lhr EHAT AR IR FAEWF:
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EE b

Find u=zahle

E i

pre—loader

mias ke

v

SIRTRE

D 108 Block
Startup Flag

[frmware

“Storagemedia-s

q"

Scan 8D te Timd | re-loader e RV
the vpdate [lag [7 pre s N
.
. . Scan S0 to find = X
2o B iElheddn
! ”Iur’ I}_“ME _IL_HU the update tlag | oot _
I_::l iT"::-; and update h e -
. erd] ine
¥ ¥
Judge cwdline
[ndnte € I
Update &0 including o S leernel

6.5.4.1 pre-loader )3 3]

MasL o

'

pre-loader

v

EEHETE Al %

W A Bl

¥

¥

CedfE L
filehyies) fobR

IR IERE!
Blfbyvres) FRES

EEEA
Blbytes) fEd

a l 2
v v v
Tl PCrA] o s

v

v

!

MDA
HablsoT

MED R ELRE PR,
R Eh o

Loncder T B9 A
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maskrom 7 %6564 2] — 4 7] 1) miniloader [E {4 (A EAA TRM fffi i€ Maskrom 351 JE SIA7f# A AL
FeF, maskrom 2K R A AAME B E ) , AR5 Bk %) miniloader. miniloader ZE T 2 $K A7 fif 15
7, WARAIE] SD R, Kl SD K2R A S IDB #E M. R E, FHMRIFE. R SD KA H
HAREA 0 81, WA SD R EEH U-Boot [E 1, %5 5) U-Boot. AR E N2, WHEAEE
RUFE, 7F loader FEBIEME. IEH G shim A AR AR %, NS 30 F 4 loader.

6.5.4.2 U-Boot 2 5

‘ Start ’

Uboot

A 4

EHFERE

64BIR
I

0xFCDCB8C3B

no

A 4

64K + E=Es o]
616bytestrt: FraTFi#

$90?

RE
I
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yes

cmdlineiZsin
storagemedia=sd

FrMsd-REEEE

HAEIRE
RENSDFR

A 4 A 4

cmdlineiZF N Bl E#fkernel
sdfwupdatetRits FFfERE

A 4

MISCH X
REHEN
recovery

A 4

InZrecovery,
i \recoveryt&Em,

End

FH: U-Boot HLBI Ak AP i &, WIRANZE] SD &, Wl SD K& 4 & IDB # [ . Wik,
AR R ERT N0, (L% kernel 1 cmdline %3 l'sdfwupdate’s 5 5 5EH SD R misc 70X, &
BR B, 254 recovery iz, IMEJEZ) recovery.

JAzlF: U-Boot EH B, WREMEISD £, &M SD F2EHEE IDB &4, Wiz,
AW RARE RSN 1o S SD R misc 771X, BECRESEN, 1R A recovery, INEJH )
recovery. 1S & normal B, NIN#LJS 3 kernel,

6.5.4.3 Recovery A1 PCBA

HAKT] 2% (Rockchip Recovery /S #/EHE R V1.03.pdf)
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6.5.5 X R EM

o HIYEAEGPT #8 A [ {F8F, U-Boot 7ML E CONFIG_RKPARM_PARTITION.

o Hill{E SD FZRIF, update.img W20 MiniloaderAll.bin, parameter.txt, uboot.img, trust.img,
misc.img, resource.img, recovery.img IXLE[Eff, M NKEE update.img 2= HHLE AN MBR KMz
TNo
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7. Chapter-7 fic & #5Y

TODO


af://n3970

8. Chapter-8 i F X
AT LA Booth B MM FB, GUFMAA 4. WA, FUBASL RTINS,

8.1 DEBUG

IhEe: 1b4 /R debug () FTEIAERL

AIFE & 5 1 rkxxx_common.h H Y 1% 5 AT AH RE

#define DEBUG

8.2 Initcall

Thig: ITENRBhiifE.

U-Boot B /8 Zh S5 /& — & Allinitcall I fEinitcall_run_list() PREN debug () BUK
printf () . 1

U-Boot 2017.09-01725-g03b8d3b-dirty (Jul 06 2018 - 10:08:27 +0800)

initcall: 0000000000214388

initcall: 0000000000214724

Model: Rockchip RK3399 Evaluation Board

initcall: 0000000000214300

DRAM: initcall: 0000000000203f68

initcall: 0000000000214410 // 56 ICYw4KH Mt 6 B ) R 4L
initcall: 00000000002140dc

3.8 GiB
initcall: 00000000002143b8

Relocation Offset is: £5c03000
initcall: 00000000f5el76bc

initcall: 00000000002146a4 (relocated to 00000000f5el76a4)
initcall: 0000000000214668 (relocated to 00000000£f5e17668)

8.3 iofid

Thg: E5NF.
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/1 BRI

md - memory display

Usage: md

/] EHE

[.b, .w,

mw - memory write (

Usage: mw

HERE. UM ER 0x76000000 HikikFF 44 12 SE 0x10 AR

[.b, .w,

=> md.1l 0x76000000

76000000:
76000010:
76000020:
76000030:

fffffffe
ffffffdf
fEEfEE~fe~
fEEfFEEEf~f

-1, .qal
£i11)
-1, .ql

0x10

fEEffFff
fEEfffff
fEEEEF~Erf
fEEffFff

address [# of objects]

address value [count]

fEEfffff fELFFEFF
feffffff ffffffff
fEEfff£fff fELLFEEFEF
i e s s s o s

B#E, Jufl: % 0x76000000 HibikTE A 0x1234;

=> mw.l 0x76000000
=> md.1l 0x76000000

76000000:
76000010:
76000020:
76000030:

f£££1234
ffffffdf
fEEfEE£fe~
fEEfFfEEfef

e

8.4 iomemp

Oxffffl2
0x10

fEffffff
fEffffff
fEEffEFff
fEEffFff

34 // HE16fifAmask
// [l
ffffffff ffffffff
feffffff ffffffff
ffffffff fff£fffff
ffffffff ffffffff

Thg: A Hmdar 4 R, @il HSEHTDTS T miSRBGE A E R .

=> iomem

iomem - Show iomem data by device compatible

Usage:

// @<compatible>: TifiHcompatibleiid)I<EaialILhd
iomem <compatible> <start offset> <end offset>

eg: iomem -grf 0x0 0x200

J6f5): RK3228 12HL GRF H 0x00 ~ 0x20 HIEHE:

// XHE AT Mrrockchip, rk3288-pmugrf" X4MTF, FrLLFH " -gr£"1E N4k
=> iomem -grf O0x0 0x20
rockchip, rk3228-grf:

00000000 00000000 00004000 00002000
00000000 00005028 0000a5a5 0000aaaa

11000000:
11000010:
11000020

00009955

8.5 i2efrd

IheE: 2cik&iLs.,
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=> i2c

i2c - I2C sub-system

Usage:

i2c dev [dev]

i2c md chip address|[.0,

i2c mw chip address[.0,

BRAE. .

=> i2c dev 0

Setting bus to

=> i2c md Ox1lb

A AE
002e: 11 Of 00
003e: 00 Oa Oa

e, Tl

=> 12c dev O

Setting bus to

=> 12c mw Ox1lb
=> i2c md Ox1lb

002e:
003e:

10 0f£ O

8.6 gpiofin %

e pinfiifm A f i3S

=> gpio

0

00 Oa Oa

- show or set current I2C bus

0x2e 0x20

00 11 0f 00 00 01
Oc Oc Oc 00 07 07

0x2e 0x10
0x2e 0x20
00 11 0f 00 00 01
Oc Oc Oc 00 07 07

odp
odkp

o 2]
.2]

[# of objects]

value [count]

//

//

00
O0a

//

//
//
00
O0a

[F] 52

gpio - query and control gpio pins

Usage:

gpio <input|set|clear|toggle> <pin>

- input/set/clear/toggle the specified pin
[all/claimed]

gpio status [-a]
B EpinIIRE: WIRVII2G6

=> gpio status -a

Bank A:
AQ:
Al:
A2:

input: 0O
output: 1
input: 1

A29:
A30:
A31:

unused:
unknown

unused:

[
[
[

1

0

]

]

[

[

]

[<bank>

]

]

<pin>]

- show

00 00 09 00 00 Oc
00 Oc Oc 00 00 00

00 00 09 00 00 Oc
00 Oc Oc 00 00 00

- read from I2C device

write to I2C device

PIEli2co (FEE—WRHEIA])

PIEJi2c0 (FRE—KBPH)

GPIOs

(£111)

i2cW b N 1L (7TALHhE) , 2 Ox2e AR HIIESL0x 204

i2ci% A& N1 (7TArHIE) , KFox2e FAEASIRE N0x10
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D6: input: 0 [ ]
D7: output: 1 [x] vccl8-lcd-n.gpio

D31: input: 0 [ ]

Bank E:
EO: input: 0 [ ]
El: input: 0 [ ]

pinfii A\ :
=> gpio input A7
pin¥il tHINACTIVE:
=> gpio clear A7
pin¥ii tH ACTIVE:
=> gpio set A7
pintRA&IH: WA7: input: 0 N A7: output: 1

=> gpio toggle A7

8.7 fdtfy %

Hifg: 4TEHIDTBA % .

=> fdt

fdt - flattened device tree utility commands

Usage:

fdt addr [-c] <addr> [<length>] - Set the [control] fdt location to <addr>
fdt print <path> [<prop>] - Recursive print starting at <path>

fdt list <path> [<prop>] - Print one level starting at <path>

NOTE: Dereference aliases by omitting the leading '/', e.g. fdt print ethernetO.
HAin & G4 —iEH, TLIIE device-tree 8% dump H K-

=> fdt addr $fdt addr r // fHEfdciilt
=> fdt print // TEEAt N AEBFTEIH K

8.8 mmciy 4

TIRE: MMC & #&%i25 . Y.

MMC Z&EE:
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=> mmc info

Device: dwmmc@Ef0£0000 [/ AT
Manufacturer ID: 15
OEM: 100
Name: 8GME4
Timing Interface: High Speed // PR
Tran Speed: 52000000 /] AT
Rd Block Len: 512
MMC version 5.1
High Capacity: Yes
Capacity: 7.3 GiB /] AR
Bus Width: 8-bit /] BERTERE
Erase Group Size: 512 KiB
HC WP Group Size: 8 MiB
User Capacity: 7.3 GiB WRREL
Boot Capacity: 4 MiB ENH
RPMB Capacity: 512 KiB ENH
MMC B2 D)4z«
=> mmc dev 0 // ViElemyc
=> mmc dev 1 // PIPFE|sdk
MMC B35
mmc read addr blk# cnt
mmc write addr blk# cnt
mmc erase blk# cnt
i«
=> mmc read 0x70000000 0 1 // BRMMCH A — Mblock, K/MNAL sectorfIHHES|NAF
0x70000000
=> mmc write 0x70000000 0 1 // HENFE0xT0000000/#21 sectorEHEE FIFEMHSE — N block
A=
=> mmc erase 0 1 /) BB —blockitl sector#if

WR MMC B B S 8, AT LI DU faj 28 SR 5E {7 -

8 drivers/mmc/dw_mmec.c I debug () BUN printf () FEFRFERES. BH MMC W& EHIE

El

e

o WIREJGIIFTEIA Sending CMDO, it AL, ERIER:: RERM IOMUX & &4 H Al 1P

DIk

o R )G EIN Sending CMDS, %A #AFH /M E L E MMC ¥ % R0V Ui 0 %2 24745
TR A MMC BEfRE . §E18 MMC (i
SRS AR (ATCLE R )« AT LRI AP AT . 130 MMC 4% (R FE AR

o MAYIE LI O, &FITHN Sending CMDI18,

8.9 I [a] &%,

ThfE: 25U-Boot F]EME BN [AIEL CHEXSIS ) .
CONFIG_BOOTSTAGE_PRINTF TIMESTAMP

ERE
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[ 0.259266] U-Boot 2017.09-01739-g856£373-dirty (Jul 10 2018 - 20:26:05

+0800)

[ 0.260596] Model: Rockchip RK3399 Evaluation Board

[ 0.261332] DRAM: 3.8 GiB
Relocation Offset is: £f5bfd000

Using default environment

.521188] mmc_init: -95, time 9
.671451] switch to partitions #0, OK

.675507] boot mode: None
.683738] DTB: rk-kernel.dtb
.706940] Using kernel dtb

O O O O O O O o

.671500] mmcO (part 0) is current device

.354038] dwmmc@fe320000: 1, sdhci@fe330000: O
.521125] Card did not respond to voltage select!

I TR) B AN 2 24 2R Getimer RN [T EDHI R, 1042 AOTFAE TN o iy AR PR T BN A AR X I

(], T AN 4 56] I ] o

8.10 dm tree

ifk: BEFTH device-driver 2 [M[IZF5E . probe’lR7.

=> dm tree

Class Probed Driver

root [ + 1] root driver

syscon [ ] rk322x syscon

serial [ + ] nsl6550 serial

clk [ ] clk rk322x

sysreset [ 1 rockchip sysreset

reset [ ] rockchip reset

mmc [ + ] rockchip rk3288 dw mshc

blk [ ] mmc_blk

ram [ ] rockchip rk322x dmc

serial [ ] nsl6550 serial

i2c [ 1 i2c_rockchip
TR X

o HHFTH B4 58K bindfY device-driver
o FIHPTA uclass-device-driver 2 ] [{) 358 5% £
o [+] 3R 4HT driver B4 58 X probe

root driver

|-— syscon@l11000000

|-- serial@11030000 =*

|--— clock-controller@110e0000
| |-— sysreset

| ‘—-— reset

| -— dwmmc@30020000 *

| "—— dwmmc@30020000.blk *
|-— dmc@11200000

|-- serial@11020000

|-- 12c@11050000

o * IR MHiTdevice-driversk H T-U-Boot)DTB, 75N>k +Ekernel DTB

8.11 dm uclass

Uifie: B K Kuclass MIHTH B


af://n4044
af://n4057

=> dm uclass

uclass 0: root

- * root driver @ 7be54c88, seq 0, (reg -1)

uclass 11: adc

- * saradc@ffl100000 @ 7be56220, seq 0, (req -1)

uclass 40: backlight
- * backlight @ 7be81178, seq 0, (req -1)

uclass 77: key
= rockchip-key @ 7be811f£0

8.12 stacktrace.sh
I AR B AL 4> Frabort. dump_stackOfILY . S HRKIEMEF,

8.13 R4 KL

Thg: FTEIEATCPURIBLIZA MM, &M T ARG R . & D256 5s dump H Mabortf S

2
i)

g

CONFIG_ROCKCHIP_ DEBUGGER

SRECE I A% (5 25 F18 F stacktrace A F5 . 15 S HRKELM TS,

8.14 CRC L

Difig: BIRRKHE A [ R e ek
RK AW G LA E T EADNBRIICRC32, FTITF0N 27 AAICRC3258IE [ 1 (1 5 B

CONFIG ROCKCHIP CRC
BERE

=Booting Rockchip format image=
kernel image CRC32 verify... okay. // kernel EGRIH CHIRIIEMATEIfail! )
boot image CRC32 verify... okay. // boot I (UIHRKGIFTEI fail!l )
kernel @ 0x02080000 (0x01249808)
ramdisk @ 0x0a200000 (0x001e6650)
## Chapter-8 Flattened Device Tree blob at 01£00000
Booting using the fdt blob at 0x1£00000
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
Loading Ramdisk to 08019000, end 081ff650 ... OK
Loading Device Tree to 0000000008003000, end 0000000008018c97 ... OK
Adding bank: start=0x00200000, size=0x08200000
Adding bank: start=0x0a200000, size=0xede00000
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Starting kernel ...

8.15 HASHR: I

Thig: B Android#g U [l 44 56 B4
ANDROID BOOT IMAGE HASH

JAMZBECE S5, InE Androidh 3 [ A 2156 [ 14 (1 5 B
POy — 26y s 5B, an R R e B VL IR R IR [, 3 [RINHT I 0 e & ik

HASH_ROCKCHIP LEGACY

8.16 B DDRA &

FFHLIS DDRYJIE LA I 2 DDR A &A% i3 45 U-Boot, U-Boot4: 2 [ — o224 N 1E J5 B s A% . FH
AJ PATEU-BootF BrA& A% 14 45 N A% [ DDR & &

e tp:

/) ARG N R AR (BEBRZENAETD .

Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x40000000 (size: 0x35e00000)
Total: 895.411 ms

Starting kernel ...
[ 0.000000] Booting Linux on physical CPU 0x0

(AMEIVA=E
./arch/arm/mach-rockchip/param.c
BALE

struct memblock *param parse ddr mem(int *out count)

/) ERERAdrtEIBEA U-Boot A E(E B
[/ BUATTREHIIANELE L, B Ay duteid, Z3ol48 & A W AR SR aa il AN
// PS: —RRAHOLFHEREL N, ATHEEST
for (1 = 0, n=0; i < count; i++, nt++) {
// Hhn2eBE (GELHE) , M: count=1, base = 0, size = 0x80000000,
// F P R AT DR IR AR BB
base = t->u.ddr mem.bank[i];

size = t->u.ddr mem.bank[i + count];

/* 0~4GB */
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if (base < SZ _4GB) {
mem[n] .base = base;
mem[n].size = ddr mem get usable size(base, size);
if (base + size > SZ 4GB) {
n++;
mem[n] .base u64 = SZ 4GB;
mem[n].size u64 = base + size - SZ 4GB;
}
} else {
/* 4GB+ */
mem[n] .base u64 = base;

mem[n].size u64 = size;

assert (n < count + MEM RESV_COUNT) ;

8.17 Bk E R

TIRE: HAEMRARRIRRR . LA, VUG B aT LA B P 6 — S BEA L A 7
1. trust M5E G R R AL

trust §5¢J5 A RACAI AT RENE: [ FIT QL BE be S A ML, 33 trust BRAE B HH IR 1 U-Boot 5 sl . 1t
ISP AT B R trust TRHLFTETRT U-Boot Ji Bl hk KA A o

64 £i1°F-& U-Boot Ji shHiat— 2 mFe 0x200000 (DRAM a2 0x0) -
NOTICE: BL31: vl.3(debug):d98dl6e

NOTICE: BL31: Built : 15:03:07, May 10 2018
NOTICE: BL31l: Rockchip release version: vl.1

INFO: GICv3 with legacy support detected. ARM GICV3 driver initialized in EL3
INFO: Using opteed sec cpu context!

INFO: boot cpu mask: 0

INFO: plat rockchip pmu init(1151): pd status 3e

INFO: BL31l: Initializing runtime services

INFO: BL31: Initializing BL32

INFO: BL31: Preparing for EL3 exit to normal world

INFO: Entry point address = 0x200000 // U-Bootifii:

INFO: SPSR = 0x3c9

32 fiiF& U-Boot JE shihhl— W2 0x0 (DRAM i2afitihl 2 0x60000000) .

INF [0x0] TEE-CORE:init primary helper:378: Release version: 1.9

INF [0x0] TEE-CORE:init primary helper:379: Next entry point address: 0x60000000
// U-BootHili

INF [0x0] TEE-CORE:init teecore:83: teecore inits done

2. U-Boot iR A 0] :

i#3d U-Boot FFHLAE B AT R R 3 AAS « 40 X N R3S 15 & commit: b34108b.
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U-Boot 2017.09-01730-gb34£08b (Jul 06 2018 - 17:47:52 +0800)
TFHUE b B dirty", IS I A A B A RS G, ik AT

U-Boot 2017.09-01730-gb34£f08b-dirty (Jul 06 2018 - 17:35:04 +0800)

8 lf; fijz§U1Fﬁle

I 81 U-Boot TP HLAE B TR A1 24 HTU-Boot (I AE A 2% AMBARAS T HRig e fir 72

H BiU-Boot 32 i = F @258 5] 5. Android#g = > RKA& I, > DISTROAE . RK KA [¥JSDK = A& R i
FE AR, DISTRO—EZ TR 21 H .

VL AR RS AN, A EATENR BEE AR, XA 0 T U-Boot FHLIE B A 4A 1

17.1 Android &4

// U—Boot%' ATHTEY, B8 T commi tHA . Fai A5

// FE: XE R RU-Boot "MINF "I E—4T IE T ED, Wﬂxch—BootﬁE R S AT ER
// $THdebugfE B, Al LLAE {18 EN

U-Boot 2017.09-03033-g81b79f7-dirty (Jul 04 2019 - 15:04:00 +0800)

// U-Boot dtsffi“model"FBMN%Z, XM ETTLLFLEIRAMEH T u-BootMffiidts
Model: Rockchip RK3399 Evaluation Board

// JaH Tpreloader-serial®ft, RIWHEI S loaderf 8 AN E, HaifH HUART2/EAFTEI O
PreSerial: 2

/) BT N AR AL 2GB

DRAM: 2 GiB

[/ BERA SR T sysmemP A7 R & FHLH]

Sysmem: init

// U-Boot={ll H ORI EAT HIAE, MAATddriEfi A BMBEEFNALE (FERU-Boot TF RN HE)
VWD)

// B RIS ARG IR 0x7dbe2000, XAME BIE I g AR 7] fE A F 2

Relocation Offset is: 7dbe2000

// ENVERARETEddr B W REFRFTEeMMC. Nand 5 MG AR, WASH AT

Using default environment

// AR B A mnc0, ElemMc (W2 sd R, W Ammc1)
dwmmc@fe320000: l, sdhci@fe330000: O

/] N R AT atags, HEISminiloaderfE& & HU-Boot
Bootdev (atags) : mmc 0

// HETHeMMCH TAETERS 4008520, B EIZZ150M

MMCO: HS400, 150Mhz

// HHERAGPTXFE (WHRAERK parameterZ X3, NITEI: RKPARM)
PartType: EFI

// HAlfErecoveryfHi

// kernel BHUTHI"reboot xxx"fr4, AW HIXAHTEISRIATL
boot mode: recovery

// Kernel DTBXH Frecovery.img, HIEF#INE

Load FDT from recovery part

DTB: rk-kernel.dtb

HASH: OK(c)

// ==> [F&: HltZ)5, U-Boot&V)Flkernel dtb, JGZFTE MKW ERF i kernel dtbHIE
B
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// DTBOATHIN
ANDROID: fdt overlay OK
// T2CHIEE, XA RU-Boot IHLEEMEIME R —, JLHX T peocMLDodE#H £ IPMIC, MIRI2CH
FER,
/] A TR — 0. WA ROTTHLERE, AT AR AME 2
I2c speed: 400000Hz
// *4HIPMIC/ERKS18
// onfHXINON_SOURCE#fF#%, R T HulixkeMIc EriiE R
// of £fHXIMOFF SOURCEZAF#%, FMIHT— XA B o i) Ji [A]
// onMlof£f5R, XT ARG I HFSOHEGN, XRMEMHMERER
PMIC: RK818 (on=0x20 off=0x40)
// FEEAlAEregulator M HTHEAE, —B&DpeDe XM ERKF & flarm. logicy centerfHL &
[/ FELMARG RS TIHATREER N, XRMEMERERvdd_center 900000 uv
vdd cpu 1 900000 uv
vdd log 900000 uv
// Kernel dtsHI“model"FEBNE, MK MEEATCAAERAMEM T Rerne IR dLs
Model: Rockchip RK3399 Excavator Board edp avb (Android)
enter Recovery mode!
// RIRWEIAH KGR
Rockchip UBOOT DRM driver version: v1.0.1
Using display timing dts
Detailed mode clock 200000 kHz, flagsl[al
H: 1536 1548 1564 1612
V: 2048 2056 2060 2068
bus format: 100e
// clk-treefdll, BA&E LiHZHEU-Boot TF A SUHKICLK®E 1
CLK: (uboot. arml: enter 816000 KHz, init 816000 KHz, kernel ON/A)
CLK: (uboot. armb: enter 24000 KHz, init 24000 KHz, kernel ON/A)
aplll 816000 KHz
apllb 24000 KHz
dpll 800000 KHz
cpll 200000 KHz
gpll 800000 KHz
npll 600000 KHz
vpll 24000 KHz
aclk perihp 133333 KHz
hclk perihp 66666 KHz
pclk perihp 33333 KHz
aclk perilp0 266666 KHz
hclk perilp0O 88888 KHz
pclk perilpO 44444 KHz
hclk perilpl 100000 KHz
pclk perilpl 50000 KHz
// GMACHRZfHRE
Net: ethO: ethernet@fe300000
/] FW K ctrl+e, FEM THTEIZ G AU-Boot i 21T
Hit key to stop autoboot ('CTRL+C'): 0
// F—IRFEE AT R recovery
ANDROID: reboot reason: "recovery"
// vboot=0F/NEH A fsecureboot: MHTZAVBEIM:, FTLALEAVBIIH LG MR
Vboot=0, AVB images, AVB verify
// WA= unlock
read is device unlocked() ops returned that device is UNLOCKED
// BAEMNU-BootBRINRIEE Nooot . img/recovery. imghl#Eiek, ARG Hilramdisk. fdt. kernel
AT
/] —UHH (BiNrelocation) , RZIFHF e bl B, XFRBHER Y, JEH HramdiskIEH K
I 5% o



// RRFEM TN, —XMEEEMFM Eitramdisk. fdt. kerne L #H|TE ) N A
// BUWCRATENISEE 5 T X A — IR PR RS A, B (A

Fdt Ramdisk skip relocation

// MM#EAndroidk U, kernelNEF0x00280000, fdthN#F|0x8300000

// BINRLzZ AR N, X BT RESTED:

// Booting LZ4 kernel at 0x00680000 (Uncompress to 0x00280000) with fdt at
0x8300000...

Booting IMAGE kernel at 0x00280000 with fdt at 0x8300000...

[/ BEE, AR
### Booting Android Image at 0x0027£800
// kernelflramdiskHJINE AL LK KN
Kernel load addr 0x00280000 size 19081 KiB
RAM disk load addr 0x0a200000 size 9627 KiB
// £atHImEHhE
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
/] B, FIAKL
XIP Kernel Image ... OK
// XBEAULE Tl kernel dtsfdEMreserved-memory, RI{ENH AZ)E 30 B8 1 —A 045 B
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
// EAtHIEARANZE Ak
Using Device Tree in place at 0000000008300000, end 000000000831c6f7
/] ARBE WL, ERNZAE K AFERTEE (ATF. opteef57¥[H] DA )
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
// U-BootM BtIFHLAERT
Total: 367.128 ms

// HU-Boot#THl, XNFTEIZJG, U-Booteuili—HARMAEMIFAIC (Lhll: JHcache. KA,
// cpwREVIHEE) MU-Boot HIdmBEIEAEEE LA, Hh inl B AR B2 ARAIG

// TR R TAEEHB B kernel, HICHrT DAEARS Y, HILXANSTEIEER B T WAL B
Starting kernel

// kernelMBtHIFTENE B

0.000000] Booting Linux on physical CPU 0x0
.000000] Initializing cgroup subsys cpuset
.000000] Initializing cgroup subsys cpu
.000000] Initializing cgroup subsys cpuacct

o O O O

.000000] Initializing cgroup subsys schedtune
0.000000] Linux version 4.4.167 (hgc@ubuntu) (gcc version 6.3.1 20170404

GCC 6.3-2017.05) ) #83 SMP PREEMPT Thu Mar 21 09:31:08 CST 2019
[ 0.000000] Boot CPU: AArch64 Processor [410£fd034]

[ 0.000000] earlycon: Early serial console at MMIO32 0xff1a0000 (options '')
[ 0.000000] bootconsole [uart0] enabled

[ 0.000000] Reserved memory: failed to reserve memory for node 'stb-
devinfo@00000000"': base 0x0000000000000000, size 0 MiB

[ 0.000000] cma: Reserved 16 MiB at 0x000000007£f000000

8.18.1 RK[# {4

U-Boot 2017.09-03352-gbl1265b5 (Jul 12 2019 - 09:57:24 +0800)
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Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

Hit key to stop autoboot ('CTRL+C'): O

ANDROID: reboot reason: "recovery"

/) BURERKME AR AE, B EAASTT RE R AVBHS 3L

Not AVB images, AVB skip

7/ BUARRRAE I A, B DA B 4R8N and rod dif aC 1R R
// BUAHATBEM S E: androidigsl > RKEA > distro#fal
** Invalid Android Image header **

Android image load failed

Android boot failed, error -1.

// HHlErecoveryiiz

boot mode: recovery

// JBERKKE A AIE M, N ramdis. kernel. fdt

=Booting Rockchip format image=

fdt @ 0x08300000 (0x00012dd0)

kernel @ 0x00280000 (0x0119e008)

ramdisk @ 0x0a200000 (0x00754540)

// FEAZE Fandroidh = E A E31E E
Fdt Ramdisk skip relocation
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
Using Device Tree in place at 0000000008300000, end 0000000008315dcf
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
Total: 508.11 ms

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

8.18.2 Didstro[# 14

U-Boot 2017.09-03352-gbl1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment
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// #FF|mmcO, BleMMCswitch to partitions #0, OK

mmcO (part 0) is current device

// BRemMclEfE L 6N XIEME (GPTarXEKE, XM Eboot . imgs X, GPTEHM"-bootable" /&
PEFRED

Scanning mmc 0:6...

// B TEE Y ffextlinux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// fN#kernel

205 bytes read in 82 ms (2 KiB/s)

ig rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// TR ER cmdlinefF &
append: earlycon=uart8250,mmio32,0xf£f1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcblk0p7 rootwait rootfstype=ext4 init=/sbin/init

// InE£de
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

[/ ==> WRITENEA ramdisk, HASHrandisk{F BT, BN EBSFITE

### Flattened Device Tree blob at 01£f00000
Booting using the fdt blob at 0x1£00000
Loading Device Tree to 000000007d£f14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

8.18.3 oA % & 14

U-Boot 2017.09-03352-gbl1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// #HZFlnmco, BleMMC

FRAEE A HITHLE S

switch to partitions #0, OK

mmcO (part 0) is current device

// BReMMCAEE L 6N X IMEME (GPTArXRE, 6X R Zboot.imgsr X, GPTHEH"-bootable" &
ELED
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Scanning mmc 0:6...
// RETHEE X ffextlinux.conf
Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// M#Ekernel

205 bytes read in 82 ms (2 KiB/s)

ls rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTERAEE R cmdlinefF &
append: earlycon=uart8250,mmio32,0xf£f1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcblk0p7 rootwait rootfstype=ext4 init=/sbin/init

// In#ifde
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

[/ ==> WRITENEA ramdisk, HASHrandisk{FEITEH,; HNXEBSFITE

### Flattened Device Tree blob at 01£00000
Booting using the fdt blob at 0x1£00000
Loading Device Tree to 000000007d£f14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

U-Boot 2017.09-03352-gbl1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

Net: eth0: ethernet@fe300000

Hit key to stop autoboot ('CTRL+C') : 0 ANDROID: reboot reason: "recovery"
// ARAndroid#saU[HE 4

Not AVB images, AVB skip

** Invalid Android Image header **

Android image load failed

Android boot failed, error -1.

boot mode: recovery

/) AR E 1

=Booting Rockchip format image=
kernel: invalid image tag(0x45435352)

boot rockchip image kernel part read error

// AREDISTROM A JETH A KT EN#REdistroE a4, K Adistrofid2 ik - Mmme.

nand. net.



// usbZEATA AT 2 L HBE (W rockchip-common. h"f )% 5 3{: BOOT TARGET DEVICES) Hf
£=3

// #distrolllff, BIZE—H#iB#tT &K
switch to partitions #0, OK

mmcO (part 0) is current device
Failed to mount ext2 filesystem...
** Unrecognized filesystem type **
starting USB...

USBO: Register 2000140 NbrPorts 2
Starting the controller

USB XHCI 1.10

USB1: Register 2000140 NbrPorts 2
Starting the controller

USB XHCI 1.10

USB2: USB EHCI 1.00
USB3: USB OHCI 1.0
USB4: USB EHCI 1.00
USB5: USB OHCI 1.0
scanning bus 0 for devices... 1 USB Device(s) found
scanning bus 1 for devices... 1 USB Device(s) found
scanning bus 2 for devices... 1 USB Device(s) found
scanning bus 3 for devices... 1 USB Device(s) found
scanning bus 4 for devices... 1 USB Device(s) found
scanning bus 5 for devices... 1 USB Device(s) found

scanning usb for storage devices... 0 Storage Device(s) found

Device 0: unknown device

ethernet@fe300000 Waiting for PHY auto negotiation to complete......... TIMEOUT
!

Could not initialize PHY ethernet@fe300000

missing environment variable: pxeuuid

missing environment variable: bootfile

Retrieving file: pxelinux.cfg/01-7a-1d-33-50-3d-al

ethernet@fe300000 Waiting for PHY auto negotiation to complete..

// ‘#distrofi X HTA A RERI A T S MR AR 4, BT FEU-Boot fir 4T

=>



9. Chapter-9 i F 51
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10. Chapter-10 SPL

10.1 F 5] &

SPL H4F F /& 48 B miniloader5€ iX trust.img 1 uboot.imgHI INEE A 5| 5 T/E. SPL HEiSZ 5| S HFh
A2

o FIT [El4F: ERIMERE;
o RKFW [Ef: BRINKCH], FFEH P &R e

10.1.1 FIT [& 4%

FIT (flattened image tree) 1&%Z0/2& SPL SC I —Fh LLEH g A0 @ 2F &, ZHFE A image FTEFRLK
FIT {£ ] DTS FEVEXT T K image HEAT IR, #5RSTHEA u-boot.its, HZA A FIT [E4FA u-
boot.itb,

FITHIL A SR dts BOERAI g3, bR TE, [t T DL E 2648 libfdt .
u-boot.its 314 :

e /images : FFAEX TPTA AR BIRECE (BJErTH. WA , 284 dtsi I 0
e /configurations: 4 config 9 Rifiid 7 —ER AN E, FKM— MR ds.
o fiiH] default = FREHATEHEVANRE

.
/dts-vl/;
/A
description = "Configuration to load ATF before U-Boot";

#address-cells = <1>;

images {
uboot@l {

description = "U-Boot (64-bit)";
data = /incbin/ ("u-boot-nodtb.bin");
type = "standalone";
os = "U-Boot";
arch = "arm64";
compression = "none";

load = <0x00200000>;
}i

atf@l {
description = "ARM Trusted Firmware";
data = /incbin/("b1l31 0x00010000.bin");
type = "firmware";
arch = "armo4d";
os = "arm-trusted-firmware";
compression = "none";

load = <0x00010000>;
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entry = <0x00010000>;
}i

atf@2 {
description = "ARM Trusted Firmware";
data = /incbin/("bl131 0x£ff091000.bin");
type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";

load = <0xff091000>;
}i

optee@l {
description = "OP-TEE";
data = /incbin/ ("bl32.bin");
type = "firmware";
arch = "arm64";
os = "op-tee";
compression = "none";

load = <0x08400000>;
}i

fdt@l {
description = "rk3328-evb.dtb";
data = /incbin/ ("arch/arm/dts/rk3328-evb.dtb") ;
type = "flat dt";
compression = "none";
}i
bi

configurations {

default = "config@l";
config@l {
description = "rk3328-evb.dtb";
firmware = "atf@l";
loadables = "uboot@l", "atf@2", "optee@l" ;
fdt = "fdt@l";

}i

b8
u-boot.itb X 14 :

mkimage + dtc
[u-boot.its] + [images] ==> [u-boot.itb]

R RS A B R . FIT B4 0] DRy —FRe R DTB S0, R BN AR image. P 1T
PLA fdtdump fir & & E itb XA

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump u-boot.itb | less

/dts-v1/;
// magic: 0xd00dfeed
// totalsize: 0x497 (1175)

// off dt struct: 0x38



//
//
//
//
//
//
//

/A

off dt strings: Ox414
off mem rsvmap: 0x28
version: 17
last comp version: 16
boot cpuid phys: 0x0
size dt strings: 0x83
size dt struct: 0x3dc

timestamp = <0x5d099c85>;

images {

uboot@1 {
data-size = <0x0009f8a8>;
data-offset = <0x00000000>;
description = "U-Boot
type = "standalone";
os = "U-Boot";
arch = "armo4d";
compression = "none";
load = <0x00600000>;

}i

atf@l {
data-size = <0x0000c048>;
data-offset = <0x0009f£8a8>;

description = "Configuration to load ATF before U-Boot";
#address—-cells = <0x00000001>;

(64-bit)";

// R E SN T % T B
// R E BRI T T B

description = "ARM Trusted Firmware";

type = "firmware";

arch = "armed";

os = "arm-trusted-firmware";

compression = "none";
load = <0x00010000>;
entry = <0x00010000>;
}i
atf@2 {
data-size = <0x00002000>;
data-offset = <0x000ab8f0>;

description = "ARM Trusted Firmware";

type = "firmware";

arch = "arm64";

os = "arm-trusted-firmware";

compression = "none";
load = <0xff£f82000>;
}i

fdt@l {
data-size = <0x00005793>;
data-offset = <0x000ad8f0>;
description = "rk3308-evb.dtb";
type = "flat dt";

FLZFITERIES%:

HiiRat£e 1 EAHF RN
Hiidat £ 1 E W



./doc/ulmage.FIT/

10.1.2 RKFW [& #

T RESE ELEEE s miniloader HA B SUE R0 X, FTEM&N. BILRKF G 3 7 RKFW %
X CEPBRSTAF X (A& F: trustimg A1 uboot.img) 5] F.

W=
CONFIG_SPL_LOAD RKFW // fERETFR
CONFIG RKFW TRUST SECTOR // trust.imgZrXihlk, FTEMIFXERE CRFF—I
CONFIG_RKFW_U BOOT SECTOR // uboot.imgFy Xk, A XFLMIE SLARFF— L
AR

./include/spl rkfw.h
./common/spl/spl rkfw.c

10.1.3 7R e 4%

U-Boot dts H1i#id u-boot, spl-boot-order T8 FhE W% K8 St 2E 2K

/A
aliases {
mmcO0 = &emmc;
mmcl = &sdmmc;
i
chosen {

u-boot, spl-boot-order = &sdmmc, &nandc, &emmc;

stdout-path = &uart2;

10.2 wFIT R

10.2.1 IS4 3%

U-Boot 4 AN [ ) 4 3 B 422 F 17— (3 U-Boot VA% 4R S SPLIAIF,  244w1% SPL I 2> B 34
CONFIG SPL BUILD %. U-BootZ7E4HHE 5T u-boot.bin Z JE4k4k4u ¥ SPL, JHAIEMAL 4 H
3K ./spl/ .

// YiFu-boot
DTC arch/arm/dts/rk3399-puma-ddr1866.dtb
DTC arch/arm/dts/rv1108-evb.dtb
make[2]: “arch/arm/dts/rk3328-evb.dtb' is up to date.


af://n4146
af://n4152
af://n4155
af://n4156

SHIPPED dts/dt.dtb
FDTGREP dts/dt-spl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin

// Gikspl, AMSLMspl/H¥

LD spl/arch/arm/cpu/built-in.o
cC spl/board/rockchip/evb rk3328/evb-rk3328.0
LD spl/dts/built-in.o
cC spl/common/init/board init.o
COPY tpl/u-boot-tpl.dtb
cC spl/cmd/nvedit.o
cc spl/env/common.o
cC spl/env/env.o
LD spl/drivers/block/built-in.o
Ny L G

./spl/u-boot-spl.bin

10.2.2 BT HE

10.3 R4

10.3.1 GPT

SPL # FIGPTH X % .
fit & -

CONFIG_SPL_LIBDISK SUPPORT=y
CONFIG SPL_EFI_PARTITION=y
CONFIG_PARTITION TYPE GUID=y

LiieziF

./disk/part.c
./disk/part _efi.c

O

int part get info(struct blk desc *dev desc, int part, disk partition t *info);
int part get info by name(struct blk desc *dev desc,

const char *name, disk partition t *info);
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10.3.2 A/B system

SPL X HFA/B R4 )55
fic & -

CONFIG_SPL_AB=y
oKz

./common/spl/spl ab.c
O

int spl get current slot(struct blk desc *dev desc, char *partition, char
*slot);
int spl get partitions sector(struct blk desc *dev desc, char *partition,u32

*sectors) ;

10.3.3 B3R %2

e SPL f#H] u-boot, spl-boot-order EXHIEBINT, 47T rkxxxx-u-boot.dtsi:

chosen {

stdout-path = &uart2;

u-boot, spl-boot-order = &sdmmc, &sfc, &nandc, &emmc;
i

o Maskrom /a3 4k
spi nor > spi nand > emmc > sd
o Pre-loader(SPL) f )5 hA1L 56 4%
sd > spi nor > spi nand > emmc

1 sd FHIPL e Bl sl LT RS sd RIa 30,

10.3.4 ATAGS

SPL 5 U-Boo itlid ATAGS HUH|SEHULZ . (LEHIEEA: RIS, FTEH 4%,
e

CONFIG_ROCKCHIP PRELOADER ATAGS=y

Iz
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./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk_atags.c

.

int atags _set tag(u32 magic, void *tagdata):;
struct tag *atags get tag(u32 magic);

10.3.5 kernel boot

HF kernel;& FHU-BootJN# f15 5, SPL tHA] LA F %K kernel. H A SZFF 0% android head version 2 HJ
boot.img, >CFF RKA% =l £

JABINRFT -

Maskrom -> ddr -> SPL -> Trust -> Kernel

10.3.6 pinctrl

e -

CONFIG_SPL_PINCTRL GENERIC=y
CONFIG SPL_PINCTRL=y

IRZ -

./drivers/pinctrl/pinctrl-uclass.c
./drivers/pinctrl/pinctrl-generic.c

./drivers/pinctrl/pinctrl-rockchip.c

DTS Bt & :

PA sdmme A

&pinctrl {
u-boot,dm-spl;
}i

&pcfg pull none 4ma {
u-boot,dm-spl;
}i

&pcfg pull up 4ma {
u-boot,dm-spl;
}i

&sdmme  {
u-boot,dm-spl;

}i

&sdmmc_pin |
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u-boot,dm-spl;
}i

&sdmmc_clk {
u-boot,dm-spl;

}i

&sdmmc_cmd {
u-boot,dm-spl;

}i

&sdmmc_buséd {
u-boot,dm-spl;

bi

&sdmmc_pwren {

u-boot,dm-spl;
}i

ERFEI:

SPL Jii Hpinctrlif Z& 24 defconfig /) cONFIG OF SPL REMOVE PROPS & 3, MBI pinctri-o
pinctrl-names %ZEQO

10.3.7 secure boot

[TODO]

10.4 X AR

10.4.1 MMC

=8

CONFIG SPL_MMC SUPPORT=y // ERIACMLIRE
UKz

./common/spl/spl mmc.c
.

int spl mmc load image(struct spl image info *spl image,

struct spl boot device *bootdev);

10.4.2 MTD block

SPL 4t— nand. spinand. spinor %% block JZ .

Be & :
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// MTD IXEIZHF

CONFIG MTD=y
CONFIG CMD MTD BLK=y
CONFIG_SPL_MTD SUPPORT=y
CONFIG_MTD BLK=y
CONFIG_MTD DEVICE=y

// spi nand IKFISCHF

CONFIG_MTD SPI_NAND=y
CONFIG_ROCKCHIP_SFC=y

CONFIG SPL SPI FLASH SUPPORT=y
CONFIG_SPL SPI SUPPORT=y

// nand RBENHF

CONFIG NAND=y

CONFIG CMD NAND=y

CONFIG_NAND ROCKCHIP=y /* NandC v6 F/i{#fi TRM NANDC->NANDC NANDC VER #AF#HfiiA,
0x00000801 */

//CONFIG NAND ROCKCHIP V9=y /* NandC v9 A[f#f TRM NANDC->NANDC NANDC VER %Ff7#if
W\, 0x56393030, #ill: RK3326/Px30 NULIRA */

CONFIG_SPL_NAND SUPPORT=y

CONFIG_SYS NAND U BOOT LOCATIONS=y

CONFIG SYS NAND U BOOT OFFS=0x8000

CONFIG_SYS _NAND U BOOT OFFS REDUND=0x10000

// nand page sizefREHESLK/NEN, WREHAEE KT T512MBIINAND, — B FE LN E ~N4096
#define CONFIG SYS NAND PAGE SIZE 2048

// spi nor IKFSLHE
CONFIG CMD SF=y
CONFIG CMD SPI=y
CONFIG_SPI_FLASH=y

CONFIG SF DEFAULT MODE=0x1
CONFIG_SF_DEFAULT SPEED=50000000
CONFIG_SPI_FLASH GIGADEVICE=y
CONFIG SPI_FLASH MACRONIX=y
CONFIG SPTI FLASH WINBOND=y
CONFIG SPI_FLASH MTD=y
CONFIG_ROCKCHIP SFC=y

CONFIG SPL_SPI SUPPORT=y
CONFIG SPL MTD SUPPORT=y
CONFIG SPL_SPI_FLASH SUPPORT=y

IRZ

./common/spl/spl mtd blk.c

B

int spl mtd load image(struct spl image info *spl image,

struct spl boot device *bootdev);

10.4.3 OTP

T &R AT E 85, secure boot H FHE .
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L&

CONFIG_SPL MISC=y
CONFIG_SPL_ROCKCHIP SECURE_OTP=y

Iz

./drivers/misc/misc-uclass.c

./drivers/misc/rockchip-secure-otp.S
B

int misc_read(struct udevice *dev, int offset, void *buf, int size);

int misc write(struct udevice *dev, int offset, void *buf, int size);

10.4.4 Crypto

Secure-boot £ 1# i crypto5e fithash. rasf it &,

Be & :

CONFIG_SPL DM CRYPTO=y

// 21, B FEHIdefconfigt EBRIMEREXT N E .
CONFIG_SPL_ROCKCHIP CRYPTO Vl=y
CONFIG SPL ROCKCHIP CRYPTO V2=y

Iz

./drivers/crypto/crypto-uclass.c
./drivers/crypto/rockchip/crypto vl.c
./drivers/crypto/rockchip/crypto v2.c
./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c

.

u32 crypto_algo nbits(u32 algo);
struct udevice *crypto get device(u32 capability):;
int crypto_sha_init(struct udevice *dev, sha_context *ctx);
int crypto sha update(struct udevice *dev, u32 *input, u32 len);
int crypto sha final (struct udevice *dev, sha context *ctx, u8 *output);
int crypto sha csum(struct udevice *dev, sha context *ctx,
char *input, u32 input len, u8 *output);

int crypto rsa verify(struct udevice *dev, rsa key *ctx, u8 *sign, u8 *output);

10.4.5 Uart

SPL £ Hifid rkxxxx-u-boot.dtsi M) chosen T Ai48E. LA k3308 AH:
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chosen {
stdout-path = &uart2;
}i

Suart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;

status = "okay";



11. Chapter-11 TPL

TPL A L U-Boot 8 B M Bt [ Loader, TPLiZATZESRAMM, HAF I ZACE ddr binfi 57 58 L DRAMKI W] 4640
TAE. TPLEARSFIRAIARA, ddr bin2 RS PR R ARAS .

11.1 RiFEFTHE

111 6B

o UARTHCHE
CONFIG DEBUG UART BASE: UARTZ:HuL
CONFIG_ROCKCHIP_UART MUX SEL M: UART IOMUX GROUP.
Example:
RV1126/c EUART2 M2 T-4T EFDEBUG LOG.
HRD EEBESrv1126_defconfig A

CONFIG_DEBUG UART BASE=0xff£570000
CONFIG ROCKCHIP UART MUX SEL M=2

77:2) i#i¥make menuconfig

Device Drivers ---> Serial drivers ---> (0xff570000) Base address of UART
ARM architecture ---> (2) UART mux select

e DRAM TYPERLE

il CONFIG ROCKCHIP TPL INIT DRAM TYPER: & TPL fF[{)DRAM TYPE.

DDR TYPE A B E
DDR2 2
DDR3 3
DDR4 0
LPDDR2 5
LPDDR3 6
LPDDR4 7
Example:

RV1126/2 & TPL DRAM TYPE N #DDR3.

HRD BEEBESrv1126_defconfig A
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CONFIG ROCKCHIP TPL INIT DRAM TYPE=3

775:02) i make menuconfig, 75 EVE R AL L PRI W1 S make.sh /5 HIA 5 Lot i 845 15, makelf & F
—>make xxxdefconfiglJh1E, 278 Fmenuconfigh)izl. A AT ZE T make.shdm e, RE71E
menuconfig ) U3 1 78 75

Device Drivers —---> (3) TPL select DRAM type

Example:
make rv1126_defconfigil# /make.sh rv1126 -> make menuconfigl& A <l & > ./make.sh.
o PHIFHIACE
R B B AR S RE DU ALK tpLbin, AT LLIEIE T FFCONFIG_SPL_KERNEL BOOT K4 3 i
A FFRVII26/RVII0T- £
o FEIRIISCEE
n S 5 B B AR SRR B R ¥ tpLbin, B L@ 4T
CONFIG_ROCKCHIP_ DRAM_EXTENDED TEMP_SUPPORT K% %4 il -
BRI FERVII26/RVIT09 T4
o HAhZHEM%

ddrJ B ARG AL T-drivers/ram/rockehip H s, HAthddrAH XS H s, IR, ODTH®EE S5 7%
TEPRSG & . XFFRVI126/RV11093K Ui A ¥ ddril 5 S 805 #1% H 3 T 1 “sdram_inc/rv1126/sdram-
rv1126-loader_params.inc”H, A DAEEAEIZ A AB SO R S50 HAt P 6 25008 207 e R
sdram_xxx.cH &

11.1.2 4wk

U-Boot AR AN A 4 7 B8 AL X0 [7]— 4 U-Boot AU 4 I SRAF TPLIE {4, 4% 1% TPL I 2> H 3h A R
CONFIG TPL BUILD % . U-BootZ{E4mP5E u-boot.bin X JG4k4k4m 1% TPL, FH-AIEA LM H H
X ./tpl/ e

// YmPFu-boot

DTC arch/arm/dts/rv1108-evb.dtb
DTC arch/arm/dts/rk3399-puma-ddr1866.dtb
DTC arch/arm/dts/rvl1126-evb.dtb

FDTGREP dts/dt.dtb
FDTGREP dts/dt-spl.dtb
FDTGREP dts/dt-tpl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin
ALIGN u-boot.bin

// Giktpl, AMSLMtpl/ B

€E tpl/common/init/board init.o
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cC tpl/disk/part.o
LD tpl/common/init/built-in.o
LD tpl/u-boot-tpl

OBJCOPY tpl/u-boot-tpl-nodtb.bin
COPY tpl/u-boot-tpl.bin

PRI
./tpl/u-boot-tpl.bin

Example:
4%1% RV1126 uboot.

./make.sh rvll26

11.13 37T 8

1. 2w R4 B u-boot-tpl.bin i Z2 k4 byte B e AR B F & tagf5 A4 & — Ak 1 ddr bin. 41
RV1126/RV1109°F & iZtag /& “110B”. Wi N 7% Eddr binf1)1E 7 2 H O F 30 56 %0 Btag ) & #e3)
1k, ZBERT 2% scripts/spl.shiiI A .

Example: ##tRV1126 u-boot-tpl.binftag.

dd bs=4 skip=1 if=tpl/u-boot-tpl.bin of=tpl/u-boot-tpl-tag.bin && sed -1i
'1s/7/110B&/"' tpl/u-boot-tpl-tag.bin

2. IR A RS B AT 5 N R Loader SCAF A, T3S T 1 A4 EH 3 58 Bu-boot-tpl.bin tag ]
Br a1 L M splbind T &L — > 58 B Loader SKAF 1 1

./make.sh tpl
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12. Chapter-12 FIT

mf

12.1 B

AT HFITRS ML T FITH U 22 /AR 2 2 SR 8 77 A5 . AT TET N, 2 FED
boot.img AU B FIEEVEXS %, (H2 [FFEEH T recovery.img.

12.2 fai4y
12.2.1 FAa4H

FIT (flattened image tree) fZU-Boot>ZRrH—FMHr B RAURI 5| S 7%, ZFHMEE L AN imagef] BARK
3. FIT f#H its (image source file) X Hiifimage(5 5, & /FiEidmkimage T B A itb (flattened image
tree blob) Bif% . itsXCAFHAE A DTS VAN, HE% RiE, wr LAE S A libfde FEAITA O TR .

FIT ;2U-BootZhiA S Hr H =M FE MR X, SPLFIU-BootH EX #B HEXt FITK R FEES] &, 245 8%
5%

./doc/ulmage.FIT/

RN B 7 BRI T I RE JCI235 2 SE = i 75 R, FTPARKSE S X FITHHT T @Atk . BT BAFIT /7 Sl 2
{# FIRK U-BootZ1%4: fmkimage T. B, e FIPC H 47 imkimage .

12.2.2 {a /44

U1 Llu-boot.itsflu-boot.itb/E VG F] 34T/

o /images : BFAEX TPHTAMEIE, HET A dtsisCffs
e /configurations: H config 15 pi# A T — B HZNHIECE, AT — MRk ZdisSCF
o default = : f&WERIAE Ffconfig;

/dts-v1l/;

/A
description = "Simple image with OP-TEE support";
#address-cells = <1>;

images {
uboot {
description = "U-Boot";
data = /incbin/ ("./u-boot-nodtb.bin") ;

type = "standalone";
os = "U-Boot";

arch = "arm";
compression = "none";

load = <0x00400000>;
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hash {

algo = "sha256";
}i
}i
optee {
description = "OP-TEE";
data = /incbin/("./tee.bin");
type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";

load = <0x8400000>;
entry = <0x8400000>;

hash {
algo = "sha256";
}i
}i
fdt {
description = "U-Boot dtb";
data = /incbin/ ("./u-boot.dtb"):;
type = "flat dt";
compression = "none";
hash {
algo = "sha256";

}i
¥

// configurations i FAJLAE XUERZNAFE I cont i/, HbRER TR ERNMAFE -
confBIT],
configurations {
default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";

sign-images = "fdt", "firmware", "loadables";

{5 Flmkimage T. 2 Flits 34 AT LA iith 3044

mkimage + dtc

[u-boot.its] + [images] =========> [u-boot.itb]

fdtdump iy 2 7] ARG itb U N 25

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less



/dts-vl/;

// magic: 0xd00dfeed

// totalsize: 0x600 (1536)
// off dt struct: 0x48

// off dt strings: 0x48c

// off mem rsvmap: 0x28

// version: 17

// last comp version: 16

// boot cpuid phys: 0x0

// size dt strings: 0xc3

// size dt struct: 0x444

/memreserve/ 7f£34d3411000 600;
/A

<0x00000001>;
<0x000bb600>;
<0x5ecb3553>;

version =
totalsize =

timestamp =

description =
#address-cells = <0x00000001>;
images {
uboot {
data-size = <0x0007edb54>;
data-position = <0x00000a00>;
description = "U-Boot";
type = "standalone";
os = "U-Boot";
arch = "arm";
compression = "none";
load = <0x00400000>;
hash {
// FHEE A sha25 6L A
value =
0x0000009f 0x00000091 0x00000000>;
algo = "sha256";
}i
}i
optee {
<0x0003a058>;
data-position = <0x0007£800>;
description = "OP-TEE";
type =
arch =

data-size =

"firmware";
"arm";
os = "op-tee";
compression = "none";
load = <0x08400000>;
entry = <0x08400000>;
hash {
value =
0x00001686 0x000b%9a00 0x552d426f>;
algo = "sha256";
}i
}i
fdt {
data-size = <0x00001686>;
data-position = <0x000b9%9a00>;
description = "U-Boot dtb";

type = "flat dt";

<Oxeda8cd52 0x8£058118 0x00000003

<0xa569b7fc 0x2450ed39 0x00000003

/7 BB AR A S
/7 T BRR AN L e SRR
/7 HTHE T AR RN 2P I TR

"Simple image with OP-TEE support";

/7 B B A R
/7 B B [ A2

0x35360000 0x6£707465

0x35360000 0x66647400



compression = "none";
hash {
value = <0x0£718794 0x78ece7b2 0x00000003 0x35360000 0x00000001
0x6e730000 0x636f6e66 0x00000000>;
algo = "sha256";
}i
bi
bi
configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x00000001>; // [E{FBiENEIAS, B FahaERBIAN0
firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

12.2.3 itb45 14

itb A JF /2 fdt_blob + imagesfI SRS, AN PMITEIT, RK¥& 75 R 4277 K.

fdt blob

\ | img0 | | imgl | | img2 | | £5#1: imagefEfdt blobW, Rl:itb =

\ fdt blob | img0 | imgl | img2 | #%it42: imagefEfdt blob4b, Hlitb = fdt blob +

123 FEERE

1231 55X #

H 1l & AE N IE X\ Feature R AT fESDKHIT- & : iS5 T & 7 feature RE.
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12.3.2 RIGAECE

AR

// HESRAXAD
./common/image.c
./common/image-fit.c

./common/spl/spl fit.c

// FERES:
./arch/arm/mack-rockchip/fit.c
./cmd/bootfit.c

// THAHS
./tools/mkimage.c

./tools/fit_image.c

L=

// U-BootB B LHFFIT
CONFIG_ROCKCHIP_FIT IMAGE=y

// U-BootMrBt: w4 msh. FilE&R. iffcrypto
CONFIG FIT SIGNATURE=y

CONFIG_FIT ROLLBACK PROTECT=y
CONFIG DM CRYPTO=y
CONFIG FIT HW CRYPTO=y

// SPLMVE:: %4 jmsh. BilEE. fffcrypto
CONFIG SPL_FIT SIGNATURE=y

CONFIG SPL FIT ROLLBACK PROTECT=y
CONFIG_SPL_DM CRYPTO=y
CONFIG_SPL_FIT HW CRYPTO=y

// uboot.imgB G5 S fffuboot . itb, Hfffuboot.itb% K
CONFIG SPL _FIT IMAGE KB=2048
CONFIG_SPL_FIT IMAGE MULTIPLE=2

// uboot L4 fE BRI H £1t 8 uboot . img; B NAESGHIRKKE uboot . imgMltrust . img.
CONFIG_ROCKCHIP FIT IMAGE PACK=y

BT AT G Feryptor] BEA T, RSATIREMIECE S Mt AR . BARIE S 4111 & [0 defconfig.

CONFIG RSA N SIZE
CONFIG RSA E SIZE
CONFIG_RSA C_SIZE

J# Hdefeconfig: [:85 7] _defeconfig, ##1: rv1126_defconifg. k3568 defconifg.

U ARFIT Ty S A& NSDKIE R R Afi ) feature, AR KHB /> 2RI B CLAERE, 17 76 2 H CURC B A IE A -
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// U-Boot &AM AL
CONFIG FIT SIGNATURE=y
CONFIG_FIT ROLLBACK PROTECT=y

// SPL ‘%4 JE BB R ALH
CONFIG_SPL_FIT SIGNATURE=y
CONFIG SPL FIT ROLLBACK PROTECT=y

o CONFIG_FIT SIGNATURE# A fiifit: ubootr] LA[RIR 37 55| 5 =Fi& sU[E 14 android.
uimage. fit (KA FISDKEHRYE & 75 RKEHETFE W) LA R
e CONFIG_FIT_SIGNATUREf#ifg: ubootH 32 #75| Fitlil {4 .

12.3.3 B4

FIT; % E 25 M ANFITA N E A TRS, 40 Zuboot.img (% Ftrust.img) Flboot.img, i&AH —
ANSPLICHEH]T-4T € Filoader .
 uboot.img 3
uboot.itb = trust + u-boot.bin + mcu.bin(option)
uboot.img = uboot.itb * N#» (N— K &2)
trust A meu 3SR E rkbin T, 28 PRIIA 2 [ 3h Mrkbin TR 5] - 3RBUEA T,
* boot.img W 1F
boot.itb = kernel + fdt + resource + ramdisk(optional)
boot.img = boot.itb * My (M—#&JZ&1)
* MCURBCE

H il 567 S T REHT A MCUR M, AS[EF= 5l DURSE AR ) TRUST ini B &Rk E &S . 4
.

// 3CfF: RKTRUST/RV1126TOS TB.ini, FTEREIFHL=N, J&H TMCU,
[TOS]

TOSTA=bin/rv11l/rv1126 tee ta tb v1.04.bin

ADDR=0x00040000

// MCURCEME: BE{HEE, JHahhil, RE (okayiidisabled) .
// W% Ndisabled, MmcuMh&#iFT B uboot . imgHi.

[MCU]
MCU=bin/rv11/rv1126 mcu v1.02.bin,0x108000, okay

o [HfFIS4E
H BT 3267 &5 0] S RFuboot.img P9 #5118 44 1 548, SCRFUR

& J 45 #% 3K &

RVI1126 gzip. none u-boot.bin, trust, mcu(optional)

FH AT LLFE rkbin TREH 6 B2 TRUST ini 38 0@ MRS A . .
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// 3XAF: RKTRUST/RV1126TOS SPI NOR TINY.ini, FT/NAEESPI Nor/=fh.
[TOS]

TOS=bin/rv11/rv1126 tee v1.02.bin

ADDR=0x08400000

[MCU]

MCU=bin/rv11/rv1126 mcu v1.00.bin, 0x208000,disabled

// JEGiR: gzipBinone, AAFFEUN AL E 7B BRIAAE K4 .
[COMPRESSION]
COMPRESSION=gzip

o SPL 3/

SPLICAEHR 1) /& 2 13 58 B A2 ) spl/u-boot-spl.bin , 755 SFITH I Fuboot.img. A 7
EHEEHRKT 4 EATHE K miniloader, #4474 Hiloader.

o ./fit HFE
U-Bootéi PR 5e G & E B3 FAEMK . /fit SO, W& T —derpia ek, 8 anad.

boot.imgFluboot.img 73l {Esdk T. 72 Fluboot TF2 N # 4 R4 il H AR SCHF %2 4% A 2 Iboot.img W AU AE U-
Boot L FHHF WAL, FLEFETSNH,

12.3.4 its 3C4%

o ubootfits L4 A /fit/u-boot.its, FidefconfigH' CONFIG SPL FIT GENERATOR 15 5E HIMIAZN A5G4,
] 1 2 3 R D J T D o
o bootits AL T SDK THE T

device/rockchip/ [platform] /xxx.its // [platform] &F& Hx

1235 kT A

/] BOTET R, miFsesa 234, U-BootMrkbinthfE N (U-Boot B N2 mikt
%) o

./tools/mkimage

// BT REA

. /make.sh

// AR A
scripts/fit-resign.sh
// TR
scripts/fit-unpack.sh
/7 R R A
./scripts/fit-repack.sh

AT HFME TG SEETSNE, A E S make. shiI S5
AT 3% T AR 48 SE B 1B I W 2 T AR i)

o —spl-new: fRIBULSE, TR UHTI BRI splSCAF4T Bloader; 73 MAE A rkbin TF2 B[ spl 3L
.

e -version-uboot [n] : ¥&EubootimgHElHRA ST, nihZi+ 3k EEA .

e -version-boot [n]: FHEbootimglIEHFRA S, nbAiE& 13k E %,

® -version-recovery [n] : TEI’EIGCOVCI‘}’.iIHgE"J{#WiZIK%, M‘/ﬁ +1&ﬁ5” %&ﬁ,
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WA A 22 R 3NEERL):

e -rollback-index-uboot [n] : FHiEuboot.img [EEH ENRRAS, nh A+ i3k 1E#
e _rollback-index-boot [n] : ?E%boot.img 4¢%E/§Wi$%: nﬂ‘?)ﬁ%+lﬁ%”£?§ﬁ
® --rollback-index-recovery [n] : TE‘?Erecovery.img {#%E/ﬁﬁ&j—‘%, nﬂ‘ﬁﬁ%+ﬁ%”£?§
e
» —no-check : {TERAEFFN WAL, FIT B 4 AT LA I F1 %
1A :
L BEEGTERR A S RAERBH T 22BN T A4 R BeE A, WA S RAELE
OTPER#H I e 2 it . EEMEM: 9 T Bk PR A B R 5 AT IR ol
2. [EMEIRAS S ik, ANEEREN N0, FEAEH: HRENEER AR, T A
JXF [ A AT WA B

124 L2 2B )

12.4.1 uboot.img

G P i 2+

./make.sh rvl1126 --spl-new --uboot-version 10 // A NNJEE --spl-newfll-—uboot-

version

gt R
cc spl/common/spl/spl.o
cC spl/lib/display options.o
LD spl/common/spl/built-in.o
LD spl/lib/built-in.o
LD spl/u-boot-spl
OBJCOPY spl/u-boot-spl-nodtb.bin
CAT spl/u-boot-spl-dtb.bin
COPY spl/u-boot-spl.bin

CFGCHK u-boot.cfg

out:rvll26 spl loader v1.00.100.bin
fix opt:rv1126 spl loader v1.00.100.bin
merge success(rv1126_spl_loader_v1.00.lOO.bin)

/homed4/cjh/uboot-nextdev

// MR rv1126 spl loader v1.00.100.bin (Hspl&HM TR FE£ L FIniniloader
// loader ini CfRIE

pack loader (SPL) okay! Input: /homed/cjh/rkbin/RKBOOT/RV1126MINIALL.ini
// KRH --spl-new ZHILR: AT LGN S4.

pack loader with new: spl/u-boot-spl.bin

// R uboot.img (& trustfluboot) , RASHNI0

Image (no-signed, version=10): wuboot.img (FIT with uboot, trust...) is ready
// trust iniCHFRIE

pack uboot.img okay! Input: /home4/cjh/rkbin/RKTRUST/RV1126TOS.ini

Platform RV1126 is build OK, with exist .config


af://n4454
af://n4455

& 0: il defconfight & 45 E uboot.img 1) £ %177 :

CONFIG_SPL_FIT IMAGE KB=2048 // Bhritb R/
CONFIG_SPL_FIT IMAGE MULTIPLE=2 // FIH[{14L

SPLARHEIX AN B LN A 5] FU-BootMtrust, % AT OTA Tt A v 57 it FL 51 S FO [T A2 53 08
T 6323 e 30 ) 1) R

12.4.2 boot.img

FIT /5 £ W B AE NSDKIE K Afi ¥ feature, SDK % 1358 i J5 2 4 FTITHS X [fiboot.img .

W R E A % 4 R B boot.img, A ATHESDK AL i fyboot img i F/U-Boot LAE N EHHT W IFZE4, B4
ZABMTEREL TR, BEE. SHEEERIE T U-Boot Lt

12.5 Z & )33

FIT/7 &4 R5, 5N feature:

e sha256 + rsa2048 + pkcs-v2.1(pss) padding
o [EPERSER

o [HfFHEHL(EIEES)

o Cryptofilfi £} i

12.5.1 [
12.5.1.1 R HE

o Maskrom 56 loader (4% SPL, ddr, usbplug)
» SPL #%3&uboot.img (L& trust. U-Boot...)
o U-Bootfi¥boot.img ({2 ¥ kernel, fdt, ramdisk...)

H A ERA H S FF sha256+rsa2048+pkes-v2. 1(pss) padding [f) %4 KK
12.5.1.2 key £ /i

RSA key#imkimage$T 3 7Eu-boot.dtbflu-boot-spl.dtbH', 85 EATH#FT 2 u-boot.binflu-boot-spl.bin.

u-boot.dtb FLRSA key &0~ ([F]#Hu-boot-spl.dtb) :

cjh@ubuntu:~/uboot-nextdev$ fdtdump u-boot.dtb | less
/dts-vl/;

/A
#address-cells = <0x00000001>;
#size-cells = <0x00000001>;
compatible = "rockchip,rvll26-evb", "rockchip,rvl126";
model = "Rockchip RV1126 Evaluation Board";
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// signatureTifiHmkimage TH HAFHALER, 7 HIRFF T RSA-SHARE

= B

HJ/Cho

signature {

key-dev {

0x00000000
0x00000000
Oxc7aeadba
0x3e2d7ca8
0x£37e189c
0x00000000
0x00000000
0x00000004
0x00000010

0xf9f9£f690
0x5d7322cc
0x00000000
0x00000000
0x00000000
0x2£736572
0x726£f636b
0x726£636b
0x30000000

0x00000000
0x00000000
0xe95771ch
0x30303000
0x00020000
0xfe020000
0x00000003
0x0000003e
0x40666634

}i

required =
algo =
rsa,np = <
0x00000000
0x00000000
0xb4c79£40
0x6a71762e
0x8cf00963
0x00000000
0x00000000
0x00000004
0x66633630

rsa,c = <0x00000000>;
<0x00000000>;
<0xc25ae693 0xc359f2ad4 0xa866c89d 0xb7b1994f

rsa,r-squa
rsa,modulu
0x518d54a7
0x124cdc80
0x00000000
0x00000000
0x00000008
0x00000000
0x67726600
0x706d7567
0x726f636b

rsa,exponent-BN =

0x00000000
0x00000000
0x00000800
0x2f64776d
0x00000003
0x00000042
0x00001000
0x00000004
0x00000014

rsa,exponent =

rsa,n0-inv
rsa,num-bi

key-name-h

"conf";

0x00000000
0x00000000
0x00000000
0xa82bdf76
0x125f1828
0x00000100
0x00000000
0x00000000
0x00000002

"sha256,rsa2048";

0x00000000
0x00000000
0x1327£633
0xfb2£8387
0x36abladl
0x00000000
0x00000000
0x00000000
0x00000003

0x73797363>;

red =
s =
0xdalOb83e8
0xa0c3288a
0x00000000
0x00000000
0x00000003
0x2f64776d
0x00000008
0x00000003
0x706d7500

0x00000000
0x00000000
0x64657600
0x00000002
0x00000002
0x0000006d
0200000002
0x00000004
0x2c727631

QLB =
ts =

int =

0x06606el2
0x9265c3ae
0x00000000
0x00000000
0x00000003
0x00000003
0x00000003
0x00001000

0x00000000
0x00000000
0x00000003
OxaleO6dce
0xb7e9e852
0x00000000
0x00000000
0x00000000
0x69616c40

Ox6adlcbf9
Ox6ac47adb
0x00000000
0x00000000
0x00000003
0x6d634066
0x00000004
0x00000003

0x00000008>;

0x00000000
0x00000000
0x616c6961
0x65303030
0x65303230
0x722d6d61
0x6e74726f
0x00000004

0x00000000
0x00000000
0x0000002¢c
0x0000001b
0x0000001b
0x65303030
0x30000000
0x00000000

0x00000008>;

"dev" ;

<0x00000000 0x00000368>;
<0xe95771c5>;
<0x00000800>;

0x00000000
0x00000000
0x00000003
0xd451a706
0x7bd0011a
0x00000000
0x00000000
0x00000377
0x00000003

0x92438edd
0x00000003
0x00000000
0x00000000
0x00000002
0x00000001
0x00000001
0x00000002

0x00000000
0x00000003
0x30303030
0x3132362d
0x3132362d
0x0000001b
0x726£636b
0x00000050

SN

0x00000000
0x00000000
0x00000003
0xc7£865e3
0x7279e0b8
0x00000000
0x00000000
0x00000004
0x6d634066

0x81e039c0
0x00000000
0x00000000
0x00000000
0x73657300
0x30303000
0x30303000
0x6e616765

<0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00010001
0x00000034
0x00000003
0x6e000000
0x3132362d
0x706d7563
0x636c6£63

RSAZ O T2

SPL 755 key hash fIZh#EE, u-boot-spl.dtb ] key-dev %2 H burn-key-hash = <0x00000001>; o

12.5.1.3 key/f$

MMaskromFlkernel N I 24 85, 4t—1FFH —IERSAN AR L AL
e Maskrom#f 4 loader.

RSAAHAFEMHPC T H rk sign tool 5 NloaderffI S0k, 224z, Maskrom & 5t A
loader [l {43k AR HIRSA N IR I GVENE: AR5 FHAE I IZ A SR B loader (1B 1125 44 .
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rk_sign_tool AJ M rkbints ZE 1 3REL, U-Boot2s H 811 5¢ Bt loader %5 44 -
e SPLE: 4% U-Bootfiltrust.

SPLIERSA A H R 1Eu-boot-spl.dtb1, u-boot-spl.dtbe 4 F] flidtu-boot-spl.bin 3L (& f& T
loader) ; Z4zJABIEFSPLIH O dtb T AF HH & HRSA A A%  uboot.imgiff 1T % 4= 1% 56

e U-BootF:%boot.

U-BootiERSA A HAR FEfEu-boot.dtb ', u-boot.dtb2=# T fli#ku-boot.bin X (FJGIT A
uboot.img) ; %4 A B U-Booth\ H CLiIdtb S H ERSA A A% boot. imgid T 1% 56

T UL HTIX RS A Key Q208 H B B —#8 2y, AT —Sloader 58 M 1 %K%, AT ARIE 1 Key
117 o

12.5.1.4 B LK
RSAE‘J%“E% %%%ﬁf%ﬁ?fltbjcﬁ:qj, ?ﬁ%% W"EEE hashed-nodes ?E'I'JE: @?ﬁT?gj/l\ conf

P BT B R AT RS

1N S u-boot.itb I Z X E H, [HFboot.itb:

TR JE

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | less

/dts-v1/;

configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";

[/ HRTHREARA
rollback-index = <0x0000001lc>;
firmware = "optee";
loadables = "uboot";

fdt = "fdt";

/] BELNBEMBELEER,

signature {

Himkimage H 3N

hashed-strings = <0x00000000 0x000000da>;
/] TREMEZE 4N
hashed-nodes = "/",

"/images/fdt", "/images/fdt/hash",

"/images/uboot",

"/configurations™, "/configurations/conf",

"/images/optee", "/images/optee/hash",
"/images/uboot/hash";

[/ BHATREABINIA, A E . A

timestamp = <0x5e€9427b4>;

signer-version = "2017.09-g8bb63db-200413-dirty #cjh";

signer-name =

//

value =

"mkimage";
L ERL 1 CRAsha256+rsa2048)
<0x78397d5d 0xb9219%al0b 0Oxa7cb9la7 0xelf32867 0x62719d9%b

0x8901200c
0x5527864f
0x00000017
0x6f6e006¢c
0x7a650074
0x00000000
0x00000000
0x00000000
0x00000000

Oxfcbac03a
0xbl3f527e
0x77617265
0x72790064
0x75650073
0x00000000
0x00000000
0x00000000
0x00000000

0x1295ccc8
0Oxddf9eeb2
0x00000002
0x61636b2d
0x69676e65
0x00000000
0x00000000
0x00000000

0x1cff9608
0xea50199d
0x00000009
0x7265006¢
0x73686564
0x00000000
0x00000000
0x00000000

0x00000000>;

0xdf5£69d2
0x00000003
0x23616464
0x006b6579
0x642d7374
0x00000000
0x00000000
0x00000000

0x21391225
0x35362c72
0x6d616765
0x69676e2d
0x00000000
0x00000000
0x00000000
0x00000000

0x7afl0ca’
0x00000004
0x73006172
0x706£7369
0x00000000
0x00000000
0x00000000
0x00000000
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algo = "sha256,rsa2048";
key-name-hint = "dev";

sign-images = "fdt", "firmware", "loadables";

12.5.1.5 B [E1 &

o LAJAESIFFAboot.imgMuboot.img 73 J 5 i 2 B [ PFARCA S, U SR HT RO 5/ LA B
RANRAS S, WAV
o FUMIASHIER: ERZERY BN RG W IERH3IE, $CEHBIOTPE 2 & A7 it .

12.5.2 By BA#E &

12.5.2.1 Key

U-Boot LFE FHAT 1N =56 i & AT LU AR 44 FHRIRSA T S90S . @ #1500 N AR EAER— X, Bb/E#H
XA AL MIBGAE P, 12 R E

// 1. keyfH%: keys
mkdir -p keys

// 2. HHRKEI"rk sign tool" TEAMRSA2048H I Hprivatekey.pemfllpublicKey.pem (iF£
Frk sign toolfEHTFM) , FMELAFHN: keys/dev.keyMlkeys/dev.pubkey.

// 3. fEH-x509MFAALER —PMEZELIUED: keys/dev.crt (BURARERETAH)
openssl req -batch -new -x509 -key keys/dev.key -out keys/dev.crt
WERRAEEH P H R N A md S

Can't load /home4/cjh//.rnd into RNG
140522933268928:error:2406F079:random number generator:RAND load_file:Cannot open
file:../crypto/rand/randfile.c:88:Filename=/home4/cjh//.rnd

e Fahtld: touch ~/.rnd
1s keys/ BEZER:

dev.crt dev.key dev.pubkey

R IR keys". "dev.key". "dev.crt" . "dev.pubkey" % FHAEANT AR . [KNIX LA LA TRits ST
PR E X, IR N 24T R .

125228

U-Bootdefconfig] FF il F L & :
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/] Wik,
CONFIG FIT SIGNATURE=y
CONFIG_SPL FIT SIGNATURE=y
// Wik,

CONFIG_FIT ROLLBACK PROTECT=y // boot.imgBhEIR
CONFIG_SPL_FIT ROLLBACK PROTECT=y // uboot.imgj[li&

#PE It make menuconfigh) 7 kAL E f5, il id make savedefconfig 5 7 J5i A [¥] defconfig 3
o XA AT DL G R g it I defeonfige B M- SO O R AR, 1175 B0 P 2R U A% V0L

12.5.2.3 [FE 44

HESDK T2 T 4= i boot.img & il — 43 FU-Boot# H 3 F »

1253 wiFFT B

(D Eafidr S CRBIEIE)

./make.sh rv1126 --spl-new --boot img boot.img --recovery img recovery.img

// GFESERNE, ERCZL I uboot . imgMlboot . img.
start to sign rvl1126_spl loader v1.00.100.bin

Image (signed, version=0): wuboot.img (FIT with uboot, trust...) is ready

Image (signed, version=0): recovery.img (FIT with kernel, fdt, resource...) is
ready

Image (signed, version=0): boot.img (FIT with kernel, fdt, resource...) is ready

Image (signed): rv1126 spl loader v1.05.106.bin (with spl, ddr, usbplug) is
ready
pack uboot.img okay! Input: /home4/cjh/rkbin/RKTRUST/RV1126TOS.ini

Platform RV1126 is build OK, with new .config(make rvll26-secure defconfig)

2 Fﬁfﬁ'é’\l
WRFE B ENER, BAT Eid (1) BirollbackZ %, #1i0:

// T8 uboot.imgHlboot . imgHIH/MRA S5 N10. 12.
./make.sh rv1126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12

G LR
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[/ HEEE, FREEA K uboot . imgHlboot . img, HAEBIFENRMAS .
start to sign rv1126 spl loader v1.00.100.bin

Image (signed, version=0, rollback-index=10): uboot.img (FIT with uboot, trust)

is ready

Image (signed, version=0, rollback-index=12): recovery.img (FIT with kernel,
fdt, resource...) is ready

Image (signed, version=0, rollback-index=12): Dboot.img (FIT with kernel, f£fdt,
resource...) 1is ready

Image (signed): rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is

ready

(3 FEMmL2:

IR A Plhashbe S5 F|OTP/eFUSE, 200 Eid (1) 8¢ (2) 1BIMZB 4L —-burn-key-hash . fHillf:
// ¥gEuboot .imgfboot . imgHIH/NRAS 35410, 12.
/] BERSPLI B A4HhashbEE FloTP/eFUSEH .
./make.sh rvl1l126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12 --

burn-key-hash

Y

// f#8 burn-key-hash
### spl/u-boot-spl.dtb: burn-key-hash=1

[/ EESERRE, ERCZEL I uboot . imgMllboot . img, HA S ENERA S .
start to sign rv1126 spl loader v1.00.100.bin

Image (signed, version=0, rollback-index=10): uboot.img (FIT with uboot, trust)
is ready

Image (signed, version=0, rollback-index=12): recovery.img (FIT with kernel,
fdt, resource...) is ready

Image (signed, version=0, rollback-index=12): boot.img (FIT with kernel, fdt,
resource...) is ready

Image (signed): rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is
ready

YU B A BISPLITEN: RSA: Write key hash successfully.
(4) FEEFEW:

e -boot_img: Hi&. $REFFZA Hboot.img.

* -recovery img: ik, FEERFZE S Hrecovery.img.

® --rollback-index-uboot « --rollback-index-boot . --rollback-index-recovery : ik, &

SE BT EIRRRA 5



o —spl-new: WIRZGmBFMAANTILSEL, WERIAE FH rkbinHH (splSCAFHTBLAE ililoader; 75 MIAE F 24
AT 4 I spl 3CAF4T Eloader

K Nu-boot-spl.dtb = 75 BT B HRSAANH CRETH ) , FrPARK A A FISDKA 2 fErkbin G
WA SRR s splsCtE. Rk, P 9wk 238 e 1% 28 (H2H Pl LR A S #splii A
A2 Brkbin THE, L5491k 4m) 5t ol LR TE48 e bS48, SRCERE X M08 iR spl SCA2F .

o ZIFESAEM =/ EE: loader. ubootimg. boot.img, HEERSA key %A Ef, AT M
Hrp AR A

12.5.4 &2 56 J5 )

(1) Maskrom# % SPL
OTP& A e Ekey: MaskromiE A2 4 3 Bhii L »

OTPA fEEkey: Maskrom#i i Loader & [fkey, DAZIFROTP R —EH A S MHIEFIT LR, A—EU0
ANikEsl.

(2) SPL&%:U-Boot

CONFIG_SPL_FIT SIGNATURE=y: SPL—%&2>%tubootimgiffT %4, KM IhA4 H50; ubootimg
WA %A B R, AR B,

CONFIG_SPL_FIT SIGNATURE=n: SPLA &AL %4 a3 s RS, — ALK uboot.img (J&
WREZL) .

(3) U-BootfZ %:boot/recovery

CONFIG_FIT _SIGNATURE=y: U-Boot— & £>%lboot.img/recovery.imgi#f 17 2 &AL, I RIIA JE 55
boot.img/recovery.imgi A 25 44 BRI R, A JEB.

CONFIG_FIT_SIGNATURE=n: U-BootA & &, %4 FH AR KA, —E AR
boot.img/recovery.img (TLIWREZH)

VR 24

= ]
H. A< /51 A«
e mEH

X~ B RERE G %, AR RE AR SR EA R R R RBURTH
LRSS, M EREE RS Ny,

12 5.5 fhzd]1Dan

WN R 2 AR AHIE B

BW=32 Col=10 Bk=8 CSO Row=15 CS=1 Die BW=16 Size=1024MB

out

U-Boot SPL board init

U-Boot SPL 2017.09-gacb99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21)
unrecognized JEDEC id bytes: 00, 00, 00

Trying to boot from MMC1

// SPLIEMZAKIL

sha256, rsa2048:dev+

// BiEEASH: Hhfuboot . imgE A TR 10, AHLKIERMRA S
rollback index: 10 >= 9, OK

// SPLIEE& T B4 M hashi b

### Checking optee ... sha256+ OK

### Checking uboot ... sha256+ OK

### Checking fdt ... sha256+ OK
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Jumping to U-Boot via OP-TEE

I/TC8

E/TC:0 0 plat rockchip pmu init:2003 0

E/TC:0 0 plat rockchip pmu init:2006 cpu off

E/TC:0 0 plat rockchip pmusram prepare:1945 pmu sram prepare 0x14b10000
0x8400880 0Oxlc

E/TC:0 0 plat rockchip pmu init:2020 pmu sram prepare

E/TC:0 0 plat rockchip pmu init:2056 remap

I/TC: OP-TEE version: 3.6.0-233-g35ecf936 #1 Tue Mar 31 08:46:13 UTC 2020 arm
I/TC: Next entry point address: 0x00400000

I/TC: Initialized

U-Boot 2017.09-gacb99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21 +0800)

Model: Rockchip RV1126 Evaluation Board
PreSerial: 2

DRAM: 1023.5 MiB

Sysmem: init

Relocation Offset: 00000000, fdt: 3df404e0

Using default environment

dwmmc@f£c50000: 0

Bootdev (atags) : mmc 0
MMCO: HS200, 200Mhz
PartType: EFI

boot mode: normal

conf: sha256,rsa2048:dev+
resource: sha256+

DTB: rk-kernel.dtb

FIT: signed, conf required
HASH(c) : OK

I2c0 speed: 400000Hz

PMIC: RK8090 (on=0x10, off=0x00)
vdd logic 800000 uv

vdd arm 800000 uVv

vdd npu init 800000 uv

vdd vepu init 800000 uv

Hit key to stop autoboot ('CTRL+C'): O
### Booting FIT Image at 0x3d8122c0 with size 0x0052b200
Fdt Ramdisk skip relocation
### Loading kernel from FIT Image at 3d8122c0
Using 'conf' configuration
// uboot eI

Verifying Hash Integrity ... sha256,rsa2048:dev+ OK
// BRI : Hilboot . imgBE A 522, AHLIIHRDRASZ21
Verifying Rollback-index ... 22 >= 21, OK
Trying 'kernel' kernel subimage
Description: Kernel for arm
Type: Kernel Image
Compression: uncompressed
Data Start: 0x3d8234c0
Data Size: 5349248 Bytes = 5.1 MiB

Architecture: ARM



0S: Linux
Load Address: 0x02008000
Entry Point: 0x02008000
Hash algo: sha256
Hash value:
64b4a0333£7862967be052a67ee3858884fcefebf4565db5¢c3828a941al5£f34a
Verifying Hash Integrity ... sha256+ OK // 5tiikernelffJhashf&if
### Loading ramdisk from FIT Image at 3d8122c0
Using 'conf' configuration
Trying 'ramdisk' ramdisk subimage

Description: Ramdisk for arm

Type: RAMDisk Image
Compression: uncompressed
Data Start: 0x3dd3d4cO

Data Size: 0 Bytes = 0 Bytes
Architecture: ARM

0S: Linux

Load Address: 0x0a200000
Entry Point: wunavailable
Hash algo: sha256
Hash value:
e3b0c44298fclcld49afbf4c8996£b92427ae41e46490934ca495991b7852b855
Verifying Hash Integrity ... sha256+ OK // 5¢ifiramdiskfJhashiZi
Loading ramdisk from 0x3dd3d4c0 to 0x0a200000
### Loading fdt from FIT Image at 3d8122c0
Using 'conf' configuration

Trying 'fdt' fdt subimage

Description: Device tree blob for arm
Type: Flat Device Tree
Compression: uncompressed

Data Start: 0x3d812ecO

Data Size: 66974 Bytes = 65.4 KiB

Architecture: ARM
Load Address: 0x08300000
Hash algo: sha256
Hash value:
8fblf170766270ed4£37ccedb082a51614cb346c223£96ddfe3526fafc5729d7
Verifying Hash Integrity ... sha256+ OK // 5¢ifdtHhashiRL:
Loading fdt from 0x3d812ecO to 0x08300000
Booting using the fdt blob at 0x8300000
Loading Kernel Image from 0x3d8234c0 to 0x02008000 ... OK
Using Device Tree in place at 08300000, end 0831359d
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x0848a000 - 0x40000000 (size: 0x37b76000)
Total: 236.327 ms

Starting kernel
0.000000] Booting Linux on physical CPU 0xf00

[
[ 0.000000] Linux version 4.19.111 (cjh@ubuntu) (gcc version 6.3.1 20170404
(Linaro GCC 6.3-2017.05)) #28 SMP PREEMPT Wed Mar 25 16:03:27 CST 2020

[

0.000000] CPU: ARMv7 Processor [410fc075] revision 5 (ARMv7), cr=10c5387d

12.6 ‘244
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MR E AT CLE B, H1E 2 EF ZEOR P AEAMPC L5, RV TR : RSAEE B A
o (BLESEPRIZR T, WA RE R EHEEMF LA BIERE R 5545, RS AP ARSAR I SE Y, KA
R R R B 2 A o 0 T IX A L, RKIIFIT 5 b 2Ol " A 44 " S

12.6.1 SZ3 E B%

]

>

o PUNRRBEEZIRSARMI A, LU 5w AL+ 5% & A SHAEA U PC_E S [ AR EAT — k3T B
R, SRR i I 25 A4 1 2 4 [ R AN 2 4% B

AR T I A BT ELIEI SO, (5% 2 FADERE G AR {1 R R By 2

o M EHEE LB RIE G MRS A BIT] CRRREANEIE, AT, k55458 AL P10 425 42 4
FTE4, RIRIEERR MBS

o PR IR AR 25 4% B i A A o 1 1 I 2 A4 B AT 3RS e T The S i 22 & A

12.6.2 B 2 HHE

R EAR BB AL AT fdt bloblL B + T RhashE 5.

o fdt blob i AACE
hashed-nodes 85 7 — R H T, XL AN B H SN Z L B

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | less
/dts-vl1l/;

configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";

rollback-index = <0x0000001c>;

firmware = "optee";
loadables = "uboot";
fdt = "fdt";

signature {
hashed-strings = <0x00000000 0x000000da>;
[/ IREETT R N AR NS A
hashed-nodes = "/", "/configurations/conf", "/images/fdt",
"/images/fdt/hash", "/images/optee", "/images/optee/hash", "/images/uboot",
"/images/uboot/hash";

o THif%hashiIEES .

mkimage <> N & T 514 H 34 lthashfl, B Mdthash™i fi. sign-images 82 MIFTH TH14
haShfﬁ%ﬁé\%)\?‘Ezﬁgﬁﬁ (Zlifjﬁ%ﬁﬁ hashed-nodes iﬁﬁ?‘é%?hash”ﬁﬁ) o Wﬂﬁﬂz

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less

/dts-v1/;
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/A
totalsize = <0x000bb600>;
timestamp = <0x5ecb3553>;
description = "Simple image with OP-TEE support";
#address-cells = <0x00000001>;
images {
uboot {
data-size = <0x0007ed54>;
data-position = <0x00000a00>;

description = "U-Boot";
type = "standalone";

os = "U-Boot";

arch = "arm";
compression = "none";
load = <0x00400000>;
hash {

// ubootfEf4hash, Hmkimage T H Bzt HAERK

value = <0xeda8cd52 0x8f058118 0x00000003 0x35360000
0x6£707465 0x0000009f 0x00000091 0x00000000>;

algo = "sha256";

12.6.3 B Ak B

T2 4 B FIRSAZ XS /2. devkey. dev.pubkeyfldev.crt. dev.keyfF ARG LRSS #e+ia, H
J' WA dev.pubkeyFlldev.crt.

S

TEAMU-Boot LREMEE F: FH P itdeviert/ift Bllkeys H K, 45 FIRKMI"rk_sign_tool" T HLFHHLAE K —3t
G ALEH, 54 Fdevkey/iElkeys HSK T o 275 RHIMET (H29wESEHELEM —no-check ) A
4 [i ff-uboot.imgFflboot.img (SERRiR JE AL, F/ FHZ A& S0 o

FE: MEGLSEIESH —no-check , 5 MIEK Ndev.keyfdev.crtANILAL T HHT A B £ 56 K
M. et

./make.sh rv1126 --spl-new --boot img boot.img --rollback-index-uboot 10 --

rollback-index-boot 12 --no-check
BR 1A B2 4 [l uboot.img fllboot.img,  FH 7 IE W] ATE €1t/ H 3 F 452 A 8] S0

/] WELNE (data2signiE N: data to sign)
fit/uboot.data2sign
fit/boot.data2sign

// BRIt (EHIERAASD , FATE) img U I EATHET 2 &y JE 315 .

fit/uboot.itb
fit/boot.itb

IR
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F F{uboot.data2sign K IE A I FEAR 55 %8 « ORI FEAR 55 25 FF A I AAEA udev.key, FRMW T 4% 4t
i 45 uboot.sig

openssl dgst -sha256 -sign dev.key -sigopt rsa padding mode:pss -out uboot.sig
uboot.data2sign

R 55 B3 28 44 25 F S uboot.sigiR [R5 H P, H P F uboot.sig # #ruboot.itb H 1 I B 25 44 «

./scripts/fit-resign.sh -f fit/uboot.itb -s uboot.sig // &4H Huboot.img, HTF
st

[ 3 boot.itb X« HHILFH P3RS T 5 244 2% 44 [l £Fuboot.img Flboot.img .

ERE:

o fit-resign.shif-f F5 € [Witb XM, A Rimg 3. ALK itbHE 24 5 2F liimg A

o PATfit-resign.shitd A (it SCAF A 202 A0 SR 14 B AR B, RVt SCAT Aldata2sign S A5 — Xt — Xt B
(¥, P Mydata2signfs B A8 1 AR pitb SCF OIS TR, B /timestamp = <...> o FrRAEDfE 4T
WAAETACHS S, i 3Rig— N F fuboot.itb, uboot.sig ¥ i #i itluboot.itb H1 th £ 5 #2 %
AR

o HITWHMY, loaderifi Z MK ILFINRST & AT 254

1264 HEHFR

BT EZEL" T, B A LEE FAEEANE S (boot.img, uboot.img) B 4» 28514 (u-boot.bin, fdt,
ramdisk, kernel ...) Z5ARS5 28 HEATE 47

FETFITHBOH RIS, HE T R Se b A . a0 RT3 .
o HE—: R4 Miboot.img, uboot.imgh iR 55 % HH T A+ 4
A I8 75 2 B AR AR HIU-Bootd BEHABE T WAL E A5 B+ u-boot-spl.bin 3L A4 .
o HE: IEZAMbootimg, uboot.img#h A5 #8 BT G+ 44
R A B R O AT TRSAAH], RS 8 S HHTRSAA Y] AT .
o HE=: IERTE S I5i1% (kernel, dtb, ramdisk, resource...) T A+%54
WG AR, HRRREB, T H RRERAE S R R A
B b7 B R I B ARG5S A FIRK fimkimage T B, AN T BAT T AEBERK 5 37 -

FirCAH R A R R R R A . AR AR SRR AP RS EEEELAE0E, RS
#8 F opensslfis &2 4 /I T] .

12.7 [E 4R

FH AT DA B REAS S [ AL, % diboot.img:


af://n4626
af://n4642

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-unpack.sh -f boot.img -o out

Unpack to directory out:

fdt 82813 bytes... sha256+
kernel 5844640 bytes... sha256+
ramdisk 0 bytes... sha256+
resource 120832 bytes... sha256+

WHimg® & 2 410, A R FASE-—1ritb; sha256+FK R E AR, 50 ~sha256-.

12.8 [ 4F &

FH 7 0] DA B A 5 8 6 [l o 9 n: 2B B S HIb13 el 453k 5l A juboot_legacy.img .«
1. F EH 2 /Ib131.elf% 1% H 5 2. Huboot.img
2. Hfit-unpack.shf#fluboot legacy.img F| out/ Hx

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-unpack.sh -f uboot legacy.img -o

out/

uboot legacy.img: Device Tree Blob version 17, size=2560, boot CPU=0, string
block size=197, DT structure block size=2204
Unpack to directory out:

uboot 576352 bytes... sha256+

atf-1 69089 bytes... sha256+

atf-2 36864 bytes... sha256+

atf-3 24576 bytes... sha256+

optee 228134 bytes... sha256+

fdt 8867 bytes... sha256+

3. lout/ H 3% F Matfoxxx SCAEERME

4. Hfit-repack.shlout/ L FI T 7815 5 #e it 3 Cfifluboot.img. Z U, #iiubootimgih Gl T H O

bl31Fluboot _legacy.img H I HABT- A5, S T P B e R

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-repack.sh -f uboot.img -d out/

uboot.img: Device Tree Blob version 17, size=2560, boot CPU=0, string block
size=197, DT structure block size=2204
Unpack to directory out/repack/:

uboot 576352 bytes... sha256+

atf-1 69089 bytes... sha256+

atf-2 36864 bytes... sha256+

atf-3 24576 bytes... sha256+

optee 228134 bytes... sha256+

fdt 8867 bytes... sha256+

Image (repack) :

JE R«

uboot.img is ready

TS B BRI A A B T B AR B it b uboot. img BL", - T " FEA 1 B 45 B et B )

uboot.img" .


af://n4647

JRIEZ: uboot.imgH fatf-xxx>k H Fb131.elf, HrIHAFFIbI31.elfH A & Matfxxx MUE A REAF, #HA
BN T8 . BERatf-xxx LA u-boot. bl32. meuE TE B A E 1, HR7T b3 el E
e, FTLASKR R 7 aX A [ B 4 0 SR

ERA A TOI3 el B Ty 3, HoAh T AR K B it SR AT 7] S

12.9 ‘Z 4K 5% Step-by-Step

1. 3 Nu-boot H 3%, FTHFXF M7 & configs/rxxxxx_defconfig, HEFul FELE :

/] Wik,
CONFIG FIT SIGNATURE=y
CONFIG SPL_FIT SIGNATURE=y

// Wik,
CONFIG_FIT ROLLBACK PROTECT=y // boot.imgWiEl¥E
CONFIG_SPL_FIT ROLLBACK PROTECT=y // uboot.imgPj[li&

2. AT A0 ERAEAE ikeys:

mkdir -p keys

../rkbin/tools/rk_sign tool kk --bits 2048 --out .

cp privateKey.pem keys/dev.key && cp publicKey.pem keys/dev.pubkey
openssl reqg -batch -new -x509 -key keys/dev.key -out keys/dev.crt

ERE: ZPRIAT KA, REZERE X EKeys.

3. g EE 4, Plrv1126945] Chn SR 4w 44 Hofhots B @4, k3566, 3 F 442 M BIrv1 12680A
k356681 1])

// Linux: # Mboot.img, recovery.img®Flu-boot XHF, HUT FHHIAZE4
loader,uboot,boot, recovery, iﬁﬁuboot,boot,recoveryﬂ@%ﬁﬁﬁ@?ﬁ%, T R B RS B3R 5 A
it 2 BC B

./make.sh rv1126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 1 --rollback-index-boot 2

// BAndroid: Z#loader,uboot, W EubootHIBRARIES, 3R AS BIE S HE 7 B it &
./make.sh rv1126 --spl-new —--rollback-index-uboot 1

G SR 1

Can't load XXXXXX//.rnd into RNG
#ll//fj_;:

touch ~/.rnd

4. ANiAhashiE 5


af://n4664

// Linux: # Mboot.img, recovery.imgFlu-boot XH T, HUT FHHIAZE4
loader,uboot,boot, recovery, iﬁﬁuboot,boot,recoveryﬂ‘]ﬁﬁﬁﬁzﬁlﬁwﬁﬁ’ VBB RS B R 5 R B
TEE, ﬁﬁﬁ%gkey hash

./make.sh rv1126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 1 --rollback-index-boot 2 --burn-key-hash

// Bndroid: %#iloader,uboot, W EubootMIBIRAEIRS, EEMMRAER SKHETEMLE, ek
Hkey hash
./make.sh rv1126 --spl-new --rollback-index-uboot 1 --burn-key-hash

HE: ZSBEBNTZHITFRKIET)E BE B -burn-key-hash , BMZEFE, HERIFRTES
IR R RS A& 4 i 1 [ 4 .
5. Android HAt [E 112542 .

2% (Rockchip Developer Guide Secure Boot for UBoot Next Dev CN.md)



13. Chapter-13 $REFFHL

13165 %HF
e 1v1126

13.2 I

e eMMC

e spinor

13.3 bootrom X ¥

H i bootrom ] spi nor X)) 3 HF VUL DMARE AN E B, X WISCRE O B4 4E usbplug b6 5 [ 14 I i

THRE, P EHHLE.
eMMC H i it »

13.4 U-Boot SPL > #F

U-Boot SPL 32 F fit 4% sUHI PR TTHL, - [RII SO HBE I N loader 5 XA IR FEAS I o

W=
CONFIG_SPL_KERNEL BOOT=y // TFRPEETTHLTIRE
CONFIG_SPL BLK READ PREPARE=y // TEEHmE IR
CONFIG SPL MISC DECOMPRESS=y // VIR fRIETIRE

CONFIG_SPL_ROCKCHIP HW DECOMPRESS=y

U-Boot SPL SCHFHUINERINGE, (ERETUINEINAE S, 7T LATEPAT FLAURE A 1 [R] i I 8 £

T % ramdisk.

Bl gzip K465 1) ramdisk, JEZ4Ea 4

cat ramdisk | gzip -n -f -9 > ramdisk.gz

its SCAFAIBC BT

ramdisk {
data = /incbin/ ("./images-tb/ramdisk.gz");
compression = "gzip"; // E4Et&at

type = "ramdisk";
arch = "arm";
os = "linux";

preload = <1>; // Wim#brd

ERIERYEPS


af://n4693
af://n4694
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comp = <0x5800000>; // n#Eithhk
load = <0x2800000>; // fi sk

decomp-async; /] FSRE
hash {
algo = "sha256";

uboot-ignore = <1>; // AMflhashiHK:

b8
Ymik[E, EangmFrv1126 eMMCIE 14

./make.sh rvll26-emmc-tb && ./make.sh --spl

13.5 mculfic &

H ATmeu ) EZAFAZ MBI R SR 3N, XTISPERBURATHPIIAIL . kenelH N5, % [EEXLLREFFHRH
INESLY

7 rkbin/RKTRUST X 08 7 SO R B, BA rv1126 9

[MCU]

MCU=bin/rv11/rv1126 mcu v1.02.bin, 0x108000,ckay // FCEXTNEAIE, J&shHbhEAERE bR
-+

e

meufE 7 ik

https://10.10.10.29/admin/repos/rtos/rt-thread/rt-thread-amp
https://10.10.10.29/admin/repos/rk/mcu/hal

U-Boot4w ¥ )5, e mculll£F4T 8 Fluboot.img . RG)ABIRT, SPLZ Muboot.imgH fi#HT Il #mcu
s

13.6 kernel 37 £F

=%
CONFIG_ROCKCHIP THUNDER BOOT=y // FEREPSEFF AL R
CONFIG ROCKCHIP THUNDER BOOT MMC=y // B Fremme PP Th RE
CONFIG_ROCKCHIP_ THUNDER BOOT SFC=y // JFA X AFspi nortRETFHIAL DI RE

CONFIG_VIDEO ROCKCHIP THUNDER BOOT ISP=y // A XFFTspidANLIILIlfE
T PEETFHL, SPLAS 2K SEBR I BEAE 2 5012 Mikernel dbIZ 4L, FTUHSSHFEAFHCOLE,
HARA

e memory
o ramdiskf# & /i 57 A

£ WL: kernel/arch/arm/boot/dts/rv1126-thunder-boot.dtsi

memory: memory {

device type = "memory";


af://n4718
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reg = <0x00000000 0x20000000>; // TREAKIEFHLDDRERTEE X, SPLAMEIE
he

reserved-memory {
trust@0 {
reg = <0x00000000 0x00200000>; // trust =Z%[H]
no-map;

bi

trust@200000 {
reg = <0x00200000 0x00008000>;
bi

ramoops@210000 {
compatible = "ramoops";
reg = <0x00210000 0x000£0000>;
record-size = <0x20000>;
console-size = <0x20000>;
ftrace-size = <0x00000>;
pmsg-size = <0x50000>;

}i

rtos@300000 {
reg = <0x00300000 0x00100000>; // TEAZ M umAE, B 6EH AT LU #E
no-map;

bi

ramdisk r: ramdisk@2800000 {
reg = <0x02800000 (48 * 0x00100000)>; // fEJEJEHIE, AT LURHE SLhr A/ NEAT B L
bi

ramdisk c: ramdisk@5800000 ({
reg = <0x05800000 (20 * 0x00100000)>; // JE#FUEHNE, BT DUKHE S bR NEET B 0L
bi
}i

£ X emme B iR & :

/A
reserved-memory {
mmc_ecsd: mmc@20£000 {
reg = <0x0020£000 0x00001000>; // SPL #%kernel bffecsdX1H
}i

mmc_idmac: mmc@500000 {
reg = <0x00500000 0x00100000>; // FilN#ramdiskil, FREAM
idmaclI WA, TINEGER, %X 80 A FERE i
}i
}i

thunder boot mmc: thunder-boot-mmc {
compatible = "rockchip, thunder-boot-mmc";
reg = <0xffc50000 0x4000>;
memory-region-src = <&ramdisk c>;
memory-region-dst = <&ramdisk r>;

memory-region-idmac = <&mmc_idmac>;



}i
£t Xt spi nor I AC &

/A
thunder boot spi nor: thunder-boot-spi-nor {
compatible = "rockchip, thunder-boot-sfc";
reg = <0xffc90000 0x4000>;
memory-region-src = <&ramdisk c>;

memory-region-dst = <&ramdisk r>;

13.7 PRETF B AR


af://n4740

Bootrom

=& 1#FU-Boor?

MEEIT

U-Boot

Jn#Emcu &1 Tmeu

#H{Treset & trust

mEREE

kernel/ramdisk

R HARER

& {Ttrust

iZfTkernel

Kernel f2ER0K
EFmcUTT a

RRRIRATIR 1L

kernel iIE{T

initFF 2




14. Chapter-14 & & X

14.1 ATF/OPTEE

1. U-Boot 78 B £ W1 3R 1) ATF/OPTEE B I% it 4% «


af://n4744
af://n4745

&R RIER A5
RV1108 N/A
RK1808 N/A
RK1806 N/A
RK3036 N/A
RK3128x N/A
RK3126 rk3126 tee ta v1.39.bin
RK322x N/A
RK3288 rk3288 tee ta v1.43.bin
RK3368 tk3368h bl31 v2.22.elf
RK3328 N/A
RK3399 k3399 bl31 v1.32.elf
RK3399Pro k3399 bl131 vl.32.elf
RK3399Pro-npu rk3399 bl31 v1.32.elf
I rk3308 bl31 v2.00.elf
rk3308 bl31 aarch32 v2.20.elf
PX30 px30 bl31 v1.05.elf
RK3326 rk3326 bl31 v1.05.elf
RV1126/RV1109 N/A
T k3588 bl31 v1.26.elf
rk3588 bl31 ultra v2.06.elf
RK3566 rk3588 bl31 vl.26.elf
rk3588 bl31 ultra v2.06.elf
RK3588 k3588 bl31 vl.24.elf
RV1106/RV1103 N/A
RK3528 N/A
RK3562 In-process
RK3576 k3576 bl31 v1.04.elf
RV1106B/RV1103B N/A
RK3506 In-process

14.2 Clock


af://n4831

1. CPUSEIRIIESCHF B :

ShH XHEFE R R A 4k B 15
RV1108 N/A N/A
RK 1808 N/A N/A
RK 1806 N/A N/A
RK3036 N/A N/A
RK3128x N/A N/A
RK3126 N/A N/A
RK322x N/A N/A
RK3288 N/A N/A
RK3368 N/A N/A
RK3328 N/A N/A
RK3399 N/A N/A
RK3399Pro N/A N/A
RK3399Pro-npu N/A N/A
RK3308 N/A N/A
PX30 38 clock H 504
RK3326 I8 clock LB HAIR
RV1126/RV1109 N/A N/A
RK3568 SCMI clock LRI
RK3566 SCMI clock H IS+ %
RK3588 N/A N/A
RV1106/RV1103 N/A N/A
RK3528 SCMI clock H
RK3562 SCMI clock L
RK3576 N/A N/A
RV1106B/RV1103B N/A N/A
RK3506 N/A N/A
14.3 Defconfig

1. %F & Mdefconfig L FHE I (CASDK R A NHE) -


af://n4944

"[{ 7] _defconfig" B¢ "[i5 v ].config" i R A INRERA,  HAR NVHFIE featurehfU A .

5
¥

defconfig % ¥ kernel dtb Ui B



¢4

ruye)
RV1108
RK1808
RK1806
RK3036
RK3128x
RK3126
RK322x
RK3288
RK3368
RK3328
RK3399

RK3399Pro

RK3399Pro-npu

RK3308

PX30

RK3326

RV1126

RV1126

RK3568

RK3566

defconfig
evb-rv1108_defconfig
rk1808_defconfig
rk1806_defconfig
rk3036_defconfig
rk3128x_defconfig
rk3126_defconfig
rk322x_defconfig
k3288 defconfig
rk3368_defconfig
rk3328 defconfig
rk3399 defconfig
rk3399pro_defconfig
rknpu-lion_defconfig

rk3308_defconfig
rk3308-aarch32 defconfig

px30_defconfig

k3326 defconfig
rk3326-aarch32 defconfig

rv1126_defconfig
rvl126-ab.config
rv1126-spi-nor-tiny defconfig
rvl126-ramboot.config
rv1126-usbplug.config
rv1126-dfu.config
rv1126-ipc.config

rv1126-emmc-tb.config
rv1126-1p3-emmc-tb.config
rv1126-spi-nor-tb.config

k3568 defconfig
rk3568-dfu.config
rk3568-nand.config
rk3568-spl-spi-nand_defconfig
rk3568-aarch32.config
rk3568-usbplug.config

rk3566.config
rk3566-eink.config

% #Fkernel dtb
N

Y

P ARA

JEH AR
¥ Fraarch3245 5

iR

SN
S Fraarch3245 5

1 F R A

i I A+ S RFA/B
Spi Nor /N =
A AT (NAF A 3))
usbplug D) g

X Hfdfu

ipc sdk_F- {5

eMMC-+DDR3 Hig FF 41
eMMC+LP3 P FF#HL
Spi Nor+DDR3 HLi JF 4L

18 FH A

X Frdfu
FHMLC/TLC/ eMMC
SPI-nand% FHSPL

7 Fraarch3245 1

Y Ffusbplughti 2

it FH A
B R



4
T

RK3588

RV1106/RV1103

RK3528

RK3562

RK3576

RV1106B

RV1103B

RK3506

14.4 DFU

defconfig

rk3588 defconfig
rk3588-ramboot.config
rk3588-sata.config
rk3588-aarch32.config
rk3588-ipc.config

rv1106_defconfig
rv1106-emmc-tb_defconfig
rv1106-spi-nor-tb_defconfig
rv1106-spi-nor_defconfig
rv1106-display.config
rv1106-dfu.config
rv1106-ipc.config

k3528 defconfig
rk3562 defconfig

rk3576_defconfig
rk3576-usbplug.config
rk3576-car.config
rk3576-ab-car.config
rk3576-eink.config

rv1106b_defconfig
rv1106b-emmc-tb_defconfig
rv1106b-spi-nand-tb_defconfig

rv1103b_defconfig
rv1103b-optee.config
rv1103b-spi-nor_defconfig

rk3506_defconfig
k3506 _tb.config
rk3506-amp.config
rk3506b.config

1. DFUTLRE S - %1 3

% #Fkernel dtb

L]

A R A
TARE (N AE IR D)
RUAFA S FsatafH 3))
7 FFaarch32% 2,

ipc sdk_EAFH

18 FH A
eMMCHUEFFHL
Spi Norfig H AL
Spi Nor /N =
FEIFHLlogo

X FEdfu

ipc sdk I F

it P R A
it P R A

GiLENEN
FFJFusbplug

LS -JEN

X FFab R G FEBRA
CIAS TN

BGERSENT N
eMMCHRIEFFHL
Spi Nand R L

AR A
X FFOP-TEE
Spi Nor/NE &

I8 FH A

PE TR A
amp sdk_F 1§
RK3506B%


af://n5096

4|

5

Vi

RV1108
RK1808
RK1806
RK3036
RK3128x
RK3126
RK322x
RK3288
RK3368
RK3328
RK3399
RK3399Pro
RK3399Pro-npu
RK3308

PX30

RK3326
RV1126/RV1109
RK3568
RK3566
RK3588
RV1106/RV1103
RK3528
RK3562

RK3576

RV1106B/RV1103B

RK3506

14.5 Optee

1. optee client %z 7 %~ & 13

defconfig

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
rv1126-dfu.config
N/A

N/A
rk3568-dfu.config
rv1106-dfu.config
N/A

N/A

N/A

N/A

N/A
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API

trusty_read_vbootkey_hash
trusty_write_vbootkey_hash
trusty_read_vbootkey_enable_flag
trusty_write_oem_otp_key
trusty_oem_otp_key_is_written
trusty_set_oem_hr_otp_read_lock

trusty_oem_otp_key_cipher

RVI1109/RV1126

2 2 2

RK3566/RK3568

2 2 2

RK3588

RV1106/RV1103

N/A

N/A

N/A

N/A

N/A

N/A

N/A

RK3528

RK3562

P N N

RK3576

RV1106B/RV1103B

RK3506

N/A

N/A

N/A

N/A

N/A

N/A

N/A

others

N/A

N/A

N/A

N/A



15. Chapter-15 J£ E H W

15.1 SDK 3%

15.1.1 androidboot.mode 2

{%TF Android 8.1 ] SDK Jix4~, U-Boot W4T )5 0 F & A #E 1E % J53 3 Android:
CONFIG_RKIMG_ANDROID_BOOTMODE_LEGACY
JRIEE S H 272 :

commit a7774£5911624928ed1d9cfed5453aab206c512e
Author: Zhangbin Tong <zebulun.tong@rock-chips.com>
Date: Thu Sep 6 17:35:16 2018 +0800

common: boot rkimg: set "androidboot.mode=" as "normal" or "charger"

- The legacy setting rule is deprecated(Android SDK < 8.1).
- Provide CONFIG RKIMG ANDROID BOOTMODE LEGACY to enable legacy setting.

Change-Id: I5c8b442b02df068a0ab98ccc8l1a4£008ebe540cl
Signed-off-by: Zhangbin Tong <zebulun.tong@rock-chips.com>
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

15.1.2 misc A

misc.img ] F g 2&4F N U-Bootfll Android 2 [A] IR B3 B, 3 E 2 ABCB(Bootloader Control Block).

HFRK SR L ERF, KT 2T Android-10.0/SDK/R A, misc.img B IBCB Y A7 HU{E misc /) X
BN E; KT Android-10.0/fF A, BCBFiAFMAEmiscy X fm% 16KBA & .

F P S 3 R AT SDK G A7 24 MEHE,  U-Boot2x HUIE M HEA . H2 M 7 4n R A [F SDK i misc.imgii
A, T RE B . I 5 — A& Android 2> — ELE Arecovery =X


af://n5285
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16. Chapter-16 T &

AREATHRPIT R TR (BLU-Boott H X AZH 1D -

./scripts/mkbootimg
./scripts/unpack _bootimg
./scripts/repack-bootimg
./scripts/unpack resource.sh
./scripts/stacktrace.sh
./tools/patman/patman
./tools/buildman/buildman

./rkbin/tools/resource tool
./rkbin/tools/loaderimage
./rkbin/tools/trust merger

./rkbin/tools/boot_merger

16.1 trust_merger

Thfg: MR IniAL E ST 640 A1 bI30. bI31. bI32 binCfF, £ trust.img.
ini 3244

DL RK3368TRUST.ini Jyf4il :

[VERSION]

MAJOR=0 -———ERAT

MINOR=1 - A

[BL30_OPTION] ----b130, HA{HE Amcu bin

SEC=1 --—-f{EBL30 bin
PATH=tools/rk_tools/bin/rk33/rk3368b130 v2.00.bin ----F&TEbinifst
ADDR=0xf£8c0000 ————[& {F DDR A Y AN IZ AT ik
[BL31_OPTION] ----b131, HETREAZEAHIEE I XKbin
SEC=1 -—-—-fF{EBL31 bin

PATH=tools/rk tools/bin/rk33/rk3368b131-20150401-v0.1.bin--—-FREbinikE
ADDR=0x00008000 ————[& {tF DDR A ) I IZ AT ik
[BL32_OPTION]

SEC=0 -——-Af7fEBL32 bin

[BL33_OPTION]

SEC=0 -—--Af#7EBL33 bin

[OUTPUT]

PATH=trust.img [OUTPUT] ————Hi Y [ R 42

TRmL:


af://n5298
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/*

* @<sha>: A[i%. shatflk, ZFmake.sh

* @<rsa>: H[i%. rsatiR, ZFmake.sh

* @<size>: Wk, #i: —-size [KB] [count]. FIHICHR/AN, HEKEFBRINE G 2M, THE20
* @[ini file]: 4bik. ini3CfF

=y

./tools/trust merger <sha> <rsa> <size> [ini file]
T4 :

./tools/trust merger --rsa 3 --sha 2 ./ RKTRUST/RK3399TRUST.ini
out:trust.img

merge success (trust.img)

fREwL:

// @[input imagel: ik, HTMEMEME, —MEtrust.img

./tools/trust merger --unpack [input image]
BERIE

./tools/trust merger --unpack trust.img

File Size = 4194304
Header Tag:BL3X
Header version:256
Header flag:35
SrcFileNum:4
SignOffset:992
Component 0:
ComponentID:BL31
StorageAddr:0x4
ImageSize:0x1cO
LoadAddr:0x10000
Component 1:
ComponentID:BL31
StorageAddr:0x1lc4
ImageSize:0x10
LoadAddr:0xf£8c0000
Component 2:
ComponentID:BL31
StorageAddr:0x1d4
ImageSize:0x48
LoadAddr:0xf£8c2000
Component 3:
ComponentID:BL32
StorageAddr:0x21c
ImageSize:0x2e0
LoadAddr:0x8400000

unpack success

16.2 boot _merger


af://n5314

TIRE: ARFEinifL B 4T miniloader + ddr + usb plug, 4% loader[&E 14
ini 344

Pl RK3288MINIALL.ini 344 K45 :

[CHIP_ NAME]

NAME=RK320A ———— AR "RK7 1L SmaskromZ)iE K 4B LS
[VERSION]

MAJOR=2 -———ERA S

MINOR=36 -— RS

[CODE471 OPTION] ----code471, HHIKE Nddr bin

NUM=1

Pathl=tools/rk tools/bin/rk32/rk3288 ddr 400MHz v1.06.bin

[CODE472_ OPTION] -—--code472, HH#E Nusbplug bin

NUM=1

Pathl=tools/rk tools/bin/rk32/rk3288 usbplug v2.36.bin
[LOADER OPTION]

NUM=2
LOADER1=FlashData ----flash data, HHE/EANddr bin
LOADER2=FlashBoot —--—-flash boot, HAEI®E Nminiloader bin

FlashData=tools/rk tools/bin/rk32/rk3288 ddr 400MHz v1.06.bin
FlashBoot=tools/rk tools/bin/rk32/rk3288 miniloader v2.36.bin
[OUTPUT] -——— i SO 4
PATH=rk3288 loader v1.06.236.bin

EAREA
// @[ini file]: Wik, ini3CfF
./tools/boot merger [ini file]
a4 :

./tools/boot merger ./RKBOOT/RK3399MINIALL.ini
out:rk3399 loader v1.17.115.bin

fix opt:rk3399 loader v1.17.115.bin

merge success (rk3399 loader v1.17.115.bin)

AL AT &

// @[input image]: Wi%. HTMAEMEML, —BEloader

./tools/boot merger --unpack [input image]
a1 :

./tools/boot_merger --unpack rk3399 loader v1.17.115.bin
unpack entry(rk3399 ddr 800MHz v1.17)

(
unpack entry(rk3399 usbplug v1.15)
unpack entry(FlashData)

(

unpack entry (FlashBoot)

unpack success



16.3 loaderimage

Lhfe:

o Tfu-boot.binf: iluboot.img
o FTA320°F- G [T tee bin 4K trust.img

T . u-boot:

/*

* @[input bin]: . binlf

* @[output image]: Whik. #Hit

* @[load addrl: . hngkihik

* @<size>: Wi, #%3: --size [KB] [count]. FHICAR/DN, RN ERINRA 1M, FTE46
=/

./tools/loaderimage --pack --uboot [input bin] [output image] [load addr] <size>

BERE

./tools/loaderimage --pack —--uboot ./u-boot.bin uboot.img 0x60000000 --size 1024

2

load addr is 0x60000000!
pack input u-boot.bin
pack file size: 701981
crc = 0xc595eb85
uboot version: U-Boot 2017.09-02593-gb6e59d9 (Feb 18 2019 - 13:58:53)

pack uboot.img success!

fi# 5 u-boot:

/*

* @[input image]: Wik. fEEIECH

* @[output bin]: ik, fEHH X, EEA TR
=

./tools/loaderimage --unpack —--uboot [input image] [output bin]

ERE

./tools/loaderimage --unpack —--uboot uboot.img uboot.bin
unpack input uboot.img

unpack uboot.bin success!

FT B trust:
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/*

* @[input bin]: Mik. bin3fF

* Q[output image]: Wik, S

* @[load addrl: . hngkihik

* @<size>: A[ik. Hx: --size [KB] [count], Hth3CAFR/N, BBEETERIAF 1M, FTEL44
i/

./tools/loaderimage --pack --trustos [input bin] [output image] [load addr]

<size>
a4 -

./tools/loaderimage --pack --trustos ./bin/rk32/rk322x tee v2.00.bin trust.img \
0x80000000 --size 1024 2

load addr is 0x80000000!
pack input bin/rk32/rk322x_tee v2.00.bin
pack file size: 333896

crc = 0x2de93b4do

pack trust.img success!

R4 trust:

/*

* @[input image]: Wik. fEEIEH

* @[output bin]: k. EEHHSCH, EEAHT
v

./tools/loaderimage --unpack —--trustos [input image] [output bin]
o451«

./tools/loaderimage --unpack —--trustos trust.img tee.bin
unpack input trust.img

unpack tee.bin success!

16.4 resource_tool

Digg: I TATAAEE B, Ak resource.img.
EAREN R

./tools/resource tool [--pack] [--image=<resource.img>] <file list>
45«

./scripts/resource tool ./arch/arm/boot/dts/rk3126-evb.dtb logo.bmp
logo_kernel.bmp

Pack to resource.img successed!

R AT 2
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./tools/resource tool --unpack --image=<resource.img> [output dir]
a4«

./tools/resource tool --unpack --image=resource.img ./out/

Dump header:
partition version:0.0
header size:1l
index tbl:
offset:1 entry size:l entry num:3
Dump Index table:
entry (0) :
path:rk-kernel.dtb
offset:4 size:33728
entry(1l):
path:logo.bmp
offset:70 size:170326
entry(2) :
path:logo kernel.bmp
offset:403 size:19160

Unack resource.img to ./out successed!

16.5 mkimage
The: Az SPL #5KT i)Loader[# 1.

fan: 38T a2 42 K Rockehip 1) bootrom FT 7 IDBLOCK #%3, 1X /™ &4 [FRZ 4 u-boot-
tpl.bin [3k 4 4> byte ¥ Bootrom FT 5 A 56:(1) ID:

./tools/mkimage -n rk3328 -T rksd -d tpl/u-boot-tpl.bin idbloader.img

./doc/mkimage. 1l

16.6 stacktrace.sh

Dhee: TG E, S HRKAEMET.

16.7 mkbootimg

heE: A4 Bibootllrecovery.img, Y5 4K AEandroid T2

ERE

./scripts/mkbootimg --kernel zImage --second resource.img --ramdisk ramdisk.img

--out boot.img
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16.8 unpack_bootimg

ThEe: FTbootHlrecovery.imgfiEfil, 1K1 Eandroid T2 .

RERE

./scripts/unpack bootimg --boot img boot.img --out out/

16.9 repack-bootimg

IhfE: #ibootFrecovery.img K] [E 1F .

J il

// Bl R Hikernel

./scripts/repack-bootimg --boot img boot.img --kernel zImage -o boot repack.img
/7 Bln: REHresource

./scripts/repack-bootimg --boot img boot.img --second resource.img -o

boot repack.img

16.10 pack_resource.sh

ife: #1740 . /tools/images/ H3& FHI7 I F idfresource.img.
SERiE
./scripts/pack resource.sh resource.img
Pack ./tools/images/ & resource.img to resource.img ...
Unpacking old image (resource.img) :
rk-kernel.dtb 1
Pack to resource.img successed!
Packed resources:
rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp

battery 5.bmp battery fail.bmp battery O.bmp 8

resource.img is packed ready

16.11 buildman

ohie: HLEmPEARD, JERIEASH TRUE S & i 2 Rm 2 A & . HEMNS%.
./tools/buildman/README

% buildman 75 ZEHERT % B 1T toolchain F&4%, 4m#E'~/ buildman' 344
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[toolchain]

arm: ~/prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-
gnueabihf/

aarch64: ~/prebuilts/gcc/linux-x86/aarch64/gcc-1linaro-6.3.1-2017.05-

x86 64 aarch64-linux-gnu/

UG, W4 BERTE Rockehip ¥ & 1) U-Boot 14
./tools/buildman/buildman rockchip
BARZRATT

$ ./tools/buildman/buildman rockchip

boards.cfg is up to date. Nothing to do.

Building current source for 34 boards (4 threads, 1 job per thread)
34 0 0 /34 evb-rk3326

SRR T, H—AEEAE pass FITFEHE (448D , B2 E waming HH I F&65E G
®) , BE=AEA error TIEmIFEL K FEHE (A6 . MREIFIFEFH warning 8(F error &7
2 RNk

16.12 patman

Ihfe: python 51 TR, @ik HHAL T A5 patch M A4S, /& patch Upstream (U-Boot-
KerneD RIS & TR, IR

=40 30 format #h T
o 1 checkpatch HEATHE 7
o M commit {5 B HEHIF 55 ) upstream mailing list FT 75 () Cover-letter. patch version. version
changes %515 &.;
H 3245 commit H(¥) change-id;
H 38 Maintainer 1S5 5205 B IAEAS patch 75 RN
o 4"~/ gitconfig' B /. gitconfig' it B T A patch &% H 25,

i

./tools/patman/README

{E ' -h LA B A fr 2 I8 T

$ patman -h

Usage: patman [options]

Create patches from commits in a branch, check them and email them as

specified by tags you place in the commits. Use -n to do a dry run first.

Options:
-h, --help show this help message and exit
=lil, ==tull=laalp Display the README file

-c¢ COUNT, --count=COUNT
Automatically create patches from top n commits

-i, --ignore-errors Send patches email even if patch errors are found
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-m, --no-maintainers Don't cc the file maintainers automatically
-n, --dry-run Do a dry run (create but don't email patches)
-p PROJECT, --project=PROJECT
Project name; affects default option values and
aliases [default: u-boot]
-r IN REPLY TO, --in-reply-to=IN REPLY TO
Message ID that this series is in reply to
-s START, --start=START
Commit to start creating patches from (0 = HEAD)
-t, —--ignore-bad-tags

Ignore bad tags / aliases

-—test run tests

-v, —-verbose Verbose output of errors and warnings
--cc-cmd=CC_CMD Output cc list for patch file (used by git)
--no-check Don't check for patch compliance

--no-tags Don't process subject tags as aliaes

-T, --thread Create patches as a single thread

SRR $RACHEGHT 3 > patch

patman -t -c3

#r41817 J5 checkpatch WA error Bi# warning 23 H3)) abort, 75 ZME S IR patch fif 1 7] 3 5 H iz
/i‘_‘o
oAt A R 150

o -t B HT T A B TAG, KB JoikA patman R, 75 B4 A -t 1B I

i AR LS warning (WIS 80 NFAF) BATUCNTEF Mk, nT LB EIN -1 TR ATHM T s
s U R EARAT KA T HARALE 298] tree fY top, AT LU -s'BkIT top B N AT

n' QIR RAESE AN T, R ARG B A T2 AT L checkpateh, B BAS A '-n' 3G T ;

patchman P& commit message H1 [ G5 T, “F i upstream mailing list FT 75 11E & .
WA commit:

commit 72aa9e3085e64e785680c3fa50a28651a8961feb
Author: Kever Yang <kever.yang@rock-chips.com>
Date: Wed Sep 6 09:22:42 2017 +0800

spl: add support to booting with OP-TEE

OP-TEE 1is an open source trusted OS, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/OP-TEE/optee os>
and search for 'boot arguments' for detail entry parameter in:

core/arch/arm/kernel/generic_entry a32.S

Cover-letter:
rockchip: add tpl and OPTEE support for rk3229



Add some generic options for TPL support for arm 32bit, and then
and TPL support for rk3229 (cortex-A7), and then add OPTEE support
in SPL.

Tested on latest u-boot-rockchip master.
END

Series-version: 4
Series-changes: 4

- use NULL instead of '0Q'

- add fdt addr as arg2 of entry

Series-changes: 2

- Using new image type for op-tee

Change-Id: I3fd2b8305ba8fa%ea687ab7f3fdlffd2fac9eceb

Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

IXA™ patch )T patman iy & KIEWIEHE, A R—1 Cover-letter:

[PATCH v4 00/11] rockchip: add tpl and OPTEE support for rk3229

Xt patch FIFRREIN T, 5 version {5 B A4 AT patch &8 series 5 )13

[PATCH v4,07/11] spl: add support to booting with OP-TEE

Patch ] commit message DM ALEERS T, change-id #2345, Cover-letter #% 245 version-changes 15 5.
Bl 4 il AR IE S B

OP-TEE is an open source trusted 0OS, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/OP-TEE/optee os>
and search for 'boot arguments' for detail entry parameter in:

core/arch/arm/kernel/generic entry a32.S

Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

Changes in v4:
- use NULL instead of '0Q'
- add fdt addr as arg2 of entry

Changes in v3: None
Changes in v2:

- Using new image type for op-tee

common/spl/Kconfig | 7 -+t

common/spl/Makefile | 1 +



common/spl/spl.c |9 44ttttitt
common/spl/spl optee.S | 13 +httttttttttt
include/spl.h | 13 4ttt
5 files changed, 43 insertions (+)

create mode 100644 common/spl/spl optee.S

LB, f"Series-prefix". "Series-cc"%5i% %% README.



17. Chapter-17 [fi3x

17.1 T#Hhht

17.1.1 rkbin

o RK W LFENN: %3% gerrit AR GE: “rk/rkbin”
o HMETAET (211D -

o F# RK KA1 56% SDK
o Github F#: https:/github.com/rockchip-linux/rkbin

17.1.2 GCC

o RK W THEN: gerrit R B%E: “gee-linaro-6.3.17
o HSMPTAN: R RK KA 55 % SDK 5 Linaro'®y M F#

17.2 Rig

e U-Boot: Universal Boot Loader

e AOSP: Android Open-Source Project

e AVB: Android Verified Boot

e DTB: Device Tree Binary

e DTS: Device Tree Source

o Fastboot: [ A Android [ — 88T {4 77 50, IWAE Coge) 32 B T ik A U4
e GPT: GUID Partition Table

e MMC: Multi Media Card, f45: eMMC, SD k%

e SPL: Secondary Program Loader

e TPL: Tertiary Program Loader

e DTB: %], W#&#f Blob

e DTB: #idl, HT&MNM#4H Blob
e DTC: %], WARHPER

e DTO: #hid], W& IR

e DTS: %, WARIE

o FDT: 41, - FALBC&EH

e SCMI: System Control and Management Interfacee
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https://en.wikipedia.org/wiki/Android_(operating_system)#Open-source_community
https://en.wikipedia.org/wiki/Device_tree
https://en.wikipedia.org/wiki/Device_tree
https://en.wikipedia.org/wiki/Android_software_development#Fastboot
https://en.wikipedia.org/wiki/Universally_unique_identifier
https://en.wikipedia.org/wiki/MultiMediaCard
https://developer.arm.com/documentation/den0056/latest

	U-Boot v2017(next-dev) 开发指南
	Chapter-1 基础简介
	Feature
	Version
	DM
	Security
	Boot-order
	Driver-probe
	Shell
	Boot-Command
	TPL/SPL/U-Boot-proper
	Build-Output
	Environment-Variables
	U-Boot DTS
	Relocation

	Chapter-2 RK架构
	前言
	平台文件
	平台配置
	启动流程
	内存布局
	存储布局
	Aliases
	AMP
	Atags
	Bidram/sysmem
	Fuse/OTP
	Hotkey
	Image Decompress
	Image kernel
	Image U-Boot
	Interrupt
	Kernel-DTB
	MMU Cache
	Make.sh
	HW-ID DTB
	Partition Table
	Relocation
	Reset
	Sd/Udisk
	Stacktrace
	TimeCost
	Timestamp
	Vendor storage

	Chapter-3 编译烧写
	前期准备
	固件编译
	固件烧写
	固件大小
	特殊打包

	Chapter-4 系统模块
	AArch32
	ANDROID AB
	配置项
	分区表
	注意事项

	ANDROID BCB
	AVB安全启动
	Feature
	配置
	参考

	Cmdline
	数据来源
	数据含义

	DFU 更新固件
	DTBO/DTO
	原理介绍
	DTO 启用
	DTO 结果

	ENV
	框架支持
	相关接口
	高级接口
	存储位置
	通用选项
	fw_printenv工具
	ENVF

	Fastboot
	配置选项
	触发方式
	命令支持
	命令详解

	FileSystem
	框架支持
	相关接口
	命令示例

	HW-ID DTB
	设计原理
	硬件参考
	DTB命名
	DTB打包
	功能启用
	加载结果

	SD和U盘
	机制原理
	固件制作
	SD 配置
	USB 配置
	功能生效
	注意事项


	Chapter-5 驱动模块
	AMP
	实现思路
	框架支持
	功能启用

	Charge
	框架支持
	打包图片
	DTS 配置
	系统休眠
	更换图片
	充电灯

	Clock
	框架支持
	相关接口
	时钟初始化
	CPU提频
	时钟树

	Crypto
	框架支持
	相关接口
	DTS 配置

	Display
	框架支持
	相关接口
	DTS 配置
	defconfig
	LOGO 分区
	常见问题分析

	Dvfs
	宽温策略
	框架支持
	相关接口
	启用宽温
	宽温结果

	Efuse/Otp
	框架支持
	相关接口
	DTS 配置
	调用示例
	开放区域

	Ethernet
	框架支持
	相关接口
	DTS 配置
	使用示例
	网络故障排查

	Gpio
	框架支持
	DM接口
	Legacy接口

	Interrupt
	框架支持
	相关接口

	I2C
	框架支持
	相关接口

	IO-Domain
	框架支持
	相关接口

	Key
	框架支持
	相关接口

	Led
	框架支持
	相关接口
	DTS 节点

	Mtd
	框架支持
	相关接口
	使用示例

	Mtd_blk
	框架支持
	相关接口

	Optee Client
	框架支持
	固件说明
	接口说明
	适用性
	返回值
	trusty_read_vbootkey_hash
	trusty_write_vbootkey_hash
	trusty_read_vbootkey_enable_flag
	trusty_write_oem_otp_key
	trusty_oem_otp_key_is_written
	trusty_set_oem_hr_otp_read_lock
	trusty_oem_otp_key_cipher

	共享内存
	测试命令
	常见错误打印

	PCIe
	开发须知
	框架支持
	DTS 配置
	使用示例
	PCIe CMD
	NVMe
	RK3588 RC dma
	RK3568 RC dma

	常见问题分析

	Pinctrl
	框架支持
	相关接口

	Pmic/Regulator
	框架支持
	相关接口
	init 电压
	跳过初始化

	Reset
	框架支持
	相关接口
	DTS 配置

	Rng
	框架支持
	相关接口
	DTS 配置

	Spi
	框架支持
	相关接口
	DTS 配置
	调用示例
	测试命令
	常见问题分析

	Storage
	框架支持
	相关接口
	类型区分
	DTS 配置
	双存储扩展
	常见问题分析

	Thermal
	框架支持
	相关接口
	DTS配置

	Uart
	单独更换
	全局更换
	关闭打印
	相关接口

	USB
	框架支持
	板级配置
	DTS 配置
	相关命令

	Vendor Storage
	原理概述
	框架支持
	相关接口
	功能自测

	Watchdog
	框架支持
	相关接口


	Chapter-6 进阶原理
	kernel-DTB
	设计背景
	Live device tree
	机制实现
	U-Boot

	内核传参
	cmdline
	内存容量
	其它方式

	AB系统
	AB 数据格式
	AB 启动模式
	successful-boot
	reset-retry
	模式对比

	启动流程
	升级和异常
	验证方法
	successful-boot
	reset-retry

	引用参考

	AVB安全启动
	引用参考
	术语
	简介
	加密示例
	AVB
	AVB 特性
	key+签名+证书
	AVB lock
	AVB unlock
	kernel 配置
	Android SDK
	Cmdline 新内容

	分区参考
	fastboot 命令
	命令速览
	命令使用

	固件烧写
	Pre-loader verified
	U-boot verified
	系统校验启动
	Linux AVB
	操作流程
	验证流程


	SD启动和升级
	简介
	分类
	常规卡
	升级卡
	启动卡
	修复卡

	固件标志
	启动流程
	pre-loader 启动
	U-Boot 启动
	Recovery和PCBA

	注意事项


	Chapter-7 配置裁剪
	Chapter-8 调试手段
	DEBUG
	Initcall
	io命令
	iomem命令
	i2c命令
	gpio命令
	fdt命令
	mmc命令
	时间戳
	dm tree
	dm uclass
	stacktrace.sh
	系统卡死
	CRC 校验
	HASH校验
	修改DDR容量
	跳转信息
	启动信息
	RK固件
	Didstro固件
	无有效固件


	Chapter-9 测试用例
	Chapter-10 SPL
	固件引导
	FIT 固件
	RKFW 固件
	存储优先级

	编译打包
	代码编译
	固件打包

	系统模块
	GPT
	A/B system
	启动优先级
	ATAGS
	kernel boot
	pinctrl
	secure boot

	驱动模块
	MMC
	MTD block
	OTP
	Crypto
	Uart


	Chapter-11 TPL
	编译打包
	配置
	编译
	打包


	Chapter-12 FIT
	前言
	简介
	基础介绍
	范例介绍
	itb结构

	平台配置
	芯片支持
	代码配置
	镜像文件
	its 文件
	相关工具

	非安全启动
	uboot.img
	boot.img

	安全启动
	原理
	校验流程
	key存放
	key使用
	签名存放
	防回滚

	前期准备
	Key
	配置
	固件

	编译打包
	校验原则
	启动信息

	远程签名
	实现思路
	被签名数据
	具体步骤
	其它方案

	固件解包
	固件替换
	安全校验Step-by-Step

	Chapter-13 快速开机
	芯片支持
	存储支持
	bootrom 支持
	U-Boot SPL 支持
	mcu配置
	kernel 支持
	快速开机流程

	Chapter-14 平台定义
	ATF/OPTEE
	Clock
	Defconfig
	DFU
	Optee

	Chapter-15 注意事项
	SDK 兼容
	androidboot.mode 兼容
	misc 兼容


	Chapter-16 工具
	trust_merger
	boot_merger
	loaderimage
	resource_tool
	mkimage
	stacktrace.sh
	mkbootimg
	unpack_bootimg
	repack-bootimg
	pack_resource.sh
	buildman
	patman

	Chapter-17 附录
	下载地址
	rkbin
	GCC

	术语



