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HDCP Signing Facility User’s Guide

Order Delivery Formats

The Device Key Set Package is delivered as a binary file of the Device Key Set Package. The file is of
length (4+308n) bytes, where n is the quantity of Device Key Sets in the Device Key Set Package
(10,000, 100,000, or 1,000,000). The quantity, n, can be inferred by examining the length of the file.

File Format

The order file consists of a 4-byte Order Format, followed by an array of n Device Key Set Records.
There is one Device Key Set Record representing each Device Key Set in the Device Key Set Package.

Size (bytes): | Description:

4 “Order Format.” This value equals 1 for transmitter Device Key Sets
and 2 for receiver Device Key Sets. All other values are undefined.

308n This is an array of Device Key Set Records.

HDCP Signing Facility User’'s Guide (HDCP 2.x)

Transmitter Device Key Set

The file is of length 445 bytes. The quantity is always 1 and is the same for all transmitter devices. The
Header value is always 1.

The Transmitter Device Key Set is made up of two parts:

e Licensed Constant (36 Bytes)
e Root Public Key (405 Bytes)
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Position | Name Sizein | Example Description Block &

in Bytes Bytes Value Size

0-3 Header 4 0000 0001

4-19 Licensed Constant 16 FI9A7 E0DZ2 Licensed Transmitter
676C 1E63 Constant (36 | Key Set
6009 BO3B Bytes) (441 Bytes)
831D 9090

20-39 SHA-1(Licensed 20 A93C 5C7F

Constant) 4EFA EB9Z

067€ 04cA
657A 38FF
9B6C BO19

40-423 | Root Public Modulus N 384 BZ24€..D321 | Root Public

- Key (405

424 Root Public Exponent € | 1 11 Bytes)

425- SHA-T(N,E) 20 E63F SACZ

444 5238 6D0E
DECS F/784
9FB9 C3C0
3CC4 CCoe

Receiver Device Key Set

The file is of length (4+36+862n) bytes, where n is the quantity of Receiver Device Key Sets in the
Receiver Device Key Set Package (10,000, 100,000, or 1,000,000). The quantity, n, can be inferred by
examining the length of the file. The header value is always 2.

Each Receiver Device Key Set is broken up into three parts:

e Licensed Constant (36 Bytes only available once at the top of the file)

e Device Public Certificate (522 Bytes)

e Device Private Key (340 Bytes)




Position Name Size in | Example Description Block &
in Bytep Bytes Value Size
0-3 Header 4 0000 0002
4-19 Licensed Constant 16 F9A7 ..9090 | Used for each | Licensed
Receiver Constant
Device (36
bytes)
20-39 SHA-1(Licensed 20 AS3C..BO19
Constant)
40-44 Receiver ID 5 /458 B8BD Device Public | Key Set
04 Certificate #0 | #0 (862
45172 | Device Public Modulus N | 128 | E562 . B3F1 | o< DVtes) | bytes)
173-175 | Device Public Exponent 3 0100 01
E
176-177 | Reserved 2 0000
178-561 | Root 384 713F... FE3A
RSAPKCSv1.5_Signature
(SHA-256(Receiver ID, N,
E, Reserved))
562-625 | Device Private CRT P b4 FC49 ..B29B | Device
- . — Private Key
626-689 | Device Private CRT Q 64 £944 ... 0663 #0 (340
690-753 | Device Private CRT D b4 OBDC .. 7F6B | bytes)
mod (P-1)
754-817 | Device Private CRT D 64 C041 .. BF9F
mod (Q-1)
818-881 | Device Private CRTq"-1 | 64 001D ...5729
mod p
882-901 | SHA-1(RECEIVERID, N, E, | 20 A78B ... E757
Reserved, Signature, P,
Q, D mod (P-1), D mod
(0-1),Q"-1 mod p)

srcFile.open(strSrckey,CFile::modeRead|CFile::typeBinary);

if(uiHeader==0x02000000) {//Receiver
/* Receiver */
bTransmit = FALSE;
if(C(uiFileSize - 40) % 862) != 0) {

3

* BRI/

uikeySize = 862;
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uikeyCount = (uiFileSize - 40)/uiKeySize;
isHdcp2x = true;
} else if(uiHeader==0x01000000) {
/* Transmitter */
bTransmit = TRUE;
if(((uiFileSize - 40)%405) != 0) {
if(g_pLog) {
g_pLog->Record(_T("Error:ConvertKeyProc check source key file
failed,is not multiply of 405"));

}
Strerror = GetLoca1String(_T("ERROR_CHECK_SOURCE_KEY"));
goto Exit_Convert;

}
uikKeySize = 405;
uikKeyCount = (uiFileSize-40)/uiKeySize;
isHdcp2x = true;
} else if((((uiFilesize - 4) % 308 == 0) || uiFileSize % 308 == 0)) {
uikeySize = 308;
uiKeyCount = uiFileSize/308;
isHdcp2x = false;

RK keyi&={

STFRKEYSKFERAIkey, REFRIAKeylIEM L, LEBINT— 1 20FHA9Header, EEBINT —1NCRC321%
¥ (HPEEBCRCI2IRIEE[1%EMY)

typedef struct

{
char szTag[4]; /* " SKF" */
UINT uiKeySize;
UINT uikKeyAllocSize;
UINT uiKeyCount;
} STRUCT_SKF_HEADER, *PSTRUCT_SKF_HEADER;

RKEETER, SARNLEBSESBCRC, WMRAWHNIE, SEMMERER. MTRE—KeyAIHDCP1.x skf
SHEANA: 20 + 308 + 4 = 332 (FFE 20 + 308 = 328)

fIR= KXFKeyRIIRS

BHalHDCP1.xE3oiRE, EFA@vs, XBEMET

[FiafAIKey 23087, HERKTEREIEFHNE, SEM—2FTHENEL (seed) #—MP vendorfiy—
AEENE, XMNBIEERSKTkey AN, EittKeyiRRE308F75, fEESkeyfIRHE, seedSHEX
H—EefEMmENRE, FEXHESINT — 1 CRCI2E, RERIREFAISER EE314F 15, EAKRMMNIRSE
EERATkeySORR EE314F 15


af://n195
af://n199

	KeyConvertor工具的使用
	提取Key
	转换Key

	附录一 关于Key的格式与解析
	HDCP Signing Facility User’s Guide
	HDCP Signing Facility User’s Guide（HDCP 2.x）
	解析伪代码
	RK key格式

	附录二 关于Key的烧写

