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6.4 HUEFLE, HEBRNIEIRE, ©F

6.5 REFEEARRNSHRE 2.0 FIACE 4.0?

6.6 FRNIZ{EFEFR OEMCrypto hRAS?

6.7 OEM LIERHBEBMEBEERERE, OEM REZKMEAERFEENEEIIREEEEUEE?
7. ByF1

7.1 Android 14 {CIZIREFA
8. FiF2( FEEAPFENKF)

1. THRENER

ASHMET Android g5, Widevine DRM P is R SIS Rs A ET AN TIENE, THEER
SHEGMSIEARIRESGMS(AOSPRRAMEEAAE, FEtTdAndroid 14RERRA (LR, IR) fTHEEH
0, R MET EARIEB R a B R A =,

2. £BESR

TEIREAT DRM £5ES R Widevine B4, TENSERNMBLI BSHEFRIZES .

Source Media Lockbox (Keyboxes)

l T l

Shaka Packager S License Service OEM (Device Manufacturer)

; [

DASH Presentation License Proxy

l T

CDN T | ““““““““

> Media Player

Media Content

Google Product or Service

. Content Provider l

OEM

— Clear Media OEMCrypto HAL

Re t
o fovemih Frovsente _

— Protected Media |
—> Keys / License
i
—p> Credentials E Media Output
.

Client Device

2.1 Widevine L1 i EREAIER

1. PEAZIEF Widevine T2l 1 EK,
2. fFEWidevine 8B %% 189 Widevine L1 OEMCrypto FE,
a. Widevine CDM JRCABFBEEMZRZEHE] OEMCrypto BHTHTE.


af://n71
af://n73
af://n76
https://developers.google.com/widevine/drm/specification/device-security-levels?hl=zh-cn#security_level_1_l1
https://developers.google.com/widevine/drm/specification/supported-client-versions?hl=zh-cn

b. OEMCrypto BERGHFHESIEKHR. REHGEHNEZESHENAS FEFEEEIE, L3k
EX OEMCrypto build,

3. B3 Widevine &%t ID - 7£ Widevine RZEFEMSHNIRSE (FINmE. BS) .
a. FEEEpdiEH, IREFRERVISIRC/I IN_TESTING,
b. ERTERE, RASIGIRESLBIRCH RELEASED , LIRSIFEEF=IRIEHER,
4. Widevinei& Bt B XIEEIE.
a. B2 2.0 - iEREZAME.,
b. B2E 4.0 - 3% Hf&. Cloud IR E AIERFNZEREA HIE,
5. T8 Widevine L1 SEpkERREEIETMRUA D Z RISTAES AU .

2.2 Widevine L3 iRSERBHER

1. B1E Widevine 22571 3 EK,

2. L3 OEMCrypto FUt@#EEE, H Widevine 12,
3. BRI EHRERT.

4. 753 Widevine ZRFEEIEBIEK,

B UIRIERINREIMTE, BAREICRALBR— N EIEERR, iTMEELEER.

o Widevine EEIEHIE - BT AOSP #1 CE (ET Linux) SRS TMES.
e Android BExiREZAVE(EFRE (APFE) - IEBBTFFE GMS, GAS 1 AAOS ERANRFIEMFEA.

3. Android DRM WidevinefEp)

Android Widevine 235X 5 HGMSSAREGMS (AOSP)RIRAS.,

3.1 GMShRAEERY

SFFERIE Google Apps (GMS) HIkRAS, TERRIBEFKEISDKES, ERIAEERL T vendor/widevine B,

TR GAS (Google Automotive System) 5 AAOS (Android Automotive I2/EZES) RISEFIRE,
BEHENAIESTEMERER, LERBERAFISASA95 AR,

e GAS - gas-partner-hc@partner.android.com
¢ AAOS - aae-partner@partner.android.com

= . GMS, GAS#AAOS SR TIFREARIRNEFIRURE. WHERIREEEFA,

3.2 AOSPhRAEERY

AT ITEREERTETF AOSP (Android FHEINH) AREFERK.

Widevine E1EZ5735#FE AOSP ##4T Android £5% (A& GMS)


https://developers.google.com/widevine/drm/device-management/provisioning-2/request-keyboxes?hl=zh-cn
https://developers.google.com/widevine/drm/device-management/provisioning-4?hl=zh-cn
af://n94
https://developers.google.com/widevine/drm/specification/device-security-levels?hl=zh-cn#security_level_3_l3
af://n110
af://n112
https://docs.partner.android.com/gas?hl=zh-cn
https://docs.partner.android.com/automotive?hl=zh-cn
mailto:gas-partner-hc@partner.android.com
mailto:aae-partner@partner.android.com
af://n121
https://source.android.com/?hl=zh-cn
https://source.android.com/?hl=zh-cn

DWidevin . Complete Widevine Master License
Agreement
D Partner
Assigned to Widevine TAM Onboarding and documentation COmpIetc.e Tect}nlcal
Questionnaire
Register Device
For L1, request keybox or Access to Device M t via .
a . - et Register for Access
certificate integration.widevine.com
Install keybox or certificate
Issues? Access to CDM Source
Contact Widevine TAM Repository
Widevine only supports ¥
AOSHEt ot End-to-End Testing Obtain L1 OEMCrypto from SoC
For Android: Complete and submit test results . . .
Contact Android Partner for review Optional, if applicable
Team Receive L3 OEMCrypto from
at www.android.com/gms Widevine
for access to
partner.android.com
For Android TV: Integration Complete
Contact Android TV Partner
team Update device record to RELEASED

Begin Manufacturing

3.2.1 L1 SEEREAOEE TAER

1. L1 OEMCrypto FEE Android iR BB AR ER ML,

2. iEKiGRIERMEFIE (https://developers.google.com/widevine/drm/device-management/ic-w
orkflow/getting-access?hl=zh-cn)

o IZRRIGFE TFIZHEERRIER TIERES TIRIE.
o IS FRIEFIEISHENSTFM product. ro.manufacturer F1 product.ro.model
3. i5KifaWidevine Android CDM A EERISIRY

o Widevine CDM {ifF <branch>/1ibwvdrmengine T8,

o CDM M#S[F <branch>/1ibwvdrmengine/docs |,

o WNEMFE CDM, BI& Widevine {(XIBERE AOSP H§5AY RoOT/vendor/widevine T, &
fh ROOT 2 AOSP HRYR. 1ERF Android RUKSFEEIAE Baa@FI#EEE Widevine CDM,
WNEFM 7 iR{RIHEEE Android, 1B52RIBEX1E:E AOSP TNBEAYI 1Y,

4. MANSEIE -
o E&% Android MEEFDIIEE,
o FTEHITAIMIK

BT - 20FEd Widevine CDM, 1Bi&1T{i/F WIDEVINE_ROOT/1ibwvdrmengine/
B9 sh build_and_run_all_unit_tests.sh.
n SR - iz1T WVTS i,
o FENAYMAN
v FREMNHEMA (CTS)



af://n125
https://developers.google.com/widevine/drm/device-management/ic-workflow/getting-access?hl=zh-cn
https://developers.google.com/widevine/drm/device-management/device?hl=zh-cn#device_integration_workflow
https://source.android.com/source/building.html?hl=zh-cn
https://developers.google.com/widevine/drm/client/testing/android?hl=zh-cn
https://developers.google.com/widevine/drm/client/testing/android?hl=zh-cn
https://source.android.com/compatibility/cts/?hl=zh-cn

3.2.2 L3 SERAEE TIER

Widevine $1% L3 iggg skttt 3 4 OEMCrypto [, L3 FERJFES {4
vendor/widevine/1ibwvdrmengine/level3/*/1ib130emcrypto.cpp F#KZE,

1. TEFMERERT.
2. 7o Widevine Z5REEHIERIEK,

3.2.3 FBwidvevine L1EtE&

device/rockchip/rk P B HBoardConfig.mk:

BOARD_WIDEVINE_OEMCRYPTO_LEVEL := 1

3.2.4 AFIEGMSBRS5(AOSPIRAEAREE)

provisioning 4.0 EE&GMS,
BUILD_WITH_GOOGLE_MARKET := true

BiETehka, FILAESDKIRER, lunchig, #i4T:

get_build_var BOARD_WIDEVINE_OEMCRYPTO_LEVEL
get_build_var BUILD_WITH_GOOGLE_MARKET

HAEEESFmMEENE.,
3.2.5 figBwidevine B
WNEEIRFEANdroid 14,52 AR,

ZRAANdroid& %, FkZEIAndroid14, BILRE%SE, vendor/widevine HFR:

cp -rf prebuilt/armé4/1liboemcrypto_lr.so prebuilt/armé64/1iboemcrypto.so
cp -rf prebuilt/arm/1liboemcrypto_1r.so prebuilt/arm/1iboemcrypto.so

tEa<S, EEMEMLRKkeybox T AEIAMRA)RIE, ERwidevine L1THRERT, BEIRZERE!:

"provisioning":"OEMCrypto_Keybox"
hardware/rockchip/keymaster4/rockchip_rkp_service HR:

cp -rf bin/arm/rockchip_rkp_factory_extraction_tool_1r
bin/arm/rockchip_rkp_factory_extraction_tool

cp -rf bin/armé4/rockchip_rkp_factory_extraction_tool_1r
bin/armé4/rockchip_rkp_factory_extraction_tool

M7ERErkp csrid, RiEEnamegdefaultid—4 rkp csr:


af://n162
https://developers.google.com/widevine/drm/client/android/integration-guide?hl=zh-cn#level_3_oemcrypto_library
af://n169
af://n172
af://n178

{"build_fingerprint":"rockchip/rk3562_u/...TXN1Lwtlexm=","name":"default", "seria
Tno":"rk83991906"}

4. Provisioning Requirements

Googledgwidevine IREBRIAIEL T, RIBRFRANER, XOWT:

Device OEMCrypto DICE Support Provisioning Provisioning Provisioning Provisioning
type Version available? 2.0 3.0 4.0 Non DICE 4.0 DICE
New Required
. v18 or later Yes - - -
Device (default)
New Required . .
) v17 or later No Optional Optional
Device (default)
New v17 or Required )
. . No Optional
Device earlier (default)
Existing Required )
) v17 or later No Optional
Device (default)

XA A NS R, —FEAndroid 14278, OTAZJAndroid 1489ARAN(LRERZ), B—FEE LS
Android 14R9RRAN(IRRRAN),

4.1 OTAZAndroid 14(LR)iRZA

f#FAProvisioning 2.05%, BPgeAwidevine L1 keyboxBIAT, XMSSE BN T RIALHEE, XA
widevine keyboxt&z{UI N (E &M EAKEED):

<?xml version="1.0"7>

<widevine>

<Numberofkeyboxes>1</Numberofkeyboxes>

<Keybox DeviceID="test-001"><Key>738al1896e6c7ec9fa3079220aaaall32</Key>
<ID>0000000200. . .</ID><Magic>6b626f78</Magic><CRC>5d6a650a</CRC></Keybox>

</Widevine>

fErkpackerTH, #&#apkkdbi&=, REFER1.64MATERS.
RAZBIRAIIANdroid RFiREE, B&I%E T widevine L1 keybox, FTLARTLABEEFERIXANAT, (RIF
B,
FE, NREUTER:
1. E—IRB{EEA@GIANdroid 12,Android13)H4kZIAndroid 14,
2. A EmE, EERLINET— B, E5IHIMEB, 7EAPFEL, FBRE—1SKU,
NwisiikiEkeybox ATUEM, WIRBER provisioning 4.0, SFIMEHEIRFwidevine L1AIfE
Fa.
WRAESHEN, B2 TEMITESAEST, FAOFERpProd.0 FEEIEET(E. |BAIEREN
BKEY, RSSESE, RAAESRFIZECHAR!


https://developers.google.com/widevine/drm/specification/provisioning-4/options#boot_certificate_chain_bcc
https://developers.google.com/widevine/drm/specification/provisioning-4/options#boot_certificate_chain_bcc
af://n188
af://n232

4.2 Android 14(IR)iR4~

fEF3Provisioning 4.0/5,, BEANAN ELE4.015E10,

9 Request OEM leaf cert
with BCC
e Issue OEM leaf cert
6 Request DRM cert
with OEM cert

o Issue DRM cert
—

Widevine
Provisioning Server
(or SDK for step 6)

OEM WV,
Fa[3tor icei ore device info
(Facton) Uposddecsi APFE s e

° e °

Provisioning 4.0

TERNBT{EF Provisioning 4.0 B Widevine FriREEiiiE.

-

SOC %7 Widevine OEMCrypto TA,
2 SoCi@idMIFREM Widevine iEEH4H,

3 OEM [a Widevine (BiEid APFE) jEAHEE.

5 OEM 4751845,

BERXIZE, TRS.

4.2.1 OEM [ Widevine (Zki@id APFE) FHhR&

XNFEELRSB2NEM E, FRUEHTIXER, SJLMBANPAT, HESE

Widevine jE it 52H,
R, WRZEAOSP(AHGMS)HINRALER, FEMRWidevinejF:f.

EERTH, B8

Look up and validate

Device Info
Database

SOC
SOC

OEM

OEM R8N F ERMBEE—IREZA (UDS) BIE(SER, KDF FfsEFA SOC
ERBME—RY 128 (ZRRERMSER OEMCrypto RIFTATA/FARXY.

OEM

OEM

2

https://developers.google.com/widevine/drm/device-management/ic-workflow/getting-access?hl=

zh-cn

WNRZBGMSIRAFER, —MRSEI3pHTXERD TIF, HREBEEAPFELETFRIER.

THERGMSIRAERISEAHIEN A
1. R


af://n245
https://developers.google.com/widevine/drm/specification/provisioning-4/options?hl=zh-cn#device_key_database_model
af://n272
https://developers.google.com/widevine/drm/device-management/ic-workflow/getting-access?hl=zh-cn

= Android Partner Approvals | Q_ search [©)
Ga  Keyboxes Manage Devices and Products
@&  Upload Report
P P Q_ Filter 60 records
Upload Firmware ~ wuew
Companies (1 Devices (58) Mfg Products (1
(o0  Devices and Products v i a
RC rk
®,  Builds ro
@  upload RKP CSR
kst e ip

2. fRIEECE
TERRLTIEER D ARERS,

Device information

Device Name
Company

Manufacturer

Form Factor

Display Size

Max Horizontal Resolution

Max Vertical Resolution

Pixel Density (PPI)

RAM
Flash Storage

CPU Make

CPU Model

rk3562_u
Rockchip

rockchip

Device information

Device Name
Company

Manufacturer

Form Factor
Display Size

Max Horizontal Resolution

3. 7FAADRM

rock "o

Edit

Edit



CPU Model

Clockspeed chz
Please provide a valid number

DRM settings

Widevine DRM Registration Status Mot Registered

Device Registration Register / -

Registration for rks

Mote: This registration form is only required for devices that need keyboxes or will use Provisioning 4.0. It is not needed if the L3 OEMCrypto library will be used.

1. Please select the provisioning model

O Keybox @ Provisioning 4.0

1.1. Attestation by:

@ Key Upload O Verifier Key

1.1.1. Please provide the bugnaizer |D for verifier key approval:

1.2. Does this device support DICE?

o Yes @ No

2. Please select OEMCrypto Version (See Requirements)
[OEM_CRYPTO_V18_5 ~|

3. Can the TEE and trusted applications {(ex. Widevine) be updated over-the-air?

@ Yes O No

3.1. Can the OTA update be individualized per device?

@ Yes o No

3.2 Does the device contain anti-rollback-protection that prevents a user from uninstalling an update?

@ Yes O No

SNSRI 3pl, ATLAS RN FRYES 52

Digital Rights Management(DRM) Registration

XBIF LR (keybox Tz )RS X 31:

Digital Rights Management(DRM) Registration

5.1. Digital output support (Please choose "unspecified" if No Digital Out or No HDCP)#[15.2.
Does the system support turning off digital video outputsiStRIBIR IR i E ES, B
T EBIRRERD .



INRERLLIEMAT), ERERAT:

Device information

Device Name rk3562_u
Company Rockchip
Manufacturer rockchip
Form Factor
Display Size

Max Horizontal Resolution
Max Vertical Resolution

Pixel Density (PPI)

RAM

Flash Storage

CPU Make Rockchip
CPU Model RK3562

Clockspeed

DRM settings
Widevine DRM Registration Status DRM_LEVEL_1
Widevine System Id 33828

4.2.2 OEM &= 8%

XINFEREF EfEwidevine rkp csrizfd,
BiEE, =BUkp csr, FRRBELRE TEIIS, ID attestation.

OB/ TR, —FRIBNMNER, EEaSITIERN, —MEEFMER, RKDevinfoWriteTool
THIEE.

i STTHZEY

rkp_factory_extraction_too164 --output_format build+csr > /sdcard/csr.json
NRapSITTRIKEER, BE FEBR mm 4£pk:

system/security/provisioner

RKDevinfoWriteTool T EL{2HY

B ER T RiREA,


af://n299

WEMENEER T RIS, ID Attestationf5, REIEEHZ IR, ARrkplRSSEFIG, Ehlcsr,
{®1F#Evendor storagesyXdh, AGEEXRiFNloadertEs;, fElESattestation keybox2Zfg, BEFHEIE
vendor storagesy XaJcsr3HERFHRFE L B ENERT.

X5 T vendor storage FEHR MK E,

#define VENDOR_CSR_SERIAL_ID 66

#define VENDOR_CSR_ID 67
IE REDevinfoWriteTool V1.2.0 w0
wE H& g =7 t
] e ]
rdware identifiers
RKP
Brand name: Ptah: |D:1'ko'
Device name:
Product name:
Manufacturer Attestation Key
Model name: Ptah: | E:\SECURE Ykeybox'| 19953 _attestation.kdb
Sit:19998 214
5N IMEI1 IMEI2
MEID
[ widevine Key
Path: D: Yktools\002-windows \REDevInfoWriteTool\Doow
ADBEEHR Sit0 20

EIM—-ADERE

LUTERENAERNGrAS, (FR, ITRHBEARNAname,serialno, EMFRERSEEE, .. BMX):

i

{"build_fingerprint":"rockchip/rk3562_u/...TXN1LwWtTexM=", "name": "default","seria
Tno":"rk83991906"}
{"build_fingerprint":"rockchip/rk3562_u/...vhc2uta2v5cw==","name":"widevine","se
rialno":"rk83991906"}

e, KEFTEEES default flwidevine BHERRFISAAZ.



ItEEBwidevine rkp csrERE, FlkeymintEBotERE, BE{AS%ESDK RKDocs\android B+
{Rockchip_Android_Remote_key_Provisioning_Guide) 1145,

EAFE T widevine L1AYIRE, TEIZBNcsrEY, 2EAIHEEkeymint Flwidevinefy csr,FrlA RFEREX
F_EAE—REDA,

5. JNHETSIE

E LESBRGARNRE L, IREERALUERIN(ANEGA)google, youtube)AIRILE,

BILAEE—T, SE%E—BRAE, 884 MMgooglelRE TEIES, Bl LEProvisioning 4.0 BREE
3, 5,

5.1 widevine Z&5|

Z%: new Drminfo.apk, ¥JHERUT:

SRLERT, System IDARERATEProvisioning RequirementsZi I IIER~A—E. B2
Vendor,VersionZ%,


af://n318
af://n321

—

Current HDCP Level
None

Widevine CDM

Vendor
com.google.android.widevine.lazy

Version

18.0.0@341710000

Max HDCP Level Supported
No Digital Output

Current HDCP Level
No Digital Output

System ID

33828

Security Level

L1

Max Number of Sessions
20

OEM Crypto API Version
18

WMRKFMFECRR, SETEHIEPEN, fTEERRAT (System ID 2147483647) :



Current HDCP Level
None

Widevine CDM

Vendor
com.google.android.widevine.lazy

Version

18.0.0@341710000

Max HDCP Level Supported
No Digital Output

Current HDCP Level
No Digital Output

System ID
2147483647

Security Level

L1

Max Number of Sessions

20

OEM Crypto API Version
18

fsFprovisioning 4.0, ErAXiESystem ID, A ESecurity Level &4 L1, EEHAISystem
ID:2147483647 FiEiEARiKEXEIwdievine LIIER, BHEENBEREE TMMK(FIEEEIT3pl), iE
AZeRk, ItigEAIwidevine rkp csrRBER L1E, HSRBEBEIKMNHIERING,



WMMREEFZRS 1D 8158, MFRREHY Tiboemcrypto.so FEsRIERMNNE, FHEBIEREITHRSI 3.

5.2 widevineil$HEhY

ExoPlayer Demo:
N TLIERET L AT LAE S R 8P LA L.

k3566 rgo - ] *

layer Demio

OCF not specihed

W% HOCP not requiresd

V- HINCE e rerd

WY Secure video path reguaired (MR )

W Secure video path required (Wiebid VP)

W Bacure vden path reguired (MR HGS

W HIDCP & pecyrs video patk reguined

W 308 licerme duration [Fails at -30s)

WINEVINE HOCP CAPLELITIES TESTS

W' HOCPE: Hone nat reguined)]

DCF: 1.0 reguared

- HOGE: 210 regpined

1 redpaired

WIDEVIME DASH: MP4 M5
W Clear 5D & HIF (P4 H25
W Cleae S0 (MPS, H254)

W Clear HD (WP H254)

W Securne S0 & HD (M P& H26A)

SCRRISTR TS24, LA vendor/rockchip/common/vpu/etc B RHXS Rt S ECE J9E(rk):
media_codecs_c2_rk*** xml

media_codecs_secure_rk*** xml

6. 2 WIaRR


af://n329
af://n336

6.1 FgoogleiXAad ElithRE, REFZZMES T L1IIEEHIEHFRE
E—H?

ARE, TLERARNSRTES, REMAnNdroid RFERANEFHITHIE, SRISHEDERIEINTE
BR—E

Device Name:

Product:
CPU Make: Rockchip
CPU Model: RK*¥*** / /%5 & pe s r = it A H 108 2

INIARERN BB ERHS A, BLASLRRISER G, TERHUENANIBESEE SAMRS R ARG
B

SW Property

ro.productmodel (Model Name) ro.productmodel (HSHR)
ro.productname (Product Name) ro.productname (P &)
ro.productbrand (Brand Name) ro.productbrand (& i #R)
ro.productdevice (Device Name) ro.product.device (B #&BTF)
ro.product manufacturer ro.product.manufacturer (#1115 [ £ #F)

6.2 IRIA R RHIREE ZiFwidevine L1?

LEDrm info #44, ELERLI,

#Z&logcat:

wvCdm: [cdm_engine.cpp(1089):IsSecurityLevelSupported] level = L1

wvcdm: [oemcrypto_adapter_dynamic.cpp(875):Initialize] OEMCrypto_Initialize Level
1 success. I will use level 1.

6.3 Drminfo FGiEIEE S xwidevine L1,

1. HgiAwidevine L1IEXEBZIEEES
ERBERT, FSHTFdrm infofZf, TIUBEIMI Flog:
provisioning 4.0kRZ(IRKRA):

I/wvCdm: [oemcrypto_adapter_dynamic.cpp(885):Initialize] Level 1 Build Info
(v18): {"soc_vendor":"Rockchip","soc_model":"rk3562","ta_ver":"18.5.0+May 15
2024

14:48:28","uses_opk":true, "tee_os":"Optee","tee_os_ver":"3.13.0","form_factor":"

tablet","implementer":"Rockchip","provisioning":"OEMCrypto_BootCertificateChain"
,"is_factory_build":"false","fused":false,"is_debug":false}

provisioning 2.0(keybox’=, LR kR7F):


af://n337
af://n342
af://n346

I/wvCdm: [oemcrypto_adapter_dynamic.cpp(885):Initialize] Level 1 Build Info
(v18): {"soc_vendor":"Rockchip","soc_model":"rk3562","ta_ver":"18.5.0+May 15
2024
14:48:28","uses_opk":true,"tee_os":"Optee","tee_os_ver":"3.13.0","form_factor":"

n,n non no,n non

tablet","implementer":"Rockchip","provisioning":"OEMCrypto_Keybox","is_factory_b
uild":"false","fused":false,"is_debug":false}

LALERANAHER, ERE: provisioninglEARR.

2. JnE&REprovisioning 2.0,iEHAwidevine L1 keybox 2B EKRE.
gNEREprovisioning 4.0,i5fiAwidevine L1 BIEEEM, FHEREIMNN
JEGMSHRZ:

HRAZBEWidevine;EMEE, I L& T widevine rkp csr.

https://developers.google.com/widevine/drm/device-management/ic-workflow/getting-acces
s?hl=zh-cn

GMSHRA :
FRiRE, BERINRIRSSE:

ping remoteprovisioning.googleapis.com

SNERARREFHIBEINES, B3 Rkpdwidevine JLIBRIAITRE:

2024-04-19 10:38:14.366 2333-2406/? E/Rkpdwidevine: Server request for wv certs
failed. Error: 500
2024-04-19 10:38:14.368 2333-2406/? E/Rkpdwidevine: WV Provisioning failed.
java.io.IOException: Failed to request wWv certs. Error: 500

at
com.android.rkpdapp.provisioner.widevineProvisioner.sendNetworkRequest(widevineP
rovisioner.java:188)

at
com.android.rkpdapp.provisioner.widevineProvisioner.fetchwidevineCertificate(wid
evineProvisioner.java:168)

at
com.android.rkpdapp.provisioner.widevineProvisioner.provisionwidevine(widevinePr
ovisioner.java:144)

at
com.android.rkpdapp.provisioner.widevineProvisioner.dowork(widevineProvisioner.j
ava:97)

at androidx.work.worker$l.run(worker.java:82)

at
java.util.concurrent.ThreadPoolExecutor.runworker(ThreadPoolExecutor.java:1145)

at
java.util.concurrent.ThreadPoolExecutor$worker.run(ThreadrPoolExecutor.java:644)

at java.lang.Thread.run(Thread.java:1012)

N RIEREERERSESHINEM, SEMXANRE, rkp csrXHgB LE.
EEBERT, #ZERkpdWidevine:


https://developers.google.com/widevine/drm/device-management/ic-workflow/getting-access?hl=zh-cn

Line 45913: 2024-05-15 20:17:52.504 2947-5376/? I/Rkpdwidevine: Starting wv
provisioning. Current attempt: 0

Line 46152: 2024-05-15 20:17:53.843 2947-5376/? 1I/Rkpdwidevine: Provisioning
successful.

NR LEERCHIE, BAREUMEREEANIDT:

1. FF/E, B¥IFdrminfofidlogcat, B2 log HFA 15,
2. BB BiIREERS SIS B REBE AL T T,
3. Mg A%adb bugreport, LARARAIrkp csrZis,

FE:

provisioning 4.0;FAT0, FIRTEFIEMEIN, EDrm InfoRiAH, ELA system 10 fYENE, H
{B3E 2147483647 XNBEE. IEESF(widevinedEGMSKRAN)APFEEARALIHAT widevine System Id
FBR—E.

6.4 LMBFTE, EENIEPZRE, R

BIRE—EIEMAOIIS, FHMEX adb bugreportfitHAiloi.
SCRRAISTAR T4, LA vendor/rockchip/common/vpu/etc BRHRXS RIS A ECE J9E(rk):
media_codecs_c2_rk*** xml

media_codecs_secure_rk*** xml

BEREEFER K *WMIS A FERE.

6.5 IR R XZISES 2.0 FlfcH 4.0?

o —BIRFEREEIF— I TRAEEL,
* OEM R EE(ERANECEREL,
o IZHUBXATISR LR, FEESM.
o EIMHRIPARIREIAT 1 FIANERILERM,

6.6 FERiZ{EFAMFH OEMCrypto hRA?

o IREEEINERRARISHTh OEMCrypto,

o WIRFAINBRNZR(FERAYR OEMCrypto MAS v17, 1ZEAD? R OEMCrypto MRAEFH
v18, FIER 4.0 THRERER EFIEIT?

o M OEMCrypto v18 Ff#&, #LIIEZERE 4.0. FH&E v18 SiEBIRAIMERE (B
V18 ZRIAINRA) w/RfsERHIER RABRRIAECE 5%,

BEfFRAERK: EHIFEEST0 OEMCrypto MRAFRZS M


af://n381
af://n387
af://n398
https://developers.google.com/widevine/drm/specification/supported-client-versions?hl=zh-cn

Android 0S5

Android 15.0 V
R ShEA

Android 14.0U
R ShEA

Android 13.0T
HEREE

Android 12.0 S
R ShEA

Android 11.0R
R ShEA

2023 &
108

2022 &
88

2021 &
108

2020 &
98

MediaDRM HIDL fEiEiRE
(0 git 3=)

com.google.android. widevine.nonupdatable
com.google.android.widevine.nonupdatable
com.google.android.widevine lazy
udc-widevine-release

com.google.android.widevine.nonupdatable
com.google.android.widevine.nonupdatable
com.google.android.widevine.lazy
udc-widevine-release

android.hardware.drm-service widevine
(tm-widevine-release)

android.hardware.drm@1.4
sc-widevine-release

android.hardware.drm@1.3
rvc-widevine-release

Widevine CDM
his

19.0.0@
(APEX K&
)

18.0.0@
(APEX ER
)

17.0.0

16.1.0

16.0.0

OSSN
OEMCrypto kg [1]

19.1 FHEEES

18.1 SiE=AES

171
16.35%16.4

16.38%16.4

BEFHERE
OEMCrypto ki 2

18.1

16.3 SRE =R
16.3 8% 16.4

15.x, 16.3 8¢ 16.4

6.7 OEM LIZiRF(ERMZERXR, OEM FESKIIAZEEIEIR
HEEMZXRFHEEEERE?

REBPEFBREZ

Al

RYER., LAMEgoogle#t T H .

7. B

7.1 Android 14 {XEBIRISTEIA

B LEXYER. LERTLISERHT, BAlLMtERTT. ENERTLE

BEANERIDIERISDK, EXERBSVINAYER. MRREHE], TLAMRKREAERNT .

vendor/widevine:

commit 9f0b92744eeaald44629c6c2e0101d40a50160d7e (HEAD)

Author: callen.cai <callen.cai@rock-chips.com>
wed May 15 15:15:24 2024 +0800

Date:

widevine :

Add android LR version.

commit bab2013c13fdb22c5f244d38510c998dad4c245ba (rk/rk35/mid/14.0/develop,
m/rk35/mid/14.0/develop)

Author: callen.cai <callen.cai@rock-chips.com>
Mon Apr 22 09:07:46 2024 +0800

Date:

widevine :

update opk to v18.5.

This version support widevine RKP.

device/rockchip/common:


af://n409
af://n411
af://n412

commit 56aa6a72e6f00753614fba7ledef7261509320d6
Author: callen.cai <callen.cai@rock-chips.com>
Date: Tue Apr 23 16:28:03 2024 +0800

sepolicy : add sepolicy for widevine rkp csr provisioning.

commit b336ed6leff291ee0b9170e9a6415fd248a41428
Author: callen.cai <callen.cai@rock-chips.com>
Date: Tue Dec 19 17:12:08 2023 +0800

media_drm : add PRODUCT_VENDOR_LINKER_CONFIG_FRAGMENTS configuration
for widevine L1.

frameworks/av:

commit 1649daedd5a3fc8bcla876c512fe657ee4132a80 (HEAD, tag: android-14.0-mid-
rkr4, m/rk35/mid/14.0/develop, aosp/rk35/mid/14.0/develop)

Author: Robert Shih <robertshih@google.com>

Date: Wwed Jul 12 12:50:41 2023 -0700

DrmRkpAdapter: only return HALS supporting get bcc
commit 0c588a79543eelae5a74c7a27bd4731161b8c409
Author: Robert Shih <robertshih@google.com>
Date: Mon Jul 10 11:54:57 2023 -0700
DrmRemotelyProvisionedComponent: assemble csr in adaptor
commit 72cc7labe5b8544f467e2e8e9d79930d0dc32e9
Author: Kyle zhang <kelzhan@google.com>

Date: Thu Jun 15 00:16:42 2023 +0000

Create libmediadrmrkp as drm to irpc adapter Tibrary

hardware/rockchip/keymaster4:

IRRRAS:

commit abba57b20d107ccf318fc678a1360fd963c8996e (HEAD)
Author: callen.cai <callen.cai@rock-chips.com>
Date: Mon May 13 17:06:07 2024 +0800

rkp : add sepolicy for get serial number.
commit 7al76bflccf45ccObc67b5dda8b855f6cfc057f3 (tag: android-14.0-mid-rkr4,
rk/rk35/mid/14.0/develop, m/rk35/mid/14.0/develop)
Author: callen.cai <callen.cai@rock-chips.com>

Date: Tue Apr 23 16:24:16 2024 +0800

rkp : support widevine rkp csr provisioning.

LRERAS:



commit c6b01283afafeOced4d9bf8ba22103ee0e33606dc
Author: callen.cai <callen.cai@rock-chips.com>
Date: Sat Jun 22 10:30:35 2024 +0800

rkp : Add LR version rkp csr tools.

system/security:

commit 9b8fc62d77f0d7cf5f79efdaca53c2ee31c96dcO0 (HEAD, tag: android-14.0-mid-
rkr4, m/rk35/mid/14.0/develop, aosp/rk35/mid/14.0/develop)

Author: Robert Shih <robertshih@google.com>

Date: Mon Jul 10 13:07:35 2023 -0700

rkp_factory_extraction_tool: append drm CSRs

commit 36356e22faf3e78f0fbb90a03a4d750b15402395
Author: Robert Shih <robertshih@google.com>
Date: wed Jun 28 15:32:45 2023 -0700

Export rkp_factory_extraction_tool on ci

frameworks/native

BFFT L TEANES.

diff --git a/libs/renderengine/skia/AutoBackendTexture.cpp
b/1ibs/renderengine/skia/AutoBackendTexture.cpp
index 23c99b0796..acd7ae844b 100644
--- a/Tibs/renderengine/skia/AutoBackendTexture.cpp
+++ b/1ibs/renderengine/skia/AutoBackendTexture.cpp
@@ -44,7 +44,7 @@ AutoBackendTexture::AutoBackendTexture(GrDirectContext*
context, AHardwareBuffer
isoutputBuffer);

mColorType =
GrAHardwareBufferutils: :GetSkColorTypeFromBufferFormat(desc.format);
if (!mBackendTexture.isvalid() || 'desc.width || !desc.height) {

- LOG_ALWAYS_FATAL("Failed to create a valid texture. [%p]:[%d,%d]
isProtected:%d "
+ ALOGE("Failed to create a valid texture. [%p]:[%d,%d] isProtected:%d "
"iswriteable:%d format:%d",
this, desc.width, desc.height, createProtectedImage,
isoutputBuffer,
desc.format) ;

8. fiszR2( FEAPFEMP)

1. BRE 4.0 1R
https://developers.google.com/widevine/drm/specification/provisioning-4?hl=zh-cn

2. BeE& 4.0 IR



af://n430
http://https/developers.google.com/widevine/drm/specification/provisioning-4

https://developers.google.com/widevine/drm/specification/provisioning-4/options?hl=zh-
cn#device key database model

3. WE=FD CSR &

https://docs.partner.android.com/gms/building/integrating/att-keys/rkp?hl=zh-
cn#extract and upload the widevine csr

4. RKP B aJRRfRE

https://docs.partner.android.com/gms/building/integrating/att-keys/rkp-fags?hl=zh-
cn#upload-update



http://https/developers.google.com/widevine/drm/specification/provisioning-4/options
http://https/docs.partner.android.com/gms/building/integrating/att-keys/rkp
https://docs.partner.android.com/gms/building/integrating/att-keys/rkp-faqs?hl=zh-cn#upload-update
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