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1. MEiR

OTP NVM (One Time Programmable Non-Volatile Memory), B R A ZwfE— kAR5 Rt Efk . 1E Nt
Et, FLASH f#fifi ] 2 k5 .

OTP UK A X 3 kI 9 M2 4= X (Secure OTP) FldE%4x[X (Non-Secure OTP) , FEzz4=tt i (HuU-
Boot, UserSpace) A UNE#ZIEAEZ X EYE, (HER TN EE RS ZEXEME, —RBUBEHEH A7 #
T4 X, JA%etR (FlinMiniloader/SPL, OP-TEE) 7] DL B35 24 X OTP.

KT 22 A FANAE 22 At TR SCHE & K TrustZone MITEEAIR, 4011155 %
{Rockchip_Developer Guide TEE SDK_CN.md) B ARM B 5 % k.

2. Non-Secure OTP

RK “F*4 Non-Secure OTP — & H T A LS. 8 ME—1g CPUID 25 RK A EidlE, X L@
FAFER R ELE AN,

K#4r RK “F- 4 Non-Secure OTP 7% 7B OEM X1, A PAWNZIRSNIRALEEEEE O, AR S B
.

IV #4> RK ¥4 Non-Secure OTP H T OEM XIS E W F X F T E5FR), NWZIKsiigftpe 50,
TR A A 2 SR, b IS, MAC Hibk, PRiE B, Bl bR cE API X OEM
Xt ATiE S,

21 XFHFE

Platform OTP_OEM_OFFSET RANGE TOTAL SIZE

RV1126/RV1109 0x100 0x100 ~ Ox1EF 240 Bytes

2.2 ERTT

OEM Read

/*

* @doffset: offset from oem base

* @buf: buf to store data which read from oem

* @len: data len in bytes

=/
int rockchip otp oem read(int offset, char *buf, int len)
{

int fd = 0, ret = 0;

fd = open ("/sys/bus/nvmem/devices/rockchip-otp0/nvmem", O RDONLY) ;
if (fd < 0)
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return -1;

ret = lseek(fd, OTP _OEM OFFSET + offset, SEEK SET);
if (ret < 0)

goto out;

ret = read(fd, buf, len);
out:
close (fd) ;

return ret;

OEM Write

1, 5% OEM Write HI#R# ZMERES T %, HAZERIRS

int rockchip otp enable write(void)

{
char magic[] = "1380926283";
int fd, ret;

fd = open ("/sys/module/nvmem rockchip otp/parameters/rockchip otp wr magic",
O WRONLY) ;
if (fd < 0)

return -1;

ret = write(fd, magic, 10);
close (fd) ;

return ret;

2, BNIIEHE KN LAt 7 24755, MRS N R R Asic S trdr, MR EHES IR AL T IE R
JEHERL

/*

* Qoffset: offset from oem base, MUST be 4 bytes aligned
* Q@buf: data buf for write

* @len: data len in bytes, MUST be 4 bytes aligned

*/
int rockchip otp ocem write(int offset, char *buf, int len)
{

int fd = 0, ret = 0;

/* MUST be 4 bytes aligned */
if (len % 4)

return -1;

fd = open("/sys/bus/nvmem/devices/rockchip-otp0/nvmem", O WRONLY) ;
if (fd < 0)

return -1;

ret = lseek(fd, OTP OEM OFFSET + offset, SEEK SET);
if (ret < 0)

goto out;



ret = write(fd, buf, len);
out:
close (fd);

return ret;

Demo

1, OEM X IRFE0H I BTN 0~ 15

void demo (void)

{
char bufj[le6] = { 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15 };

int ret = 0;

ret = rockchip otp enable write();
if (ret < 0)

return ret;

rockchip otp oem write (0, buf, 16);

2, iEjd OEM Read B hexdump fr & & HLE R, W N vild a4 &E OEM XIRAdsE

# hexdump -C /sys/bus/nvmem/devices/rockchip-otp0/nvmem

00000000 52 56 11 26 91 fe 21 4b 50 41 30 31 37 00 00 00
00000010 00 00 00 00 10 25 16 12 2f Oe Of 00 08 00 00 00
00000020 00 00 00 e0 Oa e0 Oa 1le 00 OO0 00 00 0O OO 00 00
00000030 00 00 00 OO OO 00 00 OO OO 00 00 00 OO 00O 00 0O

*

00000100 00 O1 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
00000110 00 0O 00 00 OO 0O OO 00O 00 OO OO OO0 00 OO0 0O 0O

*

000001e0 00 0O 00 0O 0O OO 00 OO 00 0O 0O 0O OO0 00 0O 00
000001£0 00 0O 00 00 OO OO OO 00O Of 00O OO OO0 00 0O 0O 0O

3. Secure OTP

Secure OTPF 1 B8 2 F1 A [F] JOEM Zone X 32 H LAYH 2 F P AR B 72K .

3.1 OTP Map For OEM

THIFRAE T T % OEM #HE1E Secure OTP W MW E UL A, DL N BAL.
73258 NDA B HIA4T OTP JXahJieD, W LIS T 51I3ks H AT B3 SCILE S OEM A% M .

EF XA OTP IXENEAGHIH F, Rockehip 241 T35 OEM #lE ¥ 0, M aTLEHERA, #OW
#hE 2% E OEM H¥amethhl, FrUlH P EH i E WL, HFHEZEIG0 OEM #dE K ERIA], 4
TiE5 % J5 4L "Protected OEM Zone" "Non-Protected OEM Zone" "OEM Cipher Key" 28 Z 7,


af://n142
af://n144

Platform

RK3566/RK3568/RV1106/RV1103

RK3566/RK3568/RV1106/RV1103

RK3588

RK3588

RK3528/RK3562

RK3528/RK3562

PX30/RK3326/RK3308/RK3358

PX30/RK3326/RK3308/RK3358

RV1126/RV1109

RV1126/RV1109

RK3576

RK3576

RV1106B/RV1103B

RV1106B/RV1103B

Type

Offset

Length

Offset

Length

Offset

Length

Offset

Length

Offset

Length

Offset

Length

Offset

Length

3.2 Protected OEM Zone

Public
Key
Hash

144

64

2496

64

384

64

16

16

32

512

384

Secure
Boot
Enable
Flag

128

32

32

Bit[0-
3]

32

Bit[0-
3]

32

Bit[0-
3]

Protected
OEM

Zone

672

224

512

1536

576

128

328

64

1088

2048

832

128

576

64

Non-
Protected
OEM

Zone

448

64

2112

64

704

32

264

64

Not
Support

Not
Support

1600

32

704

32

OEM Cipher
Key

Key0: 512;
Keyl: 544;
Key2: 576;
Key3: 608

Key0-3: 16 or
24 or 32

KeyO0: 160;
Keyl: 192;
Key2: 224;
Key3: 416

Key0-3: 16 or
24 or 32

Key0: 192;
Keyl: 224;
Key2: 256;
Key3: 288

Key0-3: 16 or
24 or 32

Not Support
Not Support

Key0: 224;
Keyl: 256;
Key2: 288;
Key3: 320;
Key fw: 80

Key0-3: 16 or
32; Key fw: 16

Key0: 256;
Keyl: 288;
Key2: 320;
Key3: 352

Key0-3: 16 or
24 or 32

Key0: 192;
Keyl: 224;
Key2: 256;
Key3: 288

Key0-3: 16 or
24 or 32
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iZOEM Zone X AV L1547 #EOP-TEE OS_I- )& ¥ Trust Application(TAN ) M, Az 4t AL EE %
BEH1ZOEM Zone[X 3K, ANAH 525 3 2 4 th S UREEE @ U# F % OEM Zone[X 3, RK3588F & it
W FF L Protected OEM Zone 5 IhfE, — B MBS INRE, ¥ LIRS Protected OEM Zone.

321 %XFHFE

Protected OEM Zone Support Write

Platform

Length Lock

2% "OTP Map For OEM"
RV1126/RV1109 - Not Support

B
RK3308/PX30/RK3326/RK3358 Ak Not Support
RK3566/RK3568 A - Not Support
RK3588 [[] k- Support
RK3528/RK3562 [A]_F Not Support
RV1106/RV1103/RK3576/RV1106B/RV1103B [A]_k Not Support

322 T

P #5:2% (Rockchip Developer Guide TEE SDK _CN.md) Y, ZWiFiziT rk_tee user/ H T

CATAN, DemoifZ#rk tee user/v2/ta/rk test/rktest otp.c, Frrktest otp.c A ANAFLE N B HAETA I
FH LR BRIy

FREX Protected OEM Zone Size

static TEE Result get oem otp size(uint32 t *size)
{
TEE UUID sta uuid = { 0x527fl2de, 0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, 0x4b, Oxaf } };
TEE TASessionHandle sta session = TEE HANDLE NULL;
uint32 t origin;
TEE_Result res;
TEE Param taParams[4];

uint32 t nParamTypes;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE) ;

res = TEE_OpenTASession(&sta_uuid, 0, nParamTypes, taParams, &sta_session,
&origin);
if (res != TEE SUCCESS)

{
EMSG ("TEE_OpenTASession failed\n");

return res;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE VALUE OUTPUT,
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TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE) ;

res = TEE InvokeTACommand (sta session, 0, 160,
taParams, &origin);

if (res != TEE SUCCESS)

{

nParamTypes,

EMSG ("TEE InvokeTACommand returned 0x%x\n", res);:

}

*size = taParams|[0].value.a;

TEE CloseTASession(sta session);

sta session = TEE HANDLE NULL;

return TEE SUCCESS;

2 HL Protected OEM Zone

/*

*

*

*/
static TEE Result read oem otp(uint32 t read offset,

read offset: MWBXIMO - (size - 1)
read data: ZSHUEEATAFRE XA
read data size: EHUKEE, DA NEAL

1=}
=<}

uint32 t read data size)

{

TEE UUID sta uuid = { 0x527fl2de, 0x3f8e, 0x434f,

{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86,

0x4b,

TEE TASessionHandle sta session = TEE HANDLE NULL;

uint32 t origin;
TEE_Result res;
TEE Param taParams[4];

uint32 t nParamTypes;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE NONE,

TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE) ;

res = TEE OpenTASession(&sta uuid, 0, nParamTypes,

&origin) ;

if (res != TEE SUCCESS)
{
EMSG ("TEE OpenTASession failed\n");

return res;

Oxaf } };

taParams,

nParamTypes = TEE PARAM TYPES (TEE PARAM TYPE VALUE INPUT,

TEE _PARAM TYPE MEMREF INOUT,
TEE_PARAM TYPE NONE,
TEE PARAM TYPE NONE) ;

taParams[0] .value.a = read offset;

taParams[1] .memref.buffer = read data;

uint8 t *read data,

&sta session,



taParams[1] .memref.size = read data size;

res = TEE InvokeTACommand (sta session, 0, 130, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE InvokeTACommand returned 0x%x\n", res);

TEE CloseTASession(sta session);
sta_session = TEE_HANDLE NULL;

return TEE SUCCESS;

15’5 Protected OEM Zone

/*
* write offset: fWBX[EAINO - (size - 1)
* write data: ZHIEEHTAYE XA E
* write data size: REKE, DI R
*/
static TEE Result write oem otp(uint32 t write offset, uint8 t *write data,
uint32 t write data size)
{
TEE UUID sta uuid = { 0x527fl2de, 0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, 0x4b, Oxaf } };
TEE TASessionHandle sta session = TEE HANDLE NULL;
uint32 t origin;
TEE_Result res;
TEE Param taParams[4];

uint32 t nParamTypes;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE) ;

res = TEE OpenTASession(&sta uuid, 0, nParamTypes, taParams, &sta session,
&origin) ;
if (res != TEE SUCCESS)
{
EMSG ("TEE OpenTASession failed\n");

return res;

nParamTypes = TEE_PARAM TYPES (TEE_PARAM TYPE VALUE INPUT,
TEE_PARAM TYPE MEMREF INOUT,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE) ;

taParams[0] .value.a = write offset;
taParams[1l] .memref.buffer = write_data;

taParams[1l] .memref.size = write data size;

res = TEE InvokeTACommand (sta session, 0, 140, nParamTypes,



taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE InvokeTACommand returned 0x%x\n", res);

TEE CloseTASession(sta_ session);
staisession = TEE_ HANDLE NULL;

return TEE SUCCESS;

J< 4] Protected OEM Zone %25 e

enum rk otp flag type ({
LIFE CYCLE TO MISSIONED,
OEM OTP_WRITE LOCK,
}i
#define CMD SET OTP FLAGS 170
static TEE Result set oem otp write lock(void)
{
TEE UUID sta uuid = { 0x527fl2de, O0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, 0x4b, Oxaf } };
TEE TASessionHandle sta session = TEE HANDLE NULL;
uint32 t origin;
TEE_Result res;
TEE Param taParams[4];

uint32 t nParamTypes;

nParamTypes = TEE_PARAM TYPES (TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE) ;

res = TEE OpenTASession(&sta uuid, 0, nParamTypes, taParams, &sta session,
&origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE OpenTASession failed\n");

return res;

nParamTypes = TEE PARAM TYPES (TEE PARAM TYPE VALUE INPUT,
TEE_PARAM TYPE NONE,
TEE_PARAM TYPE NONE,
TEE_PARAM TYPE NONE) ;

taParams[0] .value.a = OEM OTP WRITE LOCK;
//disable Protected OEM Zone write from 0 to 511
taParams[0] .value.b = 0;
res = TEE InvokeTACommand(sta session, 0, CMD SET OTP FLAGS, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE InvokeTACommand returned 0Ox%x\n", res);



//disable Protected OEM Zone write from 512 to 1023
taParams[0] .value.b = 1;
res = TEE InvokeTACommand(sta session, 0, CMD SET OTP FLAGS, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE InvokeTACommand returned 0x%x\n", res);

//disable Protected OEM Zone write from 1024 to 1535
taParams[0] .value.b = 2;
res = TEE InvokeTACommand(sta session, 0, CMD SET OTP FLAGS, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE InvokeTACommand returned O0x%x\n", res);:

TEE CloseTASession(sta session);
sta_session = TEE_HANDLE NULL;

return TEE SUCCESS;

DL 2 TA {8 Protected OEM Zone 2 Demo:

TEE Result demo_for_oem_otp(void)
{
TEE Result res = TEE SUCCESS;
uint32 t otp size = 0;

res = get oem otp size(&otp size);

if (res != TEE SUCCESS) ({
EMSG ("get oem otp size failed with code 0x%x", res);
return res;

}

IMSG ("The OEM Zone size is %d byte.", otp size);

uint32 t write len = 2;
uint8 t write data[2] = {Oxaa, Oxaa};

uint32 t write offset = 0;

res = write oem otp(write offset, write data, write len);
if (res != TEE SUCCESS) {
EMSG ("write oem otp failed with code 0x%x", res);
return res;
}
IMSG ("write oem otp succes with data: Ox%x, 0x%x", write datal[O],

write dataf[ll]);
uint32 t read len = 2;
uint8 t read data(2];

uint32_ t read offset = 0;

res = read oem otp(read offset, read data, read len);



if (res != TEE SUCCESS) {
EMSG ("read ocem otp failed with code 0x%x", res);
return res;
}
IMSG("read oem otp succes with data: 0Ox%x, 0x%x", read data(0],
read data[l]);

return res;

3.3 Non-Protected OEM Zone

1Z%OEM ZonelX 3% A A# U-BootfUserSpace il fi, FdfE & & BEAIEL EHANTF .

T Non-Secure OTP X 4885 /N L Je 2 4R R 2R A, H AN #8435 Non-Secure OTPA il B OEM Zone
X1, *FTNon-Secure OTPH A Tl i OEM Zone X I - &, F /- XA #£U-BootflUserSpaceis 5 OTP[1)
7ok, mILUE A 1% 0OEM ZonelX 3% .

331 X FFE

Non-Protected OEM
Zone Length

Platform

%25 "OTP Map For

RK3308/PX30/RK3326/RK3358/RK3566/RK3568/RK3588/RV1106/RV1103 OEM" &
o

RK3528/RK3562/RK3576/RV1106B/RV1103B [A] k-

332 T

3.3.2.1 U-Boot {8 F /7 1%

U-Boot 21X Non-Protected OEM Zone, & 1& ] u-boot/lib/optee_clientApi/OpteeClientInterface.c H
trusty read oem ns_otp PR %L,

U-Boot %25 Non-Protected OEM Zone, &4 u-boot/lib/optee_clientApi/OpteeClientInterface.c H1

Ny

trusty write_oem_ns_otp PR o

PLF 7&U-Boot 1§ F] Non-Protected OEM Zone 2% Demo:

uint32 t demo for oem ns otp(void)

{
TEEC_Result res = TEEC_SUCCESS;

uint32 t write len = 2;
uint8 t write data[2] = {0Oxbb, Oxbb};
uint32 t write offset = 0;

res = trusty write oem ns otp(write offset, write data, write len);
if (res != TEEC_SUCCESS) {
printf ("trusty write oem ns otp failed with code 0x%x", res);

return res;
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}
printf ("trusty write oem ns otp succes with data: Ox%x, 0x%x"

write data[0], write dataf[l]);

uint32 t read len = 2;
uint8 t read data(2];
uint32 t read_offset = 0;

res = trusty read oem ns otp(read offset, read data, read len);
if (res != TEEC SUCCESS) {
printf ("trusty read oem ns otp failed with code 0x%x", res);
return res;
}
printf ("trusty read oem ns otp succes with data: 0x%x, 0x%x", read datalO0],
read dataf[l]);

return res;

3.3.2.2 UserSpace 1§ F 77 %

UserSpace 25 Non-Protected OEM Zone J77%:

N2 S5 T 135 Non-Protected OEM Zone JX3fj, f74E kernel/drivers/nvmem/rockchip-secure-otp.c
SCAF U3 B L

W CERILE Non-Protected OEM Zone IRz, 552 L FH 1.
1. WA i3 7 TEEZKZ) .
AT N6 dtsi RSN 7 an AT A

firmware {

optee: optee {

compatible = "linaro,optee-tz";
method = "smc";
}i
}i
config "ML N PIANELE -

CONFIG TEE=y
CONFIG OPTEE=y

#7 B /dev/tee0 Al /dev/teepriv0 i &, ULHATEEMKE) CIF S
2. #AFF i TS Non-Protected OEM Zone 333
BAK RS & desi HHERIN T 3R 1 A
secure otp: secure-otp {

compatible = "rockchip, secure-otp";

rockchip, otp-size = <32>; # AN ZBHENT NG Non-Protected OEM Zone 3EFR
KN
bi

config HA ML FACE :


af://n333

CONFIG NVMEM ROCKCHIP SEC OTP=y

# H L /sys/bus/nvmem/devices/rockchip-secure-otp0/nvmem i 5, BiH1:E Non-Protected OEM Zone I
HOTFE

3. 128X Non-Protected OEM Zone

/*
* Qoffset: offset from Non-Protected OEM Zone, MUST be 4 bytes aligned
* Q@buf: buf to store data which read from Non-Protected OEM Zone
* @len: data len in bytes, MUST be 4 bytes aligned
*/

int rockchip otp non protected ocem read(int offset, char *buf, int len)

{

int fd = 0, ret = 0;

/* MUST be 4 bytes aligned */
if ((offset % 4) || (len % 4))

return -1;

fd = open ("/sys/bus/nvmem/devices/rockchip-secure-otp0/nvmem”, O RDONLY) ;
if (fd < 0)

return -1;

ret = lseek(fd, offset, SEEK SET);
if (ret < 0)

goto out;

ret = read(fd, buf, len);
out:
close (fd) ;

return ret;

4. 14’5 Non-Protected OEM Zone

/*
* Q@offset: offset from Non-Protected OEM Zone, MUST be 4 bytes aligned
* @buf: data buf for write
* @len: data len in bytes, MUST be 4 bytes aligned
*/

int rockchip otp non protected ocem write(int offset, char *buf, int len)

{

int fd = 0, ret = 0;

/* MUST be 4 bytes aligned */
if ((offset % 4) || (len % 4))

return -1;

fd = open ("/sys/bus/nvmem/devices/rockchip-secure-otp0/nvmem", O WRONLY) ;
if (fd < 0)

return -1;

ret = lseek(fd, offset, SEEK SET);
if (ret < 0)



goto out;

ret = write(fd, buf, len);
out:
close (fd) ;

return ret;

5. 3’5 Demo

void demo (void)

{
char wbuf[4] = { 0, 1, 2, 3};
char rbuf(4];

int ret = 0;

ret = rockchip otp non protected oem write (0, wbuf, sizeof (wbuf));
if (ret < 0) {
printf ("write non protected ocem fail!\n");

return;

ret = rockchip otp non protected oem read(0, rbuf, sizeof (rbuf));
if (ret < 0) {
printf ("read non protected oem fail!\n");

return;

0] LUE T hexdump iy 4 25 & 45 1

# busybox hexdump -C -v /sys/bus/nvmem/devices/rockchip-secure-otp0/nvmem
00000000 00 01 02 03 00 00 00 OO OO OO0 00 OO0 OO 00 00 00 Jueweweeeeeewwennn |
00000010 00 00 00 OO0 OO 00 00 OO OO OO0 00 OO0 OO 00 00 00 Juewwuweeeeeeeennnn |
00000020

WAL ELS Non-Protected OEM Zone IKzl, 5% LT H1R:

UserSpace Hl ' #5627 (Rockchip Developer Guide TEE SDK_CN.md) CFY, %ii% rk_tee user/ H 3¢
TNHICANH, RJGECATSH

rk_tee user/v2/host/rk_test/rktest.c 1 invoke otp ns read Fl invoke otp ns_write F&EUHI LI .

3.4 OEM Cipher Key

ZOEM Zone X 8 H T F P& 4H, B — B EANAT M, P RS %5 5 v DU 48 @ % H T
Infgss e, RREEAAMEE, Ra R tbe 58 A I, RS DREERE O] LI U-
BootF1UserSpaceifi H

341 XHFFE
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Is Support Hardware

Platform OEM Cipher Key Length
Read
%2 "OTP Map For OEM" &
RV1126/RV1109 . P Not Support
H
RK3566/RK3568 6] L Not Support
RK3588/RK3576 A Support
RK3528/RK3562 [k Support
RV1106/RV1103/RV1106B/RV1103B [A]_k Not Support
3.4.2 75 %
3.4.2.1 U-Boot {3 F J5 %

U-Boot %25 OEM Cipher Key, 1] u-boot/lib/optee_clientApi/OpteeClientInterface.c H
trusty_write_oem_otp_key EI%{.

PR %4 uint32 t trusty write oem_otp key(enum RK_OEM_OTP_KEYID key id, uint8_t *byte buf, uint32 t
byte len)H key id 45KJ40 R

enum RK_OEM OTP_KEYID {
RK_OEM OTP KEY0 = 0
RK_OEM OTP KEY1 = 1,
RK_OEM OTP KEY2 = 2
RK_OEM OTP_KEY3 = 3
RK OEM OTP KEY FW = 10, //keyid of fw encryption key
RK_OEM_OTP_KEYMAX

’

4

’

}i

FIFF A3 FES RK_OEM_OTP_KEY0. RK_OEM _OTP KEY1. RK_OEM OTP KEY2.
RK_OEM_OTP_KEY3; RV1126/RV1109 V- &0/ FikES RK_OEM_OTP_KEY FW #4f,
RK_OEM_OTP_KEY_FW ]2 1 T BootROM fi# %5 Loader [, FH /7 tn] LA 2% 1AL 3L 55
B BY 3 iR %5 Kernel [E45 .

PLF 2 U-BoothE S5 OEM Cipher Key 2% Demo:

uint32 t demo for trusty write oem otp key(void)
{
uint32 t res;
uint8 t keyl[l6] = {
0x53, 0Ox46, Ox1f, 0x93, Ox4b, O0xl6, 0x00, 0x28,
Oxcc, 0x34, Oxbl, 0x37, 0x30, Oxa4d4, 0x72, 0x66,
b

res = trusty write oem otp key(RK OEM OTP KEYO, key, sizeof (key));
if (res)

printf ("test trusty write oem otp key fail! 0x%08x\n", res);

else

printf ("test trusty write oem otp key success.\n");
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return res;

U-Boot HIIHi /& 5 B4 585 OEM Cipher Key, 1/ i ] u-boot/lib/optee_clientApi/OpteeClientInterface.c F
trusty oem otp key is written B %

DL & U-BootH Wi & 77 45’5 OEM Cipher Key 2% Demo:

void demo for trusty oem otp key is written(void)
{
uint8_ t value;

uint32 t res = trusty oem otp key is written(RK OEM OTP KEYO, &value);

if (res == TEEC SUCCESS) {
printf ("oem otp key is %s", value ? "written" : "empty");
} else {

printf ("access oem otp key faill!");

#B4>F 638 X FF Hardware Read Zhig, F 7 7] LA F u-boot/lib/optee_clientApi/OpteeClientInterface.c H1
trusty set oem_hr otp read lock F&%L,

VA Z B BUE CPUK AR VG I % %580, HEEE A H I 2 2 k2 et RN, 1X3)%$H 5 CPU
B B9 100 A, B AT DA B2 2 5% B crypto MR A T IR 35 2 5 . Z'RK3588 & /5 19 2

RK OEM_OTP_KEY0. RK_OEM_OTP_KEYI. RK OEM _OTP _KEY2, 7/ 1% ¥ 52 & CPU
X OTP BT SR, [ 47 Secure Boot. Security Level #1515 % FE SR, HrLlfFH
FEF NG LAECGOTPH 15 /5 F i % H# . ZRK35881¢ /5 #/ERK OEM_OTP_KEY3#f, 1
H 1% T AL NOTP R i 5 15 58 5 IR

DL T & RK3588 “F & U-Boot {1 F Hardware Read IIfE %% Demo:

uint32 t demo for trusty set oem hr otp read lock(void)
{

uint32 t res;

res = trusty set oem hr otp read lock(RK OEM OTP KEYO);
if (res)

printf ("test trusty set oem hr otp read lock fail! 0x%08x\n", res);
else

printf ("test trusty set oem hr otp read lock success.\n") ;

return res;

U-Boot f# F§OEM Cipher Key 3t {7 INf# 244, 1% A u-boot/lib/optee_clientApi/OpteeClientInterface.c
trusty_oem_otp key cipher PR %L,

PLF & U-Bootf# | OEM Cipher Key 2% Demo:

uint32 t demo for trusty oem otp key cipher (void)
{

uint32 t res;

rk cipher config config;

uintptr t src phys addr, dest phys addr;

uint32 t key id = RK OEM OTP KEYO;

uint32 t key len = 16;

uint32 t algo = RK_ALGO_AES;



uint32 t mode = RK_CIPHER MODE CBC;
uint32 t operation = RK MODE ENCRYPT;
uint8 t iv[16] = {
0x10, Ox44, 0x80, O0xb3, 0x88, 0x5f, 0x02, 0x03,
0x05, 0Ox21, 0x07, Oxc9, 0x44, 0x00, Oxlb, 0x80,
}i
uint8 t inout[l6] = {
Oxc9, 0x07, 0x21, 0x05, 0x80, Oxlb, 0x00, 0x44,
Oxac, 0x13, Oxfb, 0x23, 0x93, 0Ox4a, 0x66, 0xed,
}i

uint32 t data_len = sizeof (inout);

config.algo = algo;
config.mode = mode;
config.operation = operation;
config.key len = key len;
config.reserved = NULL;

memcpy (config.iv, iv, sizeof (iv));

src_phys addr = (uintptr t)inout;
dest phys addr = src phys addr;

res = trusty oem otp key cipher(key id, &config,
src_phys addr,
dest phys addr,
data len);
if (res)
printf ("test trusty oem otp key phys cipher fail! 0x%08x\n", res);
else

printf ("test trusty oem otp key phys cipher success.\n");

return res;

3.4.2.2 UserSpace 1 Fi 75 ¥

UserSpace i385 F{i | OEM Cipher Key 5 U-Boot 523, @ H 7 B FH I Z % L8 U-Boot 55 A&
J/H OEM Cipher Key /4 %5,

UserSpace H /5% 5 A1 | OEM Cipher Key 152 librkcrypto/demo/demo_otpkey.c, librkeryptoiEfid Al
A% (Rockchip Developer Guide Crypto HWRNG CN.pdf) BERA B 5% 2ISDKH .

Android“ & librkeryptoJf i 7Ehardware/rockchip/ H 3% T o

Linux*F&: librkcryptodfifi fEexternal/ H 3% T .

3.5 OTP Life Cycle

#4375 SCFFOTP Life Cycle, AR 22 Hil OTPH HE 72 A [7] A& i JA B A A [F) 7 Te) BURR

351 X FFE
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Platform  OTP Life Cycle Type i BA

Blank ¥ Bt f =S I S AR, MissionedBy

B 5 RUR AR, SRR KRR, SRR

B BT DA NIRRT B, AERAL SR B AN
RK3588 Blank/Tested/Provisioned/Missioned BEHEN BRI B . O A ) i & Provisioned

MrEt, OEMATLAIEFE#E A Missioned¥ B,

OEM MProvisioned Bt it AMissionedt Bt J5 »

0 OTPHUE 52 5 A PR R AR AR

3.5.2 BUFRAHE

PL N NRK3588 OTPTEProvisioned B fMissionedfi Bk M S S AR %13, Hd RW RR- W35, R F£IR
Hif,

B Provisioned  Missioned 1t BA
Secure e o . T2 5 Tha e
Boot # F 7 % 24 i Secure BootMifig, i ZEFF 5 Secure BootW) B & 4 AETE O TP
00
Enabl RW R Life Cycle, Secure Booti i,
nable
Fl. {Rockchip_Developer_Guide Secure_Boot_Application_Note_EN.md)
ag
RSA
Public RW R A L
Hash
Securit P B RIS 2 Tk TR, 7 2k Security LevelJ5 A4 i B 2LOTP
ul N . .
Level Y RW R Life Cycle, Security Leveli# . {Rockchip Developer Guide TEE SDK_CN) 3¢
eve
[
OEM =
. P RESET . . .
Cipher RW i £ . OEM Cipher Key # 4
Key0-2
FW O
. T EAL . . ) N TR
encryption RW ” T ZH T In% Loader[#E £F, BootRom/i3 i Bt 2> (i F 1% % 4 A %
<
key

3.53 M Ik

H i 5 2OTP Life Cycle A fefE & FUE M, 5 ZKOTP Life Cycle M\ Provisionedf B A Missionedffi
B, M #%%5% (Rockchip Developer Guide TEE SDK CN.md) A%, #ii%izfT rk tee user/ H3g T
(FICA TANFH, SRJGAETAT I LR s B BN ] .

enum rk otp flag type {
LIFE CYCLE TO MISSIONED,
OEM OTP_WRITE LOCK,
i
#define CMD SET OTP FLAGS 170
static TEE Result set otp life cycle to missioned(void)
{
TEE UUID sta uuid = { 0x527f12de, 0x3f8e, 0x434f,
{ 0x8f, 0x40, 0x03, 0x07, Oxae, 0x86, 0Ox4b, Oxaf } };
TEE TASessionHandle sta session = TEE HANDLE NULL;

uint32 t origin;
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TEE Result res;
TEE Param taParams[4];

uint32 t nParamTypes;

nParamTypes = TEE PARAM TYPES (TEE PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE,
TEE_PARAM TYPE NONE) ;

res = TEE OpenTASession(&sta uuid, 0, nParamTypes, taParams, &sta session,
&origin) ;
if (res != TEE SUCCESS)

{
EMSG ("TEE OpenTASession failed\n");

return res;

nParamTypes = TEE_PARAM TYPES (TEE_PARAM TYPE VALUE INPUT,
TEE_PARAM TYPE NONE,
TEE PARAM TYPE NONE,
TEE_PARAM TYPE NONE) ;

taParams[0] .value.a = LIFE CYCLE TO MISSIONED;
res = TEE InvokeTACommand(sta session, 0, CMD SET OTP FLAGS, nParamTypes,
taParams, &origin);
if (res != TEE SUCCESS)
{
EMSG ("TEE InvokeTACommand returned 0x%x\n", res);:

TEE CloseTASession(sta session);

sta session = TEE HANDLE NULL;

return TEE SUCCESS;
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