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2. TrustZonef&j 4\

2.1 f+4 R TrustZone

ARM TrustZoneHi R & RV H ML 2T, W EERITH 6 LM KERNE, SF2aes . i
R B(DRM) £l ik 45 F 3 T Web H IR 45

TrustZonefi R 5 Cortex ™- AL FE 28 H 2 E /L,  HHiE T AMBA-AXLE 28 F14F 58 ) TrustZone R BIPHLE R4t
FIETY . RS TEREWE R UMRPZ N I, SR MEREIME, WAl #ir el e
A

i TrustZone Ready Program & 8 FF 5 37 I TrustZone Ho A ) B B2 7 A0S S04 5 4 v (AT 3B
(TEE) B % A BRI FRLAS 7 %4 B 25 10 3

B RETHUATACR N 5 SO i s il 9 1R 7 R T RIRS SR s i a AR, #ahis Rk EEE
MInternet |~ 25 KRR HTRE PP BOTF IO AT 65 o I L8 8 HTFE Pl 1 1 & OEMIHEAT 96 1IE LB O 53
B, EIFARA A DI REREAT I, JF B A IR AN T A Ok %2 LA e O H AR & AR

I, Fozlhie & A B B B SS F R H a3 . MBERESIAT . T BORIIUE B —F e I B i SR i k35 K
Fio BIREISE T T UL RE AT IR S AE BLARATIR P, X —UDHRRET, B A COT a6 .

SR 5 JE 38 405 LA T RO R BRI rootit S Wi 1 F — Sk P T L A7 (02, SBAERY
FFI 35T ARM TrustZoneHi R 2541 % 4 H R 385 4 SeourCore™ B SLETE, AT TR th BE WL QLT A
Foy PP PR R B IS K 22 4 e 7 S8

AJAE N AR R H 2 TrustZone R [1SoC GEAT AIMEHATHED) , 5 FOSHIF, By b3 A% S Ak
Yiiki o TrustZone ] Y4 B 22 24X, RO TR S . o] (5 BLFFR a2 nT SRR, n e vr
AR AT RGN E T — 6% L. A3 EARM TrustZoneti AR A& firf Cortex-AZ b
FRARIOAEARTIRE, 2B ARMEM L&Y EEINN . XUy AT EAEN R . ¥ & AN R P it —2
(IRE P IR, [ I B A B S A SRR 22 I B5R

2.2 TrustZone X fE{F 4214

2.2.1 BEAR 5 H

TrustZoneiE /5K B FEHR it 22 A HESE, WA ¥ 46 RE S SIRAHPRE 18 2 0 A2 4 2 UM . TrustZoneBOR AT
PFEACVFSoCHTH A MK B AT FE 2 e 3A 855 P SEBLRF S€ DI RE M AL b AT LR FR AR E5 1, T AN PR
H—BAR I 2 A R TT 5

DM S B 4 H AR A SCRPR I T A IR, DA LR B2 AOML A PR AN 58 B 32 B e iy . RISy
PER & T s — AV R 2 MR s 5, 1 A% G 07 i X S gt A B B
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| Monitor Mode ¢

. Normal World : : Secure World :
‘| NormalWorld |} Secure World |
: User Mode : : User Mode :
‘| NormalWorld |! SecureWorld ||
| Privileged Modes | | Privileged Modes |
: > ¥ r . )

B AN T AR R G A BRI SoCREAF MR B8, (eI AL T A X (T %41
RG24 X UL T At A A A B X0 e SCRFTrustZoneJAMBA3 AXI™ L2611
AP AR REEA 32 T O DX SR AL T i ) 2 A IX B, AT RS A X g TR S 5 R o A
IGPTIN % = X BETE,  PARAE 2 A R PRES A% rh T SEIZ AT O TR R B 7 RE RS HIRAE AR 2 T AE T
oy, B AR LI HE AR I B ey (i, (8 B A B SR S AN RS o SRR o B e ARk
b, BErt N G AT R Bl 2 PP I T RGIEH . MRS SE 2 A IR A I 5 48 BRAS

TrustZoneffHJEHI R 55 — AN R AE— L8 ARMALBE 25 WAZ TP SEELIO Y e . B I X SRS I 3 2
BN PR AL TR 2 N AL BE 8 LA 1) 50 77 322 4 R0 [ IR DA e [X 3 22 4 DR AT ARG o IR, 0
L 2 e i PR A%, T8 T R AR AN RE YR, O H Ao Vr vk e & 4 R 1F 5 0 i X s A 3
Bi—iisfT.

S HTISAT R B BE &35, X P REALAC PR AR B A B AR (RO A ) Skt AT bR e
#e.

Py ELALER 88 F T ML X SsadE N MRS AL 52 20 U2, F HOX S L 46 28 Bl M A A AR
IS . ERALRIITAT BT 2 4R 4 (MM (SMO)$R4) MBIl , B i B 1R 57 AL
TR . FIXIRQ FIQ. AMEEHE - L AN p b S W AT HE B, DU AR B 2 ) 6 2 B LA
o

FE RSP BT R AR S B SR, (VR ORAF 2 1T DRSS, FFIE IR D03 21 (0 X 3 B
W& ARG, EPATIFHIREIRERIE, DHE IR X =R sl B 2. TrustZone i 14F 244 )
B Ja — N7 e 2 A AR R A A, e AT R0 22 4 DI U 1), T AN 2 1 559 4 3 DI A 1 3K
CIE i

2.2.2 BAE LR
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E Normal World : : Secure World 4
E Applications | | 2 g 2 ||
: Requiring | | g% Eg gé ;
. O Secure OS | ! E * ;E%. E £ ||
. 5 ) 4 )
i | Applications il  § < < < 4
E ISzt : . Secure OS :
: TZ Driver | ! 4
'|  Embedded O i|  Monitor E
e — | M s — .

Cortex-A / ARM1176 Precessor with ARM TrustZone Technelogy

=
Secure Element
(SecurCore)

FESoCHEFF: i SLBL 2 42 IR ERAE HL P is AT R L8 22 i, IF A A i A2 o PR BB 7

I REA VI 2 SCRFTrustZone FR AR B 45 A A% L 1) 22 4 XIS AE AR P ST AR BP0 o 5 e R RO B SR 52
B2 e IR RS S R T B A 24 4 DX B RTINS A 2 )4 V22 v )
IR

BN ZENZATRER AR 2B KIS BB NI 2 4 XN R P I I AT . B4
JSE PR PP BRI AT I T 3 LR 58 4 5 0 X I BT (1 22 4 XA 55

KRS R AESoCH A B A FHERR AR R0, EATE AR AR 2 AL B (AMP) BC B H 3 F P SR )
HACPEES . FERE REACBEES IS AT IR ML 3R E R ST, JF HAEA XA A A o B R 7 24
IBAT I DX ISR FRAT AL HELAS I 1]

A5 PRS2 A IXIAT: 5545 1 SR AT 55 (1095 308 DX Ssl B AR S IBK (R385 b 130 P4 48 R R BE T T S (R R 22 Ak
H(SMP)THIIVF 2o B, FEIXEERTT T, 224 DX R AR P mT 4R 8 SO ) 08 XA 55 RO A0
Fe o TR BN PR R FTRE PP 2 e T8 X B0 S I o

LA TR ARMBR I TFTRAL, AR AT IR AN G 8T i 5 S 4 DX 345, DA AL L 22

2.2.3 TrustZone 5 TEE

ST REARAT AR OR PRI AR B R B0 IE 2 S A I HT AT e M) TrustZone g AR 9 8 ¥ 46 i it ) =
R FORIT LS B ThREA ] P A5 -

LT BRI 22 AT HREE, W71k N R A R G R S AR B
2. BRI R M BEPHEAEAR, AIFE S SR F U B SR A N R PP (e B, IR e R AN 2 B Bt 3
3G HT VIR LA SN, INAE B/l GE, R BORGE

FETARM TrustZoneH i R % %5 5HIMAPUHSS &, $24t T Al{EIATHIR(TEE), &N i E i@t —
FEVKAEA R ST LT RE RN — Bk X PR AR S N AR . SR ATE R FR T A I X IR 2
SIS, Flhn, ABEOCHEAEME AR . TEEGIRME 7 5 AL (5 AR PRI, 2
ANATAE MRS AT A3EAE

TEE APIFIFs#EAL (HGlobalPlatform& B 4 &R SR AL . 185 B AIOEMAY m] B A vl {5 B A2 7
RSS2 T 4k
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ARM TrustZone st R IG5 B ) 22 A SR IGIE ¥e 26 s P A SE 48 1k o e il 7 1 T AL R S rh 4R fit
LR F AR RO SEBLIX — R

AR R T 5B, TrustZonelFefit T 2 &PATIAEE (AIa]{FHATHEE (TEE)) , 7RSI+ H
Bl s NI A f6istT, MIEH 1L 3 5B 5 /55 5% B U Beds

TrustZoneff {32 it | TEE S Al B/ HORE & . AELERR B AT i oM fRIP — B2 B b (TR B AL/ fid
RS IR A A o

IEREA TR REINRE, R TrustZone BRI SFE4E T A2 L R EHT 52 ST w1 AT 1A ) e 55
(HZ. BLFRRS , Wfdim ks CGEPR. BER) DURFEMAL DGR RS (RERBEHD .

FERZ 3 Android Bt % £, Android Boot AL P #AN 2 IS IE e o A% (I L se P A Bk — 2D Pl Lt %
(T FH 7 AT i 2 22 BRI A Android N AZ RS B 1E AT roots  RBAR K A AZ AT LEER 28 T Vg ) i A 58l ST AF
BRI — BB AR, W SERSPIELE . DR O ESERM, MR faH Ak
RS Y K

T Secure Boot A A %P 1k _FiR [ #, Secure Boots& —Fh & 4= ML, ‘& v B 1ETE 8 shid 72 sp Nk R 285740
HIR BN TF A% . B ERE TR CABUBH LA DA% 7 &8 A R E g (e RGN RS A
) S RE TSI 1. 224 R S HAE T DA s — 8 B 2k, FH DARH Y0 8% B 5 15 45 14T I
io

3. TEE¥f 3%

3.1 ‘& UiHH

Rockchip*t- & H1Android 7.1 5 B @ iRASSDK BR A SCRFTEE# 55, Android7.1 A F iRABRINAS SCHRFTEER
Bi.

Linux iR AXSDKERIN & TS TEES B, (HA] LAS% 58 & T3 Al E TEEA 5 .
Rockchip*F- 4 K F [ TEE /7 2% NOP-TEE, TEE API#F & GlobalPlatform#yifk .
H #1817 fErockehipF- & L [OP-TEEfS M4, OP-TEE V150P-TEE V2.

1.0P-TEE V1: RK312x. RK322x. RK3288. RK3328. RK322xh. RK3368. RK3399.
RK3399Pro.

2.0P-TEE V2: RK3326/PX30. RK3358. RK3308. RK1808. RV1109/RV1126. RK3566/RK3568-
RK3588. RK3528. RK3562. RV1106H 545 F & .

PR A TESecure OS[E 4. TEEFE X TAXH A EHWAE AR, TBREREFE&RHASERAE
TEEAH 4 4.

AATE OP-TEE V1 5l R F & BI ] L N R F OP-TEE V2 ) F & .

3.2 Parameter.txtiji BH

Parameter.txt A0 5% T 818 & IX AL E 5 K/ME S, RockehipJOP-TEE H Hif [F] i} 3 #¥security 5
rpmb P PR A AEAE S R G, BRSO R G tHTAH 15 B storagel DS UK R,  #7parameter.txt
A E Lsecurity 73 X, WITATGIEAE Hsecurity Z A7 S R4, W B security 73 X 17715 R R AE
parameter.txtH 75 10x00002000@0x000xxxxx(security) Bl H],  0x000020003& 7~ K /MM, 0x000xxxXX e 71N f
GhHhE, BARKRE SEPR I parameter. xSRAZ K -
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3.3 TEE B4

TEE Secure OSHI RIS ERA A I, binary{ﬁ? H u-boot/tools/rk tools/bin 8% rkbin/bin o

1. ARMvV7F & FITEE binary T & u-boot/tools/loaderimage ] % [H £Ftrust.img, TEE binaryl¥
eI

<platform> tee [ta] <version>.bin

LR ) SN TAIZ AT, AT talll A SCRFIZ AT AN TA.
2. ARMV8*F- 4 I TEE binaryfH T..H u-boot/tools/trust merger KfBL31/BL32%binT f a [ {4
trust.img, TEE binary )i 4 Wi T :

<platform> bl32 <version>.bin

3. #1kbin/RKTRUST/.ini""[BL32_OPTION] FSEC=0, I 75 B4 H M SEC=1, 75 Wtrust.img# A1
% Secure OS, TVEiz T TEEM R IR -

4. RK3566/RK3568. RK3588. RK3528. RK3562. RVI1106F1)54:#7°F & 23 TEE binary$] f 3k
uboot.img, A4 Mitrust.img [l £

3.4 U-Boot #TEELZKZ)

AT — 2622 4 1 HR A 75 ZEAEU-BootiX R #RE,  bLanis B — Lo 4 0 2075 ZLOP-TEE#S T 3R HL. U-Boot
[ 5EHL 7 OP-TEE ClientfUhY, #] UM %4 1 50P-TEE# 5. OP-TEE ClientJXz fElib/optee_client H 3%
T, APIFF&GPRETE .

3.4.1 Z &

CONFIG_OPTEE CLIENT , U-Booti HHOP-TEE&JF K.
CONFIG OPTEE V1, KHIOP-TEE VIMF& .
CONFIG_OPTEE V2, KHOP-TEE V2[¥*F&fH.

CONFIG OPTEE ALWAYS USE SECURITY PARTITION, ANJFJai%%NU-BootZ 447t < ARHEEELE H 3
RPAAAE X, K Hemme i 344 H A Z 6% T rpmb, K nand 8% & HEIE A T security 70 X ;. T8
%% Ja U-Boot % 2 A7 B dls [ 7€ 47 Tsecurity 73 X, ANME Frpmb; 1% 24 HVEHIAU-Bootlir Bt,  %F A% J¢
UserSpace M .

rpmbZZ 4 PRI RS 58 1 Hsecurity &, (H B RIME R Wisecurity, 75 % 4% B H A % femme B A B 45, oiE
T, f# Asecurityh] N7 B AL 'S T E4EEk lash F 6 S 4R 0T, 1048 Frpmbid 52’5 T A6k
TEFRrpmb 2 dE, 7 ERFIR E S B pmb B B =R S B AF, R ST R R E R R S et 5 AT
B P 6B R %%, B0 A ERE S T BAT K BRiZ2.

3.4.2 FENF A

U-Boot 5OP-TEEI@EH, HIE T MEILZEAN A, wLliEst TEEC_ AllocateSharedMemory () >k H i
HZNLE, EEMPFEIRENGFERNARE, @UABELIM, 5@ WS 8180 2 ofks, T
%;1%% TEEC ReleaseSharedMemory () %%ﬁjl}t%]f\]ﬁo


af://n296
af://n310
af://n312
af://n318

3.4.3 ‘BET i Th RE U X

3.43.1 WK B B

LN AR, ATHAT 2 A DR I I BRI 2 A A S ThRe, MNAFE T 2 B ke
B, 240045 F emmcei ¥ 3 itrpmb Ssecurity 43 X B Pl 22 27465 3, 24084445 A nand i H 3t
security /) [X % 4174 THAE R Femmcht 75 Z A U-Boot & JF A CONFIG_SUPPORT EMMC_RPMBY .

1. #E NU-Boot & My &47T: 44 H MIEREPC, PCfEctul+e, Bk, JAIR BRI Bl ctri+c#
{E N 245 fEuboot.
2. AT LR HRA A 3.

=> mmc testsecurestorage

3432 % WA RHERE

"TEEC: Could not find device"
WA R Femmesl F nand % %5, Wk A U-Boot P IKE], Bk AAE A SR .
"TEEC: Could not find security partition"

K Flsecurity 73 X % &AL, T BEE S M %0 X, 1B B parameter.txt 142 75 72 X T security 7
X,

"TEEC: verify [%d] fail, cleanning ...."

55— F security 73 X HE4T 22 A7, B3 security 73 X B0 o AR B0 HUBRL,  security 7 [X 2 4556

N o
HT o

~

"TEEC: Not enough space available in secure storage !"

LR EA L, EREFHREIEE TR, SEFHISCERES L, BE A S #id K
R HE T BCA M -

INF [0x0] TEE-CORE:storage read obj:201: Warning! head data not find!
ERR [0x0] TEE-CORE:storage read obj:210: cpu or emmc was replaced!

U-Boot/)d a7 H B 2 FH TEERFT 2 27,  JCHEE 240 1 TEE I %5 A7 7E security 73 [X B34
pmb7r X, T HMZEEHECPUSLE; A EHCPUN FEOCHEIE LILIEF EE, FEU-Boot/5 31k
W, 2 FE Heemme HemmeZ BUME T, securityZ) X Bl E rpmb sy X AL HE G, 4 Iz 4R S 8U-
BootJa B R M MR IR A T EE T security 7 X B rpmb 2y X H 1 IHELHE, 3248 F 1K) 2 security 73 X U]
FLAEHE A emmce B ], 45 2 A8 H rpmb W) 75 2B 3 1 R SCRFFE S AR R [ 44775 B rpmb H TH A0

“optee check api revision fail”

U-Boot S TEERRAAMNILEL, U-BoothR A = T TEEMUA, fRRIMEITF (Zik—)
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1. FIEU-Booth® &A% c£13b78438 (tag: android-10.0-mid-rkr9) rockchip: spl: add
rollback index check with otpo.

2. revertPL FJLAMRAZ :
396e3049bd rochchip: board: only map op-tee share memory as dcache enabled
7a349fdcbd lib: optee client: add optee initialize flag
74eb602743 1lib: optee client: update to new optee msg for optee vl platform

102dfafcd4a rochchip: board: map op-tee memory as dcache enabled

TEH I DL 6 AR TEUI SDK I AR S A2 VLT )
"optee api revision mismatch with u-boot/kernel, panic"

i {EU-Boot/3 B BATEN, /2 U-Boot iR A S TEEMAAILAS, U-Bootht A T TEER A, A FHZ4U-
Booﬁﬁ2ﬁﬁi396e3049bd (tag: android-10.0-mid-rkrll, tag: android-10.0-mid-rkrl0)
rochchip: board: only map op-tee share memory as dcache enabledZ&QlJ:WiZKo

FA1EAndroid R4 2 s BATEN, W% android/vendor/rockchip/common A ZE 8bc7bf97 (tag:
android-10.0-mid-rkrl10) vpu: librockit: add Rockit MetadataRetrieverZi@ljiﬁijio

%%Zfljnuxéﬁéﬁﬁﬁ2bﬁTE%TTED, mu;f@&linux/external/security/binﬁ&zkgg £59085¢c optee vl:
lib: arm&arm64: update binary and library]&@lj:ﬁijio

51 I T ok AN T A SDK AR A #4552 VL Bt ) o
3.4.4 U-Bootiz 1T User TA

HB I3 IT R i BAEU-Bootfr BUEAT H CIF R INTARN M, ATBAZHAE,

L BN S EEIZIIRER, HALETEEHU-Bootf s,

436fc6d8486 lib: optee clientApi: support load user ta for optee vl
4d4c5043204 lib: optee clientApi: add user ta test demo

bl22eel7db0 lib: optee clientApi: support load user ta

deb4d4879d5 lib: optee clientApi: support pack TA to image

2. PR & F% I TASCAE R u-boot/lib/optee_clientApi/userta H3% N, % H 3t S EMEZ ANTAE, BRA
CVAAFTH T rktest ta S04 -0t
3. AT LU T dr 24T B TA S A Hluserta. img [#]44 o

cd lib/optee clientApi

./tabinary to img.py --tadir ./userta --out ./userta/userta.img

4. & Mparameter.txtHi il —usertadyr X, 43X K/ B K Tuserta.img [F 14 K/
5. RS T RS parameter.txt Fl userta.img.
6. U-Boot "] LA trusty oem user ta_transfer fl trusty oem user ta storage ik rktest ta & 731817 1E

o TPREWUSHXWA A, WA HCHTA.

3.5 TEE linux kernelZX 3}

TEE linux kernel X3, T security/optee linuxdriver/ 5 drivers/tee/ H,


af://n357
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3.5.1 OP-TEE V1
K FHOP-TEE VI8 K I KEN L F security/optee linuxdriver/, BRINHIFE. FFE %W T:
config R I LA FRCE :

CONFIG_TEE SUPPORT=y

H 5 AT Z2 25 JEFOP-TEE VI TEE linux kernel?%5}, OP-TEE V1°*F- & ¥ FOP-TEE V2 TEE linux
kernel9X3)), #7rkbin/bin H 5% N TEE binary 3 AF 4 71 version >=v2.00, N7 ZH 5 OP-TEE V2 TEE
linux kernel 2X3

202048 H 17 LA 5 BE 1% (1 Android 10 LA & DA _E i A F Linux i A 2R\ {8 FHOP-TEE V2[tkernel X3 »

3.5.2 OP-TEE V2

X H OP-TEE V2 K AKENAL T drivers/tee/ T, JFRTIEMT:
BRART R F & desi FPER I 7 4

firmware {

optee: optee {

compatible = "linaro,optee-tz";
method = "smc";
#status = "disabled";

}i
i

B EEUIE O EAIINZT A, HE B2 E status = "disabled"; FEOXIRBIERN LA, FrLA
WREIT Fopteedksl, W ELF:FR status = "disabled"; B[,
config FEANINLL N B ANAL & -

CONFIG TEE=y
CONFIG_OPTEE=y

3.5.3 NSRBI IS

EHHIL /dev/opteearmtz00 A, i}ﬁfﬁoptee v1HITEE linux kernel 3Xzh &1 )8
FHHI /dev/tee0 Fl /dev/teeprivo AL, ViHHoptee v2HITEE linux kernel2Xzf &L FF /8 .

3.6 TEEJE ({4

¢ Android

TEEM 35 A 5 4044 7E Android L#2 H 5 vendor/rockchip/common/security 8% H 3%
hardware/rockchip/optee N (AEVIEV2EA, FHRIEAFTEFXHANFRAH)

1. lib: f3%32bit 5 64bit - & 4 7% H K [ftee-supplicant., libteec.so L M keymaster/gatekeepertH 2 % 3¢
Ca
2. ta: (7R IR LT i keymaster/gatekeeper s AH R TA S .


af://n378
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¢ Linux

TEEM A L4 Elinux T#E H 3% external/security/bin N (AIEVIEV2EA, FHRIEAFT6FK
PR B RRA A -

1. lib: £1532bit 5 64bit 1 & 4 1% H K i tee-supplicant . libteec.so P b HAC AR % FE 1.
2. ta: AR BRUF I TA S

4. CA/TAFF & 5 R

4.1 A BEACE

1. #H9iFEREE No module named Crypto.Signature , iiﬁ%ifiiﬁ%ﬁﬁ%&%@f&%&pyﬂunﬁmSi%iﬂiﬁ%iﬁ
[, AT a0 A AR

pip uninstall Crypto
pip uninstall pycrypto
pip install pycrypto

2. HEHBIN T 4451%: ModuleNotFoundError: No module named 'Cryptodome’
}FZijiﬂlJ:ﬁgff%gpyﬂunﬁﬂz pip3 install [--user] pycryptodomex

4.2 CA/TA demo /4

RKHZfE—ZECA/TA demo, HHIZ:

o HIFRERMESH, B
o B TIATEES 5

CA/TA demo¥ 5 7E Android T.#2 H 3% 1] external/rk_tee user , B{Linux T.F2H 31

external/security/rk tee user

CA/TA demotd 7 “rktest”Fl“xtest”, H H1“xtest”{{fEAndroid 5[] external/rk tee user/v2 BJFE X
£, “xtest”EOPTEEJFEAIMAACH, GEEERANKTL. WHEK, RN TN R TEEMRESE 2%
TER e rktest™ JEARE L. T M/ HrktestFI T BE -

rktest demot)CA %4 N “rktest”, TA% N“1db57234-dacd-462d-9bblae79ded4e2as.ta” 8k “1db57234-dacd-462d-
9bbl-ae79ded4e2as.ta”s IBATCAREIFHS, FTHINIIRESEL LLEFEHAT X ML) ThRE . 7] LI AN CATE Y 4
+TEMEHER TR, logh PRl HINSE. M ulrktestFE 7 SEELM IR ThBE L T & -

it MREFP AW KR IR 2 Dhfe, A #OPTEESCHF BT AT DIfE .


af://n411
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ThEeS % Thge #iE

MRCASTA
transfer_data Z 5L
it
W22 A ETIRERT, FHZEH RN RS SAFTE, /dev/block/by-
R / i ty X Nsecurity 7 [X ; rpmb2d A7 TR B =N
wwﬁtizé51?ﬁ% name/securlty y rp T
storage i K, /dev/block/mmcblk%u, /dev/block/mmcblk%urpmb
. /sys/class/mmc_host/mmc%u/mmc3u:0001/cid, %u{H A0 1 2{FE—
A ENEANEE, BRI A
. q Wi 22 A7
storage_spee
- i
b7 3Ee
property
property
crypto_sha WASHAR vk
crypto_aes MHRAEDH 2
AR SA T
cryptorsa N
WA B TAF] PP e - T il
secstor_ta N i TEACI R <N BTARZ A7 68 277, FEAZ IR IR 5 7
BRATE
. d Wi D BRI RS lotp AT, WnFR T, 1 7E/host/rk_test/main.cH i€
otp_real . \ . o e
P OEM S OTP L. otpfhtk Il F 3C“OTP W5 4s
. WitE
otp_write
OEM_S OTP
R
otp_size OEM_S_OTP
R
N5
otp_ns_read
OEM_NS OTP
. W5
otp_ns_write
OEM_NS OTP
trng %ﬁﬂlnngiﬁﬂg
MRCAS5TA
socket . NN
[A]socketif {5

PATIRRE S, 52

# rktest transfer data

# rktest [command]

CAFEFF AT I HE/RPASS, RINHE RFail.

4.3 Android

4.3.1 BHRN4H


af://n498
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TEE CA/TAF K2 S TR external/rk tee user T

1. Android.mk: A E 7w T AT 290 1 M ca SCHF.
2. host: fFICABIFH YR A

3. ta: AFRTARIVESCAE

4. export™: fFIN M IFETA P P15

4.3.2 ga T R i B

#i external/rk_tee user H3 FRAVY v2/AH, Hi¥]masters) SCAUY C4 & I Fldevelop-next /)
¥, nuw&nﬁ}ii#%ﬂﬁﬁgfiy é?i?#iyﬂnmsﬁﬂﬁfji492flcbf testapp: support new OP-TEE MSG, fﬂﬁf
IR dr & ITUa g 1

#OP-TEE V1FH#HAvIHZE

cd external/rk_tee_user/vl
#OP-TEE V2P &HAv2HZR

cd external/rk tee user/v2
rm -rf out/

./build.sh ta

mm

4 external/rk_tee user H3R FEAVY V2IMNHZ, WHHKIMEA P30, OP-TEE VI1ig 5 1#t
Fmaster4>>Z, OP-TEE V2iE st 2]develop-next 3%, HATU N a4 H 1B PE.

cd external/rk tee user/

rm -rf out/

./build.sh ta (git logﬁk@“Android.mk: remove build ta from android”MFHAT, &AL
7)

mm

PRI G 2B BN I HATIRF, $UTFEF 9 NCA (Client Application, 1z4T7Enormal world) Al
TA (Trust Application, i&1T7Esecure world)

o CANEIBHAT A, 9/ 4T Android TFout H & H1
o TAZ M4 Huuid, JG%0N.@ifI 30, g )aE T rk_tee_user/ta. rk_tee user/out/ta.
tk_tee user/vl/out/ta. rk tee user/v2/out/tatk i —AN H XN SO SR

4.3.3 ZITIATEEI 5

1. adb shelliFE N\ % %%

2. {EMRTEEEE XU, CA. TAZLEER| &Y. Android 7: libteec.so/ B | /system/1ib
B /system/1ib64 H3XT; tee-supplicant, CAFEFHE Fl/system/binH%T; €
EE/system/lib/opteeiarmtz H 3%, TA%%F?EQE??U/system/lib/opteeiarmtzlﬁiﬁqio

Android 8 &% T B hUA: libteec.sofil B 2 /vendor/1ib BY /vendor/1ib64 HFE F; tee-supplicant,
CAREFMER] /vendor/bin HFXF; @& /vendor/lib/optee armtz Hk, TAREFNE
§U/vendor/lib/optee_armtz[ﬂﬁ%j:o

(& FFHltee-supplicant [ 5 51, Mitee-supplicantfllibteec.so A~ FH Fipush, Rt B A7 XA ST
libteec.soflltee-supplicanti¥ & [X 4rOP-TEE V1 50P-TEE V2, & X 433207 f16447; push/Giae
tee-supplicant M CAFE T 4 13 A AT HLRD

3. # LA A 81217 tee-supplicant, W 75 F-3roothl fiRJi5 512 17 tee-supplicant:


af://n510
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# tee-supplicant &

EHIL tee supp rk fs init: unsupported FTED, Hﬂparameter.txt‘:':“zﬁﬁ% Xsecurityﬁ’lz ,
PGS %2257, B R#E FAE frpmbsyr X BREE U REUHAT 2 4420, 7] DLZBS IZ T
Bl

4. 381TCA, WHTA, MRTEEMKIhAE. rk tee userH i [MirktestFe 7, ] T BELEMATEER A )
e, HAT:

# rktest [command]

5. #irktestlf) &5 21178, WTEEMSIES, AT TEEM ST K.
BTG, ek B R s R &AL
WA fHESErk_tee userfR A 5TEE OSHRAMNILAL T8, LA R AH HILE R &
OP-TEE V1:
rkbin/bin H 3 F TEE binary Xt 4 9 version >= v2.00,
XFR 492f1cbf testapp: support new OP-TEE MSG
rkbin/bin H 3% R TEE binary 344 # version < v2.00,
Xt e8d7215d Android.mk: support build in android R
B{# 466515ec add tools for user to resign TA
OP-TEE V2:

TEEJA M B O FT EN"OP-TEE version: 3.13.0", ¥f a566557 - v2: update to keep up
with v3.13.0 of optee test

TEEJ5 M B 5 [T EN"OP-TEE version: 3.6.0", X§[ 1aa969e2 Android.mk: support build

in android R

TEEJ2 shB B 5t 4T E"OP-TEE version: 3.3.0", X/ 2aa0a0c00 Android.mk: remove build ta

from android

TEEJS #hB Bt 5 4T EN"OP-TEE version: 2.5.0", XfM 1ec9913a add tools for user to

resign TA

4.3.4 Step By Step

X B L2 512 F R OP-TEE V2 Jarm64-F & 244

//9mFCA TA

cd /homel/xxxx/rk_android 12

source build/envsetup.sh

lunch rk3568 s-userdebug

cd /homel/xxxx/rk _android 12/external/rk tee user/v2
./build.sh ta

mm

/ /HERTEEFE A AMICA TAR| %

adb root && adb remount

adb push Y:\rk android 12\hardware\rockchip\optee\v2\armé64\libteec.so
/vendor/lib64

adb push Y:\rk android 12\hardware\rockchip\opteel\v2\armé4\tee-supplicant

/vendor/bin


af://n551

adb push Y:\rk android 12\out\target\product\rk3568 s\vendor\bin\rktest
/vendor/bin

adb push Y:\rk android 12\externallrk tee user\v2\out\ta\rk test\1db57234-dacd-
462d-9bbl-ae79ded4e2a5.ta /vendor/lib/optee armtz

//1BfFCcA TA
# tee-supplicant & //#&tee-supplicantB&ig4y, RJULARSALSIE, e FE—HERINCELHiE
1T

# rktest transfer_data

4.3.5 FF R CA/TA

AIZ%CA, TAF I Makefile 5k A UUID R ZE L8 HT £ i UUID, 7] Fuuidgendir 2 4E .

FERNTAMinclude H 3% T 3k 3 fFuser_ta_header_defines.h1 7€ X 17 HEARII K/, HERIK/ANA
32KB (TA_DATA SIZE) , #&MIK/NA2KB (TA STACK SIZE) . —MIfi Fiif REEBI, #55%L
FETCVE R TR, P& SR 2%, MR RN Z L IMB, AR/ N AT 64KB.

#define TA STACK SIZE (2 * 1024)
#define TA DATA SIZE (32 * 1024)
4.4 Linux

4.4.1 HENH

TEE CA/TATF K Flinux T H 5 external/security/rk_tee user T

1. build.sh: FmIFHATIIA, Jn ikt E S5 A IR
2. Makefile: HHiksE 1460 T HANFE 229w B ca SIS
3. host:  FFICA P I LA LA SR i Makefile .

4. ta: FARCTARIIR A

5. export*: A7/ FETA I B 55 .

4.4.2 R FEIT R Ui BA

P external/security/rk_tee user HFRAVY 2B, W mastersy XS 44 33
develop-next 37, masters) W KT, A HF 55 Amasters)3C 492f1cbf testapp: support new OP-
TEE MSG, PATWI Fand a6 eE.

#0P-TEE VIF&A#AvIHR

cd external/security/rk tee user/vl

#OP-TEE V2 P& Av2HFE

cd external/security/rk tee user/v2

rm -rf out/

./build.sh 3232 (32fi*FHEHAT, CA 32bits, TA 32bits)
./build.sh 6432 (64fi"FHHAT, CA 64bits, TA 32bits)

#7 external/security/rk_tee user HX AV v2/HANHZ, UKL HM N5, OP-TEE
V1S Ul #mastersr 3, OP-TEE V2i# Sl Flldevelop-next7) 3¢, AT T a2 4w 1% -


af://n554
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cd external/security/rk_tee user/

rm -rf out/

./build.sh 3232 32/ F&EHAT, CA 32bits, TA 32bits)
./build.sh 6432 (64f*FEHAT, CA 64bits, TA 32bits)

IR E S B RAMMNHITER, $UTEF 2 ACA (Client Application, 247 7Enormal world) Fl
TA (Trust Application, iZ1T{Esecure world)

4.4

o CANTIBPAT AT, miFJEER T rk_tee user/out. rk_tee user/vl/out. rk_tee user/v2/outF: s —>
H 3 IR R AR

o TAR A4 Auuid, JEZN.@l 30, /a4 T rk_tee_user/out/tay rk_tee user/v1/out/ta.
rk_tee_user/v2/out/tatt H —A~ H S0 B SO

3 BT IR TEE 35

1. adb shelliFk N4 o

2 EARCTEERE SCIE. CAL TAR BB W& . libteec.so* %5 PE S E B/1ibEk/1ib64 H 3 T : tee-
supplicant, CAFEJFHE Fl/usr/bin H 3% T A%/ lib/optee_armtz H 3%, TAFEFTF U E F/lib/optee_armtz
Hx T

(& FFHltee-supplicant [ J5 5, Mitee-supplicantfllibteec.soAs FH Fipush, R4t C A XA A
libteec.soflltee-supplicanti£ & [X 5 OP-TEE V150P-TEE V2, VE&IX 453247 F16447;
push /& #5 25  tee-supplicantFlCAFE 742 75 A FAT AR )
3. HAt P98, S Android* V-6 AHE, W, EiR“Android” 75,

4.4.4 Step By Step

iX B A Linux_E % FHOP-TEE V2[tarm64-F & 2445

//9FCA TA

cd /homel/xxxx/rk px30 linux/external/security/rk tee user/v2
rm -rf out/

./build.sh 6432

/ /&% Al optee armtz H3k, M TAETASCM:
# mkdir -p /lib/optee armtz

/ /HERTEEFE SCAFFICA TAR|H &

adb push Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\armé64\libteec.so
/1ib64

adb push Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\armé64\libteec.so.1l
/1ib64

adb push Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\armé4\tee-
supplicant /usr/bin

adb push Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\rk test\rktest
/usr/bin

adb push

Y:\rk px30_linux\externallsecurity\rk tee user\v2\out\ta\rk_ test\1db57234-dacd-
462d-9bbl-ae79ded44e2a5.ta /lib/optee armtz

/ /IR RATRLR
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# chmod +x /usr/bin/tee-supplicant
# chmod +x /usr/bin/rktest

//iBATCA TA
# tee-supplicant & //#itee-supplicantB&IiE1T, AJLCLZRSAIE
# rktest transfer data

4.4.5 FF K CA/TA

A[Z%CA, TAF fMakefile 5k SCAFIUUID 75 ZAE LSBT AL I UUID, 7] Fuuidgendy 4 2E il

R NTARinclude H 3% T 13k 304 user ta header defines.h e ST HERR I KN, HERI RN A
32KB (TA DATA SIZE) , #HIK/NA2KB (TA STACK SIZE) . —MUIENL PR AE L sk, &5
FETVET R TR, WG Bk —28, HERRNAZGRIT IMB, RN A2 T 64KB.

#define TA STACK SIZE (2 * 1024)
#define TA DATA SIZE (32 * 1024)

4.5 rk_tee_service

4.5.1 ThEE N A

tk_tee_service /&3E T TEEJF KM Z 2 IIREMR S, AITRFRME T8 B2 ThRe, & S she o
WRAER] T H R EAH . 1k tee service AN _FAECA TANF, BHILIETR BTN TEEMED” 51K
TEEMESIEH J5 M H rk_tee service.

TR VE R rk_tee service XHBURMIR AT IR, Boli A TASRBEAT I, hnfige s s 9 th
TEEE A i & e — 3 BIHUKIR A, DR 5 U (N AR 8 S DR AN R, 8 DLt AR RURREHE 2108
#BERIEIEFFER, REBREBIR ARG . ZIRTILERARRN, BRI B K
AEREIM,  REE W 2 AT IR

HHJOP-TEE V2V & > #1ZIIRE, OP-TEE VI-F &8 A X .

4.5.2 A

HBi 32 #F Linux “F& 1 Android *F4& (Android 122 & RA)

H 44 Android H3 Linux H3#

. . hardware/rockchip/optee/v2/arm external/security/bin/optee_v2/lib/arm

librk tee service.so ) o .
hardware/rockchip/optee/v2/arm64 external/security/bin/optee_v2/lib/arm64

rk_tee service.h hardware/rockchip/optee/v2/include external/security/bin/optee_v2/include

4367fd45-4469-42a6-925d- . oo
hardware/rockchip/optee/v2/ta external/security/bin/optee_v2/ta

3857b952704a.ta

Userspace N Al LE# A librk_tee_service.so &, A SHUEMTES % tk_tee_service.h, Linux
- 515 14367fd45-4469-42a6-925d-3857b952704a.tajifl & F| /lib/optee_armtz H 3 T, Android*F- & 154
4367d45-4469-4226-925d-3857b952704a.tali B F| /vendor/lib/optee_armtz H 3 F .
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4.5.3 2% Demo

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#include "rk tee service.h"

int main(int argc, char *argv[])
{
unsigned char plain([256];
unsigned int plain len;
unsigned char cipher[256];
unsigned int cipher len;

int res;

memset ( (void *)plain, Oxab, sizeof(plain));
cipher len = 256;
res = rk encrypt data(plain, sizeof(plain), cipher, &cipher len);

printf ("res=0x%x cipher len=%d\n", res, cipher len);

memset ( (void *)plain, 0, sizeof (plain));
plain len = 256;
res = rk decrypt data(cipher, cipher len, plain, &plain len);

printf ("res=0x%x plain_len=%d\n", res, plain len);

return 0;

4.6 MK xtest

xtest/E OPTEEF IR (I ARG, A& B BRI, 2 W] AS 25 A 5 45 I ilxtest o

X B L2 513 R HOP-TEE V2[Kjarm64-F & 2544 -

//gFCA TA

cd /homel/xxxx/rk_android 13

source build/envsetup.sh

lunch rk3568 t-userdebug

cd /homel/xxxx/rk_android 13/external/rk tee user/v2
./build.sh ta

mm

/ /%% Bl plugins H
# mkdir -p /vendor/lib64/tee-supplicant/plugins/

/ /HEETEEFE SCAFRICA TAR &

adb root && adb remount

adb push Y:\rk android 13\hardware\rockchip\optee\v2\armé64\libteec.so
/vendor/1lib64

adb push Y:\rk android 13\hardware\rockchip\optee\v2\arm64\tee-supplicant
/vendor/bin

adb push Y:\rk android 13\out\target\product\rk3568_ t\vendor\bin\xtest

/vendor/bin
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adb push Y:\rk android 13\externallrk tee user\v2\out\ta\crypt\cb3eSbal-adfl-
11e0-998b-0002a5d5c51b.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\concurrent\el3010e0-
2ael-11e5-896a-0002a5d5c51b.ta /vendor/lib/optee armtz

adb push

Y:\rk_android 13\externall\rk tee user\v2\out\talcreate fail test\c3f6e2c0-3548-
11e1-b86c-0800200c%a66.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externall\rk tee user\v2\out\ta\rpc test\dl7f73a0-36ef-
11e1-984a-0002a5d5c51b.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\sims\e6a33ed4-562b-
463a-bb7e-ff5el5a493c8.ta /vendor/lib/optee armtz

adb push

Y:\rk android 13\externall\rk tee user\v2\out\talconcurrent large\5ce0c432-0ab0-
40e5-a056-782cale6aba2.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\miss\528938ce-fc59-
11e8-8eb2-f2801f1b9fdl.ta /vendor/lib/optee_ armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\talsocket\873bcd08-c2c3-
11e6-a937-d0bf9c45c6lc.ta /vendor/lib/optee armtz

adb push

Y:\rk android 13\externall\rk tee user\v2\out\talsims keepalive\a4c04d50-£f180-
11e8-8eb2-£f2801f1b9fdl.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\talos test\5b9%9e0e40-2636-
llel-ad%e-0002a5d5c51b.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\talos test lib\ffd2bded-
ab7d-4988-95ee-e4962fff7154.ta /vendor/lib/optee armtz

adb push

Y:\rk android 13\externall\rk tee user\v2\out\talos test lib dl1\b3091a65-9751-
4784-abf7-0298a7cc35ba.ta /vendor/lib/optee armtz

[/ MR % =174, security T WA RS SEINRLIN, MEkparameter. txtFsecuritysIX,

/ /uboot N E L CONFIG OPTEE ALWAYS USE SECURITY PARTITION, ERiAfiiH % s 3CfF R 48mT AR
adb push Y:\rk android 13\externallrk tee user\v2\out\ta\storage\b689f2a7-8adf-
477a-9£99-32e90c0ad0a2.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\talstorage2\73le279%e-aafb-
4575-a771-38caa6f0cca6.ta /vendor/lib/optee armtz

adb push

Y:\rk android 13\externallrk tee user\v2\out\tal\storage benchmark\f157cda0-550c-
1lle5-a6fa-0002a5d5c51b.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\externallrk tee user\v2\out\ta\supp plugin\38023lac-
fb99-47ad-a689-%9e017eb6e78a.ta /vendor/lib/optee armtz

adb push Y:\rk android 13\out\target\product\rk3568 t\vendor\lib64\tee-
supplicant\plugins\f07bfc66-958c-4a15-99c0-260ed4e7375dd.plugin.so
/vendor/1ib64/tee-supplicant/plugins/

adb push Y:\rk android 13\hardware\rockchip\optee\v2\armé4\libckteec.so
/vendor/1ib64

adb push Y:\rk android 13\externallrk tee user\v2\export-ta arm32\ta\fd02c9da-
306c-48c7-a49c-bbd827ae86ee.ta /vendor/lib/optee_armtz

/ /18 Txtest

# tee-supplicant & //Ftee-supplicantl&ig(T, WJULRBEASE, ZEFE—RKRINELEHIEZ
1T

# xtest

N

iX B PALinux_F % FOP-TEE V2[tjarm64-F & 25451

//9mPkCA TA

cd /homel/xxxx/rk px30 linux/external/security/rk tee user/v2



rm -rf out/

./build.sh 6432

/ /&% POl optee armtz B3, M TAEMTAS M

# mkdir -p /lib/optee armtz

/ /%% LAl plugins B

# mkdir -p /usr/lib/tee-supplicant/plugins/

/ /HERTEERESCAFAICA TAR| %

adb push Y:\rk px30_ linux\externallsecurity\bin\optee v2\lib\armé64\libteec.so
/1libo64

adb push Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\arm64\libteec.so.l
/1ib64

adb push Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\armé64\tee-
supplicant /usr/bin

adb push Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\xtest\xtest
/usr/bin

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\ta\crypt\cb3eS5bal-adfl-
11e0-998b-0002a5d5c51b.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externall\security\rk tee user\v2\out\talconcurrent\el3010e0-
2ael-11e5-896a-0002a5d5c51b.ta /lib/optee armtz

adb push

Y:\rk px30 linux\external\security\rk tee user\v2\out\ta\create fail test\c3f6e2
c0-3548-11e1-b86c-0800200c9%a66.ta /lib/optee armtz

adb push

Y:\rk px30 linux\external\security\rk tee user\v2\out\ta\rpc test\dl17f£73a0-36ef-
11e1-984a-0002a5d5c51b.ta /lib/optee armtz

adb push Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\ta\sims\e6a33ed4-
562b-463a-bb7e-ff5e15a493c8.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\talconcurrent large\5ce0c4
32-0ab0-40e5-a056-782calebaba2.ta /lib/optee armtz

adb push Y:\rk px30_ linux\externallsecurity\rk tee user\v2\out\ta\miss\528938ce-
fc59-11e8-8eb2-£2801f1b9fdl.ta /lib/optee armtz

adb push

Y:\rk px30 linux\external\security\rk tee user\v2\out\ta\socket\873bcd08-c2c3-
11e6-a937-d0bf9c45c6lc.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\ta\sims keepalive\a4c04d50
-f180-11e8-8eb2-£f2801f1b9fdl.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\talos test\5b9e0e40-2636-
llel-ad9%e-0002a5d5c51lb.ta /lib/optee_armtz

adb push

Y:\rk px30 linux\externall\security\rk tee user\v2\out\talos test lib\ffd2bded-
ab7d-4988-95ee-e4962fff7154.ta /lib/optee armtz

adb push

Y:\rk px30 linux\external\security\rk tee user\v2\out\talos test 1lib dl1\b3091a65
-9751-4784-abf7-0298a7cc35ba.ta /lib/optee armtz

/ /MR &7, securityZ WA MRS SEMRKL, Mkparameter.txtFsecuritysr[X,

//uboot N SE LCONFIG _OPTEE ALWAYS USE_SECURITY PARTITION, ERIAHFH % 0k R L a] LATIR
adb push

Y:\rk px30 linux\external\security\rk tee user\v2\out\ta\storage\b689f2a7-8adf-
477a-9£99-32e90c0ad0a2.ta /lib/optee armtz



adb push

Y:\rk px30 linux\externall\security\rk tee user\v2\out\ta\storage2\731le279%e-aafb-
4575-a771-38caa6fl0cca6.ta /lib/optee armtz

adb push

Y:\rk px30_linux\externallsecurity\rk tee user\v2\out\ta\storage benchmark\fl57c
da0-550c-11e5-a6fa-0002a5d5c51b.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\ta\supp plugin\38023lac-
fb99-47ad-a689-9e01l7ebbe78a.ta /lib/optee armtz

adb push

Y:\rk px30 linux\externallsecurity\rk tee user\v2\out\supp plugin\f07bfc66-958c-
4a15-99c0-260e4e7375dd.plugin /usr/lib/tee-supplicant/plugins/

adb push

Y:\rk px30 linux\externallsecurity\bin\optee v2\lib\armé64\libckteec.so0.0 /1ib64
adb push Y:\rk px30 linux\externall\security\rk tee user\v2\export-

ta arm32\ta\fd02c9da-306c-48c7-a49c-bbd827ae86ee.ta /lib/optee armtz

/ /ISR AT AR
# chmod +x /usr/bin/tee-supplicant

# chmod +x /usr/bin/xtest

//3BfFCA TA
# tee-supplicant & //#tee-supplicantD&Iz4T, AJLLZMEA IR
# xtest

5. TAZ 4

5.1 R

TEGRIETARS, YmiEfAts B s Hrk_tee user T.#£ export-user ta/keys H3FBFH export-
ta arm32/keys HIX FHEHNTANHBITEY, %% Npemhs :UFI2048 K FERSATHH, A4
ta i I TASC

TEE binary Y 557 % — 3 RSAA S, FEINERIZITTARS, TEE OSKfli FliZ ASISAETAR &iEE, BAF
I A R IEFIBITTANH, XBRIIFEIT I TARSZ &%,

5.2 B¥#AH

FB b I AR TARL S AT KA BN T b, BT K B ik AH.
T ml A A T BB TEE binary H A, B T HE{Erk tee user T.fZtools/ H3xH .
o Linux & #:

./change puk --teebin <TEE binary>

A B R N2048 K FE RS A % Hoemkey.pem AR AEE 24 /T Hat R, I B 30#EH 1% %5
(1) A H Bi 3 TEE binary (1) JF 1A A 4H

./change puk --teebin <TEE binary> --key oemkey.pem
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5 PO 2 2 45 52 BB A (K A 815K 5 B TEE binary PR IG A8, B9 K EAI2048 K JiE
+ Windows & #::

$TFFWindows_change puk.exe s 7“4 iioemkey.pem”#% £ A il I AR A7 %

PEFEWINI A B (1 25 B M TEE binary, a8 A .

(HFWindows_change puk.exe2: 1l F{BouncyCastle.Crypto.dllsf =77 &, 15Hfi{%
BouncyCastle.Crypto.dll 5 Windows_change puk.exefE[F]— H 3 )

BAHG, kAT HBITEE binary (GBira$]) ##urkbin/ H 3% FHITEE binary (JRIGA) , &
FrdmEU-Boot, b5 HT A KK trustimgE 1, #73F & trustd] fidkuboot.imgffr LAV A trust.img, A& 5%
Suboot.imghI A,

TER 3 T A0 2 A LR AR ) 25 A B 48 58 1) 2% B H i 44 Noem_privkey.pemJf & firk_tee_user L2
export-user ta/keys H SeEE export-ta arm32/keys H KN, EHHMIFCA TANA, XA
S TARL FH 8k 7T ABETEE binary G A IEBIINERIFEAT, oA 3A 6 IE#ALPHAE 44 I TARL FH #R AL
RNAELETARREIZIT -

6. N BETAR|Z 2Ttk

EHEBER TTAF KRG, TAXH2 UL R T IR 2 4 RG T, 3505 2 M BRE = Y
OEM/ W AHETALMMA LR FEE R E, NT XFHFOEM/ BiX—F3K, OP-TEE V232 HFH ETAZ|%
2 1Ef#% (OP-TEE V1A H) .

6.1 i3

CAMGEEAR 22 30 RGP I TASCHE, FHETARUE A% 450P-TEE OS, OP-TEE OSHZINFI TARHE 256
KITAMEENE, BHTARAERMBENLAE R TAIN 2 %48, M HTAINS S5 TABHE 17N %, Fg®
SCTABUE FITA NN B B H AT 22 A7, A A7 B A6 FH A 3 B e R i — BB UR A, B B I A
Ao e IF k7 BAT BRI AR 2 2 S0 R G R I TASCA:, B 1R SCTA R 5% .

RSB BERE, CARTLLEEATANA, MCAH %47+ I TARS, OP-TEE OSZRHEE A
uuid?E 2 A AEAH TH AR N TA, 75 B AR E B TA N E NS AT TA, 35 B0A AR B R TA N 2 24k
LN RGBT N TA

W

6.2 %L

PLUR ACAEAREY, JFA & 7 LSRRI TASC M, 4RG3 install ta PR EIETAEIE K 1% F]OP-TEE OS.

static void install ta(void *buf, size t blen)
{
TEEC Result res = TEEC ERROR GENERIC;
uint32 t err origin = 0;
TEEC_UUID uuid = PTA SECSTOR _TA MGMT UUID;
TEEC Operation op;
TEEC Context ctx = { };
TEEC Session sess = { };

int 1 = 0;
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res = TEEC InitializeContext (NULL, é&ctx);
if (res != TEEC_SUCCESS) {
printf ("TEEC InitializeContext failed with code 0x%x\n", res);

goto exit;

res = TEEC OpenSession(&ctx, &sess, &uuid,
TEEC LOGIN PUBLIC, NULL, NULL, &err origin);
if (res != TEEC_ SUCCESS) {
printf ("TEEC Opensession failed with code 0x%x origin 0x%x\n",
res, err origin);

goto exit;

memset (&op, 0, sizeof (op)):;

op.paramTypes = TEEC PARAM TYPES (TEEC MEMREF TEMP INPUT, TEEC NONE,
TEEC_NONE, TEEC NONE);

op.params [0] .tmpref.buffer = buf;

op.params [0] .tmpref.size = blen;

res = TEEC InvokeCommand (&sess, PTA SECSTOR TA MGMT BOOTSTRAP, &op,
&err_origin);
if (res != TEEC_SUCCESS) {
printf ("TEEC InvokeCommand failed with code 0x%x origin 0x%x\n",
res, err origin);
goto exit;

}
printf ("Installing TAs done\n");

exit:
TEEC CloseSession(&sess) ;
TEEC FinalizeContext (&ctx);

return;

7. IIZETA

1E b—FT PN ETAR & 7 P T b G 255 P SCTA — R ik, (HiE W B TARI 2 &7 E 2 b
AN, HINETAR S RFEVE R, ARIFEE B RN, RETTEAH 50—
INEETAK) ¥ (OP-TEE V23, OP-TEE VIEATH) .

7.1 INZETA T

HIFRBBTAWR, JFREFIE export-ta arm32/mk/link.mk HFFf3 CFG _ENCRYPT TA %%, [FIHf
B4 Ta_ENC_KEY NJFRE H ORIMERH, TR ZEGIFRE R ETAR H N A 2 B 35 TAREAT
AL RN o

HIPRE WA TAWRY, A TAZBER SO, o DUE A CETA ki SO geaT s, pras LRAE
rk_tee_user | Ftools/ H .
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Xt B SCTABEAT D25 i 4

python3 ta encrypt tool.py --key oem privkey.pem --in 1db57234-dacd-462d-9bbl-
ae79ded4e2a5.ta --enc_key
'p64d23901£3c7d3b06506229cd8ff7c8af2bb4db2168621ac62c84948468c4f4’

X85 SCTA TN F) i 4>«

python3 ta encrypt tool.py --key oem privkey.pem --in 1db57234-dacd-462d-9bbl-
ae79ded4e2a5.ta --ori enc key
'b64d239b1£3¢c7d3b06506229cd8ff7cB8af2bb4db2168621ac62c84948468c4f4' --enc_key
'c74d239p1£3c7d3b06506229cd8ff7c8af2bb4db2168621ac62c84948468c4f4"

THRESHUH:

--key fia 16 FI U RAA B F] 128 44 TARY AR RS FRS BH SCA

--in 48 [ TASC 4.

--enc_key FI /7 FAA BT I TARIR R E 8 o

--ori_enc_key JF46 N2 TA B PR EH o

7.2 585 TA encryption key

FF R & 1% FISDK T ##RKTools H 3% T RRDevInfoWriteTool LH (AT ATET12.8) HKS5TA
encryption key .

R AT R & TR — AN, D16kl gmaas NI Tz 0, A8 SO h S T R & 32545 N &
%40, FIIFRKDevIinfoWriteTool T, “ZJi% “TA encryption key” , %4k HFIT K& E AL
i, Bl &N LOADEREEG, il “BN” & TS, HHRASS AR EKLOTPH (OTP
X — B ANATES, Frhi—6R%&HHRRRS 00 .

J9B7i 1 TA encryption keyitttifs, T.H ASCRFETA encryption key .

[0] RKDevInfoWriteTool V1.2.8 =

BE BErE £F

SM:

WIFT:

LAM:

BT:

IMEIL:

BEXL
BEX2:
HDCP 1. 4HDMI:
HDCP1.4DP:
HDCP 2, XWFD:
Attention Key
WideVine Key

PlayReady CERT

FlayReady SL2000

OO0 O 00D OoOODoODOoOoOooOoEEmm
]
5

FPlayReady SL3000

)

TA encryption key  C:iUsers® -

LOADER: C:\Desktop\MiniLoaderAl.bin [I]

EH—-LOADERIGE
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7.3 R FIBITTA

INETA S A SCTAZE [ L 584 —30, OP-TEE OSTENNZTAL 22 H 2hi B TAZ N2 /), OP-TEE OS
2> H 3 OTPH TA encryption key Hfi# %1217 TA, 1%id#2HOP-TEE OS H 3/ 56 .

7.4 Soft TA encryption key

I RE AR INESMP IR L BS TA encryption key £ %45 OTP, AJLA#H Soft TA encryption key, &
J& N B 7E TEE binary 1 ({0 FR 354 o

IR E A 'S TA encryption key |15 % OTP, N OP-TEE OS f£5:{# 4 OTP #11f] TA encryption key 2
R IHIBITTA, 2.

HITRE A RS TA encryption key F| W% OTP, N OP-TEE OS {##H Soft TA encryption key 2 fif % Jf:
BATTA, ZEMERIK.

K3 75 B f T B % ¥t TEE binary ") Soft TA encryption key, fTH; L Effrk tee user LfEtools/H &
o

% ¥ TEE binary " ERIA Soft TA encryption key %5411 4 :

./change ta _enc key --teebin <TEE binary> --takey
'64d239b1£3c7d3b06506229cd8ff7c8af2bb4db2168621ac62c84948468c4£f4"

THZHUM:
--teebin /¥ TEE binary [ {4 4%

--takey AT ARG RAT 327 E A, T SN TARS A ) B DR F— 2

8. REE FS TARS; B &

N B TAR| Z &A= A5, OP-TEE V2R BE SZ FHETA B AR IE 2 & R4 (REEFS)
B, WSCRFETASE BT 2 247t (Secure Storage) W X FTAW A MAEREE FSHI%5t, OP-TEE V2
WA ST EETAR [HIE, By 1 fFREEIE R TAR A& 2% .

8.1 {5 F TA; Bl

REE FSHITAR VR ThRRIAR LTI 5, TR 3 7T il id /£ Makefile & S TARIRRCA -SSR A8 I [BE D) e o
WRTAMIMakefile g4 A E X cFG TA VERSION , RFTHMNTAMRA S N0, SRVFAHFIRAS FITAIZLT

U RTA I Makefile € X 2477 cFG Ta VERSION KT0, 7_Bltn R, W JE 44k ik iZ TARRAS F£4% .

# unsigned integer format

CFG_TA VERSION=1
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9. TAVER 7T ¥
9.1 optee v1°F &5

TAH LA H I ZATEI R E R .

user TA data-abort at address 0x2a
esr 0x92000021 ttbr0 0x400000852fc00 ttbrl 0x00000000 cidr 0x0
cpu #4 cpsr 0x20000130

#3241 FEFTEIr0-r12, sp, lr, pc(402000a0)
#6407 FEFTEIx0-x30, sp_el0, elr(00000000402000a0)

Status of TA 8cccf200-2450-11ed4-abe20002a5d5c52¢c (0x85109b0) (active)
- load addr : 0x40200000 ctx-idr: 4

- code area : 0x9200000 2097152

- stack: 0x9400000 stack:2048

TEEC InvokeCommand failed with code 0xffff3024 origin 0x3

ST EI R peilelrif & 7 5 R AE ML, load addrf& TAINZR B A A7 3z 4T e hE, i Plelr - load
addr = 0x402000a0 - 0x40200000 = 0xa0% & 5+ AL ZE TA FR [ fm A Hiu il

ETASCAE A2 H 3 R Muuid.dmp SO, ZSCH R TARIC S SO, 1858 T TAH 5 B B0 Im A8 st
1 unid.dmp X HF A 4K 20, H a0: 681b 1dr r3, [r3, #0] FUERHEmEHLL,
testapp ta.c:97 ?%i%g%ﬁ?fﬁﬁ%ﬁﬂemappja£§ﬁ97??o

/home/xxx/android/vendor/optee test/ta/testapp/testapp ta.c:97

98: 6823 ldr r3, [r4, #0]

9a: 2202 movs r2, #2

9c: 2161 movs rl, #97 ; 0xo0l

9e: 4820 ldr r0, [pc, #128] ; (120
<TA InvokeCommandEntryPoint+0xa0>)

al: 681b 1dr r3, [r3, #0]

a2: 4478 add r0, pc

ad: 3033 adds r0, #51 ; 0x33

a6: 9301 str r3, [sp, #4]

as: 4ble 1ldr r3, [pc, #120] ; (124
<TA InvokeCommandEntryPoint+0xa4d>)

aa: 447b add r3, pc

ac: 9300 str r3, [sp, #0]

ae: 2301 movs r3, #1

bO0: £002 fbcO bl 2834 <trace printf>

9.2 optee V2°F 5

TAH LR W ZITE W R E R .

E/TC:? 0 User mode data-abort at address 0x2a (translation fault)
E/TC:? 0 esr 0x92000005 ttbr0 0x20000084a7020 ttbrl 0x00000000 cidr 0x0
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E/TC:? 0O

cpu #1

#3200 FE4TEIr0-r12,
#64fFEFTEIx0-%30,

E/LD:
E/LD:
E/LD:
E/LD:
E/LD:
E/LD:
E/LD:
E/LD:
E/LD:
E/LD:
E/LD:
E/LD:
E/LD:
E/LD:
E/LD:

region
region
region
region
region
region

region

~N o O W NP O

region
region 8:
[01]
Call stack:
0xc00870a4
0xc0088b21
0xc008d507
0xc008716c

SpPr
sp_elo,

: va
. va
. va
i va
: va
. va
. va

P va

va

cpsr 0x20000130

Lz,

0xc0004000
0xc0006000
0xc000e000
0xc000£000
0xc0013000
0xc0014000
0xc0015000
0xc0087000
0xc0090000

pa
pa
pa
pa
pa
pa
pa
pa
pa

pc (c00870a4)
elr (00000000c00870a4)

0x08600000
0x08602000
0x0860a000
0x0860b000
0x0860£000
0x08625000
0x09201000
0x00001000
0x0000a000

size
size
size
size
size
size
size
size

size

8cccf200-2450-11ed4-abe2-0002a5d5c52¢c @

0x002000
0x008000
0x001000
0x004000
0x001000
0x001000
0x002000
0x009000
0x00c000

flags
flags
flags
flags
flags
flags
flags
flags
flags

0xc0087000

ST EN P peBelrii & R R AL, region 0 3 region 8 A TAMIDELE N A7 Fiihhl, X B 555 Hh
1:0xc00870a4 J& T region 7 FAAGEL, Frllelr - region 7 : va = 0xc00870a4 - 0xc0087000 = Oxa4 il /& 7 i
AL ZETA ) (i % k- o

TETASCAHF R H 3% FA AMSuuid.dmp XA, U R TARRICS SO, 183% 7 TAR & R fm s Hhdl,
F1FFuuid.dmp X H A 4K a4, HF a4: 681b 1dr r3, [r3, #0] Fi&RHmiihit,
testapp_ta.c:101 f%ﬁ%;%?ﬁfﬁﬁ%fftemapp_ﬁacgﬁIOI?TO

/home/xxx/rk px30 linux/external/optee test/ta/testapp/testapp ta.c:101

Ok 6823 1dr r3, [r4, #0]

9e: 2202 movs r2, #2

al: 4d28 1dr r5, [pc, #160] ; (144
<TA InvokeCommandEntryPoint+0xc4>)

az: 4e29 1dr r6, [pc, #164] ; (148
<TA InvokeCommandEntryPoint+0xc8>)

ad: 681b 1dr r3, [r3, #0]

a6: 447d add r5, pc

ag: 447e add r6, pc

aa: 3533 adds r5, #51 ; 0x33

ac: 4628 mov r0, r5

ae: 9600 str r6, [sp, #0]

b0: 9301 str r3, [sp, #4]

b2: 2301 movs r3, #1

b4: £000 f912 bl 2dc <trace printf>

9.3 BE A A%

R VAR B AU BB B FE 7 S bk, ISR G B R B AR, optee v2 P &34 T IA
export-ta_arm32\scripts\symbolize.py I A SZELiZ I fE. optee v1°F- & A L.

Bk, WEMATEWNMIFRKE, TTREERE B A XS 81T HE.
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#3207 TARAT

export PATH=/homel/hisping/rk px30_ linux/prebuilts/gcc/linux-x86/arm/gcc-linaro-
6.3.1-2017.05-x86_64 arm-linux-gnueabihf/bin:S$PATH

export CROSS COMPILE=arm-linux-gnueabihf-

# 64 TASIAT
export PATH=/homel/hisping/rk px30 linux/prebuilts/gcc/linux-x86/aarch64/gcc—

linaro-6.3.1-2017.05-x86 64 aarch64-linux-gnu/bin:SPATH
export CROSS COMPILE=aarché64-linux-gnu-

B, PUTIIAS, HrP-dZHER AT ARE I TA H 3%

./export-ta arm32/scripts/symbolize.py -d out/ta/testapp/

B=0, WASSHHREMATFEITEEL, EHIFMEREITEER, TERW T ER, Hh
Call stack i & 2R F0A F AR

I/TA: Hello Test App!

E/TC:? 0O

E/TC:? 0 User mode data-abort at address 0x2a (translation fault)

E/TC:? 0 esr 0x92000005 ttbr0 0x20000084a7020 ttbrl 0x00000000 cidr 0x0

E/TC:? 0 cpu #1 cpsr 0x20000130

E/TC:? 0 x0 00000000000069%9ee x1 0000000000000062

E/TC:? 0 x2 0000000000000002 x3 000000000000002a

E/TC:? 0 x4 00000000c0014£30 x5 00000000c0014£40

E/TC:? 0 x6 00000000c0074080 x7 00000000c0074308

E/TC:? 0 x8 00000000c00742e8 x9 00000000c0014£30

E/TC:? 0 x10 0000000000000065 x11 00000000c007£2d8

E/TC:? 0 x12 0000000000000773 x13 00000000c0014£f00

E/TC:? 0 x14 00000000c006cb0d x15 0000000000000000

E/TC:? 0 x16 0000000000000000 x17 0000000000000000

E/TC:? 0 x18 0000000000000000 %19 0000000000000000

E/TC:? 0 x20 0000000000000000 %21 0000000000000000

E/TC:? 0 x22 0000000000000000 %23 0000000000000000

E/TC:? 0 x24 0000000000000000 x25 0000000000000000

E/TC:? 0 x26 0000000000000000 %27 0000000000000000

E/TC:? 0 x28 0000000000000000 %29 0000000000000000

E/TC:? 0 x30 0000000000000000 elr 00000000c006b0a4d

E/TC:? 0 sp_el0 00000000c0014£80

E/LD: Status of TA 8cccf200-2450-11led-abe2-0002a5d5c52¢c

E/LD: arch: arm

E/LD: region va 0xc0004000 pa 0x08600000 size 0x002000 flags rw-s (ldelf)

E/LD: region va 0xc0006000 pa 0x08602000 size 0x008000 flags r-xs (ldelf)

E/LD: region va 0xc000e000 pa 0x0860a000 size 0x001000 flags rw-s (ldelf)
(ldelf)

E/LD: region va 0xc0013000 pa 0x0860f000 size 0x001000 flags r--s

va 0xc0014000 pa 0x08625000 size 0x001000 flags rw-s (stack)
va 0xc0015000 pa 0x09201000 size 0x002000 flags rw—-- (param)
E/LD: region va 0xc006b000 pa 0x00001000 size 0x009000 flags r-xs [0]
.ta_head .text .rodata .ARM.extab .ARM.exidx .dynsym .dynstr .hash

E/LD: region 8: va 0xc0074000 pa 0x0000a000 size 0x00c000 flags rw-s [0]
.dynamic .got .rel.got .data .bss .rel.dyn

E/LD: [0] 8cccf200-2450-11ed4-abe2-0002a5d5c52c @ 0xc006b000
(out/ta/testapp/8cccf200-2450-11ed-abe2-0002a5d5¢c52c.elf)

E/LD: Call stack:

E/LD: 0xc006b0a4 TA InvokeCommandEntryPoint at ta/testapp/testapp ta.c:98

E/LD: region

0

1

2
E/LD: region 3: va 0xc000f000 pa 0x0860b000 size 0x004000 flags rw-s

4

5

E/LD: region 6

7



E/LD: 0xc006cb0d entry invoke command at
/home/zhangzj/secure/optee 3.6.0/optee os/lib/libutee/arch/arm/user ta entry.c:3
57

E/LD: 0xc00714f3  ta entry c at export-ta arm32/src/user ta header.c:48

E/LD: 0xc006b158  ta entry at export-ta arm32/src/ta entry a32.5:20

10. AAFAE SR UL

10.1 OP-TEE V1

Ea TEE_RAM TA_RAM SHMEM
RK312x M 12M M
RK322x 1M 12M M
RK3288 1M 12M M
RK3368 M 24M 4M
RK3328/RK322xH M 24M 4M
RK3399/RK3399Pro 2M 24M 4M

Pi: Secure OSIZ{T{ETEE_RAM, TAIZT7E TA_RAM , SHMEMMILZENTE,

10.2 OP-TEE V2

FE TEE_RAM TA_RAM SHMEM
RK3326/PX30 M 4M 2M
RK3358 2M 4M 2M
RK3308 M M M
RK 1808 2M M M
RVI1109/RV1126 760K M 512K
RK3566/RK3568 2M 12M 2M
RK3588 2M 12M 2M
RK3528 M 4M 2M
RK3562 2M 4M 2M
RV1106 IM 1M 512K

UiHd: Secure OSIZ/TfETEE_RAM, TAIZITTE TA_RAM , SHMEMAHLEPNAF,
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OPTEE OSC SZFHTENZ &N AR/, HAE I ULE R Slogh BEERM T ER.

I/TC: OP-TEE memory: TEEOS 0x200000 TA 0xc00000 SHM 0x200000
I/TC: Primary CPU initializing
I/TC: Primary CPU switching to normal world boot

A R Blogd T BN K/INS EIRFNFRA—BUW AT EI 9 .

11. ZEAPE

11.1 437X

1. ZAEAF#ZOPTEE OSEE N IhGE L —, — BT 7 28R, HdR 2L OPTEE OSHN# ff
f#Fsecurity7> X . rpmb4)[X . Android/Linux {4 &5t

TEE % 447t JE 35k
—Fh, TARIGH & EstorageID = TEE_STORAGE_PRIVATE_RPMB, MI{{ifflemmec rpmbilf 17 %24
it Femmc S rpmb K/ANAE, H W NAM.

M, parameter.txtH E Usecurity 73X, HTAMHE A5 B storagelD =
TEE_STORAGE_PRIVATE_REE, WL 22 & AF#AF I T security 73 X, security 43 [X H#T# N
512k.

=, parameter.txt % H E Usecurity 4 [X, HTAHE H 1% B storagelD =
TEE_STORAGE_PRIVATE_REE, B 22 A% A T Android/Linux X 2 4t /metadata/tee BY,
/data/vendor/tee BY, /data/tee HF T (i #fiiAtee-supplicantA SRV |iZ HR) , BZSEIARRS]. &t
5 4% 7 EAE ] emme Houboot A g iE L. CONFIG_OPTEE_ALWAYS USE SECURITY PARTITION
%%, Blubootb B 2 4= 44 BRIA 2 47-6if Flemmce rpmbH .

2. Ubootliit &4 17 i, E S “U-Boot HTEEMKZ” Z 5,

3. (EHT R A7 S N BRI S IR & A R AR, EARTRA I T B s AR UK, (AN RUE SO R
GuoeEErE, BT AU R R0 0 B R 1) BN, BRI R SR A RS E . BR
_RPMB Wi HL -3 §E 714 T-security f1 Android/Linux X4 & 5

11.2 PEBEM

OPTEE V14, RK3399 LinuxF-&, CPUE#1200000, DDRZE#1200000000, 474

il X 35 £V PNGN 2 3 EEE B A T B S A
Linux 3/ R4t 30K 16ms 67ms 61ms 19ms
Linux X+ R4t 4K 17ms 23ms 13ms 7ms
Linux R & 1K 18ms 16ms 7ms 6ms
Linux 3RS 32 23ms 16ms 7ms 7ms

security 73 [X. 30K 97ms 181ms 54ms 277ms

security 73 [X. 4K 101ms 74ms 14ms 101ms
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SEFRRRIIR AR/ olllse 25 NERg 5 o R T Bt s

security 43 [X. 32 103ms 55ms 7ms 73ms
rpmb 73 [X. 30K 20ms 233ms 10ms 7ms
rpmb43-[X 4K 20ms 36ms 3ms 6ms
rpmb 73 [X 1K 22ms 14ms 2ms 6ms
rpmb 7y [X 32 27ms 8ms 2ms 6ms

OPTEE V2% &, RK356x Linux*F-4, CPUE#11416000, DDR:E#1324000000, #4705 :

74l X 355 HE KA Bl B8 R T B SC A
Linux 3 £ 4 30K 17ms 28ms 3ms 8ms
Linux XX R 4t 4K 17ms 11ms Ims 8ms
Linux XX &4t 1K 18ms 9ms Ims 8ms
Linux X R4t 32 19ms 8ms Ims 7Tms

security 75 [X. 30K 12ms 12ms 4ms 12ms
security 73 [X. 4K 12ms 3ms Ims 11ms
security 7 [X. 1K 13ms 2ms Ims 11ms
security 73 [X. 32 15ms 3ms Ims 14ms
rpmb 7y [X. 30K 23ms 287ms 16ms 5ms
rpmb 73 [X. 4K 24ms 50ms 7ms 6ms
rpmb43- X 1K 23ms 22ms Sms 6ms
rpmb 7y [X 32 30ms 12ms 5ms 5ms

12. SEES ZEFRAIER T HR

12.1 75 REEH TE

Ji %A T RK3588. RK3528. RK3562 K JE4¥i 6.
122 EEF

FEAE AT R AT, TPRF TR R R,

o IEMEE R T EE M2 AT, #iilubootf il B CONFIG OPTEE SECURITY LEVEL 4% KACE .
OH R R — RIS, JRe ks,
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o WK “HR 47 %27, 5 T H“RKDevInfoWriteTool(V1.3.5 % PL iR A)”, F#HOEM
HUK.

12.3 T RiHH

TSR R BL B OPTEER) % 5 2, ASF % 255 J00 eMMC/ % S AFAH I PR3 5B EAN ] o

gz - (Cu(;(lllzgm(}iaogﬁ'FIﬁE)E_SECURITY_LEVEL
HR
N F 1 MeMMC/ % A7 B TRl
% T EE)E, 75IFDE #HeMMCIE Fr Fll#E 2
- B e A 1Rk e
FEEMeMMC/22 2 AE# R 594052,
a4 I & & X FIOEM HUKK IR AeMMC/
ﬁgz AR E, FHERE, |
W5 HAE [F IOEM HUK, 7] 4k 454 F
JEG ) eMMC:ts F i HAth 22 4= A7 B ds
G e FEHeMMC/Z A7 IR A0 e,
77 . EERE, e EE eMMCt: 0ERANE B

Fi A A 22 A A7 s

PAEANA 2R NS, T eMMCHIZ 2SI Z ST . NI AT AR E .

o HUK(Hardware Unique Key): FTJR-ERPMB Key. Secure Storage Key A K HiAth %587 /N [A] 22 4= 1)
4%, HUKAE, I TE.
Hard HUK /& %% T Device Root KeyJRA: 1], —HL—%, Device Root KeyfE s fr | I L pesgk 3] ¢ 4>
OTP+H.
OEM HUK & HIF A3 5 I, T R#E 324 0TP .
Soft HUK/Z&RockchipE L[, BT A SN —AN%8, AR 1R 28 .

e RPMB Key: eMMCits /f RPMB%) X [ £ A% (R4 255

e Secure Storage Key: Z&AFfififrdr %4

o Other Key: OP-TEE T HAth i 454 .

ERTTEL
J————— > RPMB Key
Device Root Key ---> Hard HUK ------ > Secure Storage Key
\—————- > Other Key
AT R2
Device Root Key ---> Hard HUK ------ > Other Key
[=———— > RPMB Key
OEM HUK --------——-—-—-
\===e== > Secure Storage Key

9URAETT R
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Device Root Key ---> Hard HUK ------ > Other Key
f————— > RPMB Key

\—————- > Secure Storage Key

13. OTPi}t BH

OTP$£0ne Time Programmable Memory, OTPX k37 £F 2 Ristl, (HHBEE AN —X.
Secure OTP 71 Tl B 2 Fh AN A FIOEM Zone [X 35 DA & 7 A R o4 B 75 R

OoTP .
Tt B XFHFE
it
OEM 1%OEM Zone X A T 176 FH P %8, %H—BEA rv1126, rv1109, rk3566,
Cipher ANUEM, RS %SG DA e % T k3568, 1k3588, k3528,
Key TN A k3562, rv1106
\ o ‘ k3308, rk3326, k3358,
Protected i%OEM Zone X IV f#£i2 47 fEOP-TEE OS L[ &7%
o . N ) k3566, k3568, k3588,
OEM Trust Application(TAR ) W, FEREMHATLIEE
e . rv1126, rv1109, rk3528,
Zone BB 5% O0EM ZoneX 1% . Demoif 2 #rk_test.
k3562, rv1106
Non- k3308, rk3326, rk3358
N N N W T , I , I .
Protected 1%OEM ZonelX 38, 7] LA U-Boot filUserSpace il FH, %4
OEM 5 B A A LR e k3566, k3568, k3588,
Z =7 ’ rv1106, tk3528, k3562
one

HEZ 4152 % (Rockchip Developer Guide OTP_CN.pdf) (Y%,

14. TA APIiiEH
14.1 #iR

RKIZMELURTA APL, B HA B K-

o EIF K E S5 FH f)GlobalPlatform TEE Internal Core APIf FH2:
o {EIF R FE BB API

14.2 APIHJIR B (&

APIfJIR [BIE A :

e TEE SUCCESS: I
o TEE_ERROR BAD PARAMETERS: Z#4ti%
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o AR I tee api defines.h

14.3 APIij A

14.3.1 Crypto API

14.3.1.1 rk_crypto_malloc_ctx

crypto ctx t *rk crypto malloc ctx(void);

h&e
Fi& cryptotf/E AN BHIR .
ZH

e &

14.3.1.2 rk_crypto_free_ctx

void rk crypto free ctx(crypto ctx t **ctx);

T
B Cryptof M ATRE, e M BEET S b, T A B SRR
BH

o ctx: BEFIMA

14.3.1.3 rk_hash_crypto

TEE Result rk hash crypto(uint8 t *in, uint8 t *out, uint32 t in len,
uint32 t out len, uint32 t algo);

TR
HEMEEY, WESE, R rk_hash begin/update/finish 0.
Y

o in: I NERE

e in_len: I N L

e out: fii & HE

e out_len: fith Hdi K

o algo: H LAY, (HFTEE ALG MDS5, TEE ALG SHA1, TEE ALG_SHA224, TEE_ALG_SHA256,
TEE ALG_SHA384, TEE ALG_SHA512

14.3.1.4 rk_hash_begin
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TEE Result rk hash begin(crypto ctx t *ctx, uint32 t algo);

Theg
HERME B, VIR ERAE.
ZH

o cotx: BRAEAIAN
o algo: HVEKA!, ¥ TEE ALG MD5, TEE ALG SHA1, TEE ALG_SHA224, TEE_ALG_SHA256,
TEE ALG SHA384, TEE ALG SHA512

14.3.1.5 rk_hash_update

TEE Result rk hash update (crypto ctx t *ctx, uint8 t *in, uint32 t in len);

T g
TR E o BURER, M IEE, NS 2.
ZH

o ctx: BRAEAIAN
o in: FAKUE
o in_len: FINEIE K

14.3.1.6 rk_hash_finish

TEE Result rk hash finish(crypto ctx t *ctx, uint8 t *in, uint8 t *out,

uint32 t in len, uint32 t *out len);

Thee
RN B B, TS RUE — BUEGE I T e
S8

o ctx: BEHIWA

o in: FIAEE

e in_len: FI NI K
e out: i th H¥E

o out_len: ¥ tH KL

14.3.1.7 rk_cipher_crypto

TEE Result rk cipher crypto(uint8 t *in, uint8 t *out, uint32 t len,
uint8 t *key, uint32 t key len, uint8 t *iv,
uint32 t algo, TEE_OperationMode mode) ;

Thhe

MR S . WFE 5B, W{EH rk cipher begin/update/finish #2,
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in: 4 A\ EHE

o len: Hi NBURE

o out: fi tH A

o key: algoXf M )% 4H

o key len: HIKE, ARFfalgo, LHRHHHKIEIEH AR

o iv: WIgH IR

o algo: HREM, FRELL N HIE(OP-TEE VIA N LR SMEE)

TEE ALG_AES_ECB_NOPAD
TEE_ALG_AES_CBC_NOPAD
TEE_ALG_AES_CTR
TEE ALG AES CTS
TEE_ALG_AES_XTS
TEE_ALG_SM4 ECB_NOPAD
TEE ALG SM4 CBC_NOPAD
TEE ALG SM4 CTR
TEE_ALG_DES_ECB_NOPAD
TEE_ALG_DES_CBC_ NOPAD
TEE ALG DES3 ECB_NOPAD
TEE ALG_DES3_CBC_NOPAD

o mode: JI%5 BRI 2

14.3.1.8 rk_set_padding

TEE Result rk set padding(crypto ctx t *ctx, int padding);

Thig
LS 0 A 2 e ) e A
ZH

o ctx: BEAIWA
o padding: SCFFHIRI I rk_padding t

14.3.1.9 rk_cipher_begin

TEE Result rk cipher begin(crypto ctx t *ctx, uint8 t *key, uint32 t key len,
uint8 t *iv, uint32 t algo, TEE OperationMode mode) ;

Thig
RN 7y BURE IR AR L R A o
ZH

o ctx: HAEF)A
o key: 4
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o key len: FHHKE, A Ffalgo, SCEFRIZFHKEE AR
o iv: VIR
o algo: HyRARM, LU FHIE(OP-TEE VIRAR T FrSMEL )

TEE ALG AES_ECB NOPAD
TEE_ALG_AES_CBC_NOPAD
TEE_ALG_AES_CTR
TEE_ALG_AES_CTS
TEE ALG AES_XTS
TEE_ALG_SM4 ECB_NOPAD
TEE_ALG_SM4 CBC_NOPAD
TEE ALG SM4 CTR
TEE ALG_DES_ECB_NOPAD
TEE_ALG_DES_CBC_NOPAD
TEE_ALG_DES3 ECB NOPAD
TEE ALG DES3_CBC_NOPAD

o mode: JI1% BRI

14.3.1.10 rk_cipher_update

TEE Result rk cipher update(crypto ctx t *ctx, uint8 t *in, uint8 t *out,

uint32 t in len, uint32 t *out len);

Theg
SRR 73 BURE RN A s AT g
ZH

o cotx: BEAEAIAN

o in: Sy IR B A N B AR
e in_len: fINEHE KL

o out: i th ¥z

o out len: ¥irth HE < &

14.3.1.11 rk_cipher_finish

TEE Result rk cipher finish(crypto ctx t *ctx, uint8 t *out, uint32 t *out len);

T
RIFRARE S BRI, S AR T
BH

o ctx: BEAEAIAN
o out: FiH HiE
* out_len: ¥t &K

14.3.1.12 rk_ae_begin
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TEE Result rk ae begin(crypto ctx t *ctx, uint8 t *key, uint32 t key len,
uint8 t *iv, uint32 t iv len,
uint32 t add len, uint32 t tag len,
uint32 t payload len, uint32 t algo, TEE OperationMode

mode) ;

igE
AES-CCMESAES-GCME LW IA L ER1E
S8

o ctx: HAEAJHN

o key: B4

o key len: HHIKE, HFFl6, 24, 32

o iv: WIUHIAE

o iv_len: M EKE

o add len: AES-CCMHY fJADDK: &

o tag len: tagKE (bit) , AES-GCM3ZH#128, 120, 112, 104, 96; AES-CCM #5128, 112, 96, 80, 64, 48,
32

e payload len: AES-CCMHY [payloadt &

o algo: 5Lk, ¥ TEE ALG AES GCM, TEE ALG AES CCM

* mode: JINE B E

14.3.1.13 rk_ae_update

TEE_Result rk_ae update(crypto ctx t *ctx, uint8 t *in, uint8 t *out,
uint32 t in len, uint32 t *out len,

rk ae update type t is aad);

e
AES-CCMELAES-GCMHLZ:, il N FIBE 3 4T In i 2% .
S8

o cotx: BEAEAIAN

o in: FEINAAE I A N B0

e in_len: I NEHE KL

o out: fii th##5

o out len: ¥irth HE < &

e is add: /2 %5 AAD(Additional Authentication Data)

14.3.1.14 rk_ae_finish

TEE Result rk ae finish(crypto ctx t *ctx, uint8 t *in, uint8 t *out,
uint8 t *tag, uint32 t in len,
uint32 t *out len, uint32 t *tag len);

Thhe

AES-CCME{AES-GCMHL:, 58 BN g %5 #E4E o
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o ctx: BEAEAIN

o in: RS — B A S
e in_len: I ANHUHEKE

o out: i th##5

e out_len: ¥ th KB

o tag: i th Bl S2 i X SR TE tag
o tag len: tagK ¥

14.3.1.15 rk_gen_rsa_key

TEE Result rk gen rsa key(rsa key t *rsa key, uint32 t key len,
uint64 t public_exponent) ;

TR
BEHLAE RRSAA FAEART
S ¥

o rsa_key: A IIRSA 2 FAEH XY
o key len: RSAEAKSE (F341) , LFE32, 64, 96, 128, 192, 256, 384, 512
 public_exponent: 6%, X F¥3, 65537

14.3.1.16 rk_rsa_crypto

TEE Result rk rsa crypto(uint8 t *in, uint8 t *out, uint32 t len,
rsa_key t *key, uint32 t algo, TEE OperationMode mode) ;

Theg
RSAMNE . fFHD . WAlfFH rk rsa begin/finish 858,
28

o in: H A

o len: MIABIE K

o out: fi i H¥he

o key: RSA%4]

o algo: RSAFVEIAFM, SCHFUUH

TEE_ALG_RSAES PKCS1 V1 5

TEE ALG RSAES PKCS1 OAEP MGF1 SHAL
TEE ALG RSAES PKCS1 OAEP MGF1 SHA224
TEE_ALG _RSAES PKCS1 OAEP MGF1 SHA256
TEE_ALG_RSAES PKCS1 OAEP MGF1 SHA384
TEE ALG RSAES PKCS1 OAEP MGF1 SHA512
TEE ALG_RSA_NOPAD

o mode: fNf##% X, TEE MODE ENCRYPT B{ TEE MODE DECRYPT
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14.3.1.17 rk_rsa_sign

TEE Result rk rsa sign(uint8 t *digest, uint8 t *signature, uint32 t digest len,
uint32 t *signature len, rsa key t *key,

uint32 t salt len, uint32 t algo, TEE_OperationMode

mode) ;
Thae
RSA% 4. 0%, A rk rsa begin/finish # %I,
S8

o digest: i E{H

o signature: 22 fH FE, BEMARRZIE

o digest len: fiff B

o signature len: 2 A {EKE

o key: rsa% 4]

o salt_len: saltf) 754, WSHR LR . WRAGEE, salth T TR EKE
o algo: ik, VEJLGPD TEE Internal Core API Specification, Table 6-4

e mode: 3, TEE MODE SIGN B{ TEE MODE VERIFY

14.3.1.18 rk_set_sign_mode

TEE Result rk set sign mode(crypto ctx t *ctx, unsigned int mode);

Thee
BLERSAZB M, X #2854 B 224
S8

o ctx: PIEHIWA

o mode: 4% sTGN DATA FHHE STGN DIGEST

14.3.1.19 rk_rsa_begin

TEE Result rk rsa begin(crypto ctx t *ctx, rsa key t *key,
uint32 t algo, TEE OperationMode mode) ;

Theg
RSAMNE . e %4, WEBFIENVIH I ERE.
ZH

o ctx: HAEAIA

e key: RSA%4H

o algo: FUREABA, A[FFImodeLifHalgo AR, UL
GPD_TEE Internal Core API Specification, Table 6-4

o mode: 552, T ¥F TEE MODE ENCRYPT, TEE MODE DECRYPT, TEE MODE SIGN,
TEE MODE_VERIFY
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14.3.1.20 rk_rsa_finish

TEE Result rk rsa finish(crypto ctx t *ctx, uint8 t *in, uint8 t *out,

uint32 t in len, uint32 t *out len, uint32 t salt len);

Thfe
ff rk_rsa begin ZJGHATHIRSAINE . % . &4 . WEHE.
2%

o ctx: FRAERIN

o in: FAEUHE

o in_len: FINEHE K E

o out: fii ¥

e out_len: fii tH R

o salt_len: saltf’) 754, MSEGRWTIER

14.3.1.21 rk_gen_ec_key

TEE Result rk gen ec key(ec key t *ec key, uint32 t key len, uint32 t curve);

e
BEHLAE ECCEEEA
S ¥

o ec_key: AEMHIECCAFAEHXT
o key len: BHKSEZ (bit) , (¥F192, 224, 256, 384, 521
o curve: ECCHIZL, SCRFHIHIZL tee_api_defines.h

14.3.1.22 rk_ecdh_genkey

TEE Result rk ecdh genkey(uint8 t *private, uint8 t *publicx, uint32 t *publicy,
uint32 t algo, uint32 t curve,

uint32 t keysize, uint8 t *out);

ThEe
HEATECDH, Wi #ra47.
S ¥

o private: ECCHAH

e publicx: ECCAHX AL AR

o publicy: ECCAAY AR

 algo: XX ¥F TEE_ALG ECDH P192, TEE ALG _FECDH P224, TEE ALG _ECDH_P256,
TEE_ALG_ECDH_P384, TEE ALG ECDH P521

o curve: ECCHiZk, (#f TEE ECC CURVE NIST P192, TEE ECC CURVE NIST P224,
TEE_ECC_CURVE_NIST P256, TEE_ECC_CURVE NIST P384, TEE ECC_CURVE_NIST P521

o keysize: HHKE (bit) , (K192, 224, 256, 384, 521

o out: i HH R0 AR 4H
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14.3.1.23 rk_ecdsa_sign

TEE Result rk ecdsa sign(uint8 t *digest, uint8 t *signature,
uint32 t digest len, uint32 t *signature len,

ec_key t *key, uint32 t algo, TEE OperationMode mode) ;

Thee
ECDSA% 4% . WA H L. Afff rk_ecdsa begin/finish % H5CHL,
ZH

o digest: fii A 147 £

e signature: Fi IS4 ME, BEH R385 I 1E

o digest len: FEKFE

o signature_len: 2 A {H K

o key: ECC#4

e algo: ¥ ¥f TEE ALG ECDSA P224, TEE ALG ECDSA P256, TEE_ALG ECDSA_P384,
TEE_ALG_ECDSA_P521

e mode: > TEE_MODE_SIGN, TEE MODE VERIFY

14.3.1.24 rk_ecdsa_begin

TEE Result rk ecdsa begin(crypto ctx t *ctx, ec key t *key,
uint32 t algo,TEE OperationMode mode) ;

Thee
ECDSAZH, . W2 AU HAE -
S8

o ctx: BRAEAIM

e key: ECC#4H

e algo: 3 ¥f TEE ALG ECDSA P224, TEE ALG_ECDSA P256, TEE ALG ECDSA_ P384,
TEE_ALG ECDSA P521

e mode: 3 TEE_MODE_SIGN, TEE MODE_VERIFY

14.3.1.25 rk_ecdsa_finish

TEE Result rk ecdsa finish(crypto ctx t *ctx, uint8 t *in, uint8 t *out,

uint32 t in len, uint32 t *out len);

T g
ECDSAZ:A, . WAL, IRANMERATEA, BB mANRE, SR EETRS.
ZH

o ctx: HAEAIN

o in: HNHIHHE

o out: fiHHMAAME, BIF AR RE
e in len: I EK T


af://n1442
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o out len: EHHKE

14.3.1.26 rk_sm2_pke

TEE Result rk sm2 pke(uint8 t *in, uint32 t in len, uint8 t *out,
uint32 t *out len, ec _key t *key,
uint32 t algo, TEE OperationMode mode) ;

e
SM2# . f##5, OP-TEE VIMAAR L HZE .
S ¥

o in: NN A R EHE

o in_len: F N K JE

e out: fij ¥

e out_len: fi tH HR

o key: SM2%:4

o algo: Hik, X¥FTEE ALG SM2 PKE

o mode: 3, 7% TEE MODE ENCRYPT Hl TEE MODE DECRYPT

14.3.1.27 rk_sm2_dsa_sm3

TEE Result rk sm2 dsa sm3(uint8 t *digest, uint32 t digest len,
uint8 t *signature, uint32 t *signature len,

ec_key t *key, uint32 t algo, TEE OperationMode mode) ;

ThRE
SM225 4 8 8%5 . OP-TEE VIMAAR L HZ4% 1,
S 3

o digest: SM3 %

o digest len: SM3FEA B, [H 2 32

o signature: fiy Y (25 44 Bt B AN FRO AR BRHIE H 25 44 4l
o signature len: 254 504 (1K

o key: SM2%4]

o algo: H¥%, FFFTEE ALG SM2 DSA_SM3

e mode: %4 TEE MODE_STGN B(Jf% TEE MODE VERIFY

14.3.1.28 rk_sm2_kep_genkey

TEE Result rk sm2 kep genkey(rk sm2 kep parms *kep parms, uint8 t *share key,

uint32 t share key len, uint8 t *conf out);

Thee
HTSM2IECDH&E 3. OP-TEE VIIRAAN T Bz 1.

BH


af://n1492
af://n1512
af://n1532

o kep parms: SM2% (5 8, WEAMFHMBR A
* share_key: %ir i ECDH bl i 6 ) 2% 8

o share key len: share keyt &

o conf out: I TKREG M2 1%1E B

14.3.1.29 rk_mac_crypto

TEE Result rk mac crypto(uint8 t *in, uint8 t *out, uint32 t in len,
uint32 t *out len, uint8 t *key, uint32 t key len,
uint8 t *iv, uint32 t algo);

Thhe
MACTH 5. WFE 5B, AM#EH rk mac begin/update/finish M,
ZH

o in: FIAHUE

e in_len: ABE

o out: fi th Hds

o out len: ¥irth HE < &

o key: MACH 4]

o key len: HHHKE

o iv: WA &

o algo: MACHVEZEM, (OP-TEE VIRAASCHFSMEL), TEE ALG_HMAC MDS,
TEE_ALG HMAC SHAl, TEE ALG HMAC SHA256, TEE ALG AES CMAC, TEE ALG HMAC SM3

14.3.1.30 rk_mac_begin

TEE Result rk mac begin(crypto ctx t *ctx, uint8 t *key, uint32 t key len,
uint8 t *iv, uint32 t algo);

Th g
MAC7BURE, W LERIE .
ZH

o ctx: HRAEAIN

o key: MACH 4]

o key len: HHHKE

o iv: WIERIAE

o algo: MACHEZEM, (OP-TEE VIMRAASCHFSMELK), TEE ALG_HMAC MDS,
TEE_ALG_HMAC_ SHA1, TEE ALG_HMAC_SHA256, TEE_ALG AES CMAC, TEE_ALG HMAC SM3

14.3.1.31 rk_mac_update

TEE Result rk mac update(crypto ctx t *ctx, uint8 t *in, uint32 t in len);

Thae


af://n1546
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MACHBUE S, BEREHMANEIE, HTiHEMAC,
s

o ctx: BEVERIHA
o in: F AR
e in_len: FIANHIEKE

14.3.1.32 rk_mac_finish

TEE Result rk mac finish(crypto ctx t *ctx, uint8 t *in, uint8 t *mac,

uint32 t in_len, uint32 t *mac_len, rk _mac_mode_t
mode) ;

Thee

MAC B, SN — BT RMAC, s Rq — BRI HUHMACTE, 46 R 525
R

BH

o ctx: HAEA)HN

o in: B o — B AN E

o in len: I ANEIEK

e mac: 4 mode=RK_MAC_sSIGN I#itHMAC{H, *4mode=RK MAC_VERIFY B}, FIATUHKIMACH
e mac len: MACIH K JE

e mode: M. “mac”

14.3.1.33 rk_hkdf _genkey

TEE Result rk hkdf genkey(uint8 t *ikm, uint32 t ikm len,
uint8 t *salt, uint32 t salt len,
uint32 t *info, uint32 t info len,

uint32 t algo, uint32 t okm len, uint8 t *okm);

ThEe
HKDF % 43R 4 B 45 .
S8

o ikm: A KE Y

o ikm len: ALK

o salt: fii A ffsalt

o salt len: salt¥ &

e info: fii A [¥info

o info_len: infot& &

e algo: Y ¥f TEE ALG HKDF MD5 DERIVE KEY, TEE ALG HKDF SHAl DERIVE KEY,
TEE_ALG_HKDF SHA224 DERIVE KEY, TEE ALG HKDF SHA256 DERIVE KEY,
TEE_ALG_HKDF_SHA384 DERIVE KEY, TEE ALG HKDF_SHA512 DERIVE KEY

o okm_len: fI N MIYRAE B2 H K BE

o okm: JRZE 1
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14.3.1.34 rk_pkes5_pbkdf2 _hmac

TEE Result rk pkcs5 pbkdf2 hmac(uint8 t *password, uint32 t password len,
uint8 t *salt, uint32 t salt len,
uint32 t iterations, uint32 t algo,

uint32 t key len, uint8 t *out key);

* password: i\ %Y

o password len: Z 5K &

o salt: i A\ ffsalt

o salt len: saltf &

o iterations: i\ [Hiteration countff

 algo: X f TEE_ALG _PBKDF2 HMAC SHA1 DERIVE KEY
o key len: fii N BIURAE 2K FE

o out key: JRA 1) HH

14.3.2 HW Crypto API

14.3.2.1 rk_user_ta_cipher

TEE Result rk user ta cipher(rk cipher config *config, uint8 t *src, uint32 t

len)

Theg
A FIAE 4 CryptodE A7 Infid s 1 55
ZH

o config: 5yES8, M TRCESFERA, FE, FHE
o src: i N H £ s
o len: F¥nkpE

14.3.3 TRNG API

14.3.3.1 rk_get trng

TEE Result rk get trng(uint8 t *buffer, uint32 t size);

Th e

RIS B AL
SR 6 3CFF, WRAL R ZE O, KR [EITEE_ ERROR_NOT_SUPPORTED.

5%
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o buffer: IR [AI IR BEHLEL, buffer 77 7S (AL A /N Fsize
o size: FPIREUIBEAIECK FE

14.3.4 Derive Key API

14.3.4.1 rk_derive_ta_unique_key

TEE Result rk derive ta unique key(uint8 t *extra, uintl6 t extra size, uint8 t

*key, uintlé t key size)

Thae

SRR A ME— TR A A 2 B

BRI AP N 2 N E— 35 B, S IR A 1) B B i — 1.
ZH

o extra: SAEAE, FHTURA A [E % EH
o extra_size: AN B

o key: YRAHRHEH

o key size: HHKE

14.3.5 OTP API

14.3.5.1 rk_otp_size

TEE Result rk otp size(uint32 t *otp size);

ThEe
L %2 4 OTPH Protected OEM Zoneff] & K/,
S 3

o otp_size: & [EIFJOTP )L K/

14.3.5.2 rk_otp_read

TEE Result rk otp read(uint32 t offset, uint8 t *data, uint32 t len);

o offset: FFEEELKIOTP X 45 F A7 B (£
o data: IR[EIJOTPEHE, dataN1F SR ZIA/NTFlen
o len: FREEIMKE
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14.3.5.3 rk_otp_write

TEE Result rk otp write(uint32 t offset, uint8 t *data, uint32 t len);

iR
B ¥¥E 3 22 4 OTPH Protected OEM Zone.
BH

o offset: 15 NF|OTPX 117 B fwFs
e data: £ 5 AF|OTPHI %
e len: datal&

15. R TR B

ARME J5 TrustZone

https://developer.arm.com/ip-products/security-ip/trustzone

GlobalPlatformE ™ :

https://globalplatform.org/

%M T R4 CATF K APIZ % XY TEE Client API Specification
TAJF K APIZ#%CA4: TEE Internal Core API Specification

DR At 2R 5 T 252 SCRY
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